>pz ISE 3.3 pg WSA Llgwegsle CAIJELzS

lJeeossle
| 9300
lpcbdole | lwl_w,sé
IJeobdole
ledayle | 306
lodas

IJo | o
lowed il | izble oo, Jlzol
Ll 51
Lz
| | W96
|Jp§)p6

SuoW 03l 98586 lz)le 1u ape ISE 3.3 pg cisco slpw IJssw zols (WSA) suveg pd pXGrid oo osJ.

IJpobdole
w9uos Cisco wldpg 96 s odo IJp9o9elw:
* e Edple 1Jogso
o zoljlose IJlew (WSA) oy Cisco
o Uvods wubd IJiobes 1wl uss (pxGrid)

* Jboble TLS/SSL.
* PKlgds ublpe IJogugsd Windows Server 2016

lJpdule IJpuuegspesd

ouvows Idpedsple 1Ugl)o Ws 03l IUpuwaws IJs luoshle Idwslez sldpdsole 1debse Ioldso:



* Identity Services Engine (ISE). IJl_o>l, 3.3 Patch 4
* Cisco Secure Web Appliance. |J|_o>l, 15.2.0-116
* Windows Server 2016 Jglp pyee Uvoble ghzs (CA).

op lousle 1pgdsple 1J958 B 03l Idpuuaws po 1Jiz036 1092936 B wsisé pepdss ¢luos. wile gpse IUizoss

Lin}uot)‘oé WO o3l Idpwows wodssy ppuwse (IVe)luos). Bl dlve vodod $6s Idogvgsd: Solds oL Bopd
Jdeles Ipeoed Jis e,

IJodysu

lJOuwpe I: oJdgsy ywolys Cisco Identity Services Engine 3.3
IJglbgs 1: loile Ubol>s ESisesErver pxGrid

logule CSR Jwolss ISE Server pxGrid:

1T.owed 1U>g9d 1Js 9lgosd [Jpuwese 1Uyun9es6 (GUI) Jegyd é3ple IJegssé pu Cisco.
2.NavigatetoAdministration > |Juble > IJuobsle > s [Jgbeble >bdule w9dse [Juveble.

3. 22 lugsle bdo wsdse lJuvelss (CSR).

= bl |dentity Services Engine Administration f System

I Deplaymant Licansing Cartificates Lagging Maintanance Upgrade & Roliback Haalth Chacks Backup & Rostors Admin Aceess Settings

Cortificats Mansgamaat

Certificate Signing Requests

.
| = ||

Friendly Name Certificate Subject Koy Length  Portsl gro...  Timestamp Host

4. sop luwopsle IJuvolss (IJubebsle) 1Ugluos « SelectpxGridin JJz 8J.
5. leJlp SelectISE 1Uss sop logile Iuvel>é Jo.
B.5pJ0d |Lolds ol osd Ig)s gws IJup)96.

7. ClickGenerate.



Usage

Cerlificatels) will be used for I prGrid VI

Allow Wildcard Certificales D (]

Node(s)

Generate CSR's for these Nodes:

Node CSR Friendly Mame

B ise3s ise33HpxGrid

Subject

Comman Name (CN)
SFQDNS ©

Organizational Unit (QU)
AAR D

Organization (O)
Cisco i

City (L)
Bangalore

State (ST)
ELA

Country (C)
IM

—_ ———m — —m m
Subject Alternative Name (SAN)

DNS Name < ise33.lab.local

IP Address 10.127.197.128

©

NN e——
* Key type

RSA v @O

* Key Length

4096 ~ (i)

* Digest to Sign With

SHA-384 o

Certificate Policies


https://server/certsrv/

Ieuwetse lds Id po puob @6 1Ugesd 9p00b 36 1UEhe B 2dd luvesle Idpolz
lJezuwo.

6.cujsd Iduvole IJos wp logblel eouwss Base-64 9ldedb wouuwsd ISE_pxGrid.cer.

Microsoft Actve Direclory Certiicale Sermices - Avasie-ISE

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or @'Base 64 encoded

IJglbgs 3: |uwaesly guolsé g3y CA lJs peiu 96 ISE

1loedd lJs Lowes MS Active Directory Certificate ServiceHome 923> wojsd Uivol»s CA Iy Guduwdé [Juioble 19
CRL.

Welcome

Usa this Wel sile 1o request 8 ceificate for your Web browser. e-mad client, or other program. By using & cemificale, you can varily your identity 1o peopie you communicale with over th Web, sign and encrypl messapes, and. depending upon the type of conificale you request, pedform
alhr sacurity 135ks.

“You can alse use this Wab she to downlkad 8 certificats autherity (CA) cerificate, certificate chain, or cartificate revecation list (CRL), or to view the status of a parding request,
Far i ian about Active Di Cortif rVices, Dirnctory Gortificate Services Documantation.

Bebect a task:
Baa
g S stalus of 3 pendiog cortificate renuos

2. cuwsy SelectBase-64. wp 109, V9.9 Luolsé DownloadCA.



Microsoft Active Directory Certificate Services — Avaste-ISE

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [Avaste-ISE] -

Encoding method:

ODER
® Base 64

Install CA certificate
IDown load CA certificate
ownloa certiricate chain
Download latest base CRL
Download latest delta CRL

3.2V b IJuwolsé ¢ ca_root.cer.
4. wed 1Usgd 1Js 9lzes Idpuwegse [dyuw9ess (GUI) Jezyd el [Je9ss pu Cisco.

5.2 bLié > uble > Juoble > s lduboble >uobsle p9899 wol.

e Identity Services Engine Administration / System

] Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade & Rollback  Health Checks  Backup & Restore  Admin Access  Seftings

Conificsts Mamagemant

Trusted CertifiCates 4 rer s mesvery i s meammencdea so axport and baciup ai yeor reses earsicates

]

Friandly Hame

I Trusted Cartificates
i Serial Number Isswed To Isswed By Walid From Expiration Date  Status

Certificate Autherity

6. Selectimport > »Js IJuol>é glmportRootCertificate.

7. olds po weass glus IJIgwsl Trust for authentication oey ISEcheck.



cas Engine Administration / System

'l Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade & Rellback  Health Checks  Backup & Restore  Admin Access  Settings
—
-
e ’ Impert a new Cenificate into the Certificate Store
a
ANASTE_ROOT cor

X

|
3
Al

Cormficate Autharity

8. ClickSubmit.
IUg 196 4: b Livolss ISE Ll wodse lduiolss (CSR).

1T.owed 1U>29d IJs 9lgod Idpuwegsp Iuwsessd (GUI) Jee,yd giple [Jogsé o Cisco.
2. 235 bhs > uble > Juoble > blys Idyvoble >bdule wodse [Juvoble.

3. 25 CSR I3 & logildo B 1dBuwe IJuulod: ©p lod) 998 Liolss IUyulb.

“lul |dentity Sarviees Engine Administration £ System

) eookmarks
BS  Dashboard

AR — © Certificate Signing Requests

W Contaxt Visibility

A, aperations Ganeraty Corificsts Signing Requosts (CSR)

0 policy ) : i b M i i
4. Adeinistration e
Al Wark Centars
Friondly Hame Cartificate Subjoct Koy Length  Portal gro...  Timestamgp Hust
LI —
E a0 33mpaGrd CHsise3Zlablocal. 0., 4096 Vo, 19 Mar 2025 5033

Intirattivi Fastures

4. B 0podE IJubolss IUpsbes J Bind CA. ige, uolss ISE_pxGrid.cer Ies wp loguldol puwwdl.

5. $p wouwpss [Juelss Lluve pldsd: &e lug) B9 "buwlJ".

= ubain |dantity Services Engine Administration / System

LT

] Beployment Licensing Cortificates Logging Maintenance Upgrade & Roliback Heaith Checks Backup & Restore Admin Access Settings
e
Cortificats Mansgemant - ) - .
Bind CA Signed Certificate
]
N * Cortticato Filo
Friandty Nami I 2 oaRID

1 .

e .
4 Carificaws Signing

Resuests Uaage
Al
B =

Cortificate Authority

7. ClickYesif IUoblp sbdo [uewsld IUgiolss.



8. 23 bhis > uble > Luoble > Juoble IJuble.

9. sedud J3s6 Livols PXGrid IJpouils p9des pu IJpsze IJpuosd IEbzs B IUSlsps.

Administration / System

P Bookmarks

System Certificates

5% Dashboard
Cortifcate Managemant

i Context Visibaty s et
A operations Friasly Hama Used By Partal group tag Issued To bssued By Valid From Expiration Date Status
1) Poliey

A . v
4. Administration A
ey Active
- om
Al Work Conters
Cortific Auth o o e [t n
Interactive Foatuses Aetive
8
" -]

lJOuw e i luols Guolss g3y CAlJs péiu yvoble WSA IJe9e99 wo
luplds Lisolss 23y CA s et WSA IJp9ed wo

1.gwzd 1Usg9d 1 91206 IJpuweese louusess (WSA) 1Jgl o6 wzols lelo 1o
2. 10edd 1Js Iduveds > [sLs Idguoble > [shs Guoble 123, 1Upseed wol.



= o — I

Interfaces

Transparent Redirection
Routes

DNS

High Availability

Internal SMTP Relay |
Upstream Proxy

| External DLP Servers |
Web Traffic Tap

I |
Certificate Management

Cloud Services Settings



Sew o odsy 036 |Juwolé g3l oese!l swsloz wsw 24 9 60 Luoyl 9szw o ooy
1U39J8 1) wd> woudsu 1SO (IJz)9 1Udws)é B ¥b).

10. lu @)y W99 wuisd bdew wadse Iduivolss.

Weeh Apphuece Ebnt Certiate

1. 108, 898 Luwld.

12. 1085 898 wodss IJegssole Jobosy Idogss)le.



wedsrt Bl de o8 whuwld Idegssle 1dp3ds,8 sldasleel sozesd Iduuelss 1desSe s
rov|ufb_)6 _9|J|Jo_j|ro‘ &@pdgd r°.9|€.°6 pde'u loole L_Jovi”roJ.

IJSuwe vt ©98se CSR Jgpsd WSA Cluwoisle CA Ehes

1.luedd lJs MS Active Directory Certificate Service.https://server/certsrv/. z.se sI90 [Jghpe 09 IP I9 DNS Il o wglbe
MS.

2. bbJo, Jwol>é ClickRequest.

puBEE B

3. 16e) Lwld bdo Uil po@sp.


https://server/certsrv/

Microsoft Actve Dirclony (

Hifcale Sernncos Avasto-lSH

Request a Certificate

Selact the cerlificate type:
User Cerificale

Or, submit af advanced certificate request.

4.oumg prosslo CSRIJus wp lugildel Vs IUuue Iduwlod Os 2dd Ibde Ipe9sb.

5. SelectpxGridas The Certificate Template: & 108, <899 Submit.

Submit a Certificate Request or Renewal Reg

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal raquest generated by an external source (such as a Web server) in the Saved Request box.
Saved Request:

T e T e T
VRAPEOE e OCOF 2 juk M. ek gmou2psle 21 SE1KEHKpPOORINCE FuFCR =
afzbelk ] 1wi f IF LEXH,/ tKEJABLXSgadMos EvICHIGINPRs Mawje /A
EwiW3cedSkiy B E jqLpxmkhs 2 TuxT ko TPFETHE+OVKEUP R TR0
TiueQliTul1pHzLsgHQh2oWQplDICRT T FOyL cMSaM/ gvP/ yitinS
EEWaDIF [ Bd jmPHAZEpUSF6I NS BHTFZr S At AdaBMHE 0G0 Sq05
MDLWEWYTVAD L Bl g YK EBOLE AT w JAYDVRORBEGWGA I Te 21 je
¢ NV LmMvbYe ECmp,/ M ANB ghahk {GIwBBADS FARDCAREANSAQODwe

Basi-Bd-encoded | F 1 FICS+HotwAeaW] 1y6D2MD5eecedz hkhsaf 1OWQBROWORHG +VE

cerlificate raguest | 2oHRC3TLDyrErsdioziPUkIQASPAKHL /PrHA T ShESYEHRAYVKSK

(EME or SeInZHAr 3901 ¥hdt BgBo2ril] THOUSAIVICHAGKWRBICY FOY 2oL dOX
PKCS #10 o yIVIHHodPre L L 2T6XTkuQCw U0/ GoGrY t allfid 2K0mh f RaxMn20
PKCS #7) XICWaQend §2T4el )00z 1Da 68KV LANEXHITAYF s9f o911 I XPEED.

5420w 49 IpKRYN0 183Gy ENCaFXiaZ iqSKBL JFIXvZxKTDIWe S
1XhUS réviizy jAeyGuukuant RSAmL WUy 3Be08UT Mg IUTOM AhKCOS
THL7Smsr)TpanSt HpdgXyly 2a0BARHIGFOVEHS xhIalg + XuloP
1ritsDBAUIT+RAC 18y SdHS p7bi knsXgmBl 15065 r+ logGFaxgMila
896159/ v TBASPAS BNNXAS TGOIEMNET VCAKKE AL AF by tbS IxSE
WySCOYZoTRITVVSHCKe fmks

-----END CERTIFICATE REQUEST-

Bt

Certificate Tem ;
pxGnd v ]

Additional Attributes:

Aftrbutes




pdlebbs: pdlzbs: spolz Bl Iubolss PXgrid IJpuwegse 1s JJ po puobds IUg psd
9pu2b 86 1Uehpe Vs 28 luwwgsle IJplulz Idppuwo.

6.cujsd Iduuolss lJos e luublyel wouunsd Base-64 glJz b J WSA-Client.cer.



Microsoft Active Directory Certificale Semvices - Avasle-1Sk

Certificate Issued

The certificate you requested was issued to you.
O DER encoded or QEasa 64 encoded

Download certificate

IUSuwp 21yl Liolss gpsd WSA Lo wodse Iduolss (CSR) sldedled.

1.9lz06 IJpuwegsp lhuwspess (GUI) Jzols lely IJsse Navigateto.
2. luodd Ids Iduveds > gple 1Jog s >pe)yd 300 IUog)s.
31ud) VY98 vy IJleshle.

41o08d [ds Suve ybolds gpsd zols IUysw.

5. o2 Buwe Iuoble 1Jesdes: Bp wozesd IJuvolss 1Jeseé WSA-Client. CER

Use Generated Certificate and Key Generate New Certificate and Key |

Common name: wsabgl.tac.com
Organization: AAS
Organizational Unit:  Secunty
Country: IN
Expiration Date: Mar 19 14:21:32 2027 GMT

Basic Constraints: Mot Crtical

Download Certificate... | Download Certificate Signing Request...

Signed Certificate:

To use & signed certificate, first download a certificate signing request using
the link above. Submit the request to a certificate authority, and when you

receive okt ey o fho

Certificate WSsA-Client.cern.cer Upload File




108y 993 Liuwld.

7108y 998 wudss IJogssle Jobosd IJogssle.

8. lu@) vy Idleshle.

9.8p wIdoarsy Jiteol Idlouald weds ISE sludy WB98 wae IJlgouh. slUss spdu 1o suoe gwo el sds:
eool, Ilouald veds ISE

lzeoly IUleuald weds ISE

Checking DNS resolution of ISE pxGrid Node hostname(s)

Success: Resolved '10.127.197.128' address: 10.127.197.128
Validating WSA client certificate ...

Success: Certificate validation successful

Validating ISE pxGrid Node certificate(s)

Success: Certificate validation successful

Checking connection to ISE pxGrid Node(s)

Trying primary PxGrid server...

SXP not enabled.

ERS not enabled.

Preparing TLS connection...

Completed TLS handshake with PxGrid successfully.

Trying download user-session from (https://ise33.1lab.local:8910)...
Failure: Failed to download user-sessions.

Trying download SGT from (https://ise33.1lab.Tocal:8910)...

Able to Download 17 SGTs.

Skipping all SXP related service requests as SXP is not configured.
Success: Connection to ISE pxGrid Node was successful.

Test completed successfully.

lJozdd pu lduoes
s Cisco ISE. luedd 1Js 1dbLé >gsele PXgrid > 1316 1Jg psd > 1Ug pdle.

938 03l |Js luuble WSA Jg psd pxgrid pg statusEnabled.

= e jdentity Services Engine Administration / pxGrid Services

] Bookmarks Summary Client Management Diagnostics Settings

bty Petcy Clients

4. Administration pxGrid Clients

Wik Coritors

Hame Doscription Client Groups Status

JJozdd pu Idlbe,ld B 1Jpsuose g Cisco ISE. luedd 1Js 1J1hs >gsple PXgrid > IJe vgsoole > WebSocket



Administration / pxGrid Services

V| Backmarks Summary Client Management Diagnostios Settings

Context Visibility - WebSocket

4. Operations
Clients  Topics

U Posicy

4. adeinistration Ealents

Clisnt Naemo Canmeet Te Sestion Id Cortificate Subseriptions

Cisco ISE Pxgrid-server.log TRACE level.reference.

<#root>
{"timestamp":1742395398803, "level":"INFO", "type" :"WS_SERVER_CONNECTED", "host":"ise33","client":"
wsabgl . | ab. | ocal _i sed

,'server":"wss://ise33.7ab.local:8910/pxgrid/ise/pubsub”, "message": "WebSocket connected. session\u003d

TRACE [Thread-8][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Drop. exclude=[id=3,c]
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Authenticating null

DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Certs up to date. user=~ise-pu
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- preAuthenticatedPrincipal = ~i
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- X.509 client authentication ce
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Authentication

success

: PreAuthenticatedAuthenticationToken [Principal=org.springframework.security.core.userdetails.User [Us

DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.data.AuthzDaoImpl -::::::- requestNodeName=wsabgl.lab.local
DEBUG [Thread-13][[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Adding subscription=[
INFO [Thread-13]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Pubsub subscribe. subscrip
TRACE [WsIseClientConnection-804][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=34eael

"wsabgl . | ab. | ocal _i sed

,'server":"wss://ise33.7ab.local:8910/pxgrid/ise/pubsub”, "message":"Pubsub subscribe. subscription\u00

TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=SE
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cached
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute from=[id=0,
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [sub-sender-1]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
DEBUG [Grizzly(1)][[1] cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=34eael7d-5
DEBUG [Grizzly(1)][[1] cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=4b4d7de4-b
TRACE [Grizzly(1)I[[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=dd1d138d-a640-4f4f-bd
TRACE [Grizzly(1)1[[]] cpm.pxgridwebapp.ws.distributed.FanoutDistributor -::::::- DownstreamHandler sen

TRACE [Thread-10]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=S



TRACE [Thread-10][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cache

lweduuld IJlgble gl oJlzol
RPRTENE

pudJs CA £s) pe19d6. eJs WSA B lpoul) louold ISE g 1Jglbl. Buud: lowow pods IJlouold wilse ISE
PxGrid.

Test Communication with ISE Server

Start Test |

Validating ISE Portal certificate ...
Success; Certificate validation successful

Checking connection to ISE PxGrid server...
Failure: Connection to ISE PxGrid server timed out

Test interrupted: Fatal error occurred, see details above.

Cisco ISE Pxgrid-server.log TRACE level.reference.

<#root>
ERROR
[Thread-8][[]] cisco.cpm.pxgrid.cert.LoggingTrustManagerWrapper -::::::- checkClientTrusted exception.!

unable to find valid certification path to requested target principl e=CN=wsabgl .| ab.local, OU=Security,

TRACE [WsIseClientConnection-804][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=34eael
TRACE [Thread-9][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=SEl
TRACE [Thread-9][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cached
TRACE [Thread-9][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute from=[id=0,

unable to find valid certification path to requested target

principle\u003dCN\u003dwsabgl.lab.Tocal, OU\u003dSecurity, O\uOO3dAAA, C\uOO3dIN"}
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [sub-sender-1][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
DEBUG [Grizzly(2)][[1] cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=4b4d7de4-b
TRACE [Grizzly(2)1[[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=dd1d138d-a640-4f4f-bd

Sedu pdlebs puow IJSGd pe gpdsle Idodlb Iz



18.76.185.168 19.127.197.128 TCP 66 42883 + 8910 [ACK] Seq=1 Ack=1 Win=66496 Len=0 T5val=384988999 TSecr=1459800712

18.76.185.168 18.127.1597.128 TLSv1.2 583 Client Hello (SNI=16.127.197.128)

10.127.197.128 18.76.185.168 TCP 66 8910 -+ 42883 [ACK] Seq=1 Ack=518 Win=38080 Len=@ TSval=1459800715 TSecr=984988399

18.127.197.128 18.76.1085.168 TLSv1.2 4818 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Dome

18.76.185.168 19,127 .197.128 TCP 66 42883 + 5910 [ACK] Seq=518 Ack=1243 Win=65280 Len=@ TS5val=984989013 TSecr=1459889739

18.76.185.168 18.127.197.128 TCP 66 42883 » 8910 [ACK] Seq=518 Ack=2485 Win=65280 Len=@ TSval=-984989819 TSecr=1459886739

18.76.105.168 18.127.197.128 TCP 66 42883 » 8910 [ACK] Seq=518 Ack=3727 Win=564864 Len=0 TSval-984989819% TSecr=1455808739

18.76.185.168 18.127.197.128 TCP 66 42883 + 891@ [ACK] Seq=518 Ack=4753 Win=65472 Len=@ TSval=98498301% TSecr=1459800739

18.76.185.168 18.127.197.128 TLSv1.2 1528 Cert:ﬁcate, Clmnt Key Exchange, Certxﬁcate Verify, Change Cipher Spec, Encrypted Handshake Message

-127.197.128
-127.197.128

.76.185.168 TCP
- 76.185.168 TLSv1.2

& 8 38 gq= 3 2 8 _TSval=14598088761 TSecr=084985839
73 Alert (Leuel Fatal Descnptlon Certificate Unknown

10.76.105.168 10.127.197.128 TP 66 42883 + 8910 [ACK] Seqil??s Ackud?ﬂ Win=66496 Len=0 TSval=984989849 TSecr=1459880769
18.76.185.168 18.127.197.128 TCP 66 42883 + 8918 [ACK] Seq=1978 Ack=4761 Win=66436 Len=8 TSval=984989849 TSecr=1459800769

108.127.1597.128 18.76.185.168 TP 66 8916 -+ 42883 [ACK] Seq=4761 Ack=1%79 Win=33024 Len=8 TSval=1459888778 TSecr=984585049

lJzd

1. olds po o IJuiolss 1Je9 86 eJs Web Appliance pJjeé wuele £Js WSA 3o p wodss IJogss)le.

2. olds pu o Gwolss CA 1, 19 1Jpuos, Juiolss gasd WSA os 2 po 1Jpéio 1Jp9esd wo gJs Cisco ISE.

lIJes9e 1Jpg 1996

pe,8 IJgbl oy Cisco IJsoud

S99p bJo APl J Pxgrid getUserGroups o|yzle
sedds WSA SIDs wsdl oo pzpesele AD oo
ISE.

O woozse lJizble o0 Cisco 23986

B wopse lUizble o0 Cisco 77321



https://tools.cisco.com/bugsearch/bug/CSCwh23986
https://tools.cisco.com/bugsearch/bug/CSCwh23986
https://tools.cisco.com/bugsearch/bug/CSCvr77321
https://tools.cisco.com/bugsearch/bug/CSCvr77321
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