od9se ANC eJ.s ISE 3.3 g Stealthwatch 7.5.1

lJpzooslo
I, 8500

lpcbdole | lwl_w,sé

IJedoule | D00

o8 J9p0le Il w.sé

lJp 9206

SueWd o3l IJpwows odysy lewsle IJwosssle IJyusses (Adaptive Network Control) gJs Cisco
ISE® IJl_o>l, 3.3 9 Stealthwatch.

IJpcbdole Uil uss

o926 Cisco wldpg 96 s odo Idpyoselw:
* pd Eple Juudd 1Jogss (ISE)
o Uiods wubd IJiobes Il uss (PxGrid)
* cedsdle Iduveds IJlews (Stealthwatch)
* Jeosle IJeosss Iduwsse (wede yveods Blod JJodsys - ANC).
B 03l 1dpuuews sBe,uo o peyd Erple o s Cisco swp spzo pe wedsdle IJuswds IUlews (Stealthwatch)
vl pxGrid IJes op opdss ANC gdsol.
lJedoule IJpuegsed

Ipwowe IJegdsps B 03l 98586 eJis 03l wypzss sluoslle:

+ Cisco ldentity Services Engine (ISE). |Ul_o>l, 3.3
o cpdsdle Iduveds Ilews (Stealthwatch) 7.5.1
+ Catalyst 9300



op lugile lJpgdsele 191,28 B o3l ldpuwens po 1JIz056 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
wedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzepd Jis le).

peJsple Iuuluss

Sedu Jopdsdle Idyweles 1dlews po Cisco (IUlo zje po Cisco XDR) |guesh wslole puwlopsd IJpuwegse pu Cisco
Identity Services Engine (ISE) wluveésle PXGrid. sosz 03l 1dodled ledloss lesh odhs) go vl Idpgvogse Ss
ebuo lesle cedsdle IJuvelws 1Jlpws.

ouwles pzeoes wedsdle IUusods IUTeus (Idpe 9086 Luludl Uluwe Stealthwatch) 9oz, ¢3ple 1J09ss (ISE) po Cisco
IJpduwuwle gds Izwosd eds bisds eu2 wpdsly 360 2526 sldluwerlus Jdoosssle wuvdd luuwe solpso Uiy Js
D8PS polpss. wpz lu vl "wedsdle IUubuds 1UTews" LIdousld 2,98 1e,9,) &) 1Uglbsé: Bluol wuos)
cuwsel ppl sebs Ideuwdsd tsb &5 IJpuwogse. sose PXGrd cedsdle Iduveds 1lpos cuvdse 1Jie, £5J
pwluiyé |Us peud erplo 1Jogss.

S9uoe 03l Idpeld 1Jluue s ey glbe DNS 1UglLo olduindle Jdzelss po worssle Idloe,ue. 9ldesd pu 3JY o9
logble 1Js6 cuvso peuou0s wepd eus lowald Idpuwespst 1rledssu wésle DNS 1Jghzss. 98> Loppe 030
IJewl,6 Jpeue Idleuoldle wgslse DNS &) Ipgopss Ides spdo o wess wozse 2r3J6 1Up,9) Ids 1Jeslde 1Jehzss
lJuol)s.

0 wUvES Cuwso w9 wedsdle IJuvwds IUlews po Cisco wldoouuwsd pe Cisco ISE Jgjd Idpuosad 1Uds
Swed 1Js 89 DNS g IUpuosz woli wluwegsle gvsluws [dozde Bs Iduveds IUBleds JJodsad go,y PxGrid.

luwe ldogbsbs Jduvods
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A
Flow Collector (FC) Stealthwatch Management
Console(SMC)
8
a
=
= Change of Authorization (CoA)
Catalyst 9300
(Flow Exporter)
ONS [ DNS |
O | o ©
[ —
—

Rouge DNS Server My Corporate DNS

Corporate User
(Trusted Network)

Jel 09 p9oe I Iyuwe Iotbsbs:

© Sop wIvesd puwede IJuinyds wezed CI300 switch wpe wdgsuo Jooss) wrdd§le IP
sbhuwld Ideslule [Js pzee [Jo>dd.

* op odssy uOw Idpuwere IUElLe Clduinds eds 9lbe DNS IJ¢luos Cldegucise.

* Swp dpg peel IJeddy pg 9236 wedp sl)s Stealthwatch (SMC)

* 9236 wedp blys Stealthwatch (SMC) 03026 pu eJIJ PXGrid pg ISE.

IJodssu wldovuasd

1. wzos) IUpzed Jpsldwo 1o 8l 9ouoss ol wlguegsle NetFlow.

e doso 1Jerdd 1UIuul s gJs pzod C9300 s ugJ Cisco IOS® XE 17.15.01

flow record SW_FLOW_RECORD
description NetFlow record format to send to SW
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input



collect transport tcp flags
collect interface output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

flow exporter NETFLOW_TO_SW_FC
description Export NetFlow to SW FC
destination 10.106.127.51 ! Mention the IPv4 address for the Stealthwatch Flow Collector
! source Loopback0 ! OPTIONAL: Source Interface for sending Flow Telemetry (e.g. Loopba
transport udp 2055
template data timeout 30

flow monitor IPV4_NETFLOW
record SW_FLOW_RECORD
exporter NETFLOW_TO_SW_FC
cache timeout active 60
cache timeout inactive 15

vlan configuration V1an992
ip flow monitor IPv4_NETFLOW input !Apply this to the VLAN/Interface that you want to monitor the f

! VALIDATION COMMANDS

! show flow record SW_FLOW_RECORD

I show flow monitor IPv4_NETFLOW statistics
! show flow monitor IPv4_NETFLOW cache

g |Jpld IJodssu: Bluo spdu CI300 pu wuods) wslule W@ IP [Js pzee 198, &p
S89p pzee U8 wpgldesd 030 lduslule 9uddol 1Us 9238 wzdp 1shs Stealthwatch (SMC)
Jdoegdsd sldpsl9ué.

2. Enable Adaptive Network Controller w.s Cisco ISE.

Sup wgbsd ANC Luvdd lo)luos. Jl sop wpdso ANC Ul suspl sop wpdso pxGrid.
gobd ppdus zos wl@9p vogbsd [Jgre6 3981 WS pgd IJbLs.

23> gpdsle > Adaptive Network Control (Idezdpe s Idgveds [Jodssdss) > Policy List
(Blspo Iduwslgwle) > Add: wpe bbgd g5d Jluwe Iduoz 9ldzey Idles JJlg)les.

= b ldentity Services Engine Operations / Adaptive Network Control

Bovkmarks Policy List  Endpoint Assignment

Operations Quaranting

Policy

¢ < &

QUARANTIME

3,



3. vdysu wedsdle Idyveds I.JTrogé Jdeuved IJge 9bhs IJluwegled Jlgwsle [dwosss
IJowse.

lJgb9s 1: 9p vouwzsd 1Usged |Js 9lzod Idpuwedse IJJuugf§6 (GUI) J SMC slyedd IJs
odasu > IMogulsd > bhé 1dezesed IUpuos9s > lud) eds lsdous () (Jwsuplss) wesb
IUlz0;6 1Jp o896 [Usledsé: &p 233 |UolB6 pzesgs puoss.

Vs o3l IJpeldi swp logile pgp9gd puos 23856 Llgwe IJuvodle 1Jesesd wol IJgluos ws
luw S pze9ed IJpuosd IUluod pu lJossle IUpuos96 151 Js6.

Spdu wEsSU 030 IJuvwds wuvdd wesdes IJs zoly IJpuwedse IJuoliss Jesl§ws luwedsle
DNS.
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T
x Description ae hian.
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odlz b8 eJs pwosd Ipeld. sop luvepsle guvwds IP 1JW,gss 10.197.179.0/24
Iy ds V886 Juveds ppdss (LAN). 9spdu 16 sEodW 03l Os wsiss Iduyveds
lJoedss euve wusd IJuvods.

IJ2096 2: §p wouwrsd 1J>89d 1ds slzesd IJpuwep lhumspss (GUI) IUElLo6 o SMC slued
IJs wdaso > 1Jogulsd > L6 [dpzeses Ideuos96 > 1@, 994 () veluw IJusisle
IJp o596 [JElzss 925 1UoI96 pze9es pLoSS.

B ol ldpeld: sop lugble pzesgs puoSS 22536 wluwe DNS IUEluo wuisdos Lopu preses
lIJeuos IUluod pu ldossle IJpuoswds 1UEDzss.
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Host Group Managerment

pdlzbos: £Js puosd Idedld: sop luvedsle wsosdsdle IPs 10.127.197.132 9



10.127.197.134 J¢9lse DNS |JpbJswd IJos sop luvegslpol po God Idpuveéspso
lJoolisssu: 9spdu lu SEgodud 03l WS weso IJuveds [Joedss puve wuso
lJubode.

Swp wdsu Jpousyu) peou oo Idpuwedse JJeHuo IJossoses wluvedsle IP IJolow
10.197.179.136 (suwpes IJs pzesgd puosd Iduvedle 1Uesesd wol Idos wp loilgol ) 9 DNS
10.127.197.132 9 10.127.197.134 (suwps 1Us pze9gé puosd DNS IJElL06 ws IJos we
louwlgol).

g
i
T & s Control Panel » MNetwork and Internet 5 Network Connections v Met ect p
Organize » Dizable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection == + [ 0
L Ethernet] ‘: peiPassthiru)
= __ | T Internet Protocel Version 4 (TCR/1Pw) Properties x
General

You can get [P settings assigned automatically if your network supports
this capabilty. Otherwise, you need to adk your network adminstrator
for the appropriate IP setiings

Obtan an [P address automaboaly
@) Use the folowing [P address:

[P adidress: 0 .197.179. 1%
Subnet T magic: 256 .255.255. 0
Default pateway: T - R - T |

#) Use the folowing DNS server addresses:

Preferted DNS server: 10 .127.197 . 132
Alternate DNS server: 10 .127. 197 .14
[ vaicate settngs upon exst PR

121096 3: $p lesh uble cuwso peuous oyl pos souad Idpuwotsesu IlRJsIu
we9bpe DNS IJghzsé: ppl slbodd luil) Jelb) IJlouoldle wgglse DNS g, [Jpgwpsd IJos 9>
OgS> wizse pIs w9y Idoslule Ids pslde ghzss yols. sopzr coubsb cuwse cuuwd
wedsdle IUuveds IJlews e Cisco pg Cisco ISE JgjJ IJpuosd wluwegsle ¢9150 DNS g,
lJeuoue wol 030 Lluwegsle gusluws IJozdp Ws Idyveds IdBleds JJodsyd go,y PxGrid.

loewd lJs IJodysy > 1bLhé Idgusluws.
logwle i@lo et wluwogsle ldpedyplo:

o 1Jlgwpe: 220 luwoeld DNS.

* peestlo puosS Idesuase Idub o dle 1Jpses s wol IUEluos wis.

o peesele lUlzojé Idposwes IJulbs,é : (JI) DNS IUglue vuuydos.
* pudiuy9e9dsdle IJubs, 1 53/UDP 53/TCP

903l sg0s luo guspl souad ks puosd Lopu Uwdlos 1Jese9ds (IUpzeses IJeLosdd) s
PSS Lluwooule 1Je9zss Uoew DNS IUEILo weduvumos (Idezeses Idpuosdd) pu eI
53/up lg 83/tepc suunl wouwso.
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-
— Poticy Management | Custom Security Event [ see |
a
Nar Deseripasn
o va e Wipgered ™ stesto DNS serves ) o
e
Hepart A My Trusted Networks My Comporata DNS, 53/udp 53/tep
. Find @ Artions
a
Cemtgurs [romm— N— " & Adarm whan a singse Sow

Igbgs 4: S wodssy lole bhd lwozled Jsop cudssosldss spdu wbosde Jizdl eds
Olexs bhs lJluwoglod wpeg)d logulsol.

loodd Ids odsso > bhs Idlgueglee>ldlzlelo: lu@y eds luols Ig)le 2o 923> ISE ANC
Policy (Alarm).

S woessu luwe 9lew, preses Cisco ISE 1236 IJus uwsee leblol pu led cudss
wwsluwd g5d JIs lowoeldle |9 losoldle olJgsbe g6, 1dpgwpss.

‘il Secure Network Analytics

Response Management

Rues  Actions  Syslog Formais

]
Merstar I F Al Actio e m
e W You've chosen the ISE FSE cluster, so this action will be executed only Tor rubes oreated for the mush domain. Ve will not impement this action fe any rule it's assigned o Bt is configured for another doman.
viigan
Il -
- 18E_ANC_USER actir Sty quaranting ANC poikcy
ar o, E J
Cantigure.
SE €2
1SE [Fush)

IJglo9s 5: Lopo Suwe 1SSl Op wlogble Blgss 2838 wd)up 0d0 1J3less Idlle 1Upzas puwedl eudpl stlsd
pPSSI Lo e Iduveds 1UsIgJss huwld 2y9Js 039) DNS |Js 29150 DNS £, [Jpgwprs. B 1J8lers sop ouvgsdol I3l
I Idpdbe. lee) 1Juse 9235 1Jese Ipeuoue 1J3s we loublie guludl.

wew dlplele Idpyoubé 235 lz)le wuwse ISE ANC 1Uss wp wdssuo puwodl.



‘onis Secure Network Analytics

Response Management

Fules  Actiors  Syslog Fomats

e Quarantine DNS Viclation Thes & 0 Rissgponse Mansgeeent fulks 1o laks action on the DNS Vielation Event
|
Enatiedt
Heport «
X
Contgura Fute is triggansd i
. ush
ANY + 4
Tvpe | DNS Wiciation Event =
A ciated Act
Erocute the faswing actians wher the atam brcomes SEOVe.
Hame Trow Description UsedBy Rl Assigned
SE_ANC_UISER [SE ANC Pobcy (M) This Bction iS I el Quarnting ANG pobey " -
] »
B »
s

4. 9p wodysy Cisco ISE JJlwogled Jdlplele [dos g_»iol Stealthwatch g o> llbbJl 9 1Jg>o.

wved [Jsged l'-:J‘S 9lzod IJpuwegse U uu9pess Cisco ISE gluwgd IJs Iduvsluwé > pepesslo
IJuwslowle > 2o, peesed Iduvsluwle > oo uvsluws IJegssd - Idlgwoeulele 1dpedss >
louvle Jusluwsd z3$36.

o 1Jlgwpe: luwosols looold DNS
* IJpelssy: eduws IJgpd: ANCPolicy suwlos &5
c pdOle og)ys IJegsd: DenyAccess

rization Policy = Leeal Excoptians (0)
Results

Status  Rule Nama Conditions Prafiles Security Groups Hits  Actions




pdlzbo: Vs 03l IJpeldi Lz wubvgsd 228 luweld DNS swe ,Wo 1U90o9d IJs
IJpuwegse luvoobl lds IJodsso

IJozdd pu lduors

Juguose eldo IJlgwegsle: wp wegss) Ib¢ld DNS gds wldbe IJuolss |Js 8.8.8.8: 9ldss s95s
Ids ouvgsd 238 luweld DNS 1Uss wpe wdssuo . ulbyl Jio ¢be DNS Ul suwpes IUs 1Jpzpesed
Ipuos 96 Jgole DNS 1J¢l0s lduiyds. Bluo suvgd 1Uess el 98 1ds 180 1909
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£
» Control Panel »

.

Organize » Dizable this network device

l’_ Ethernetl

eds

Network and Internet »

lJezod C9300.

Metwork Connections »

Diagnose this connection

[ Wil ot

Rename this connection

v |® ’ Metwork . p

View status of this connection Change settings of thic connection we * [N 9

Internet Protocel Version 4 (TCR/IPv4) Properties X

General

You can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate TP settings.
{0 Cbtain an IP address automatically
(@) Uige the folowing 1P address:
[P address: 10,197 . 179 . 136
Subewet mask: 255 .255.255. 0

Default gateway: 0 .197.199 ., 1
{®) Use: the folowing DNS server addresses:

Alternate DNS server: 10 . 127 .197 . 134 |

[CIivahdate s=ttings upon exit

1 oo
weldd  wluwoedsle 31Uy IJogisu 1Upslde show flow monitor

ipV4_NETFLOW | ws IJi,oJ 8.8.8.8 pg IUIg)lz JJlbJle eds IJosvble Idos swpe IJoglbol
sbhuwldol |Js pzee 1Jer8 8. swp wdysy IPVA_NETFLOW Ws wJdysy Idpezed.

<tfroot>

IPV4 SOURCE ADDRESS:

10.197.179. 136

IPV4 DESTINATION ADDRESS:

8.8.8.8

TRNS SOURCE PORT:

62734

TRNS DESTINATION PORT:

53

INTERFACE INPUT:

IP TOS:

IP PROTOCOL:

tcp flags:

interface output:
counter bytes long:
counter packets long:
timestamp abs first:
timestamp abs Tast:

Tel/0/46
0x00

17

0x00

Null

55

1
10:21:41.000
10:21:41.000

ween? wubésd IJese eds Stealthwatch. loedd 1Js 1Jubluvs > Jogé pedsple 1986 11l



DNS Violation Event | 0272312025 (1)

Alarms

oups 2 Source Target Hoxt Groups 2 Target 2 Adarem 2 Policy 2 Fvent Aaren 2 Source User Dietsils S Lasthctive T Actie T Ackmowledged Actions

IIIS 15 AN My Trastod Networks 10197179036 « o Unied Sates BEBBs DS Wickation Event Ingide Hosts == anurag@avasio o View Datails Curront o L)

loedd IJs Iduvlgus > [dedled > vessule yuslywé ISE ANC.

olds pu o cedsdle IJuswds Ilews po Cisco uWie wuele uvsluws IJezde B IJuvwJs
IJslods JJedsd g, PxGrid 9 Cisco ISE Jg5d IJpLosd.

ISE ANG Policy Assignments

Blout B Addrenn HE Chmbar A Asdrans Asvgemant . Bequsated By Tima Baquanted ANC D [Wective ANC P_  Ausige ANC Dol

10.197.070,128 o [ES TEL 2L B Autismabe [Faspnse Managamanl)  2/23T005 1078 A Craarasitsg Crusranting .

vldpeed gds Cisco ISE: lye@d IJs gpdsle > RADIUS > ia.;lc sbod pyuve Jubs IJuolss.

= I Identity Services Engine Operations / RADIUS

] Diagnostic Tools Download Logs Debug Wizard
—
H Status Details Identity Endpoint ID Authentication Policy Authorization Policy Authorization Profiles
11 ~ B3:AF x
\ | [-] a A 43¢ F36 SI00EW >> Auth_Dotlx_Wir.. 93005W >> DNS Violation Exception DenyAccess
l a 93005SW >> Default 93005W == DNS Violation Exception DenyAccess
(1] a Anurag 4:96:9 SI00SW >> Auth_DotTx_Wir..
F |
[= 3 yEv— |
nl
& anurag 34:96:91:F 363 HI005W >> Auth_Dot1x_Wir S3005W =» USER-AD PermitAccess

9931 Jlgwowule luwold DNS Jyog IUluwoeule Idpeds: sop luosh wgss) IJowwgso(CoA)
o0 Ywd ISE 9 Access ISE |Jp,99,2 |Js udbs IJuolss.

we)d wudss lplele IJpgldzs eds uldlbs IJuolse: e wlilds MAC pu ldgpdsle > 1doedp
O Iduveds IJpodsds > wessule udbe IJuolss > 230 JI51ds gusly MAC 1Jglue wuldbe
lJoolss.

= bk |dentity Services Engine Opaerations / Adaptive Network Contrel

)| Bookearks Policy List Endpaoint Assignment

B Dashboard

Endpoint Assignments

A, Operations L ."l"-"
U Policy
A, Adesinisteation
Al Work Centers . D
MAGC address Policy Name Palicy Actions

wwed eoze eds Cisco ISE.



IJuwele IJpuow9bs sds puvess TRACE Jpedoy (pxgrid-server.log) s Cisco ISE: wlbo,
lJuwedlo Bs pJud pxgrid-server.log.

<#root>
DEBUG [pxgrid-http-pool15][[]] cpm.pxgrid.ws.client.WsIseClientConnection -::::::617fffb27858402d9ff9658

RUNNI NG

, "'policyName":

Quar anti ne

ll}
TRACE [WsIseClientConnection-1162][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::617fffb27858402d9ff9658b8

command=SEND

,headers=[content-Tength=123, trace-id=617fffb27858402d9ff9658b89a29f23, destination=/topic/com.cisco.i
TRACE [pxgrid-http-pool12][[]1] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::617fffb27858402d9ff
TRACE [pxgrid-http-pool12][[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::617fffb27858402
TRACE [sub-sender- O][[]] cpm. pxgridwebapp ws . pubsub. SubscriptionSender —::::::617fffb27858402d9ff9658b8

SUCCESS

, "'policyName":

Quar anti ne

ll}
TRACE [WsIseClientConnection-1162][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::ef9ad261537846ae906d637d6

command=SEND

,headers=[content-Tength=123, trace-id=ef9ad261537846ae906d637d6dcle597, destination=/topic/com.cisco.i

TRACE [pxgrid-http-pool15][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::ef%9ad261537846ae906
TRACE [pxgrid-http-pool15][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::ef9%9ad261537846a
TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::ef9ad261537846ae906d637d6
SUCCESS

, "'policyName":

Quar anti ne

"}
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Jo sop wessu el pdde Idpuob§s wuvdd Lozse eds zoly IJgpsdi 19 Jp sop wessy
ISl od 1Ujpous Jdpuobds wuvdd Lozse eds 1dezad-

lJzJ

goulI ldes>ss pu lJ9,ble Idpewedsd Jodo U9 os6:

1. 028 pu Session Status SummaryReport s Cisco ISE J IJ NAD IJegs 19 pbele: 9oids
lo 1JObo sodds Ve, Idpuolb 96 ldpoluwes suvdd.

2. I>¢J show running configuration g Js NAD/switch 9olds o0 od9so 1J9lzos wluuegsle lesls
lehs ouvgsd pdde Ideuob 3 Ideuluve. (eds wuesd Idpeld: lghs cybgsd pde
lJpuol> 96 15 9lgl>6 p o> 96 p9 9w Idpol> 906 15).

3.5¢Je Bbu [s31S god 96l pu ls i gpd 1o sew IJpsule ds IJ NAD/pblz 958,00
lebo puolb 86 glewpld wuvdsd wEss) W cisco ISE.
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