>pz ISE 3.3 pg Stealthwatch 7.5.1 Cluwgsle CA
IJebes

lJpzogsle
| 9300

el dole 1wl w.sé

lowod il L izble ol o, Jlzol
2 ] b5 oz )5 ] DNS
Lz
2Ll CA .5, pg 98 19, ivoldé 290,98 ol pL8,§938
Lz

lg.sac | 96

l|Jp 9500

SuoW 03l 98886 lz)le 1u &ope ISE 3.3 pg slpw Uvwds wedsdle (Stealthwatch) s weg pd pPXGrid w9 o8-

IJeclbdole 1Jloulgusé

w9uos Cisco Lldps )96 B o030 lJpsoglw:

* oo ple 1Josss

o Uvods oubd IJiobes 1wl uss (pxGrid)

o cpdsdle Iduveds IUlews (Stealthwatch)

e voble TLS/SSL.

* PKlgds ublp lJogugsd Windows Server 2016



lJpdoule IJpyuegsed

oo Idpgdyple 1Jglhrsé B 03l Idpuwows [Js luosble 1dwslez sldedsule 1delbss Ioldss:

* Identity Services Engine (ISE). IJl_o>l, 3.3 Patch 4

o cpdsdle Iduveds IUlews (Stealthwatch) 7.5.1

* Windows Server 2016 J¢b e pyze Uuoble ghzs (CA).
op lousle 1pgdsple 1J9Ls8 B 03l Idpuuas po 1Jiz036 1092936 B wsisé pepdss ¢luos. wile gese IUizoss
IJpowogspd Bs o3l lJpuwons wodsse peuuse (IBc)luos). BBl Jlve iodod B> IJouvgsd: Bolds po Bopd
Jdeles) Upzeed Jis e

lJodssu
I we 11 odosy yuolss wedsdle lduvwds IUlews (Stealthwatch)

IUzse | - louile CSR Juwolss g psd PxGrid Jozdsd duvwds 1JTee

1. wwed 1Usgad lJs 9256 wedpe Ibl)6 Stealthwatch (SMC).

2. pu IJ8lispé 1Uyissuwsde g wdosu > gle > 16 1Up,d586.
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https://server/certsrv/

IJpuwese lds IJ pu 00636 Igpsd 9p00086 1UEhe O 28 "luvesle ldpdelz
lJpzuwo".

6. Bp wouisd uvolbs wpe luulyel vouuwsy Base-64 glzBbol Louuvsd pxGrid_client.cer.

Microsoft Actve Direclory Certiicale Semices - Avasie-ISE

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or @'Basa 64 encoded

IJgse Il - |uoleds Lol g psd Secure Network Analytics pxGrid |Js 1Jess)

1loodd IJs Guwe 09sle gpsd SSLTLS IJluoldss Bs odssy pasy s UL 1Ueydjss.
2. 52998 Yuwp 09slo gpdle SSLITLS IJluoldso eds upsdz Juvasih guolss IUgpesd Ios op louilgol.
3. Bp wouwesd IJuuolss Lluwe pldsd: &p lud) o228 IdpdSd Jozsss psde pdod Iduiolss.

4. 255 1Je3, I9 IJpuos, pJdud CA cer iy pJod Guduwds IJuuolsle (.pem /.cer/ .crt) cee Guwp pJud Jiolss
IJuvduwJo.

5. 168, W93 luolWs 0956 IJg psd Jluolws Iduolxs [Js IJuble.

Additional S5LITLS Client lKenities @

Add SSLITLS Client Identity

Frignaly Name * Cortificate File *
ik FRGRID. cennew (26].cer

6. 1u9) V98 whbosd IJleshle Jedb IJogss)lo.
IJzie I)leg - luvas)ls guolss 235 1desze [Jpuerd 1Js peiu @86 [JDbl)e

1. loodd 1Js IJuodes 1,issuusé MS Active Directory Certificate Service 9233 wujsd Uiolss CAly ududs
IJuwolsle Ig CRL.



Micrommft Actie Deoctony Cerilicat Senom - fomile 156

Walcome

Use this Wl site 1o request a cevtificate for your Wb browsed, e-mad client, or othar program. By wsing a certificate, you can varily your ibentity to peophe you communicate with over the Web, sign and enciypl messages, and, dependng upoen the type of cenificale you request, pesform
OURBI SBCUPy 133Ks.

You can also use this Wob sito to downlaad a cartificate authoity [{:moemhca'.n. cadtificate cham, of cartificato rovocation list [C"L}. of o viow tho status of & panding request.
For more about. o ¥ Cartif rvices, iiva Directory Codificate Sorvices Documantation
Sebect a task:

By it

2. 23 wouwsy BASE-64: e lu@) W98 wujsd Uvol>s CA.
3. Iz IJuiole J CA_Root.cer.

Microsoft Active Directory Certificate Services — Avaste-ISE

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [Avaste-ISE] -~

Encoding method:

O DER

Install CA certificate
|Down load CA certificate
ownloa certificate chain
Download latest base CRL
Download latest delta CRL

4. wed 1Usg9d IUs 9236 wedpe Ibl,6 Stealthwatch (SMC).

5. pu IUSlses Iyissunsd 22> wdssy > gle > 1UbL6 1y 586,

6. O LIS Ipgisud lud, B3 Les (g uldue) IUElue wldess).

7. i?_.;-,) Edit Appliance Configuration.

8. 22> edlps IJowssy gle.

9. luwdd IJs Guwe Trust Store gl ueg)s Jivelsé CA_Root.cerlJos wp wuossyol pu Gud.

10. 1o @) 999 luolds gaso.



Zo7 Central MBnagement  mewsy owaSee  Updweitnager  Appuager  Smaicensng  Dasbase L secure
Imvenioey £ Applance Confguration
Appliance Configuration - Manager Gancel

smers [10,106.127.50) / Last Updated: 20872025, 5:30:58 PM by admin

P T — E

Enatiie FIPS Encryption Litancs

Contgaration Menu

Enable Camman Criteria Enerypicn Libares
External Services

A i enskle B Service, MBkE Se YOU ENBDIS I 56 Ihe Sher iemared sppkinees. Mefer 10 the 1l 107 Fqusements
SMTF Configuration &

SMTP Server Enabie Cisco Security Gioud Cantrol @
Enabie Customer Success Metrks @

Enabie Trweat Feed

Feed Conddence Level @

7 .

DoDiN Notifications
Enabile

Backup Configuration Encryption @

A Mhake 3un you 3o your pasrwend, H You ke your pasTword, you Can changss it. However, you will not bo abl 10 103010 8 backup
conguition fie without the passwond.

Enabis Ercrypson

[Frianchy Nama Inned T I By Ve Fram Vald Ta. Savisl Numbar Koy Langth Aztisnn
Ellmm”mm ' Sotur Nutwork Atabscs Sacum Network Anaknes 034-06-30 JHTAS 2079-06-21 FR1T1S 403200 1ED1al4AT0T 14506000 4096 Delete
1T | e CISC0.C0M Socurn Nutwork Anakacs Sacum Network Anakncs 034-06-23 1214109 0790624 1214509 14pEO7I0A0 IBARMETIOIRIZ2TA . 4096 Delete
WS Amazen Amarcn 201505~ 26 05:3000 2028-01-17 08:30500 LR P T L T Delete
5 o hnemsperpage 1-3of3iems ¢ ¢ Page 1 oft 3

1. Bp wouwpssd Iduiolss lgue plJsd. e lud) B9 8 weass Idpdu... Jopsss Liohs ISE CA lJus wp wuoss,ol
puredl

12. 1685 998 luolds Guolxs Jpdb IJogss)le.

Add Certification Authority Certificate

Friendly Name *
AVASTEROOTCA

Cortifbcate File ™

AVASTE_ROOT.cer Select file

ok Certificate




13. 1u8) W98 whbusy IJlgshble Jevdb IJogss)le.

lJOuwe v wdysu yuolxé Cisco Identity Services Engine 3.3
IJzie | - logule Juolsé ISE Server pxGrid

logile CSR Jgiol>s ISE Server pxGrid:

1. wwed 1U5g9d [Js 9lzes IJpuwese Ihum9ess (GUI) Jepyd @ple 1Josss ey Cisco.
2. loedd 1Js 1dbbs > IJoble > 1 soble > 316 IUubobsle > blule ¢adse lduveble.

3. 22 lugsle bdo wsdse IJuvelss (CSR).

= bl [dentity Services Engine Administration / System

Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings

Cortificats Mansgamaat

__. P Certificate Signing Requests

X fre mummmmmwmmtc&ﬂ ‘

Treated Carssicates
1 DCSP Chent Frofite Ihe sigred cartifics Bused by that suthsrty. Ones & CSR i bourd, N will be remeved (s this 2
F]

Friendly Name Certificate Subject Koy Length  Portal gro...  Timestamp Host

4. sop luwodsle wpass pxGrid Bs Idgvolsé (Iduvolsle) JJz8Jd-
5. 225 936 ISE IJos swp lugule IUguolss Jol.
6. loJl wBlosd IJuoble 1Jig)s zuve IUzlz6.

7.108) Y938 luuble.



Usage

Camificatals) will be used for | pxGrid w

Ml Wilidard Cantificates [ (5
MNode(s)

Ganarmn C5R's lor these Nodas:

Node CSR Friondly Name

B avosielse2?1 ovastelse2 T 1R pxGrid |
Subjoct

Common Name (CN)

SFODNS o

Organizational Unit (OU)
Addy

‘Organization (0]
Ciseeo 0]

Cay (LY
EBangalore

State (ST)
EA

Country (C)
L]

Subject Alermative Name (SAN)

i DS Nems avasteise7.avaste local

i 1P Addooss 10.127.197.128 @

* Kay lype
RSA v @

* Kay Length

4096 ~ @

* Digest to Sign With

SHA-384 hd

‘Canificate Policies

8. 108 V9IS wuosS) e b IJpdV pedsl.

Successfully genarated CSR(s) [

Certificate Signing request(s) generated:

avasteised T 1HpxGrid

CIK

Click Export to download CSR(s) or OK to return ta list of C5R{s) screen

Cancel



IJzie IJolus - logble guolsé gl ISE Server PxGrid oluweésle poee puo>d ebes

1. loodd 1Js 206 Uuobsle MS Active Directory. https://server/certsrv/. s sJ9o 1gle IP 19 DNS 1Jglo wéle MS.

2. 108, W98 bdo volss.

Welcome

Use this Web sie bo request a cerlificale lor your Web browser, e-mail cliend, oo oiher program. By using a cerificale, you can verily your identity bo people you communacate with over the Wab, sign and andry) ages. and, ing
othae sascurity tasks.

You can also use this Wab site to download a cartficato autharity (CA) conificate, corficata chain, of cartificats revocation list (CRL), or 1o view the siatus of a panding request.
For mona information abott Active Directory Cortificate Sonvices, soo A

Request a Certificate

Select the certificate type:
User Cartificate

Or, submit aj advanced cerificate request.

4. lowe peossle CSRIJos wpe logilgel Bs 1UBuve Iduwlod s 2dd IUbJe [Upedybo.

5. 235 pxGrid JBlJo 1duiolss: & 168y 998 buwl.

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-sncoded CMC or PKCS #10 certificate request or PKCS #7 renewal raquest genarated by an external source (such as a Web sarver) in the Saved Request box.
Saved

I ST T T T A T TR T
wAPBOEwmaOCQF 2 jukC cqmouZgshie 2158 1KEHkpPOSBZIKE FVFCR *
aF 2k 1wRF IF LEXH,/ tKEJADLXS gRaMas EvRCHIGINPRs Wawj e/ h
EwiW3cedShkby BuFE jqlLpxmkhs 2 TuxT ke TPFETHEsoVkguPnd TeU70
T1uoQ)iTUL1pHzLsgHOh2oWOPWDTCKL TiFOVLCMWSAMN/ gyl / vitin5
Gik02IF /B jmPHAZBRUS 6 NsBHT FZrUdBMCANE AASBME 0GCS0GS
D4 wEnVIVRAD] Bl g ¥ THYEBQUM AT JAYDVRBABEBnGAT T 21 fe
¢ VLMY ECrp/MjAND gkahk {GowBRAQS FAMDCARE ARSAQODDwe

’ FIf2C5+Hg! jzy6DMDSeeredIzhYkhsaf

e | ooMIeC 3T 10y Brsd 070XPUK ZQREPAKHL /PXFAZ1 SHSSYEHRAY VIS

(CMC ar SeInZHAr 3q01Xbdt Bg9o2ril] THOUSAIV ICHAGKWZBICY Y 20LdCK

PBKCE §10 or ¥ /VIZHHodPrvL L 22652 kuQwUDR/ GoGrYE allf D 2K0mh  Raxbin 2

PKGS T} XICHaQend §2T 42100z 1DAT6EEVKL AN XHITAYF s30T XPREDS
Sq4ZQuw2dIIpKAYN0 1830y EnCaFXiaZ igSKBLi JFIXVZRKTDIWe S
IXRUS Frevizy JAeyGaukuasC RS Am LUy 3BE08UT Mg IUIEMIARKCOS
THL75ms A7 paoSt 26pdeXyy 2a0BAhHIGrIYE RS xh Jola + XutoPG
1ridsDBnUIT+RAC 18y SdHSp7bi kns)gmBl 3565 r+ logGFaxgila
846159/ W FBASPE BNnKAS TGEOBMHZ T SVCARKE oL AF by thS IS8
WySCOYZaTXOTVvsNCXe fmlkcs
-~ ~-END CERTIFICATE REQUEST-----

0 ]

Certificate Template:
P [ I

Additional Attributes:

Aftrbutes



https://server/certsrv/

pdle i szolz Bldo Iuolss PXGrd Ipoucdse 1Js U po puobds Igpsd 9p000035
1Jgbe Bs 28d "luvesle IUpsdolz Idpzuwd”.

6. ¥p vouisd Iduvols [Jos wpe luuvlyel voouwsd Base-64 gl bbol wouuwsd ISE_PXgrid.cer.



Microsoft Active Directory Certificate Services -- Avaste-ISE

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or @Base 64 encoded

h:j'“’"“‘ Download certificate I
L= TTowWnload cartcate chain

IUzse IJelde - luvesls Golss 255 CA 1Js pio @6 ISE

1. 1oedd 1Js 1Juowdes 1d,ssuussé Jgspé Luoble MS Active Directory 9255 wojsd Uivolss CA Ty yuduwds [Juiolsle 1o
CRL.

Welcome

s this Wb site 1o request 4 caetificate for your Wab browser, a-mad clont, or other program. By using 8 comificate, you can varity your idantity b peophs you communicata with aver tha Wb, sign and enciypl messages, and. depandng upon the type of conificals you requast, pedfam
othar Security 1a:5ks.

“You can also use this Wab ske to downioad a certificate authority (CA) cartificate, carificate chain, or cadtificate revocation list (CRL, or to view the status of a panding request.
For moew infermation about Active Diroctory Cortificalo Sorvices, soe fActes Directory Cesdificate Services Documontation

2. 235 cuuwsd BASE-64. ¢p lud) WB98 cujsd uivols CA.

Microsoft Active Directory Certificate Services — Avaste-ISE

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [Avaste-ISE] -~

Encoding method:

O DER

® Base 64

Install CA certificate
IDown load CA certificate
ownloa certinicate chain
Download latest base CRL
Download latest delta CRL




3. Iz I wol>é J ca_root.cer.
4. gugd 1Usg9d 1Js 9lzod lJpwegse |Uyuusess (GUI) Jezyd é3ple 1Jogss pu Cisco.

5. 233 bhoé > uble > Juoble > s Idvoble >Ubobsle p9e9 8 wol.

Administration / System

Lk |dentity Services Engine

Backup & Restore Admin Access Settings

] Deployment Liensing  Certificates Logging Maintenance Upgrade & Rollback Health Checks
-
Carlificats Masagesant w
i Trusted CertifiCates 4 ror asesis reovary i s reommende 1o asport ans beckun s you ruased corscaten
I Trusted Certificares
l Friendly Name Trusted For Serial Number Isswed To Isswed By Valid From Expiration Date Status
K - = 06 B¢ OF CF 09 BF B 0A 30 £2 FO 75 &A 83 E4 06 38 Enabk
- i
n
03
m

Cantifieste Authesity

6. 225 luwosyl > pdWd IJyuolss gluvasb Idgbelss 1Ugs,).

7. olds po wpass ¢lus Idlzesh &8s Jdpuol 96 slgd ISE.

Identity Services Engine Administration / System

Health Checks Backup & Restare Admin Access Settings

) Deployment  Licensing  Certificates  Logging  Maintenanes  Upgrade & Rellback
—
-
Gonificate Management d Impart a new Centificate inta the Certificate Store
Carmtesn Fild | Chooss File | WASTE_ROOT.cor
-+ Restan
‘ I Trusied Certiticans Friaredty
3
4 c

Goricate Autharity

8. 168, 998 buw!J.

IJzie l)log - hol Jiolss ISE Lbde wydse [Juwvelss (CSR)

1. wwed 1Usgad 1Js 9lzes IJpuwegsp 1Uyuu9essd (GUI) Jezyd g3ple 1Jogss pu Cisco.
2. 235 bhs > uble > Juoble > blys Idgvoble >bdule wedse [Juvoble.

3. 253 CSR IUss e luuilio B IdBuwp Idumlod: &p lod) B9 Siolss |Uyulb.



Identity Services Engine Administration / System

(] Daploymant Liconsing Cartificates Logaing Maintenance Upgrade & Rollback Haalth Chocks Backup & Rasters Admin Access Suttings

Cartifcats Mansgament

Certificate Signing Requests

1 be igned by am exiemal suthority. Alter a reqsesi has been. signed, click "bind” i bind the reguess
& ‘Cenificate Sgring
Bequests
A Che
Friandly Mame Cortificate Subject Koy Langth  Portal grow.  Timestamp Hast
Cartificata Authorizy H B svosiese2? TupaGnid CHeavasnisedTavosie.., 4096 Sal, B Feb 2025 avastoise2?

4. Bs upyde Iduvolds IUesges J Bind CA. i'ao_) Juolxé ISE_PXgrid.cer IJos op logvlel puuedl.

5. 3p wouwess Iduielss Lluwe plded: &e lod) B9 buwld.

I Identity Services Engine Administration / System

alalr
LT

] Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
a-
Cortificate Management - Bind CA Signed Certificate

* Coatsticata Fila
Friundiy Name I ST-peBAID
1
et .
i Carsncats Signisg
Reguests. Usage
Al

Certifleabe Autharity

7. 108, 998 uep Bl bdo IJoble |uvowsld 1duvelsé.
8. 23> bhs > yble > Juoble > Juoble IJuble.

9. spdud )96 Lolss pxGrid IJpu ils 09866 pu IJesze IUpuosd 1Jehes Bs Idlkseé.

Administration / System

| Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Accoss Settings
ue
- Cestificate Managemens v
4| sveemcennees SYSLEM CertifiCAlES . rw mumer ooy« rcommanon 10 sssors cositicss e press vy pais o 58 sysiem carsncsins
A .

[ Friendly Name Used By Portal group tag lssued To Issued By Valid From Expiration Date Status
——
F ]
sate Se The, 16 A . T Awg 2029 2
o
Acthn
Coatiticats Authorsty ]
. Fii, 18 A 2024 o 202 B
o
P SN v Fii, 18 dug 034 B
|
Actrm
it S Thoe, 15 Aug 2024 Thu, 18 Aug 2030
Actr
. painia —". Sat, 8 Feb 2025 Mon, & Fab 2007 B
o
AVASTE-2024 v P— 26 Aug 024 5 Aug 7028 B
Azt

e uuy Iduvoble IJlu: Bp ldpelegs JJodled.



lezest
Sod IJuioe B Idodled. olds po o

wldouuwed [Js Cisco ISE wew 1JbLs > gsele pxGrid > 1Jlgshble sldezdd oddlss! po lJpsld$s eds
Jeuwlvle 1zr836 1Jpuwooss |Js Idguobs Jbde 1Jgpsd JJesld o IUoddlisss eds [Jedb.

= il |dentity Services Engine Administration / pxGrid Services

| Summary Client Management Diagnostics Settings

Settings

Automatical

| Mllow password

Use Dafault

eJs 9226 wpdp b6 Stealthwatch (SMC). Jee Lodzs [esl wdssy ISE:

1. 22 wdssu > gpdsle IJodled > Cisco ISE.

2. Bs 1,90 Jedss Iisuw) po 1duodzs: lud) B9 [uolds odssy 228>

3. bed luwe wblp IUpzeses: 9235 I volss 9p0ee IJedled: 96856 pxGrid IP 9108, 9.8 pbl.

Cisco® ISE Configuration

Clsco® ISE Configurations @ A Mow Conbguration
Chustar Nasss § 1 pagrid Nodes Usar Mame t 2 Stans Adtions

o records saiabie.

Gisco® ISE Configuration Setup

Connection Details Integration Options @

integrated Procuct @
® Cisco ISE

Cisea ISE PIC (Passive Identity Container)

Adaptve Network Contrel g

Static SGT Classiication gy

Sessions

Track sessons desived from maching authenticabans @

Ersble stict IST Sarver kantity Vierifeation g

IOz 33 pO 1Juerd
B wopdSS Loz wdysy ISE eds 9256 wedp Ib1)6 Stealthwatch (SMC).
1. Lee lds uozs wdssu ISE B Web App 98 wopdse [Juodzs.

2. olds pu o pauiy 21Js 1Je 858 1p9z9s welow 28d guslu IP IJGlud JJebousd 09 Green. ppl suins, IJs louile



louold wpezeoes ISE lg ISE-PIC.

Cisco® ISE Configuration

Clsco® ISE Configurations @ Add New Configuration
Canneetion Status:

Chuster Name + 1 prgrid Nodes User Mame + 2 Actions

158 10.027.197.128 SMC 8c

s Cisco ISE. lowdd [Js IUbLs >¢pele PXgrid > [sLys 1Jg pdle > 1g ple.

98 03l s lugvle SMC Jg psd pxgrid pg 1Jzlds wpdsu.

= i |dentity Services Engine Administration / pxGrid Services
[] Summary Client Management Diagnestics Settings
" | ,

. Clients

* Cliar il €
az 1

|
2 prGrid Clients
4

- % 1 Totai B
Hame Description Cliont Groups Status

= Enabsed

Jdozdd pu lUlgva,ld Bs 1dpssose eds Cisco ISE. loodd [Js 1Jb16 >éple pxGrid > [Jouvgsuele > WebSocket
> 1Jpsluose

Suwg 80 3JY SMC puie,d B odo lJpyo9ele.

p9u29¢ TrustSec Sgt
~ [topic/com.cisco.ise.config.trustsec.security.group 0 1
Rows/Page 10 v 1 /1 [ Go 1 Total Rows
Connection Name Messaging Role

SMC Sub




29,29¢ >Jsd gduwo ISE

ftopic/com.cisco.ise.session 1
Rows/Page 10 v 1
Connection Name Messaging Role
~ise-mnt-avasteise271 Pub
SMC Sub

p9Up9E 1olulo ISE SXP

.~ [topic/com.cisco.ise.sxp.binding 0
Rows/Page 10 v 1
Connection Name Messaging Role
SMC Sub

Cisco ISE Pxgrid-server.cwzsd 1J>g9d IJs puwwss ldooos.

2025-02-08 18:07:11,086 TRACE [pxgrid-http-pool151[[]]
2025-02-08 18:07:11,087 TRACE [pxgrid-http-pool122]1[[1]
2025-02-08 18:07:11,102 TRACE [pxgrid-http-poo1191[[1]
2025-02-08 18:07:11,110 DEBUG [pxgrid-http-pool122]1[[1]
2025-02-08 18:07:11,111 DEBUG [pxgrid-http-pool122]1[[1]
2025-02-08 18:07:11,111 DEBUG [pxgrid-http-pool122]1[[1]
2025-02-08 18:07:11,111 DEBUG [pxgrid-http-pool122]1[[1]
2025-02-08 18:07:11,111 DEBUG [pxgrid-http-pool122]1[[1]
2025-02-08 18:07:11,112 DEBUG [pxgrid-http-pool122]1[[1]
2025-02-08 18:07:11,321 DEBUG [pxgrid-http-pool191[[1]

]
2025-02-08 18:07:11,322 DEBUG [pxgrid-http-poo120]1[[]]
2025-02-08 18:07:11,322 INFO  [pxgrid-http-poo1191[[1]

1

1

2 Total Rows

1 Total Rows

cpm. pxgridwebapp.ws.pubsub.SubscriptionDistribu
cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint
cpm. pxgridwebapp.ws.pubsub.StompPubsubEndpoint

cisco

cisco.
cisco.

cisco

cisco.
cisco.

.cpm.
cpm.
cpm.
.cpm.
cpm.
cpm.

pxgridwebapp.
pxgridwebapp.
.config.MyX509FiTter

pxgridwebapp

pxgridwebapp.
pxgridwebapp.
pxgridwebapp.

config.MyX509Filter
config.MyX509Filter

config.MyX509Filter
config.MyX509Filter
data.AuthzDaoImpl -

cpm. pxgridwebapp.ws.pubsub.SubscriptionDistribu

cisco.cpm.pxgridwebapp.config.AuthzEvaluator -:
cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint

] session=[id=8,client=SMC,server=wss://avasteise271l.avaste.local:8910/pxgrid/ise/pubsub]



2025-02-08 18:07:11,323 TRACE [pxgrid-http-pooT119][[]1] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint
2025-02-08 18:07:11,323 TRACE [WsIseClientConnection-1010]J[[]] cpm.pxgrid.ws.client.WsEndpoint -::::::
2025-02-08 18:07:11,323 TRACE [pxgrid-http-poo122][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint
2025-02-08 18:07:11,323 TRACE [pxgrid-http-poo122][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint
2025-02-08 18:07:11,324 TRACE [pxgrid-http-poo122][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint
2025-02-08 18:07:11,324 TRACE [pxgrid-http-pool122]1[[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistribu
2025-02-08 18:07:11,324 TRACE [pxgrid-http-pool122]1[[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistribu

]
2025-02-08 18:07:11,324 TRACE [pxgrid-http-poo122]1[[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistribu
2025-02-08 18:07:11,324 TRACE [pxgrid-http-poo122]1[[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistribu

]
2025-02-08 18:07:11,324 TRACE [pxgrid-http-poo122]1[[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistribu
2025-02-08 18:07:11,324 TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::

] from=[id=7,client=~ise-admin-avasteise271,server=wss://avasteise271.avaste.local:8910/pxgr
2025-02-08 18:07:11,324 TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::

lweduvld IJlgble 9l oJlzol
pubdds s wedsd DNS

SS9 3JY |Js bogy jwlde ?_Joi cluwe 2lds Idlouolds Buvd Il uold GlJgses. goslo gvwds 1Jg>es: sogd; ed
https:isehosthameme.domain.com:891pxgridiisessxpxp":

Cisco® ISE Configuration

Cisco® ISE Configurations &

Chuster Marma 4 1 pagrid Hodes Uner Klama £ 3 Bchicnn,

Conhgure

lJzJ


https://hostname.domain.com:8910/pxgrid/ise/sxp

sdip luodle 03l wuvdd pelds eds e DNS Jg pdsle oz IUgdwss ldes,szss JJisle 1J¢l o6 o ISE FQDN.
9JIG pu Idppdu luols 2d wasd psde JJed IUpeds:

1. uwed 1Usged 1Js 9236 wedpe Ibl)é Stealthwatch (SMC).

2. 00 IJSlisps Iy suwss: 23> wdasy > gle > 1db6 1Je,d5s6.
3. Bs Lodzs IUptisu: lud, Isdsus (IJdbe 1Juldue) JJess)-
4thJotﬂ;,o¢b§olJad}

5. £Jlp6 IJowsse 23l IUguwds ol olds 3¢l 2d peds J ISE FQDN oso.

Local Resolution Add New
HOST NAME ¢+ 1 HOST IP ADDRESS ¢ 2 Actions
&

ise33.lab.local 10. Delete

¢l CA &) pg198 Iy Liolss £9298 wol p8 8936

903l Sz auwlds gbl pse $89p ISE wodrse uiolss £5) p9898 wol po Gud 03l Ipss)™

Cisco® ISE Configuration

Cisco® ISE Confgurations @

Add New Consguration

Causter Hame + 1 pagrid hodes Unr Nasme 4 2

SpJdu 986 prze uved peled Jedd SMCMsvevisese-client.log. IJewly: catlancopepe/var/logs/containesvcvisese-
client.log

snasmcl docker/svc-ise-client[1453]: java.util.concurrent.ExecutionException: javax.net.ssT.SSLExceptio
snasmcl docker/svc-ise-client[1453]: at java.base/java.util.concurrent.CompletableFuture.reportGet(Comp
snasmcl docker/svc-ise-client[1453]: at java.base/java.util.concurrent.CompletableFuture.get(Completabl
snasmcl docker/svc-ise-client[1453]: at org.springframework.web.socket.client.jetty.JettyWebSocketClien
snasmcl docker/svc-ise-client[1453]: at java.base/java.util.concurrent.FutureTask.run(FutureTask.java:2
snasmcl docker/svc-ise-client[1453]: at java.base/java.lang.Thread.run(Thread.java:829)

snasmcl docker/svc-ise-client[1453]: Caused by: javax.net.ss1.SSLException: org.bouncycastle.tls.TlIsFat
snasmcl docker/svc-ise-client[1453]: at org.bouncycastle.jsse.provider.ProvSSLEngine.unwrap(ProvSSLEngi
snasmcl docker/svc-ise-client[1453]: at java.base/javax.net.ss1.SSLEngine.unwrap(SSLEngine.java:637)
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.ss1.Ss1Connection.unwrap(Ss1Connection.jav
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.ss1.Ss1Connection$DecryptedEndPoint.fi11(S
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.client.http.HttpReceiverOverHTTP.process(Http
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.client.http.HttpReceiverOverHTTP.receive(Http
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.client.http.HttpChannelOverHTTP.receive(HttpC
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.client.http.HttpConnectionOverHTTP.onFillable
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.AbstractConnection$ReadCallback.succeeded(
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.FillInterest.fillable(FiTlInterest.java:10
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.ss1.Ss1Connection$DecryptedEndPoint.onFill
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.ss1.Ss1Connection.onFillable(Ss1Connection
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.ss1.Ss1Connection$2.succeeded(SsT1Connectio



snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.FillInterest.fillable(FiTllInterest.java:10
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.io.SelectableChannelEndPoint$l.run(Selectable
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.util.thread.QueuedThreadPool.runJob(QueuedThr
snasmcl docker/svc-ise-client[1453]: at org.eclipse.jetty.util.thread.QueuedThreadPool$Runner.run(Queue
snasmcl docker/svc-ise-client[1453]: ... 1 more

snasmcl docker/svc-ise-client[1453]: Suppressed: javax.net.ss1.SSLHandshakeException: org.bouncycastle.
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