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show logging system ade/ADE.log
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IJuveow IUzss: "de soe cpdso 19zs Idupbss JJuble IUiuuluus 1Upsesd wo (TPM)."

s CIMC Compute>BIOS> o Jgsy BIOS> Security> 1J9zy6 IJuploss JJuble |.Jiuu|uu§
1Je9e98 wo pelods O 2lJs

v N mpute [ BIOS
SDny " BIOS  Remote Management Power Policies PID Catalog Persistant Memory
Inventory
Sensors _—
Configure BIOS Configure Boot Order Configure BIOS Profile Secure Boot Cedtificate Management
S S bt Vo Server Management Security Processor Memary Power/Performance
Faults and Logs
Note: Default values are shown in bold
Compute Reboot Host Immediately
! Trusted Platform Module State:  Disabled v l Security Device Support: = Enabled
SHA256 PCR Bank: | E - 5HA.1 PCR Bank: | Enabled
» TPM Minimal Physical Presence: = Disabled v TPM Pending Operation: | Mone
Power ON Password Disabled - Intel Trusted Execution Technology Support: | [isabh
Admin L Multikey Total Memory Encryption (MK-TME): = Disabled - Total Memory Encryption (TME): = Dis:
SGX Factory Reset: = Disabled - SW Guard Extensions (SGX): Desabled
SGX Qo5:  Enabled L4 SGX Pkg info In-Band Access:  Dis.
$GX Write Enable: = Enabled - Select Owner EPOCH input type: = Manual User Defined Cwner
SProcessor Epech 0: 0O (7] SGX Auto MP Registration Agent:  Disabled

wp websd TPM

pebp lJeple Jl ogpd.
admin#show 5_o¢ lJobusd
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wp websd 3006 pgyJd SXP

wp welbsd gx06 TC-NAC

wpe websd g>p6 PassivelD WMI

wp welbsd g>p6 PassivelD Syslog

wpe websd g>p6 PassivelD API

we websd g>06 glpd PassivelD

wp welbsd 306 U9 yolss PassivelD
PassivelD SPAN igzjo 306

wp welbsd ¢lbe DHCP (DHCP)

op wgbsd gbe DNS (IUpywes)

&2p6 poluwdle ISE Jsywe s Idoyigsd
&3p6 8lexs wslule e0bs ISE gs) 9 IJouvgsd
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¢>p06 ISE PxGrid Direct Jsve 88> IJouvgsd
e websd 06 vog lJugjisé
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wp welbsd McTrust (8306 pjlpeué Meraki)
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¢>p06 ISE Prometheus Jsuwe $ss IJogvgsd

¢>p06 ISE Grafana Jswe s> IJogvgsd



ISE MNT LogAnalytics Elasticsearch JI sgpeJ

e206 ouwesd IUsgsd IUs ISE Jsuwe G IJogugsd
&>06 ISE Kibana Js e 8> IJouvgsd

306 ISE IJiodss IPSec Jsuwe B IJebgsd
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ADE.log:

2025-01-06T08:37:01.164816+00:00 > $9p56 Joulu[1411]: | 2025-01-06 08:37:01.164 |
pedople | 1411 pouiy IJeleolo | TPM2_manager_server.py:133 | 9lzod wypzo IJobosdlo:
wPT LS | :
2025-01-06T08:37:01.166050+00:00 > $9p56 Jwulu[1411]: | 2025-01-06 08:37:01.166 | ¢l
| 1411 | p9uiy IJeslob | utils.py:26 | TPM2ManagerServer Jeo wop wosiswo |
2025-01-06T08:37:01.166179+00:00 > $986 Joulo[1411]: | 2025-01-06 08:37:01.166 |
pedople | 1411 poiy IJe,lulo | web_log.py:206 | [06/JAN/2025:08:37:01 +000] "POST
/API/system/v1/tpm2-manager/unseal HTTP/1.1" 400 215 "-" "Python-requests/2.20.0" |
2025-01-06T08:37:21.670490+00:00 lhrhblise | 2025-01-06 08:37:21.670 | peJ9plw | 372321 |
09 i IJolub | key_manager_server.py:87 | | zle IJloobl) Ioole wosiss 306
KeyManagerServer. §> suwe gy 3JY veuo 9w |

2025-01-06T08:37:21.672808+00:00 |hrhblise | 2025-01-06 08:37:21.672 | ¢lol | 372321 | p9 i,
lJoslobo | key_manager_server.py:116 | wgl; wosisé ¢3p6 KeyManagerServer: Jp wwp wosiséd
TPM2ManagerServer |

IJzJ: 9236 TPM 1 peduié slzle lelss (09,6 JJg856.

A / Compute / BIOS cetresh | Host Powe”| LHGREH VYA PG | GG

Remote Management Power Policies D Cataleg Persistent Mamory

m
(0]

Reboot Host Immediately:

Trusted Platform Module State: | Enabled v Security Dev. Support: | Enabled v
SHAZ5E PCR Bank: | Enabled - SHA-1 PCR Bank: | Enabled -
TPM Minimal Physical Presence: | Disabied v TPM Pending Operation: | None v
Power ON Password: | Disabled 4 intel Trusted Execution Technology Support: | Disabiled v
.<.Jlt|hey Total Memory Encryption (MK-TME): | Disabled v Total Memory Encryption (TME): | Disabied v
SGX Factory Reset | Dizabisd A4 SW Guard Extensions (5GX): | Disabled v
SGX QoS: | Enabled - SGX Pkg info In-Band Access: | Disabled v
SGX Write Enable: | Enabled - Select Owner EPOCH input type: | Manual User Defined OwnerEPOC  w
SProcessor Epoch 0: | 0 SGX Auto MP Registration Agent: | Disabled v

SGX PUBKEY HASHO: | O ) SProcessor Epoch 1

SGX PUBKEY HASHZ: | 0 § SGX PUBKEY HA SH1

LIMIT CPU PA to 46 Bits: | Enabled v SGX PUBKEY HA SH3

DMA Control Opt-in Flag: | Disabled v
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ADE.log:

2024-09-12T16:01:58.063806+05:30 GRP-ACH-ISE-PAN Journal[1404]: | 2024-09-12
16:01:58.063 | ped9ple | 1404 | poiy IJeslol | TPM2_manager_server.py:133 | 9lzod «,pgo
lJobosdle: pogs ouwes |



2024-09-12T16:01:58.063933+05:30 GRP-ACH-ISE-PAN Journal[1404]: | 2024-09-12
16:01:58.063 | ped9ple | 1404 | pouiy IJoslol | web_log.py:206 | [12/SEP/2024:10:31:58
+000] "GET /api/system/v1/tpm2-manager/health HTTP/1.1" 200 158 "-" "python-requests/2.20.0" |

2024-09-12T16:01:58.064968+05:30 GRP-ACH-ISE-PAN Journal[1404]: | 2024-09-12
16:01:58.064 | ped9ple | 1404 | poiy IJeslol | TPM2_manager_server.py:184 | 9lzod o ,pgd
lIJobosdlor Ss el suvpes |

2024-09-12T16:01:58.068413+05:30 GRP-ACH-ISE-PAN Journal[1404]: | 2024-09-12:01:58.068 |
pedoele [ 1404 | pduiny IJeslol | TPM2_Proxy.py:79 | cubgsd Iie: 1sess IJoebss
JJoble IJlwlgws 1Je9esd o (TPM2_Clear) |

2024-09-12T16:01:58.075085+05:30 GRP-ACH-ISE-PAN Journal[1404]: | 2024-09-12
16:01:58.074 | glol | 1404 | pdis, IJenlolo | TPM2_Proxy.py:85 | wgs, wubésd TPM2_Clear
cuvew 1J9gro IJuplbss JJuble IUluwlus 1Ue9e98 wo (TPM):WARN(Z.O): JI SueL
lJoslgsue JJdlsole Idos wpuoe Jeelss DA Ws o3l 1sde Jiu TPM Ws 9og wlesy DA |

2024-09-12T16:01:58.075194+05:30 GRP-ACH-ISE-PAN Journal[1404]: | 2024-09-12
16:01:58.075 | ¢l | 1404 | p3 s, IJolule | TPM2_manager_server.py:249 | g bol: 1J9z6
IJopbsé JJoble IUlul s 1009898 wo (TPM):WARN(2.0): Jl suwee wldoslgsoe JUJlsole
IJos wiuos Jeplsé DA Bs o3l 1dsge Jio TPM B 9 os wlosy DA |

edlJ epdss IJoouso: Jlebol IJigble B 9236 wpdp J9gé IUpdlose 91JB8s389 9ldplow.
Swp lJlu luwedle peess $less wslule ISE...
Swpe Idlu wse gpdsle Bless wslule ISE...

lowooule Bs puwl) IJoudss "min" com.cisco.cpm.exceptions. TPMException: W vd wouudss
Iesolez IJouwes J TPM pe Jos Lzle s vodss. )

at com.cisco.cpm.auth.encryptor.crypt.tppul11.getResult(TPMUtil.java:53

at com.cisco.cpm.auth.encryptor.crypt.tpmul11.encrypt(TPER11.java:38) g Js
com.cisco.cpm.auth.encryptor.crypt. KEKGenerator.returnKey (KEKGenerator.java:36)

at com.cisco.cpm.auth.encryptor.crypt.kekgenerator.main(KEKGenerator.java:77)
java.lang.lllegalArgumentException: poclz Wl,)¢

eJs javax.crypto.spec. SecretKeySpec.<init>(SecretKeySpec. Java:96) sJs
com.cisco.cpm.auth.encryptor.crypt.crypt.<init>(crypt.java: 73)

at com.cisco.cpm.auth.encryptor.crypt.DefaultCryptEncryptor
encrypt(DefaultCryptEncryptar.java:81)

eJs com.cisco.cpm.auth.encryptor. PassudHelper.ma in (PasssalHelper.java:46)

9> Sbo, leslh 8less ldoslole [Jpoos woluwlos [J]gsls:
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wwedle [Jigble:
B
IJglol - Wnd lesls $less IJoslole!

&> 90 03l LosEs Judaso 9lzes Lo s £y LoRSE 19 VUL 19l edss Izl Is 1Uzol;
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lelxé Loob lJobus$-config ise
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IJed: I3l Jlzbo lue wp olesy 9236 TPM. B uoules lehé wessy 3156 IJogise Idpsde J
TPM.

lJgbsle lJos szo lJB8sle wol:
Sp wouugsd VKVM. sszo lelhé wyvgsd 1Jghe
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¢ logb F2 (030 (§lisps BIOS)
* puvz TPM
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el yKvMm KVM Console  SNS-3755K9  WMP2809001W

Console

esc|F1|r2|F3|Fa|rs|F6|F7 | F8|Fo|F10|F11|F12

133-1|56"89"J-—|Ek5p Pgup

Tab g |wle|r|tly|ulilo|p _| . L 3 Ps/Brk

Caps |a (s |d|f|g "i'j k|1];|" |Enter Pgbn | Scrl1l Lk

shife|z|x|c|lvibinim]|,|. |/ |shift 1 Enter | Prnt Scrn
i ctrl | win | ATt | a1t | cer |
! Power ) )

~  Boot Device

Virtual Media

"=} Chat

F3: Optimized Defaults
F10: Save & Reset Sustem
ESC: Exit

K/M: Scroll help UP/DONN
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