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1-4. luedd Ids IdbLo > 1Jsuesd 1Js 1Jeungsd > Administrators > Admin Users.
5. e ldpuwespe.

6. 109y B899 ysy-

= b Identity Services Engine Administration / System

[ ] Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore 2 Admin Access Settings

B  Dashboard

Administrators

i1 context visibility

X Operations Saemml ||||||| 6 P
8 s ], 5o v o

Adimin G'oq:l-\ - L] Status Nama Description First Name  Last Name  Email Address Admin Groups

.1] Administration i
5 B Enabled & admin Default Admin User Super Admin

Work Centers Settings
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= il |dentity Services Engine Administration / System

Baokmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Dashbeard o ntication

~ Admin User

Context Visibllity Aatiiation

e admin
FS ooy Administrators
) Policy Adrudn Usars Sim BE ks
Admin Groups Ema -
£ Administration [} Inclede system alarms in emalis
Al Work Centers Settings

7! Interactive Features

8v New Password

* Current Password

* New Password

* Re-Enter New Password

~ User Information

First Nama

Last Namo

luwegsle 1586 9lzos wlo, 1isle, (CLI)
Vs CLI Bp vogvgsd |.Jip ) #application reset-password ise <username>

03l sbldud Lbgld Jdes 19, 12356

:isé331/admin#application reset—passwd ise admin
Enter new password:

ewd beld Jdpeé 1dp,s) 1de>s56 3oid§>o|‘ oup lebhé vessu JJpd ldp)9) vuele.
ise331/admin#application reset—passwd ise admin
Enter new password:

Confirm new password:

Password reset successfully.
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C220-WZP27110UYA
Cisco Integrated Management Controller

1Jgb9o 2. 16§, b9 §Launch KVM Console.


https://software.cisco.com/download/home/283801620/type/283802505/release/3.3.0
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3700hig/sns_3700_hardware_install_guide/m_installingserver.html#Cisco_Task_in_List_GUI.dita_dc47f5a6-8003-4d97-9b09-6d66e6ff0f33
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3700hig/sns_3700_hardware_install_guide/m_installingserver.html#Cisco_Task_in_List_GUI.dita_dc47f5a6-8003-4d97-9b09-6d66e6ff0f33
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3700hig/sns_3700_hardware_install_guide/m_installingserver.html#Cisco_Task_in_List_GUI.dita_dc47f5a6-8003-4d97-9b09-6d66e6ff0f33

3= b Cisco Integrated Management Cantroller & v admin@10.127 83.162 - C220-WZP2T110UYA &F

[ sis [ Summary sfresh | Host Pow . ml| | ciMC Reboot | Locater LED | @ @
Server Properties Cisco Integrated Management Controller (Cisco IMC) Infor
Product Name: SNS-3715-K9 Hostname: C220-WZP27110UYA

Serial Number: IP Address: 10127 197 246

PID: MAC Address: EC F4.0C4866:2C
UuID:  720B048D-0FB1-4945-9196-0890C0332A18 Firmware Version: 4 'f:l:"QJ
BIOS Version: C220M6.4.2 3c 0_ISE Current Time (UTC):  Sat Feb 15 10:30:00 2025
Description: Local Time: Sat Feb 15 10:30:00 2025 UTC +0000 {Local)

Asset Tag: | Unknown Timezone: UTC

1J2 1096 3. 168 994 Virtual Mediag Jlo6 lJo 0950 9255 VKVM-Mapped vDVD.
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Map Virtual Media - CD/DVD

lJ¢logé 5. iao_) Macros > Static Macr os >Ctrl-Alt-Del &p0sS> golj Cisco SNS-36XX lg Cisco SNS-37XX oU
eJIJ luwedsle uo9,6 ISO.

s yKVM KVMConsole ~ SNS3715K3  WZP27110UYA
B3 console
& File
View
A  Tools > Manage Macros

Power Alt + Enter

Boot Device > Alt + Escape

B} virtual Media > Alt+Fs

= chat Alt + -
Alt + Shift + Escape

Alt + Print Screen

lJglo96 6. luogb eJs F6 Jg,yuo Blispo lJoposs. b¢ld Blises IJoposs &p wboy B iuu\.éJ
lJ il io.



Bitps://10.127.197.246/

Aty KVMConsole  SNS3715K9  WZPZ7110UYA

Console

File

View
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Tools

Power
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el yevM KVMConsole  SNS-3715K9  WZPZ7110U¥A
5] Console
5 File

= View

&8 Macros

£  Tools
O  Power

~ Boot Device
= Virtual Media

=) chat

isco ISE Installation (Keyboard/Monitor)

1sco IS5k Installation (Serfial LConsole)
system Utilities (Reyboard/Monitor)
oystem Utilities (Serial Console)
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Availlable System Utilities:

[l1] Recover AdMministrator Password

[Z] Uirtual Machine Resource Check
[3] Perform System Erase
[q] Quit and reload

Enter option [1 - 31 q to Eluit:

KM Comole SNSITISHT WIP2TTI0UMA

oo gl 1 slod, beld
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Admin Password Recowvery

This utility will reset the password for the specified ADE-0S administrator
At most the first five administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to utilities mMenu

AdmMin Usernames

I [1] admin l

Enter choice [1] or q to Quit :

IJglo9s 10. [Jow JJps Idey9) 13856 9ldow Lo Jedb IJogss)lo.

s YEVM

Console

& Tocls

' Powsr

Boot Dence

B virtual Media

Chat




e VEVM KM Comcle  SMEGTISHS  WIPZTTIOUNA

ldopdo lebhé vegsso JJps 1Je)9).

This utility will reset the ird for the specified ADE-0S administrator.
At t the first fi administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to utilities Menu

Admin Usernames
[1] admin

Enter choice [1]1 or q to Quit
ord:

Uerify password:

ordered data mode. Opts:

lJglb9es 11. JJ9o9d IJs CLL 235 |uole 9lglssé wepsd: Yo sl .



Availlable System Utilities:

l1] Recover AdmMministrator Password
[Z] Virtual Machine Resource Check

[3] Perform Sustem Erase
Uuit and reload

Enter option [1

!uuo_).)b -iJ.Jroé |J|o_)9_) y-19) Z.JLJ !w&t.)lp PQK_.Q.-) USB k9|uJ JJQ,OOHS.)

Sod Idose: logile p2yd 18,100 USB $lod JJouvésd. Hlze louile zol; USB §ly O P08
Jooose Cisco ISE.

IUgbo9s 1. $p Lluolds perd 1)l USB IJSlod JJouvgsd IUss szess eds w96 Cisco
Secure ISE ISO Ws puw93 USB.

IJlo96 2. bl §6 £Js zol; Cisco SNS-36XX Iy Cisco SNS-37XX.

IJg b9 3. luog b gds F6 Jbb¢lJ (§lisps BIOS.


https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_4.html
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Aty KVMConsole ~ SNS3715K3  WZP27110UYA

Console
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Al yeym KVMConsole  SNS3715K9  WZP27110U¥A
5] Console
=i File

T View

&g Macros > Sustem U1 1LIDIeS ERsubor il o)

£  Tools
O  Power

"~ Boot Device
& Virtual Media

) chat

isco ISE Installation (Keyboard/Monitor)

1sco ISE Installation (Serfial Console)
oystem Utilities (Reyboard/Monitor)
system Utilities (Serial Console)
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Availlable System Utilities:

[1] Recover Administrator Password

[Z] Virtual Machine Resource Check
[3] Perform System Erase
[q] Quit and reload

Enter option [1 - 31 q to Quit:

e 1Jgsh 1 (luvogls JJpé pi9) 1Jpuwssd) -

IJglo9s 7. 235 luwpe Idpuwegse ldpbde oo IJSlises gl ogb eds enter Jlglsé soulb JJped
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Admin Password Recowvery

This utility will reset the password for the specified ADE-0S administrator
At most the first five administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to utilities mMenu

AdmMin Usernames

I [1] admin l

Enter choice [1] or q to Quit :

lJglo9s 8. 1Jow JJpo p)9) 23830 9ldow "y Jewdb IJegss)le.

s YEVM

Console

& Tocls

' Powsr

Boot Dence

B virtual Media

Chat
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This utility will reset the ird for the specified ADE-0S administrator.
At t the first fi administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to utilities Menu

Admin Usernames
[1] admin

Enter choice [1]1 or q to Quit
ord:

Uerify password:

ordered data mode. Opts:

lJglb9é 9. JJ9o9d IJs CLL 235 luole 9lglss wepsd: Yo sl .



Available System Utilities:

[1] Recover Administrator Password
[Z] Virtual Machine Resource Check

[3] Perform System Erase
[q] Quit and reload
Enter option [1 - 3] q to Duit:[:::]

loweslsy Jdes 1Ue,9) JJzols 1Jbloys ISE

oul VMWare os lJusisé |Jpuuegspd. [ Suvobse sodds Vsphere pouds o Sug) ol
steps:

1Jgb9s 1. §p wogpsd pdd I1SO |Us pgiv wslule IJzols Idbloys.

196 2. $p LlsBld wuvgsd IJzols IJblo,s ISE.

7 ise2025-3-3

Summary Monitor Configure Permissions

)

VSAN
o) G & & sate (B9

lJglb9o 3. 235 Idzol IUbloys pu IUB8lspes: o8y 9938 lz)lelw>Edit Settings,



& ise2025-3-3

Summary Monitor

Compute Policies

VIEW ALL POLICIES

Giliec<t OS

— | B

Configure Permissions (1 Actions - ise2025-3-3
Power

Guest OS
Snapshots

2 Open Remote Console

(3, Migrate...

Clone
Fault Tolerance
VM Policies

Template

Compatibility

Export System Logs...

@ Edit Settings...

»shots



Edit Settings = ise2025-3-3

Virtual Hardware VM Options

> CPU
» Memory
> Hard disk 1

5> SCSI controller O

s Network adapter 1

5 CD/DVD drive 1

> Video card
VMCI device

> Other

300 GB v

LSI Logic Parallel
BGL14-GEN-VLAN-97 ~

Datastore I1SO File v

Specify custom settings v

Additicnal Hardware

Connected

lJ¢logs 4. iu.u 9 JVirtual Hardware > CD/DVD, check for ISE 3.3 1SO file " Cisco-1 SE-3.3.0.430.SPA .x86_64.is0" and click OK.



Select File

Datastores Contents Information
=] BOLI4-GEN-13Y

= BGL14-GEN-TMPL
& BGL14-GEN-147

CEPNM-APL-FED-6.0.0.0-113-1-K9.is0 Mame: Cisco-
ISE-3.3.0.430.5PA.x86_64.iso
Size:12.57 GB

& Check_Point_R81.10.is0 Modified:09/15/2024, 1:35.09 PM
&= BGL14-GEN-TMPL-01 _ Encrypted: No

L@

E
& BGL14-GEN-TMPL-02 Check_Point_R81.20_T631_ScalablePlatform.
S BGL14-GEN-165 [& cipc old image.iso

S0 [f;geere

& SERIAL [® Cisco-ISE-3.3.0.430.5PA.x86_64.i50 o
i
B BGL14-GEN-169 [& Cisco-ISE-

= BGL14-GEN-170 PIC-3.4.0.608a.5PA.x86_64.is0

[ Check_Point_R80.10_T479_Gaia.iso

B BGL14-GEN-171 [& cisco-webex-meetings-
@ BGL14-GEN-172 server-3.0.1.3119.C.iso

(]

= BGL14-GEN-173 (&
@ BGL14-GEN-174 Cisco_Firepower_Mgmt_Center-6.4.0-113-

Restore.iso

b
b
>
>
>
>
b4
b

B BGL14-GEN-175

]
"

File Type: [ ISO Image (".iso) v

IJg1o96 5. Jopu lesble 1JIG,lue 1dpLogs ksl gl o DVD. $p wopedsuConnet At
Power On and click OK.



Edit Settings = ise2025-3-3 %

Virtual Hardware VM Options

ADD NEW DEVICE ¥

> CPU L @
> Memory v GB v
> Hard disk 1 300 GB v
5> SCSI controller O LSl Logic Parallel
> Network adapter 1 BGL14-GEN-VLAN-97 v Connected
~ CD/DVD drive 1* Datastore ISO File v ¥ Connected
Status E*Cormect At Power On
CD/DVD Media [ISO] Cisco-ISE-3.3.0.430.SPA.: | BROWSE...
Device Mode Emulate CD-ROM v
Virtual Device Node IDEQ v IDE(O:0) CD/DVD drive 1 v
> Video card Specify custom settings v
VMCI device
> Other Additional Hardware

|J¢lo9é 6. &z wVM Options > Boot options,Force BIOS Setup pd S 10 90K



Edit Settings = ise2025-3-3 %

Virtual Hardware VM Options

> General Options VM Name: ise2025-3-3

VMware Remote Console Options
>

Lock the guest operating system when the last remote user disconnects
> Encryption Expand for encryption settings
> Power management Expand for power management settings
> VMware Tools Expand for VMware Tools settings
!E&Boot Options Expand for boot options
» Advanced Expand for advanced settings
> Fibre Channel NPIV Expand for Fibre Channel NPIV settings




Edit Settings = ise2025-3-3

Virtual Hardware VM Options

> General Options

VMware Remote Console Options

» Encryption
> Power management

> VMware Tools

VM MName: ise2025-3-3

k the guest operating system when the last remote user disconnect

Expand for encryption settings

Expand for power management settings

Expand for VMware Tools settings

v Boot Options

Firmware

Boot Delay

Force BIOS setup

Failed Boot Recovery

» Advanced

> Fibre Channel NPIV

BIOS (recommended) ~

When powering on or resetting, delay boot order by
0 i milliseconds
[;I During the next boot, force entry into the BIOS setup screen

[ 1f the VM fails to find boot device, automatically retry after
10 seconds

Expand for advanced settings

Expand for Fibre Channel NPIV settings

Uz 096 7. 3p woungsd IJzols IUblo,s ISE VM g iles 9236 IJopde B IJzol; IUblo,s VM

IJ¢lo6 wp9zo le, BIOS.



& ise2025-3-3 2 @ : ACTIONS

Summary Monitor Configure Permissions

Power Status

Guest OS

VMware Tools

DNS Name (1)

IP Addresses (7)

| LAUNCH REMOTE CONSOLE l@

LAUNCH WEB CONSOLE Encryption

is02025-3-3

Hain Advanced

Datastores Networks Snapshots

(il Powered On

A Red Hat Enterprise Linux 8 (64-bit)

Running, version:12325 (Guest Managed) (3)

i5e330

10.127.197.174
169.254.2.1
AMND 5 MORE

Not encrypted

Enforce US Keyboard Layout Send Cirb+Ali+Delete

CD-ROM Drive
Removable Devices
Network boot from Intel E1000

Iten Specific Help

Keys used to view or
configure devices:
<Enter> expands or
collapses devices with
a+or -

<Cirl+Enter> expands
all

<+> and <-> moves the
device up or doun.

<n> May move removable
device between Hard
Disk or Removable Disk
<d> Remove a device
that is not installed.

Help Select Iten
Exit Select Henu

Change Values Setup Defaults
Select » Sub-Menu Save and Exit

|Jglo9s 8. 9p vugss) wywsy lJwpos> CD-ROM Drive 9gduwo IJs 1Upg o UEJ.



PhoenixBI0S Setup Utilit

Hain Advanced security

Item Specific Help

+Removable Devices
+Hard Drive Keys used to view or
Network boot from Intel E1000 conf igure devices:
{Enter> expands or
collapses devices with
a+aor -

{Ctrl+Enter> expands
all

<+» and <-> moves the
device up or down.

<n> Hay move removable
device between Hard
Disk or Removable Disk
{d> Remove a device
that is not installed.

Change Ualues Setup Defaults
Select » Sub-MHenu Save and Exit

lJglo9é 9. 68 Enter. 9sbldod L 8lises pu gshle IJoposs |Jpewleésysiem utilities
(Keyboard/Monitor)Selectoption 3.

Enforce US Keyboard Layout §| View Fullscreen § Send Ciel+AltsDele

Helcome to the Cisco Idemtity Services Engine Installer
Cisco ISE Version: 3.3.8.438

Automatic installation starts in 158 seconds.
Available boot options:

[1] Cisco ISE Installation (RKeyboard-Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Reyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:




ise2025-3-3 Enforce US Keyboard Layout

Helcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 3.3.8.438

Automatic installation starts in 158 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard-/Monitor)
[2] Cisco ISE Installation (Serkial Console)
[[3] System Utilities (Reyboard/Monitor) |

[4] System Utilities (Serial Console)

[5]1 Hard Disk

Enter boot option and press <Enter>.

boot: 3_

lJglogs 10. L9 System Utilities, chose the AvailableRecovery JJesd 0,9, IJpuw99d. $99,) IJgsh 1 Blispo
covlole Idpgu9sdsy Idos op odssuvel gds zolj ISE.

ise2025-3-3

Available System Utilities:

[1] Recover Administrator Password
[2] Uirtual Machine Resource Check
[3] Perform System Erase

[gq] Quit and reload

Enter option [1 - 31 q to Quit:

098 1. Idow gsh 110 sésy 1JdJes po puvoepd e38) 985¢d IJps o> bed y Jedb
JJpé 1Jp,9) 1Jzs856.




Is02025-3-3 Enforce US Keyboard Layout | View Fullscreen J Send Gt

Admin Password Recovery

This utility will reset the password for the specified ADE-0S administrator.
At most the first five administrators will be listed. To abort without
saving changes, enter [gl] to Quit and return to utilities mMenu

AdmMin Usernames

[1]1 admin

Enter choice [1] or q to Quit

This utility will reset the password for the specified ADE-05 administrator.
At most the first five administrators will be listed. To abort without
saving changes, enter [gl] to Quit and return to utilities menu

AdmMin Usernames
[1] admin
Enter choice [1] or q to Quit

Password:
Verify password:

d data mode.
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Available System Utilities:

[1] Recover AdmMministrator Password
[2] Virtual Machine Resource Check

[3]1 Perform System Erase
[g] Quit and reload
Enter option [1 - 31 q to ﬂuif:[:::]

IJ296 12. §p wogss) leshle IJ8,ue 1deupésbl§ruo 1Js3s89 1398 IJs ol Swd 99
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Edit Settings = ise2025-3-3 >
Virtual Hardware VM Options

ADD MEW DEVICE v~

> CPU 2 v @

> Memory v GB v

> Hard disk 1 300 GB b

» SCSl controller O LSl Logic Parallel

» Network adapter 1 BGL14-GEN-VLAN-97 Connected

v CD/DVD drive 1* v M Connected
Status
CD/DVD Media To connect, power on the VM and select the media from the VM

Hardware panel on Summary tab

Device Mode Emulate CD-ROM v

Virtual Device Node DEO v DE(0:0) CD/DVD drive 1 v
» Video card Specify custom settings v

VMCI device
> Other Additional Hardware

Q&
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