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https://<ISE-pan-IP>/api/v1/policy/device-
admin/policy-set

URL

wslole Jlgoels luvogsle wslole lgw el guvle OpenAPL

Jwod | Idoboséljson
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lJglo9s 2. 235 p9 98 URL IUss swp luwwgsleo Jlgwe s pedyple peesele oz Ibho IJzols.

Setact s cotton

Cisco ISE API - Policy ®¢

Sarvers

hitps: 11010823 82:442480 - Inferred Url  ~

device-admin-api-controller ne cevceadmnas e
network-access-api-controller me renoracess & e
Device Administration - Command Sets hd
Device Administration - Conditions ~
Device Administration - Dictionary Attributes List ~
Device Administration - Identity Stores R
Device Administration - Network Conditions R
Device Administration - Policy Sets I ~

I /2pi/v1rpeticy/duvica-admingpolicy-sat] Devics dmin - List o pocy sats ~ i

API URI

lJglogs 3. o3l pold eds J9> wlsegu. logwg lJpewss sduogo. luwewsdo IJ ise ip. username: 9
JJpo. pb Jpdud Llseys Joudsso.

ol eu lJlouold 1Jzgss wsu ISE 9ldzol; 1U3s suved pold Hpe) python.

<tfroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name _=="__main

url ="

https://10. 106. 33. 92/ api / v1/ pol i cy/ devi ce-admi n/ pol i cy- set



headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"

)
response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")
print(response.status_code)

print("Expected Outputs:')
print(response.json())

903l pold eds IJuglog lJpew9des.

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{'default”: True, 'id": '41ed8579-429b-42a8-879e-61861ch82bbf', ‘name’: 'Default’, ‘descr
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Uz boss 1. ldpgdsple 1Upbdsws Jedldes APL.

b)s9o Izl
https://<ISE-pan-IP>/API/v1/policy/device-

URL admin/policy-set/<id-of-policy-
set>/authentication

wslule IUlgwel> luvogsle wslole lgwel guvle OpenAPL.
Jwod | IJobosséljson
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Sarvers
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device-admin-api-controller e cece-acmin A7 Iy
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Device Administration - Command Sets b
Device Administration - Conditions v
Device Administration - Dictionary Attributes List ~
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Device Administration - Policy Sets hd
Device Administration - Authorization Global Exception Rules v
|Devlce Administration - Authentication Rules | ~
| /2p47v1sporicyidevice-admin/policy-aet/{pelicyld} authentication fomice Admn - Get authentcaton mias ~ @

evice Acmin - Get authentication rukes.

API URI

lJglogs 3. o3l pold eds J9> wlsegu. louwg lJpewss sduogoe. luwewsdo IJ ise ip. username. 9
JJpo. eb Jpdud Llseys Joudsso.

AR eu lJlouold 1Jzs> wsu ISE 9ldgol; 1U3s suved pold e python.

<#froot>

from requests.auth import HTTPBasicAuth
import requests

reguests.packages.urllib3.disable_warnings()

if _name__=="__main

url ="

https://10.106. 33. 92/ api / vl/ policy/ devi ce-adm n/ policy-set/41ed8579- 429b- 42a8- 879e-61861cb82bbf/ aut hent i

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admi n", "Adm nl123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:™)



print(response.json())

pdlzbs: sop leuesd eds Idpersd pu prele lzod wopes IJobosdle (API) Bs
1U21096 3 pu puwdsd IJzols - Blised pzesele Iduwslumle. eds wwosd Idpeld:
41ed8579-429b-42a8-879e-61861cb82bbf o5 pzeoes I wsluwle IUIGC,lLos6 po
TACACS.

903l pold eds IJuglog lJpew9des.

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’; [{'rule’; {'default’: True, 'id": '73461597-0133-45ce-b4ch-6511ce56f262', ‘'name’: 'Default
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IUsbo96 1. IUpedsele 1Upbdows Jedldes API.

b)s96 leuel

https://<ISE-pan-IP>/api/v1/policy/device-

URL admin/policy-set/<id-of-policy-set>/authorization

wslole Jlgwels luvogsle wslole lgwels guvle OpenAPL

Jwod | Idoboséljson

IJewslo lyssuvs IJpzess - 1Juse @ 1delbusdlison

lJelo96 2. 235 0998 URL IUss swp luwwgsleo Jluwe,nl pedypele $less [Jogssd.

Cisco ISE API - Policy @

servers
| RHpsT0.1 06,33, 82:44240 = Inferred Url w |

device-admin-api-controller m: devcesime s W
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Device Administration - Network Conditions hd
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Device Administration - Authorization Global Exception Rules W
Device Administration - Authentication Rules A
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1 authorzation mies.

API URI

lJglo9é 3. 03l pold gds J95 wlseyu. lugweg lJpeewss 9duee. luvowsde IJ ise ip. username. 9
GJJ'oiS. E_LSJD GJI,o.JgS g_JlL__SCJSL.J JQQ&@SO.

olds eu lJlouold 1Jzs> wsu ISE gldgol; 1U3s suved pold ,p) python.

<#root>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable warnings() if _name__ =="_main_ " url ="
https://10. 106. 33. 92/ api / vl/ policy/ devi ce-admi n/ pol i cy-set/41ed8579- 429b- 42a8- 879e- 61861ch82bbf / aut hori 2
" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(



"Api Admi n", "Adm nl23"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")

pdlebs: sop lJzuesd eds Ipe)Dd pu pizle 9lz0d wopes IJobusdle (API) O
121096 3 o0 pudsd IJzols - Blispd pzpsele Idumslumle. eds uvosd IJpeld.
41ed8579-429b-42a8-879e-61861cb82bbf o5 pzeoes I usluwle IUIBe,lLos6 pu
TACACS.

903l pold gds IJuslog IUpew99es.

Return Code:

200

Expected Outputs:

{'version": '1.0.0', 'response’: [{'rule": {'default”: True, 'id": '39d9f546-e58¢-4f 79-9856-c0a244b8a2ae’, ‘'name’: 'Default’, 'hitCounts': 0, 'rank'’: 0, 'state’: ‘enabl



IJsuo9d s Iduveds - $lises wpzesele Idumslusle
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IUs 96 1. IUpedsple 1Upbdows Jedldes API.

b)s9e lzwol

URL https://<ISE-pan-IP>/API1/V1/policy/network-
access/policy-set

wslulo IUlgwpl> luvogsle vslule lgwpl 2usle OpenAPL.

Jwod 1 IJobosyljson

lJeoslo Ibssuvs IUpzess - 1Jose : IJebosdlson

lJglo9é 2. 235 p9 98 URL IU3s swp luwwesleo Jlgwesl pedyple 956 ISE 1Upzs6.

[Network Access - Policy Sets | A~

Ijapi.fv:l..-"policy!nctwork-accuss}policy- set ’-‘et.-.-c'!: Access - List of policy sats. A B

Get all network access policy sets.

API URI

lJglo9é 3. 03l pold gds J9> wlseyu. lugwe lJegwss 9dueoe. luvowsdo IJ ise ip. username. 9
Jdps. b JpJd Llseys Joudsso.

AR ou lJlouold 1Jes> wsu ISE gldgol; 1Uds suved pold ,p) python.

<tfroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()
if _name_=="_ main_"

url ="

https://10.106. 33. 92/ api / vl/ pol i cy/ net wor k- access/ pol i cy- set

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n*, " Adni n123"

)



response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())

903l pold eds IJuglog lJpew9des.

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{ 'default”: False, 'id": 'ba71a417-4a48-4411-8bc3-d5df9b115769', ‘'name’: 'BGL_CFMEOQ

lJsuosd Ids Iduveds - 1dzuesd eds Boles 1Upuolb§o

S89p APl o3l Clgweols Bgles 1dpuolb 6 1U2luos wpzesesd woz pesus.

IJgboss 1. ldpgdsple 1Upbdws Jedles APL.

b)s96 lewob
https://<ISE-pan-IP>/API/v1/policy/network-

URL access/policy-set/<id-of-policy-
set>/authentication

wslule IUlgwel> luvogsle wslole lgwel guvle OpenAPL.

Iwod 1 IJobosdlison

Jecslo lissons Jezess - 1Juse 1 IJelbwsdlison

lJglo9é 2. 255 p9 98 URL IU3s swp luwwgsleo Jlgwe sl pedyple Olgss lde ol 96.

INetwork Access - Authentication Rules I ~
I;apifuljpolicy,-’network—u_cess,.l’pa.‘li:y-set;{palieyld}Iauthcntic.ﬂion IN=.':-.-.-uuk Agcess - Gat authentication rulas AW
Network Access - Get authentication rules.
API URI

lJglo9é 3. 03l pold gds J9> wlseyu. lugwe lJpeess 9dueoe. luwvowsdo IJ ise ip. username. 9
JJpo. pdb Jpdud Llseys Joudsso.

AR eu lJlouold 1Jzs> wsu ISE 9ldgol; 1J3s suved pold e python.,

<tfroot>

from requests.auth import HTTPBasicAuth
import requests



reguests.packages.urllib3.disable_warnings()

if _name _=="__main

url ="

https://10. 106. 33. 92/ api / vl/ pol i cy/ net wor k- access/ pol i cy-set/ba71a417- 4a48- 4411- 8bc3- d5df 9b115769/ aut her

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:")

print(response.json())
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lJoueod IJs Iduvedé - 8lispd wegpsslo IUuwsluwle. eds gwosd 1Jpdld: bar1aa17-4a48-
4411-8bc3-d5df9h115769 oS BGL_CFMEQ02-FMC.

903l pold gds IJuslog 1Upew99gs.

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{'rule’: {'default’: True, 'id": '03875777-6c98-4114-a72e-a3e1651e5334, 'name'’: 'Default

lJsuesd Ids Iduve ds - 1dzuesd eds Boles IJegssd

S89p APl o3l Llgwe o 99les IJegssd 1JEluos wpzeses wog pesws.

Uz boss 1. Idpgdsple 1Upbbdws Jedles APL.
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https://<ISE-pan-IP>/API/v1/policy/network-

URL access/policy-set/<id-of-policy-set>/authorization

wslole Jlgoels luvogsle wslole lgwels guvle OpenAPL

Jwod | IJoboséljson

IJewslo Il ssuvs IJpzess - 1Juse @ 1delbusdlison

lJelo96 2. 235 0998 URL 1Uss swp luwwgsleo Jluwe,nl pedsple $less [Jogssd.

| Network Access - Authorization Rules | ~

apifvl/policy/network-access/policy-set/{policyld} /authorization JMetwork Access - Get autharization rules Fas
P P ¥ P ¥ [y Y

Network Access - Get authorization rules

API URI

lJglo9é 3. 03l pold gds J95 wlseyu. lugwg ldpeeess 9dueoe. luvowsde IJ ise ip. username. 9
JJpo. eb Jpdud Llseyu Joudsso.

olds pu llouold 1Jzss wsw ISE 9ldzols 1Uss subéd pold s python.

<#root>
from requests.auth import HTTPBasicAuth
import requests

reguests.packages.urllib3.disable_warnings()

if _name__=="__main

url ="

https://10.106. 33. 92/ api / v1/ pol i cy/ net wor k- access/ pol i cy-set/ba71a4l17- 4a48-4411- 8bc3- d5df 9b115769/ aut hor

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

* Api Admi n”, " Admi n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())



pdlebo: suvows Idpgr |Js péozle 9lzos wypzs IUobousdle Vs 1Ugbyo 3 pu
lJsuo9d IJs Iduiveds - Blises pgesele lduwsluwle. eds pwesd Idpceld BA71a417-
4a48-4411-8bc3-d5df9b115769 o9 BGL_CFME02-FMC.

903l pold gds IJuslog 1Upew99gs.
Return Code: 200 Expected Outputs: {'version': '1.0.0', 'response’: [{'rule’: {'default’: False, 'id": 'bc67ad4e5-9000-4645-9d75-7c2403ca22ac’, 'name’: 'FMC A
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