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‘ VPN connection initiated

. ) - Active Directory
Authentication
-+ o
. PAN invokes 2m
If MFA Policy is enabled, PSN factor
engages PAN authentication
. + T > with DUQ Cloud
Configuration phase . »
includes user sync from .
. selected Active Directory buo SEMIELE
Groups to DUO Cloud and contacting mobile
enrolment of the users from device to confirm
DUO Cloud perspective secondlfac_tor
DUO confirms authentication
|
successful - d .
authentication
PAN confirms successful 2nd factor <+ .
. = authentication
[ VPN connection established
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Gashbgard * Aotlicaiony * Protect an Appication
Dashboard

Devics Insight . Protect an Application
Palicies w Aush AP

| Applications
Application Pratection Type

Protect an
Application

2us autham 2FA Decumartaton - Protect
Authentication Proxy

Auth API 1

90 pdlehble gds pole IJodled gldpvclz IUgus.

[ushboard » Anplications > Auth API

Dashboard
Authetication Log & Remove Applicaton
Device nsight < Auth API ’ 0 | @ pemon agne
So0 e Auth AP| documentation [ 1o integrate Do inta your cLstom applcation
cios w
Applications . Ruset Secrat Ky
Details oo Ky
Protect .
nnnnnnnnnn oy Copr
Applic
uthenti tion Pro:
Secret key
Single Sign-0i o o = =
Users ~
AP Bstname e m Co
Group
Auth API 2
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ushioan » Asclcations ¥ Frobect an ASpiicason

Dashbs
D A, " Protect an Application
Policies [ Agdmin AP|
| Applications ~ diiiaition otecton 1m0
Protect an

Application
BWS Admin AP Decumantation £ Protect
Authentication Proxy

Auth API 1
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Dastbons ¥ Asclcalions ¥ Acmin AP

Dashbaard
Admin API o ep—
Device Insight w
. Setup Instructions are in the Admin AP documentation £,
Policies W
The Acimin AP allows you to programmaiically croate, mérigvs, updaie, and dolote users, phones, hardwang fokeny, adming, appications, and mons.
Applications ~
Protect an Details Rasat Secrut Koy
Application
Intagration key DIRSTZBRALNURIOFZKTS Copy
Authentication Proxy
Single Sign-On v P [— okt —
Users w D't et oW YOUF S6CTet iy o° SRATS It Wik Bmyans.
Aroups > APi hostname a0 DEeTECS dusecurTy.com Copy

Admin API 2
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Groups > APl hostname api-bEefféc5.duosecurity.com Copy

Endpoints v

2FA Devices ~ Settings

Administrators A Type Admin API

Trusted Endpoints

Trust Monitor ~ MName Adrmin API
Reports s Duo Push users will see this when approving transactions.
Settings
Permissions Grant administrators
Billing v Parmit this Admin AP| application to add, modify, and delete administrators and administrative units.

: inf i
You're using the new el

Admin Panel menu and
left-side navigation.

Fermit this Admin AF| application to read information and statistics generally used for reporting purposes.

Grant applications
Provide feedback Permit this Admin AP application to add, modify, and delete applications.

Grant settings
Permit this Admin API application to read and update global account settings.

Grant read log
Permit this Admin AP| application to read logs.

Grant read resource
Permit this Admin AP| application to read resources such as users, phones, and hardware tokens.

Grant write resource
Permit this Admin API application to add, modify, and delete resources such as users, phones, and hardware takens.

Admin API 3
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Identity Services Engine Administration / Identity Management

] Idantitias Groups Extarnal Identity Sources Identity Source Sequences Settings
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o &
x “
1 Certificate Authenticat... SomFeinyHema: .
] "
A * Active Dirscto
» cive Dirsctory e Directory S
Damain
F 0 MFA
o ] Identity Sync
n
T LDAP
ODaC
5
! RADIUS Token
BEA SecuriD
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REST
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2. g ldpbldes wuop zpse £89> ISE |Js pzld Active Directory o3l 16,§) <998 wgp.

®

Information

Would you like to Join all ISE Nodes to this Active Directory Domain?

No Yes

&> Active Directory 2

3. w99, luwe puwede 99Jps 039, AD 108, eds p9lBdG.

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory
Domain.

* AD User Name (i) Administrator

* PESSWGrd vvvvvvvvv

| Ispecify Organizational Unit ()

| Istore Credentials (7)

Active Directory 3
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4. 9,08 AD 9o IJovgsd.

Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
* Join Point Name example

* Active Directory
example.com

Domain
£ Refresh Table
O ISE Node ~  ISE Node R... | Status Domain Controller Site
O ise331.example.com PRIMARY @ Operational WIN2022.example.com Default-First-Site-Name
O ise332.example.com SECONDARY | @ Operational WIN2022.example.com Default-First-Site-Name

Active Directory 4

5. 1uol@d IJs peesele > 1uolas > weass peeaele pu ddsd > luwa b pzesglo. 235 ¢lule
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain example.com

Name ,
Filter

sID ,
Filter

Type
Filter

‘ Retrieve Groups... | 50 Groups Retrieved.

&>p6 Active Directory 5

6. luld) 998 b Jewb pzpsele IUledlvle Idos wp luva ol

- Name -~  Group SID Group Type

E] example.com/Users/Cert Publishers 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[:] example.com/Users/Cloneable Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

example.com/Users/DUO Group 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Denied RODC Password Re... S5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[ example.com/Users/DnsAdmins 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

E] example.com/Users/DnsUpdateProxy 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Admins 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

O example.com/Users/Domain Computers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

[ example.com/Users/Domain Guests 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Users 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

(I examople.com/Users/Enterprise Admins 5-1-5-21-4068818894-3653102275-25587130... UNIVERSAL
Cancel




Conneclion Allowed Domains PassivelD Groups Aftributes Advanced Settings
—
== Add ~ Update Sl Values
O Name ~ SID

O example.com/Users/DUO Group 5=1=-5-21-4068818894-3653102275-2558713077-...

Save Reset

Active Directory 6
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Ildentity Services Engine

Administration / System

(] Deploymant Licensing Cartificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—

-
- Client Provisioning
W e API Settings

Security Samiags

Overvien Pl Gateway 5 £
4y —— Overview APY Sarvice Setlings API Gateway Settings
1 Geners] MOM { UEM Settings
“ API Service Settings for Primary Administration Node
1 Paiture ]
) EAS (Read/Write)

A Profiing I W) Open AP (Read/Write)

Protocals H

Endpaint Scripts » ~ APl Service Setting for All Other Nodes

ooy @) ERS (Read)

BLTP Sanage @) Open AP (fead)

SUS Gaeway

Sysem Time

| AP Bagn  CSRF Check ( only for ERS Settings )
Data Gaonnect
Enablo CSAF Chock for Enhanced Security (Nat compatible with pre ISE 2.3 Clents)
Netwark Success Dlagasaties H

DHCP & DNS Services
Max Sessions

Lighs Dats Diseributies
Endpoist Replcation

Intoractive Festues

© Disable CSAF For ERS Request (compatible with ERS cllents older than I5£ 2.3)
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' Identity Services Engine Administration / Identity Management

J'  Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings

B%  Dashboard

' External Identity Sources Settings

Authénticath {
'é! Context Visibility User Authéntication Settings

S REST ID Store

\ Opsrations Endpolnt Custom Attributes
To allow integration of REST identity stores with Cisco ISE, click the radio button below. It takes a few minutes to
( Policy Extemal Wenthy|Sourses Senings enable the REST ID Store settings. After the settings are enabled, you can add REST ID stores to Cisco ISE in the
External Identity Source page.
4 Administration _ - ) _
NOTE: ISE integration with Azure AD is released as a Controlled Introduction feature and should be thoroughly

2 tested before being used in preduction environment.
Work Centers
n

@) RESTID Store

BETA

D! llntoractivalFastires Multi-Factor Authentication

To allow the integration of Multi-Factor Authentication providers with Cisco ISE, click the MFA button.

@ wra

Cantel m

ISE MFA 1
od9su puod) [Jogse IUghzss J MFA

loodd s bhs > 18 1Jegss > puol, 1Jesss 1Jghzss. lod) eds luolds. B blyié
IJeszse ludy W98 seul vdse w3JI.

Identity Services Em Add External Connector

J|  Bookmarks o ‘Walcome 2 | Connector Definition 3 ) Account Configurations 4 | identity Sync AD Groups 6 | Summary

5% Dashboard

1l Context Visibllity |
Welcome
4, Operations
This wizard 1akns you through sotting up a connection batwoen your Duo
Account and Cisce ISE 1o enable seamless Multi-Factor Authentication
1 SolcR workflows.

&o  Adminlstration Before you bagin, the following prerequisites apply:

Al Work Conters

By =

The Cisco Duo licensa that anablas MFA usage is required
- In your Duo portal, create a protecied application that is
enabled for Admin APl and Authentication AP usage.
- Grant readfwrite access to Admin AP1
Ensure your ISE has a stable connection to Duo (Either
thiough direct inernet of proxy).
For this application, note the integration keys (ikey), secret
keys (skey) and APl hostname valuas for the Admin and
Awthantication APis, These values are required in the next
steps of this setup wizand,

w

- Cisco ISE Advantage licenses are required. |

Interactive Features

=

n

@

Exht Wizard

&lJz ISE Duo 1
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Identity Services Engine Add External Connector

)1 Bookmarks ' o i 3 | Agcount Configurations 4 | Ideatity Sync Al Groups B | Suminany

5% Dashboard

Izl Comtext Visibility . .
Define the Connection =
4. Operations

Entor a rame and description for your connectian H
1 Policy Conneetion Nama

DUO-MFA .
A mdministration

Ali  Work Conters o= JI

Interactive Features

ol

p&lJz ISE Duo 2

Bp wodasSu Bspe luwp puo S 9lz0d wyped IJobusdle (AP) 9o dled 9lzesd w)ezd
IJebosdsle (API) Jdeuwssd sldelosz [duwsss sodled 9lzos w)ped Idobosdle (API)
JJpuol86 sldpddlesz Idunss pu o> cbousdle JJzelss.

= - ldentity Services Engine Add External Connector

§'  Bockmarks | Welcome + | Connector Definition okcwnl Configurations 4 | ldemity Syne AD Groups 6 | Summary

B3 Damaim Define Account Configurations

Context Visibility
The values for the following fields are available in the Application window of your Duo poris
Enter the required details to create a connection. Far more information regarding ikey. skey

A Oparations and Hoptrame, visit Mipa:/fduo comidocs/Buthai it -steps

0 Policy
AP Hostname

api-b6effBc5 duosscurity.com
4 Administration

|

Work Centers
Admin API

oy
MRETZBEAUXURIDPZKZE
71 Interactive Features

ey

Authentication API
ey
DINKDSEVTRATZUF 60003

ey

Tast Connsction

] Exit Wizard Baxk

p&lJe ISE Duo 3
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Test Connecilon ) MFA Auth and Admin AP| Integration and Secret Keys
are valid

p€lJz ISE Duo 4

Op wodssu pilpus [Jegss. w§9p 030 ldepdss wejlpud IJpuveirpsu pu presele Active
Directory lJos Bpw wwgsssol Bs "zuwle DUO" Lluwegsle wslule lewels APlHJos op
w99 0l puwwdl. 235 udbs b Active Directory. b §b 9 999 we> 3JY.

A edlebs: wdesy Active Directory ¢z wlbl@ IJpuuews: lowg 03l lawans po lzd spz ISE
o& Active Directory.

= ‘i Identity Services Engine Add External Connector
) Bookmarks + | Welcoma + | Connector Definition ~* | Account Configurations ° Identity Sync 5 | AD Groups 6 | Summary
5% Dashboard

Context Visibility

Identity Sync

4. Operations

Configurs usor data syne batwaen the Microsaft Active Diractorias in your Ciseo ISE and & connoction dostination
I Poliey

Name

DYO-S5YN
4 Adminkstration HEETHG

Al Werk Centars

* interactive Features
Source

peldz ISE Duo 5
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/content/en/us/td/docs/security/ise/2-3/ise_active_directory_integration/b_ISE_AD_integration_2x.html

i Identity Services Engine Add External Connector

) Bockmarks | Weleome ¢ | Connector Definition | Account Configurations | ldentity Syne ennerwps 6 | Summary

B2 Dashboard

12 Context Visibility . .
Select Groups from Active Directory
A operations
Select the groups that you need to sync between Cisco ISE and Duo. Edit an sxisting AD
group from the following list, or add a new AD group in the Active Directory window and then

'
Y rofrash this windaw.

4. Administration

Al Work Centers
[ Names Soisrce

example ComiUsersIDUS Grove exampie

Interactive Features

[ sxampte comiustiniasminstrators f—

| Exit Wizard Back Hext

peldz ISE Duo 6

w2l pu woed IJleshle slug) eds we.

Identity Services Engine Add External Connector

)| Bockmarks W ) Welcome « | Connector Definition « | Account Configurations: « | Mdentity Sync | AD Groups osﬂmmar\'

BT  Dashboard

Context Visibility
Summary
A Oparations
~  Connector Definition Edit

U Policy Connection
Name DHADE-MFA
4. Administration voN
Al Wark Canters TACACS
*! Interactive Features -~ Define Account Configurations  Edit
API Hastname api-bGoi3eS dussecusity.com

Authentication AP1

Ky DIRETZBBALUNURIDPZKZE

Ky

Adenin API

Ky DINEDSEVTRATZUFEO003

Ky

Authantication <} MFA Auth and Admin AP Infogration and Secret Koys are valid

~  Identity Sync  Ednt

&lJz ISE Duo 7
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https://duo.com/docs/enrolling-users

|Jpwoé)p lJ>s Y1) pjl,ogoo y-19) ISE.

Help O Eugene Komeychuk

Dushtoaed > Users
Dashboard

Directory Syne | import Users | Busk Envoll Users
vevicommsign v USers b s |
Policies -
Need to activate a replacement phone? Learm mors about Reactivating Dua Mobile C7.
Applications v
Single Sign-on - 2 1 1 0 0 0
Total Users Kt Enralied Inactive Users Trash Bypass Users Locked Out

Users ~

Actdl Unar Select (D)~ Export o]

Pending Enroliments

Usemame ~ e Emai Frores Tokes Satus Last Login

Bulk Enroll Users

ImportUsers ance ace AlicoGwongerand.com 1 Active Toav 14, P03 1:43 AM

Direetary Syne

bob bob Active Hower duthenticated

Bypass Codes
Groups - 2 totad
Endpoints w
2FA Devices b
Administrators w

Trusted Endpaints
Trust Monitor o

Reports w

ouwesd culiss 1

Bp wldoprs) Jiuwdd [Us [Jogle . 1@, 898 |Lolds olod.

Phones
You may rearrange the phones by dragging and dropping In the table. Leam more about activating a replacement phone C2.

This usar has no phones. Add one.

ouvesd wulss 2
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Dashboard » Users > bob » Add Phone

Dashboard
Device Insight v Add Phone
Polices 7 Learn more about Activating Duo Mobile 4.
Applications v
Single Sign-0n v Type ® Prone
Users ~ Tablet
Add User

. Phone number =- Show extension field
Pending Enrollments )

Optional. Example: "+1 201-555-5555"

Bulk Enroll Users

Import Users

Add Phone

Directory Sync

Bypass Codes

odasu peestle Iduez

1. odysu uwslyws 1dpuol> §o
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I Identity Services Engine Policy / Policy Sets
[] Authentication Policy(l)
.
- () Swws  Rule Mame Canditlons Use Hits  Actions
l
X
1 Wired_MAB
& wma or ] J@}
Wirelass  MAR Options
4
n
Wired_807.1X
@ oonx on 1 i3
Wirslais _BO2. 1% Options i
oxample v
BUG Authartieatizn Radius-MAS-Port-Type EQUALS. Virusl &
Options
Al_User_ID_Steres
-] [ 7 J@}

Options

pep9es IJuog 1

2. odysu ywslywé MFA



9wpzr? opdso MFA eJs ISE: 50909, Guwp 228> B pzpsele woz ISE. e wosumse wor
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= fume ldentity Services Engine Policy / Policy Sets

J|  Bockmarks Policy Sets— Default Roset Palicyset Ficounts
8%  Dashboard
Status  Policy SetName Description Conditions Allowed Protocols | Server Sequence  Hits
! Context Visibilliy
. Oparations
1 Pelisy
3. Administration

Authartication Poliey(3)

Al Work Genters MIFA Palicyil)

(3 Staus  Rule Name Gonditions Use Hits  Actions
Interactive Features

L] DU Rule E  Chco-W /PN IO00-CVPNI000/ASAIPICT - Tennal-Grovp -Name EQUALS RA o ?:E
Options

Authorization Policy - Local Exceptions
Authorization Policy - Global Exceptions

Authorization Policy(15)

=T

wslyws ISE

) odlzbé: wewes IJuusluws IJedsws ledlo sJs pzeoes IUIudl B IJeuwpels RA. sep lzul
IJeuwesesu IJpouodsu wezesesd 099 RA gJs wuwdss MFA. wJdysy ASAFTD ¢z
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3. wIdssu ywslws IJogssd

Bp wodssy woe IJugasd pe Uinb pze9es Active Directory slsgule pu lgosld.

‘teih Identity Services Engine Policy 7 Policy Sets

Authorizaticn Policy(16)

(%) Steius  Fule Name Condiilons Profites Security Groups Hits  Actlons

a
L
2
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