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Protected EAP Properties

When connecting:

Verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv 2y, *\.srv 3\ com):

>

Baltmore CyberTrust Root

Class 3 Public Primary Certification Authority

DigiCert Assured ID Root CA

DigiCert Global Root CA

DigiCert Global Root G2

DigiCert Global oot G3

DigiCert High Assurance EV Root CA W
£ >

Motifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:
Secured password (EAPMSCHAP v2) o Configure...

| Enable Fast Reconnect
Disconnect if server does not present cryptobinding TLY
Enable Identity Privacy

oK Cancel
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Crypto,2024-02-12
Crypto,2024-02-12
Crypto,2024-02-12
Eap,2024-02-12 19:
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:20,542 ,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
:20,542 ,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
:20,542 ,DEBUG, 0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Call TLS Notify Callb
,542 ,DEBUG, 0x7f8f923fc700,cntx=0000452308,sesn=1abpan01/494696177/7940,CPMSessio
,542 ,DEBUG, 0x7f8f923fc700,cntx=0000452308,sesn=1abpan01/494696177/7940,CPMSessio
4e ec 5f b4 33 4f 81 9e 25 22 ..u&o.N._.30..%"

45 88 06 36 90 63 db a5 92 07 ...<..E..6.c.... ,EapTlsProtocol.cpp:1473

:20,542 ,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
:20,542 ,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
:20,542 ,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Call TLS Notify Callb
:20,543,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
:20,543,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
:20,543,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Call TLS Notify Callb
:20,581,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
:20,581,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
:20,581,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Call TLS Notify Callb
:20,581,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.

:20,581,DEBUG,0x7f8f923fc700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.

:20,737,DEBUG,0x7f8f91df9700,NIL-CONTEXT,shutting session id
4e ec 5f b4 33 4f 81 9e 25 22 ..u&o.N._.30..%"
45 88 06 36 90 63 db a5 92 07 ...<..E..6.c.... ,SSLConnection.cpp:337

:20,737,DEBUG,0x7f8f91df9700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
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Attribute Value Pairs
AVP: t=User-Mame(1l) 1=26 val=host/LABPCSK.vmlab.local
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=Vendor-Specific(26) 1=27 vnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=15080
AVP: t=Called-Station-Id(3@) 1=19 val=7@-81-85-C6-82-C7
AVP: t=Calling-Station-Id(31) 1=19 val=B4-96-91-26-DE-2E
AVP: t=EAP-Message(79) 1=170 Last Segment([1]
Type: 79
Length: 178
EAP fragment: 92d200aB819800000009e1603030066100000626104f febcfe6fdc1691906e89d323be55d..
Extensible Authentication Protocol
Code: Response (2)
Id: 210
Length: 168
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: @xB@
EAP-TLS Length: 158
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange
TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
TL5v1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

oubd pBole Igpsd suwple 1E)s

sl suvoese Ighe lsupl pg 1o eld psluodle wuvds,) IJogss) 9pueldzs TLS.

Attribute Value Pairs
AVP: t=State(24) 1=78 val=333743504d53657373696T6e49443d304136413235443030303030303031303030333045...
AVP: t=EAP-Message(79) 1=59 Last Segment[1]
Type: 79
Length: 59
EAP fragment: 01d30@391900140303000101160303002886fb618346c90902674155d75068aebdag@7a’..
~ Extensible Authentication Protocol
Code: Request (1)
Id: 211
Length: 57
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: @x0@

nsport Laver Security
TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

SESS) poluodle ldouvds) pu 2luw IUghe
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12800 Extracted first TLS record; TLS handshake started
12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12807 Prepared TLS Certificate message

12808 Prepared TLS ServerKeyExchange message

12810 Prepared TLS ServerDone message

12812 Extracted TLS ClientKeyExchange message
12803 Extracted TLS ChangeCipherSpec message
12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message
12802 Prepared TLS Finished message

12816 TLS handshake succeeded

12310 PEAP full handshake finished successfully

Fla gl ldlga lesald RADIUS Live TLS

Jpl 599, Uioug.._, IS wooudss puolb§6 wy9u99d9d Microsoft Challenge Handshake
Authentication Protocol (MSCHAPV2) LIJJleJ.



12313
11521
12305
11006
11001
11018

12304

11522

11806

PEAP inner method started

Prepared EAP-Request/Iidentity for inner EAP method
Prepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAFP challenge-
response

Extracted EAP-Response/ldentity for inner EAP method

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

Fha sl 1iusd s Vel A Juszd RADIUS Live
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13 1@ 18.186.37.208 10.127.197.164 RADIUS 582 Access-Request_id=Bﬁ

Code: Access—-Request (1)
Packet identifier: @x56 (86)
Length: 548
Authenticator: f@2déc9bclédlecd4bbfIa76f2T1d77b
[The response to this request is in frame 14]
Attribute Value Pairs
AVP: t=User-MName(1) 1=26 val=host/LABPCSK.vmlab.local
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=Vendor-Specific(26) 1=27 wnd=ciscoSystems{8)
AVP: t=Framed-MTU(12) 1=6 val=1588
AVP: t=Called-Station-Id{38) 1=19 wval=78-81-05-C6-B82-C7
AVP: t=Calling-Station-Id(31) 1=19 val=B4-96-91-26-DE-2E
AVP: t=EAP-Message(79) 1=286 Last Segment[1]
Type: 79
Length: 286
EAP fragment: @23900ccl2200020R2c216030300bd012000b2A30365ca25445d1bc5d267140a0569c193 .
Extensible Authentication Protocol
Code: Response (2]
Id: 57
Length: 284
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: @x88
EAP-TLS Length: 194
Transport Layer Security
TLSv1l.2 Record Layer: Hanmdshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 189
Handshake Protecal: Client Hella
Handshake Type: Client Hello (1)
Length: 185
Version: TLS 1.2 (@x0303)
Random: 65c¢a25445d1bc5d267140a0569¢193446ace@334e68b6450975220928b0e65¢6
Session ID Length: 32
Session ID: BB9175266fTafdeec5fb43347819e25221Talcf3cbfPed58806369063dbas9207
Cipher Suites Length: 42
Cipher Suites (21 suites)
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14 10 10.127.197.164 10.106.37.208 RADIUS 387 ﬁccess-Chélleﬂge id=86

15 18 10.106.37.208 10.127.197.164 RADIUS 439 Access-Request id=87

16 10 10.127.197.164 10.106.37.208 RADIUS 206 Access-Challenge id=87
-

e —————————————
ithernet II, Src: VMware_B8b:e7:12 (@0:50:56:8b:e7:12), Dst: Cisco_fd:ad:f9 (4c:el:76:fd:ad:f9)
[nternet Protocol Version 4, Src: 10.127.197.164, Dst: 10.106.37.208
Jser Datagram Protocol, Src Port: 1645, Dst Port: 1645
WDIUS Protocol
Code: Access—Challenge (11)
Packet identifier: @x56 (86)
Length: 265
Authenticator: 455232cc5e6d17983baled4aBadd58277
[This is a response to a request in frame 13]
[Time from request: 9.005054000 seconds]
Attribute Value Pairs
AVP: t=State(24) 1=78 val=333743504d5365737360676e409443d304136413235443030303030303031313030343341...
AVP: t=EAP-Message(79) 1=149 Last Segment[1]
Type: 79
Length: 149
EAP fragment: @13a009319001603030055020000510303703990cbf3948b9%a31340a5d73d30eead3888.
Extensible Authentication Protocol
Code: Request (1)
Id: 58
Length: 147
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: @x@e

Transport Layer Security
| TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: &5
Handshake Protocol: Server Helloe
Handshake Type: Server Hello (2)
Length: 81
Version: TLS 1.2 (@x@303)
Random: 78399%cbf3948b0%a3f340a5d73d30eecad3BBB811ed93c3d13b4B2354256dc189
Session ID Length: 32
Session ID: 869175266fafdeec5fb43347819e25221falcf3cbfPed58806369063dba59207
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc@3@)
Compression Method: null (@)
Extensions Length: 9
Extension: renegotiation_info (len=1)
Extension: extended_master_secret (len=0)
[JA3S Fullstring: 771,49200,65281-23]
_ [JA3S: fd4bchcead877646¢cd6210792eclbe2]
TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

lovesoldl J Server Hello s gduws 1Jgpd

b prrt-server.log. spJdod 1o oys lue wes luvedle Client Hello. 15 ISE o sop lelé luwegsle
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Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.
Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto: :Result=0, Call TLS Notify Callb
Eap,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700, cntx=0000452772,sesn=1abpan01/494696177/7949,CPMSessio
Eap,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700, cntx=0000452772,sesn=1abpan01/494696177/7949,CPMSessio
0000: 86 91 75 26 6f af 4e ec 5f b4 33 4f 81 9e 25 22 ..u&o.N._.30..%"

0010: 1f a0 cf 3c bf Oe 45 88 06 36 90 63 db a5 92 07 ...<..E..6.c.... ,EapTIsProtocol.cpp:1473
Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.

Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto: :Result=0, Crypto.SSLConnection.



Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto:
Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto:
Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto:
Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto:
Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto:

Crypto,2024-02-12 19:33:48,821,DEBUG,0x7f8f925fd700,NIL-CONTEXT,Crypto:

:Result=0, Call TLS Notify Callb
:Result=0, Crypto.SSLConnection.
:Result=0, Crypto.SSLConnection.
:Result=0, Call TLS Notify Callb
:Result=0, Crypto.SSLConnection.

:Result=0, Crypto.SSLConnection.

Slzsul suwozse Igpsd lsuol pe wéss) poluovle IJogids) 9ldpld pssé puoldzs TLS.

15 18 10.106.37.208 10.127.197.164 RADIUS
16 10 10.127.197.164 10.106.37.208 RADIUS

439 Access-Request id=87
206 Access-Challenge id=87

Frame 15: 439 bytes on wire (3512 bits), 439 bytes captured (3512 bits)
Ethernet II, Src: Cisco_fd:ad:f9 (4c:el:76:fd:ad:f9), Dst: VMware_8b:e7:12 (00:50:56:8b:e7:12)
Internet Protocol Version 4, Src: 10.106.37.208, Dst: 10.127.197.164
User Datagram Protocel, Src Port: 1645, Dst Port: 1645
RADIUS Protocel
Code: Access-Request (1)
Packet identifier: @x57 (87)
Length: 397
Authenticator: leed5f9362cc3c9¢9c7c6@bb5c@6as0b
[The response to this request is in frame 16]
Attribute Value Pairs
AVP: t=User-Name(1l) 1=26 val=host/LABPCSK.vmlab.local
AVP: t=Service-Type(6) =6 val=Framed(2)
AVP: t=Vendor-Specific(26) 1=27 vnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=1508@
AVP: t=Called-Station-Id(3@) 1=19 val=7@-81-85-C6-82-C7
AVP: t=Calling-Station-Id(31) 1=19 val=B4-96-91-26-DE-2E
AVP: t=EAP-Message(79) 1=63 Last Segment[1]
Type: 79
Length: 63
EAP fragment: @23a8@3d19800000003314030300010116030300280000000000000000Taee969b85aa09.
Extensible Authentication Protocol
Code: Response (2)
Id: 58
Length: 61
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: @x80
EAP=TLS Length: 51
Transport Layer Security
TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

losts ol gdus ged psluaals Cigicas ) S Idgasd
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12800 Extracted first TLS record; TLS handshake started
12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12803 Extracted TLS ChangeCipherSpec message
12804 Extracted TLS Finished message
12816 TLS handshake succeeded

12311 PEAP session resumed successfully

Fhlo lotisolas zduss £od RADIUS Live Log TLS
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12312 PEAP fast-reconnect - skipping inner method
Je 13 1Al ald 1duese < PEAP Juszd RADIUS Live
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