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Offline Posture Update Bundle

The offline posture update bundle provides you with the latest client provisioning and posture updates aven il your Cisco ISE does not have
direct Internet access. The offline feed update feature allows you to have the latest information while complying with any enterprise security
policies that rastrict direct Internet connection for your Cisco ISE.

Offline Update Procedure

Step 1

Step 2

Step 3
Step 4

Step 5

Stap 6

Save the posture-offliine.zip file to your local system.

In the Cisco ISE GUI, click the Menu icon ( = ) and choose
Administration > System > Settings > Posture.

Click Updates. The Posture Updates window is displayed.
Click the Offline option.

Click Browse o locate the archive file (posture-offline.zip) from the local folder in your
system. Note: The File to Update field is a mandatory field. You can select only one archive
file (.zip) containing the appropriate files, Archive files other than .zip, such as .tar,

and .gz are not supported.

Click Update Now.
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> 1Je pdsle -> Iuweduuled IJigble gl odlzol -> puedle IJouisd -> wwedle ousese IJigble ->
wedlo IJobos@le ->isc-psc.log « 1o, ise-psc.log 9swe wuisd [duved [Js ubled ldpeeds.
1Bz IJpd 13s e wussde po gId Notepad Iy o2, IJuuese: 98 vourdss cuisd
Opswat. sgw o ooy Bl eds ldewy) eds IUpgdyple Idpoed9s vogdssole ldyuoe IJos
Sop loldol B IJoyin.

Spdoud iéu-oj Jolos IUuwedle go bysd ouvesd 1Jsged [Js CLIE Jg 88 116 1wl jusé
wluwegsle 1Ule, show logging application ise-psc.log tail.

op e oujsd Opswat puuvs)l IJs weasolo Idyoe:

2025-03-13 13:58:07.246 pgJ9plw [admin-http-pool5][]]
cisco.cpm.posture.download.DownloadManager -::admin::- wse wyjsd Opswat

2025-03-13 13:58:07.251 pgJ9plw [admin-http-poolS][[]]
cisco.cpm.posture.download.DownloadManager -::admin:- URI pJ IJoussd 290 louold :
/opt/CSCOcpm/temp/cp/update/5c064701-a1ee-4a09-a190-3bf83c190af6/osgroupsV2.tar.gz

2025-03-13 13:58:07.251 pgJ9ple [admin-http-poolS][[]]
cisco.cpm.posture.download.DownloadManager -::admin:- URI oJ IJoojsd >90 louald :
/opt/CSCOcpm/temp/cp/update/5c064701-a1ee-4a09-a190-3bf83c190af6/osgroups.tar.gz

2025-03-13 13:58:07.251 pg 9l [admin-http-pool5][[]



wp wuisd wuisd Opswat IJedepds. oldyzoe IUs wessele Idsoe wozle.

2025-03-13 14:24:50.796 pgJ9plw [pool-25534-thread-1][]]
mnt.dbms.datadirect.impl.DatadirectServicelmpl -::- s> GetStatus - datadirectSettings

2025-03-13 14:24:50.803 pgJ9 el [admin-http-pool5][]]
cisco.cpm.posture.download.DownloadManager -::admin::- o oujsd Opswat

2025-03-13 14:24:50.827 INFO [admin-http-pool5][]]
mnt.dbms.datadirect.impl.DatadirectServicelmpl -::admin::- o8> getStatus - datadirectSettings

lpwoduld IJIgble 9l odlzol

lJuvsobss

Vb o;>§0|o lJoog vy IJloe,uw pg 2298 Ugbi "swedy 1dsuosd IJs Ideuslo Idogss”
Iszle IJelds oo 0daso p9z) 9sw wdse URvgwslu IJsdsd 90085 IUsdsd wuvdd Logse.

UP9dZ IJtJoi:

Error

Remote address is not accessible. Please make sure updaie feed url, proxy address
and proxy port are properly configured.

lJzd

1. owed 1Usged IJs 9lgod uwb, |Jj_9|ro_) (CLI) 1Jgluoé o ISE. vl pu lu ISE spdu 1ds,o09J
lJso IJs cisco.com wluwegsle 1Jle, "ping cisco.com”.

isehostname/admin#ping cisco.com

ool Idleuold eds e9de lU9sy cisco.com (72. 163. 4. 161) 56(84) lse pu IJoslule.
64 Llsw pyu 72.163.4.161: icmp_seq=1 ttI=235 time=238 oJJs &lusé

64 Llsw pu 72.163.4.161: icmp_seq=2 ttI=235 time=238 pJJs &lusé

64 Llsw pu 72.163.4.161: icmp_seq=3 ttI=235 time=239 oJJs <lusé

64 Llsw py 72.163.4.161: icmp_seq=4 ttI=235 time=238 pJJs olusé

— cisco.com |z olissle gool) Idlogold —



4250 sup bhuwldol 94 250 swp luvedlpol 9 07 B @10 e 998w 3004 pdds wluse
rtt min/avg/max/mdev = 238.180/238.424/238.766/0.410 pJJs &louso

2. luedd lds Idbho > 1Juble -> Idlgsble >0 e wdysy 1Jsdsd wluvegsle 1Jpeulds
lJpulwwo.

eploymant Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Seltings

e
Prosy hast Sarasr | pon

P = — ag

Passward reguired

Alzm Seatings

Genaeral MOM ! UEM Senings

User name
Pasture
General Settings Pagaward
[FEEELIET 1101
Usdutes

Canfiem Passward
Acceptanie Use Policy

Bypass proxy for these hosts and domains

Brotseals

Progy Natas
The following functionalites are impacted by the procy settings
= Partner Motbds Managament

- Endp fller Faed Service Lpdate

osture Update
* Endpaint Posture Agent Resources Download
s G tificabe Ravocation List) Dewnload
@ Transmissian

Oata Gonnect

1 Sarvice - Azure AR
Nutwark Success Dlsgnoatics o priicid Claud
+ TrusiSec Integrabion for Meraki
DHCP & ONS Services = Add ® priErid Direct Cannectors

3. 0288 pel Bl Il 85 e lUuuplz wpolds TCP 443 9 UDP 53 9 UDP 123 gJ:s zpse
IJoovedle 1Js IJloeyuw.

lJes9v 1Jpen9s Jpuwlisd wease Idyuog

08,0 wozse Wigble oo Cisco 01523

IJesze



https://tools.cisco.com/bugsearch/bug/CSCwm01523
https://tools.cisco.com/bugsearch/bug/CSCwm01523
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
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