oJ9sy CSSM gJs IJwposs 9o wzsd
IJoslgsue wluvedsle ISE

lJpzogsle

Lo se CSSM ESXi o, VMware.

Iodase LI CSSM -PREM .

20z CSSM g s I lgsls g ISE.

Lo, le - dobsle oc > Windows.

lol9é wz I DNS ¢g,)is Windows Server.
lowod ol L izble ol o izl

l e osd/scile IP .5, .8l (3ol s ISE

2 5.(3 1ol 8,5 CSSM ¢, ),s PREM)

lJp 9500

LSUDL9 o3l IJpwows wdled CSSM &Js |JE|.)ro PE PE)':J Cop0 lJogsé pu Cisco (ISE)ﬁlJ&J‘le
|J.')¢J.,§ V18] Cisco. pp| SUPPU |J!E_)|> wuwdluwd leé.

IJecbdole IJlul jusé

lJpolbdolo

ISE 3.x
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lJpedouvlo Idpuwespd
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» Windows Active Directory 2016 (DNS gCertificate Authority services)
* VMWare ESXi |Jl_osl, 7

urO |uu.u|9 IJP&JBP'U IJ}'J)O k_ggs O.)l |JrOL}Uuu.) PU IJICO_)O |J|0939.)O &.9.,5 u..S..SO ‘DE_rDJgSO E_|uoo

lJodosy

lLuwe ldotbsbs Jduveodo

ISE Proxy
10.4.23.23 ' (optional)

/

Cisco Smart Licensing

C35M On-Prem
104.23.60
cssm.testlab.local

DNS and CA
10.4.23.39

byogdsesl eled
woousw CSSM gJs ESXi po VMware.

1. e vouisd wyulpg Cisco IOS®. spdud |gwwesle ULoulb IJolds:
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. ogpsd I1ISO W ESXi poy VMware.

loedd lJs 9226 IJog sy > poode DataCore.


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi
T5 Mavigator a - Storag

» [ Mozt Datastores Adaplers Devices Persisient Memory
Mg

{1 Virtual Machines | o] L F Rt = e ey
B datasone S50 BTO.76 G&

Suve puvoerue Joslule

3. 1oy W98 lugble s>dsd Jluuble ppd> 228> (IReshs).

e ——

Moniice A vew datasiore | & [ Register a v c

Provisionsd ~  Free

: -+ M py{ #3 Create directory ) (& Refresh

§ datastorel & .sod.sf

B [oatastore1]

logvle IUsdsd

B 03l IJpeld. op logule pgds CSSM:

Close



f Upload [ Delete [ Move [} Copy B2 Create directory

] .sdd.sf

E [datastore1) CSSM/

@ Refresh

Close:

logvle Idpzdsle

4.108) 998 wepsd wp lge, pJ 1SO.

e Open
- « 4 & » ThisPC » Downloads
Organize = Mew fodder
(a) Marme
#* Qu
mC < Today (1)
dc S5M_On-Prem-8-202304
3 Yesterday (9)
= P Earlier this week (17)
c Earlier this year [34)
fi Along time ago (25)
fi
5
= Thi
e €
File name: | SSM_On-Prem-8-202304
wepesd ISO

IUIG 92> pJd 1ISO B ppd> CSSM:

Al files



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

1o pd ozpsd 1ISO

5. Wp vluywle [dgol; IUbloys. oo wd IJs Idgoly Ibloys > logsle I ouvzsd IJiaoJ'é
lJIe,loss.

vmware ESXi’ rool{E 10.4.23.58 =

{Tﬁcrcale Registes VM) ] & Retresh @ Seasch

1, Virtual machine w  Slabus v Used space w  Guest 05 w  Host name ~ HostCPU  ~  Hestimem,,.

& Virtual Maehines

~ B Storage ers... = Mo items to display

= [ datastorel
Monitor

More storage...

€3 Hetworking [ 1]

louwle ¢bbgé VM gas6 01

6. Iz, lugule zolj bloys 238> 9lud) B9 IJolds.



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest 0S How would you like to create a Virtual Machine?

3 Select storage
LRI R Create 3 new virtual machine This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

logule 21096 VM 2536 02

o Jlgwe: bed luve Izols IUblos.

o« 1Je9l88: 233 ol ESXi 6.0 19 ol lzae 19 ESXi 6.5 19 [ ool Izse.

* 0zp9gd lubps wubgsd 1dups9d: Jsuduw.

o Juoshy uble IJougsd Guest: ipo, ol CentOS 7 (64 L) Ig Linux 2.6x T¢, (64 wo)

lud) W98 Next (IJelds).

41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest 0OS

2 Select a name and guest OS5 Specify a unique name and OS

3 Select storage

4 Customize setting Mame

CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 wirtual machine w
Guest OS family Linux ~

Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




Iuve VM 5 10S

8. 23> 9226 IJwgisu s 9lug)y W9 Idelds.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

| 2 Select a name and guest 0S Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

Slispd gele IJogisu
9. vdssu ldpedple IJoldsé:

* 9236 lJpgldes 1Jpydjs6: 4 Jeo bos. Sewps lesh vCPU IJveds gds pobdole
Jpdslon 1U2loo o



pdlebd: szo cessu pdab el JIJ pdouw eds 1 weup Iob, go €25 1dpdlouw
IUISe)luos6 1dee36. £ds gwvesd Idpeld sdipe odasy wdosy 9236 peldes prdjss
(VCPU) wuwigd 4 B9do eds osiss 4 pdlouw 9095 912> JIJ pdwuw.

~ [ cpu
Cores per Socket

1 Sockets: 1

* 18y IJolow: 200 zselolse 90280 pu wessu Ul gds 1Jlesb 1U>966.



~ 4 Hard disk 1

200 GB e
Maximum Size 869.33 GB
HEELIT [datastore1] CSSM TAC | Browse...
Disk Provisioning @ Thin provisioned

(O Thick provisioned, lazily zeroed
O Thick provisioned, eagerly zeroed

wosiss IJgyuo
« polsis Iduvwds: 2> u9g polsis E1000 9235 1oy osd Ws 9uoe IJogivgsd.

~ Ml Network Adapter 1 VM Network g

Status Connect at power on

Adapter Type E1000e .

odysu lesble IJyveds
e s IUIG,luo 1JpLoEsbs 116,luo DVD: 13e, pdd wslule ISO" 9235 pJud ISO.

L Datastore browser

& Upload [ Download [5} Delete |- Move L[5 Copy [ Createdirectory | & Refresh

= datastore1 sdd.sf @ SSM_On-Prem-8-2... —
0
| vmimages i CSSM i

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

oo suvobse 3880 edlues Igpdss lesh ol lo sop loe Igble IJuuluds.



ﬁl New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type
v 2 Select a name and guest 03
+ 3 Select storage

84 4 Customize settings

5 Ready to complete

Customize settings

Configure the virtual machine hardware and virtual machine additional options

+ @ cPu

» BR Memory

» O Hard disk 1

+ 3 SCSI Controller 0
B SATA Conftroller 0
USE controller 1

» Ml Network Adapter 1

¥ &5 CD/OVD Drive 1

» [ video Card

s ~ @
8 GB -
200 GB v

VMware Paravirtual

USB 2.0

VM Network

Datastore 1SO file

Specify custom settings

v Connect

- Connect

| Back Mext Finish Cancel
pdeue wdssu VM 01
o) 998 Next (IJelds).
10. 1) 898 luole.
91 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)
¥ 1 Select creation type Ready to complete
¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard
+ 3 Select storage
' 4 Customize settings
b4 5 Ready to complete Name CSSMTAC
Datastore datastoral
Guest OS name CentOS 7 (64-bit)
Compatibility ESXi 7.0 U1 virtual machine
vCPUs 4
Memory 8GB
MNetwork adaplers 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDEO
IDE controller 1 IDE1
SCSI controlier 0 ViMware Paravirtual
SATA controller 0 Mew SATA coniroller
Hard disk 1

Back MNexct

| < Fn:nsh'“j Cancel
_ ! |

pdtue wdysu VM 02



IJedsso IJisds J CSSM gJs-PREM .

1. Vs wyuleg VMware ESXi: loo@d lJs I.Jiaojé IJIde,)luos6 923> wyulez VM IJglLo
e lod) W89y wuvgsd Iblgs.

vmware ESXi-
Manage 9 Creata | Register Wi Powel on J i @ Reresh | LF Actons Q, Search
irtual machne w | Samius v U space w | Gt 0% w  Hosl namss w Mot CPU w  Hosl memary v
) CSSM TAC & Normal  B05GE ContQS 7 (54.bil) Unicnown 0 Mz OB
Diuick iers . 1 ftems
Mare storape. EQSD;TJ!C P—— cPy u
Gaart Zere0IS T -t
3 Metworking n gty 0 MHz
Wk Took Mo MEMORY EEE
CPUs 4 og
Mermony [ 1] STORAGE g
8.08 GB

tsh wuvésd IJbl§é

2. brsd ¢sble pogsss s 9236 wpdpe IJizojs IUIB e, luoss (VM). 235 9236 Idepde > Bog
5236 c2dp pawet s

| "1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | [ Ennsﬂle| | weron W Pos

& Open browser console
— — B
‘ W Open console in new window

4  Virtual machine

. 5 cssmTAc

& Open console in new tab
Quick filters_.

| & Launch remote conscle

3. Download VMRC

esble s IJzol [Jbblo,s

3. ¥p vudssu lesble IJgueds [Jgluosé .
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SM On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:
CPU Model: Intel(R) Xeon(R) CPU ES-2699A v4 @ 2.40GHz CPU Threads: 4 Architecture: 64-bit
Total Systern Memory: 8174636 kB  Free Memory: 4330340 kB

Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled -

Enable USB: Disabled - |

Network Settings:

Network Device: ensl192 ~ I

IPv4 Configuration IPv6é Configuration
Method: Static \d Method:
Address 10.4.23.60 Address:
Metmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas
10k.23.20

Help | OK |

108, 999 9l Jodssy JJps 9, CLIU>s6.

4. &p ol £pJ88 1JOGuSE 90Uw0S pos Gupdy pu 8Ss p9z0 1910, 1Js o9

@ cssm

(SRR R RIR R IRIR R R R R R R R R R R RR R R R R R R R R R R kiR R R AR R Rk h R R R AR iR R
fiuthorized access only!?

Disconmect IMMEDIATELY if you are not an authorized usert??
fAill actions Will be monitored and recorded
(SRR R R R iRR iR RR i R R iR R R R R R R R R R R iR iR R R R R iR R R R R AR R R AR R R R iR RiRE

33M-On-Prem login: _




5. 18z puvog o 9lbed hitps://<ip_address_cssm>.

]

- 5] O G heips/ 1042360844 o]
) ] Innr
Cn=Prem License Workspace CII S Elﬂ
. ., Walcoma to Smart Seftwanes Manager On-Prom whome you can lecally manags
L Dg | ntD dan Exlstl ng AGCDU nt Smuast Licensing and perform local Account Management functions far your

arganization

Loz wuwzsd 3¢9 CSSM

lovedsdle wslule Idlgc el IVl o se:
Username: o _u99J

JJpd lJpe,9,: Cisco Admin!2345

6. 22> Jewd.
7. Sp vlouble IJps p)9) 23856 J9lzos lJpwegse lhuwsess.
8. 9p vodssy lJluwp Iduilisg JJpuos99. (peld: hostname.yourdomain).

WO odo 1Jglds: wp wdysy cssm.testlab.local Jlwe puve,yd JdpuoS0S.



Welcome to Cisco Smart Software Manager On-Prem

1 2 3 ster 4

Hast Comemen Name

Products that support Stning SS1 Cert Checlong require the S5M On-Frem's "Host Common Namea™ to match the “destnation™ URL address., For exampla
s Products ussng Smarl Transpon must use both the "license smart url™ configuration and the “cssm testiab local™ value i the URL siring
s« Logacy products using S Call Home must usae both the “destinaton address hilp™ configuration and the "cssmoiestiab boecal™ value n the URL sinng

If the above URLS do not match expectations, refer to the 55M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect
waliie,

The option to configure altemative names [(SAM) © available in Admin Console under Secunty -> Certdicales and can be conligured after the initial Setup

cssm.lestlab. kocal

o (D
edosu Idlgwe Idublise JJpuosd

9. w28yl pu Loed IJoudssu slud) W¥W9d whbusy.

1 2 3 4

Review and Confirm

Dncd you click "Apply”, you will be radiracted o tha login page whara you will nead ta login with your new password. Please ansuns you have securaly stoned your password for
fubure Kogins

Review and Confirm

Language Selected English
Password Resst: Yes
Host Common Marrs: seemtac clatolae com

o (@D
op [Jeld IJlesble 1JisJss J CSSM.
>pz CSSM gds IJleshs pg 1deuwle 1U3Is
ceolz Ids 18)lo euwled 1U3ds o CSSM 1Ugluo o eds ¢l PREM,
1. 100z puwled 1U3Is pu Cisco wlgwwgsle IdLoolb IJolds:

https://software.cisco.com/

2. 0p I L8 IJosltswe Jopu Suwve prs) Idwlpz 1U5Is6.



https://software.cisco.com/

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to
Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and
manage users.

Manage account >

Download and Upgrade

Download new software or updates
to your current software.

Access downloads >

EA Workspace

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Access EA Workspace >

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >

3. lueyd IJs Idpginu slouwg luwe Idzuvle 1J39s Jbsd 9ldeuwle 1bloys. W o3l IUsJdsJ.
o3l [gwul) InternalTestDemoAccount67 9 AAA MEX.

cisco Q @ .

Scheduled Downtime Motification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP), Smart Scftware Manager

Cisco Software Central

Cigto Software Central = Smart Software Licensing ﬁ InternalTesiDemoAccountT cisco.com )

SL Product Details Support Help

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounis Activity

Virtual Account: AAAMEX TEST =

General Licenses Product Instances. Event Log
Virtual Account
Description: Only for tests
Default Virual Account: No

wP 926 ylpz Cisco

4. 100 9lz0s IJpuwegsp ld)uw9pess CSSM 9235 gl puwlzd gpd Admin.



On-Prem License Workspace "clllg::!c;' Admin Workspace | & Heso, Local Admin  Log Out

Smart Software Manager On-Prem

= 1t

License . )
Administration
Tk and Flaqisst an Aocodni
U i Smail Lishnung

Gol an Accouni b your ciganizabion. Tho Asteunt must b sgpaend By your Sysiam
ASMBESIEe of Sysham Oparalor Balony i can B U

Faquert Acoiss 1o an Exmteg Accoud

Subwmd & requost for aocess 10 a0 oaeing local Account. Apgeoval mis] e granted by o Sman
Aocoun| Adminesieaion for your local Accoun]

Kol tho peoperisss of your Accounts and RsS0Ciate sosting Liser s wih ACcounts

Blispé CSSM |, is5m.S6.

5. ¢p e ldguwlolo.



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization



https://software.cisco.com/
https://software.cisco.com/

Generate CSR

“BETETON MAme

Ccssm testiab, local

e T

Testlab

hexco -

Mexico City
Mexico City
A NN

SEC AAA

el Alarnabene [Haime

cssm testiab local

Generate Cancel

olosd CSR.

4. 59958 CSR: Upjs> pu IUpedsplo wpdd pu "lugile guolsle oo Windows CA". WO o)l
UPU-UCJCJ-‘-

5. wepsd uvolxé Idpyze IJpues9 1Jz3).



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
n Home Share View
ShiGaTinealas * T ¥ This PC » Desktop » certs o
Add -
: *
- - —
Description sul 4 g/ Ly
i C55M cer Root CA
L]

oeesd Jeoee 1Jpuesd 1z

o) eds pologs.

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalong) deployments:

1. Execute "reboot” command in Onprem-consocle

ssh admin@<IP=>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console. After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another reboot, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

-

esb ldpologs.



6. bed 9,0l slge, 1duuolss 1Jz3, 91ud) eds p9lb .

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] Cancel

IJesze Ideuosd 1z Jdsuod.

7. oepsd CSR IJps8e pu Gowd CA (Uiolss 0956 CSSM).

Browser Certificate
| = | certs
Add Ganerate CSR - Hoame Share View
= v « Desktop » cons v B
| host .
a (Default Certificate) * _
| 1
CA Certificates 1 = -1
Add v CS5M cir Raat CA
£ items
Search by Description
Description Subject Expires On Created Actions
2023=Jul=30 19:41:06 Actions

RootCA DC=comDC=cisontac/CN=ci  2026-Jul-24 (0:2G:34

ogesd 9226 wgysd CSSM.
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908 3JY Bl Juo ouwegsp Jiuolxs 9 uwslbs Vs vused: Bl Idyiolys IJyusbs wdgy
lJslpss.

8. wes 3JY wlds oo wouse JJl IJysobosy.



Browser Certificate

Add Generate CSR

I—B cssm.testlab.local EXFIRATION DATE: 2025-JUL16

CA Certificates

Add

Search by Description

Description Subject Expires On Created Actions

/DCslocal/DCstestlab/CNetes 2027-Ape-14 22:51:26 2024-Jul-16 21:18:52 Actions

IJozdd pu wozd Iduvoble.

9. louble Le) pps) eJs SSM On-prem: 235 puwles god IJosgsuo.

: st
Cn=Prem Admin Workspace Log Out
P cIsco
Systam Haalth
Q o0
o RO B SN wel

. v Hafie EEMLOn-Priam
Wersion B0 H
AnOis Uiptime: Sy

Blitwark Suppat
Mlanagoment Canlor

Smart Software Manager On-Prem

Resourcs Mondlor Pecentags

= T
FAM
DisE B

5

Aooounts Zocurity  Synchwonization )
e il = FEOMBA 3T i

@D i

AP Toolke Soltings U

Rscant Alerls

w2928 puwles IUgpd.

10. loe@d Ids Idesgsue [U3ds.

On-Prem License Workspace IIIEIII.';fI.IUI'. Admin Workspace & Hello, Local Admin  Log Out

Smart Software Manager On-Prem m

& 1t

License
Administration

Smarl Licansing
Riquas! an Acoour

Track and maragse Sman Liconsing
Gal an Account lor your organization. Tha Accour! musl bo approved by your Systam
Administrator or System Operator before il can be used.

Foquast Acooss (o an Existing Account
Submil & nequeesl for J6005S 10 an LiEtiy ] beetall Acacnirdl. Appidval mis! ba graried h’_f & Sman
Acoour Admnistrator Tod your local Accownl.



w82 lJe,gsue IUsds J CSSM
1. loee o ldeuwle 1dbloys 1dppds: wp 108 998 Le) pps) 2383 9lud) B9 pulogs.
Smart Licensing

Alerts Invantary Canvert to Sman Licensing Repons Protorences Activity

Local Virtual Account:  Default

Ganaral LicEnsas Preduct Instancas 5L Using Policy Event Log
Local Virtual Account
Description This is the defawlt virtual account created during company account creation,
Default Local Virtual Account: Yes

Product Instance Registration Tokens

Thet regisiration iokens below can be used o register new product instances i this Local Virual Account, For products that support Smart Transpor, you must configure the icense smart urr on the
product to use the  Smar Transport Registration URL. For products that support Smart Licensing Using Policy that use cslu as transpoet, you must configune the Tlcense sman ransport cslu® to use the
CELU Transport URL.  For hegacy products that still use Smart Call Home, you mus! configure the “destination address hifp™ on the product 1o use the Smart Call Home Registrasion URL. The
racommended method is Sman Transport. Pliease consull your Products Conliguration Guide for safting the destination UIRL value.

esbops pps) 228>
12. 225 logile He) pps) SUuwo.
Create Registration Token

This dialog will generate the token raquired to register your product instances with your Account .

Local Virtual Account Default
Description
Expire After 30 Days

Enter a value belween 1 and 5959, but Cisco recommends a maximum of 30 days

Max. Mumber of Uses

The token will be expired when either the expiration or the maximum uses is reached.

Allow export-controlled functionality on the products registered with this token ©

Create Token Cancel |

louble He5 ppsS) 228>




Registration Token

wluosd Ises 1dpps)

13. 1wz 9lzos IJp e e Iyuw9pess (ISE) slowdd 1Js 1JIbLs > Uig]b,oé > 1Joygsuo wp
I.;,gj_, .._'9925 oBluosd IJouwesd: 9233 105586 puosW Ebe SSM 1Je9z9> eJs 1JEbe
IUlsds 9lduod Idse) IJeps)-

License Type
Choose Registration Details 1o acquire pre-purchased license entitlements. Choose Permanent License

Reservation 10 enable all Cisco ISE licenses. Enter the required dertails 10 enable Cisco ISE licenses. When
you click Register, you agree to the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

O Permanent License Reservation

O Specific License Reservation
“~ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Registration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

ouwesd lgue.

14. 1>¢J FQDN SSM on-prem gJs SSM gJ:s puosd ¢lope Prem 9l @) Y98 wuwzsd.



SSM On-Prem server

plos: o0 IJpop wdase lume lUpuossd +1deeld eds IJluwe Iduslise Jdeuosd Jio
ISE suwwgspe 030 IJpgdpsé Jlousle logold pg CSSM. spdud |uwegsle guglo IP ol



pw hostname + domain. 9e¢ 3JJ Il IJw9 086 o5 luwegsle hostname + 1JpzlJ

15. 9les)le wp lople Idouwzsd.

o Server Response

Smart Licensing registered successfully

lJopd lJouwesd.

louvle guoble pu prze pued9 Windows.
Il oo o IJpuwdsd o ldesze IJpuprd: Sew o od9p wel sds:

1. 180z puwos L2 98w Suo9e IJs http://localhost/certsrv/
2.1u9) eds bdo Jvolss.

« = G (@ loahosticensny O ¢ T T -~ S

Microsoft Active Directony Certificate Services — legonatwork-WIN-GIMMSUGGGE-CA

Welcome

Use this Web site to request a cerlificale for your Web browser, e-mail client, or other program, By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypl messages, and, depending upon the type of certificate you request, perform other security lasks,

Yau can also use this Web site to download a certificate authority (CA) certificate, cerlificate chain, or cerlificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

View the stalus of a pending cenlificate request
Dawnload a CA cerificate, cerdificate chain, or CRL

bJo Juolss.
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Microsoft Active Directory Certificate Services - ciscolac-ca

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit ar] advanced certificate request.

bJo Juolss po9sp.


http://localhost/certsrv/
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----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBGb091gPOMaxtbHFGgDnvcewEQEY LynunuF Shil/ f TuZ Jov fweSs¥FAJ ORIV
11XdrWSGkD/ IBrwisKhnel+K IFyjSziveEFdBZ 14A0+yG1x TuEu+ JREYFjLBNFAI
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
WVFATe6EMeb i S S Dk RBGEUOL +FADuKARAUSEHRVHERK 2XFCm BuBF 2 Tev e TF
Knk2+zamoHt i RTw/ cDQ4n2 12807 Ce sNECDT WGl EFufrqink alad S+eXbadAgHB
ANGEM] Awligkghk 1 GBBC04 T ZARMBRGAIVIEQRYHERCFHN Y2 18VMUY 21 Y 298
YWMUY 29 tMABGL 50G5 ThIDOEBCWUARA TBAQALIF 4 3B rOVHPKAS R0 kK NHOBRGS 10eR
fdg+ICEIGEPEABINpOENVPLL MVIHSYeB 05 pogdcdbtu/VTH/ EQS1AaGQRNfPug
HGdPwBuk PRWCydy s BEEERUGEF yHMaWt NGRTwtAZ I9UP ToLAVP+LNRT 2Ue Sk ab o4 Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HVxGuSI50kMLAHUE T 7bMos BQWAT vE SR S Dulime / / 1 Sy BelMynr g T Ak 8Ny Dz pUSR
S reITFORC S FASUUMARQE+ TCq LAUK T obBai Uy I Th+hLCBBAR+ D1

----- END CERTIFICATE REQUEST-----

Luwld 1duiolss.

D Microsoft Acthve Directorg Ceetit. % | 4

L] 0 @ localhostfcertsrvfeartrgtasp = 0 @ & -

Microsoft Active Direclory Cartificate

Submit a Certificate Request or Renewal Request

To submil a saved request to the CA, paste a base-84-encoded CMC or PKCS #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

(nkl-:-‘.—mh'l:!i!:_-’cl:Q-E‘ 2T2BpTCasMBCDToWGE «
AAGEM]AwBghghkiCowaBCQx I ZARMBBEALIIEQDY
B Bd.arcode] THUT TITHABGE S00S TDROGERCWUALS TRAGRIF+ 1
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead

(CMC o HEdPwSuk Plilicy dy s SEERUQEFyHHaWTNGRT WAz 3
PRCS 810 or ChIKANGNk Jwn SHd ez 5 /B Cpd LCCOTULOME R IS0
PHCS #T ) Hv b Ok MLAHUR T ThMe s SR Tt SR iDubise/ /i

FRITaTTFONC 3 PRSI x 3+ TOq L AL T obBad Linw'y
----- EMD CERTIFICATE REQUEST----- &

b

Additional Attributes:

Alfritaitis
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5. 8p IJlo woussd 23 uvols IJeze IJpuosd. loodd p)é 1g)s |Js http:/llocalhost/certsrv/
923> wujsd uvolé CA Iy Luduwds IJuueble 9 CRL.

Welcome

Use this Web site to request a cerlificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the type of certificate you request, perlorm other security tasks.,

You can also use this Web sile to download a cerlificale authority (CA) cerlificate, cerdificate chain, or cerlificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
t riifi

Wigw the slatus of a ding cerificale request
| Daownload a CA certificate cerificale chain, of CRL |

cuisd ldesze Idpuosd 1Jes).
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http://localhost/certsrv/

Microsoft Active Directory Cerificate Sendces — ciscotac-ca

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA certificate chain

To download a CA cerlificate, certificate chain, or CEL, select the cerificate and encoding method.

CA cerificate:

Cument [ciscotac-cal

Encoding method:

esh Blgss 64.
luolws wedle DNS gJs Windows Server.
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Best match

f DHS
A
Command

¢, DNS.
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£, DNS Manager - ) 4
File Action View Help
o« nm = Hm i ES
Es DS Mame Type Data Timestamp
~ g WIN-2UQRQO1VHTS Blmsdes
v [ I-?r_Jmard Lookup Zones j_sites
» ‘E._ _msdcs testlablocal j -
: = testlab.local j_udp
» || Reverse Lookup Zones - )
» [ Trust Points j_DornamDnsZanes
+ 1 Conditionsl Forwerders || = FoestOnsZones
I—l{sa me as parent folder) Start of Authority (SOA) [207], win-2ugrgoivh7Stes.  static
n{sa me as parent folder) Mame Server (N5) win-2ugrqoivhiStestlabl..  static
I-l{sa me as parent folder) Host (A} 1042339 T16/2024 10:00:00 AM
[ 1asc-ise3zp3-1200 Host (A) 1042321 static
[ Jime Host (A) 104.2361 static
nwin-zuqrqu‘lthS Host (&) 104.23.39 static

35, DNS.
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Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons
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