odosy ISE 3.2 9l waduldd Igblise gl oJlzol
lwegsle odlo FMC 7.2.4

lJpzogsle

lesls ISE Il .

leals FMC JJodle).
leals lo ol PxGrid w5 ISE 9 FMC.

| | o FMC.
ez 98 oo 078 ISE.
lowedild iz ble gl o, Jl>ol

lowed ol L)izble ol o Jlzol g,),s FMC.
lowed ol Ligble ol o Jlzol £,)s ISE.

lJp 95,00

S92t 03l Idpuwows IJlplele [JJled Jspe peyd Exple 1Jogss pe pyd; 116 2ol Idgelsé
wluwegsle logoldle guedsé Platform Exchange.

w9uos Cisco Lldpeg 96 Vs o030 lJp9oyelw:
e pod Eaple Juvd 1Jogss (ISE)
o vods oubd IJlubes 1JIguluss

o o) bhs galo Idzelss (FMC)
* JUwoble TLS/SSL.

lJpdyole |dpuuegspd

ouvows Idpedyple 1Ugl)o WOs 03l Idpuwews IJs luoshle Idelez sldpdsule 1debse Ioldso:



* Identity Services Engine (ISE). IJl_o>l, 3.2 Patch 3
+ Firewall Management Center. IJ|_o>l, 7.2.4

oe quuls: IJrog_Jgplu |J9I_).>o u_95 o.>| |Jr0u.uuu.) ,ou IJICoJo IJ,ogag)o x_9§ WSSO rog_,thso Cluoo
pedople lumlpuss.
098, 050 1J9elis§ 2Jl Jspz FMC 3 ISE Ll wegsle PXGrid 1l ool 2

oY blyé Cisco Firepower (FMC) o9 uble |uu|uu5 eodis Jdesd lJolds po ublp 1z elss pu
IJIzoslBle 9zl 1Jeplss: 99 bl Idgwsluwle sldo il Ideesssle gldluwegles Jdzobe.

e erple 1Jogss pu Cisco o9 pd Uiled 99, 1909 |JTPQ IJs ullb IJuolsé po gdIJ
09V9s) gxple IJpuolb 96 9ldevgs o 9ldpuwleds (AAA) gluls IJwsluwo.

Swse JJ Platform Exchange Grid (pxGrid) oobJ ldegd9ple vso uvwdle pogsss ldegnsy
eloyé 1JIubes Il juss.

Swse JIJ ol IJodled [pdluss IUzuosd eds ool 9wé Tpoé sldo vl IJoorssle JUESSU
wwsSluwle Idgvods [uwo bl |ds Idegdsple 1Jpuvo,Jd6.

Sew9s lbly gpod PXGrid gJs luoshsu. sewps IJluosh IJpbdye luwegsleo gds luosl) ISE
slob lUss weole IUs pileewo.

el pu IJluosl) ISE 3.1 zpse 9pdloGogwows IJlogoldle Idos we IJogdue puol pu ISE [Js
luosl) pxgrid 2.

PxGrid 1Jlesl) 1

TItJQuu'aé IJlsJs o0 o3l IJlbly (pxGrid v1) vyl |Us Wlodse 1Ugsed [dos we j9swol pu gdid
IJl o, show application status ise Jpel 09 pg) 9,2 B lJluolz Idolds.

gudpl pXGrid pdue wesd s 1Jg 86 oo o8 IJ pxGrid pdlez B gldo IJouvgsd.



ise/admin# show application status
ISE PROCESS NAME PROCESS ID

Database Listener running

Database Server running 41 PROCESSES
Application Server running 6041
Profiler Database running 4533
AD Connector running 6447
M&T Session Database running 2363
M&T Log Collector running 6297
M&T Log Processor running 6324
Certificate Authority Service running 6263
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mappling Service disabled
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I15E connection status:

Primary host: Success
Secondary host: Success

~ Additional Logs

Primary host:

[INFO]: PXGrid 2 is enabled

[INFO): pugrid 2.0: account activate succeeded
[INFO]; Successtul connection to

s5ptise0Z. ssptsec mex 5910

louold PxGrid IJulge.

Primary host:

[INFO]: PXGrid v2 is enabled

[INFO]: pxgrid 2.0: account activate succeeded

[INFO]: Successful connection to ssptise02.ssptsec.mex:8910

[INFO]: Successful connection to ssptise0l.ssptsec.mex:8910

[INFO]: These ISE Services are up: SessionDirectory, SXP, EndpointProfile, SecurityGroups, AdaptiveNetw
[INFO]: AT11 requested ISE Services are online.



Secondary host:

[INFO]: PXGrid v2 is enabled

[INFO]: pxgrid 2.0: account activate succeeded

[INFO]: Successful connection to ssptise02.ssptsec.mex:8910

[INFO]: Successful connection to ssptise0l.ssptsec.mex:8910

[INFO]: These ISE Services are up: SessionDirectory, SXP, EndpointProfile, SecurityGroups, AdaptiveNetw
[INFO]: A1l requested ISE Services are online.

IJozdd pu Loes ISE.

gwd >0z £p5J FMC PxGrid wogle eJs ISE: lue &p lob, (Bs 1JILé > gple PXgrid > |31,6
lJgpdle > Blispé IUgpdle) swp wuopsu lJgpdle [U3so Jdsop luwe FMC wpdsu.

= Cisco Administration - pxGrid Senacos

Cliant Managomant

Clients

putGrid Clents

gpdle PXGrid pu909,50 9ppdusu



edlzbé: g pdle PXGrid IJos owsl wubiss "t-ime" os oJI IJos sop luweésleol oo
edld oy IJlgewl) pu FMC.

lsuol il loedde IJs bbb lJSlispes > éxple PXgrid > [Jovgsue > WebSocket: wp w)ys
lJsedés we9 FMC.

B lduvsuliss 1Jss Jbsd Bbso FMC B IJlolzs 1Jeldss: ep s 1dgesle IUluulgwsé

9ldelyess Jel 09 pe )9 e B 03l IJpeld:

Ciseo

WebSocket

-------




S5 edlpd lJowsse IJeldss pu 0o IJSIses IJpuwels Toogsslo ogwelse wzdd pu
luold6 puve,ds FMC |Us psuo9ele PxGrid IJos op wuinel wsluwbs ISE.

£Js uwwsd Idpeld: ould p9o9e poedd wezeses Iielu pu zse lue sedu lu cos v IJI
FMC swp lJlgve,ld Bsol 9odBds ldpsdsple Idpoed§6 wol IJs s8sw we oy,
w9l wlos ISE.

t  Diagnostics

WebSocket

1 1J@8lispb 1ols > gaple PXgrid > o ivgsuole > gued: lesle p0pd sop &r0e IJlouold
lJeyowb o InGrid (JJgw@s pg wpdsu 1Ups)é).

w9 030 ldpedyple IUpedsple IUpoed8d wldodlpd.

¢ Diagrostcs

Live Log

lwod ol IJIzble 9l odlzol
luweduulad 1Jigble gl odlzol £Js FMC.
olds po 83,6 FMC gds 2 luwp [Jpuosd 9885 ISE 1Jgluos wol woluwbs Iuuple IJp osus.

eds uwosd ldpeld:

<#froot>



> expert
admin@sspt_fmcO0l_lab:~$ ping sspt_fmcO0l_Tab

PING sspt_fmcOl_lab (10.4.49.51) 56(84) bytes of data.

64 bytes from sspt_fmcO0l_Tlab (10.4.49.51): icmp_seq=1 tt1=64
64 bytes from sspt_fmcO0l_Tlab (10.4.49.51): icmp_seq=2 tt1=64
64 bytes from sspt_fmcO0l_Tlab (10.4.49.51): icmp_seq=3 tt1=64

AC
--- sspt_fmcOl_Tab ping statistics ---

3 packets transmitted, 3 received,

0% packet Toss, time 27ms

admin@sspt_fmc0l_lab:~$ ping ssptiseOl

PING ssptiseOl.ssptsec.mex (10.4.49.41) 56(84) bytes of data.
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seqg=1
64 bytes from ssptiseQl.ssptsec.mex (10.4.49.41): icmp_seq=2
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=3

AC
--- ssptisell.ssptsec.mex ping statistics ---

3 packets transmitted, 3 received,

0% packet Toss, time 82ms

rtt min/avg/max/mdev = 0.586/0.658/0.743/0.068 ms
admin@sspt_fmc0l_Tab:~$

admin@sspt_fmc0l_lab:~$ ping ssptise02

PING ssptise02.ssptsec.mex (10.4.49.42) 56(84) bytes of data.
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seqg=1
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=2
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=3

AC
--- ssptise02.ssptsec.mex ping statistics ---

3 packets transmitted, 3 received

, 0% packet loss, time 45ms
rtt min/avg/max/mdev = 0.588/0.608/0.628/0.025 ms

olds po gpds6 ADI B> lJoyuésd:

<{froot>
>

expert

sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

pmool status | grep ad

time=0.029 ms
time=0.071 ms
time=0.055 ms

tt1=64 time=0.586 ms
tt1=64 time=0.646 ms
tt1=64 time=0.743 ms

tt1=64 time=0.588 ms
tt1=64 time=0.609 ms
tt1=64 time=0.628 ms



adi (normal) - Running 7911

Eolds PU io IJlouold po FMC |Js ISE gds popljsuvez ot TCPP 8910. o FMC CLI Llpdluul
lJodssu z ovyse [dodlb 1dgjes Joldss Idleuold euliss [Jlegloe.

<ffroot>

>

expert

sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

tcpdunp -i any tcp and port 8910

22:34:08.415370 IP

sspt_fncOl1l_| ab. 46248 > ssptise0l. ssptsec. nex. 8910

: Flags [S], seq 3033526171, win 29200, options [mss 1460,sackOK,TS val 2701166399 ecr 0,nop,wscale 7],
22:34:08.415840 1IP

ssptise0l. ssptsec. nex. 8910 > sspt_fnc0l_| ab. 46248

: Flags [S.], seq 3024877968, ack 3033526172, win 28960, options [mss 1460,sackOK,TS val 2268665064 ecr
22:34:08.415894 1P

sspt_fncOl_| ab. 46248 > ssptiseOl. ssptsec. nex. 8910

: Flags [.], ack 1, win 229, options [nop,nop,TS val 2701166400 ecr 2268665064], length 0O
[...]

loweduld IJigble gl odlzol gJs ISE.
Tl pU io IJlouoldle gds 1deowds 8910 Ws 9 oe IJogivgsd.

031 09 1Upod3 1 puueesp po God & psd pPXGridJJleold weds PxGrd 98> MnT JJeo s
IJpzee Jdeedsple.



ISE 3.2 Node Communications S

NP, i 123

Fpesitny: FTP, SETPR, MES, HTTP. HTTPS

Fite Copy: ETP, S0P, SFTP, TFIP

3 TC-NAC

Sacue FirsAmpQualys
WIS, Bepr s

JEim S et

— ......_....--_...3

TC-NAL: topided MO 1‘--‘-1

= T,
= ORI Mgl 0o e
I,f === | Inbuno: cpi0, Iopld "\\

| RADILIS Autn. wdp) 1645, 1612
I FIADIUS Aceh ucprl 6451813
fi EADILS DTLS: 2083
..... ok RADIUSE Sac udp/S00 F===1
:’/' :Amus Coh “"“é‘m'“ﬁa
L e VALS - hepidl iconfguiibie) 5=
Grougs: s e e Wl I 443 43 A1 MADs
SGeoupe pf 2001 (PSN 10 PAN) i i
Co (AdminiGues! Lim): ude'1700 i"-ljrlbumé“ Wmtﬂ
. )[R e e
wm ;m;wwm“ o i DHCP-: ﬁw il
IHSCovEy 1 ACp/ESOs Y F
Peslune Updates [opiad Ageni Inshl: icpBdad KPASE Iopies ™ SPAN lcp/80, 080 e
PPeolior Foed 43 | o SCEP K80, icpasdd; EST cpmosd CA PRI cE090 -
mim‘wm BRAMA KIS NTP- sz TP epEASE0 s
= S apsd OCED: s -
,;*‘"m s s ||| R poids epnen Intar-Mode Communications
: : COBE oo guratie) \
1 TEDG, 0 GXF),
;&Tmﬂmrﬂ“ Micrmsolt SOL- lep/1430) = mﬂm Tmm ;
- : IEgBITE (Profiler)
&‘- Adrmin(P'} - Admicd S lepe4d, sepdt 2001 [iGoups),
PIP | tp300 EisstieSaarch), 1paTo Presler)
: . : : 14
gﬂw WIREOST 4 O aep 1668 mmm IERALEY, usna0s

odled PxGrid W wsiso ISE.



pdlzbos: seuod £psd PXGrid. B o0 1JzlJs FMC wg s PxGrid 9,856 MNT 1Jele9.56
(SMNT) JJzuesd eds (Idoussd IJezee) JJpedsplo: 99 2lJs 229e Suid Bs
SMNT. Vluo swee gu ldpedsple pu gJld MNT IUluwlus.

s £9> ISE e swp lple IUlouold pg gpsd PXgrid: spdud pylzes 31 1Jpuds 09 Vo |_9
s 2ldd 929> pdlouw poueds pe 3JJ 1dpuss.

#show ports | include 8910
tcp: (output omitted), :::8910,

ould govbly polzly eds ISE syvgue 1JzlJs IJgles Jgpdsle woudss pxGrid.
Sedu IJewy) eJs 030 Vs IJG@lses 16 > gsple PXgrid > IJoigsuele > IJIRo ).

sop lole IUlzooble 1deg 9006 B 03l ldGuwe slzJs! es ISE.



lRooh 1desl8ws IJuozss pilzed yvdd 2306 pXGridse pd, 1Uss sdse ol B Jlo 1Ugpsd spduo
19 29d 1Js sdsd eduwé Idgpd 91Jese6 9ldeslose 1Upouingé w9luulod 9256 IJozde pxGrid.

e esh waelgoch s voeb) weese lebo.

= Cisco

Dvagnostics Hapdt

Tests

Health Monitoring Test [ %]

lteoly poldus uudles PxGrid.

e [Jopld IUIZool) 22 esh) &0 Iduved.

= Cisco

paGrid Databasas 0
Synchronization Tast ’

eds uwosd ldpold: peugs [duwed oy:

Administration - puGrid Services

Gaman DI.:II'.]I'{I‘SJI{.S. SHEIRINGE

—

Tests

Health Monitoring Test o

peGrid Databases
Synchronization Test

lwoeplus koo 1desldes Iduozse.

22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

03:
03:
03:
:14 [INFO]

03

03:
03:
03:
03:
03:
03:
03:
03:

13
13 [INFO]
14 [INFO]

14 [INFO]
14 [INFO]
14 [INFO]
15 [INFO]
15 [INFO]
15 [INFO]
15 [INFO]
15 [INFO]

[INFQ] s

** pxGrid Session Directory Test *¥¥%%*%
Starting Connection Test
pxGrid Node: ssptise0l.ssptsec.mex
wsPubsubServiceName=com.cisco.ise.pubsub
sessionTopic=/topic/com.cisco.ise.session
sessionRestBaseUrl=https://ssptise0l.ssptsec.mex:8910/pxgrid/mnt/sd
wsUrl=wss://ssptise02.ssptsec.mex:8910/pxgrid/ise/pubsub

Connection Test Completed
Starting Download Test
Downloading sessions since 2023-08-21T17:03:15.273-06:00
Response status=200

Number of sessions read: 0




22-Aug-2023 17:03:15 [INFO] ---------------—-—- Download Test Completed -------------————-
22-Aug-2023 17:03:15 [INFO] ---------------—-—- Starting Subscribe Test --------------—--—-—-
22-Aug-2023 17:03:16 [INFO] STOMP CONNECT host=ssptise02.ssptsec.mex

22-Aug-2023 17:03:16 [INFO] STOMP SUBSCRIBE topic=/topic/com.cisco.ise.session
22-Aug-2023 17:03:16 [INFO] STOMP CONNECTED version=1.2

22-Aug-2023 17:07:16 [INFO] A total of O notifications were received.

22-Aug-2023 17:07:16 [INFO] STOMP RECEIPT 1id=77

22-Aug-2023 17:07:19 [INFO] ---------------—-—- Subscribe Test Completed ------------————-—-
22-Aug-2023 17:07:19 [INFQ] *¥¥¥*%**%%% pxGrid Session Directory Test Complete ¥k

Sweldd lgoul pileusd Bless wslule PxGrid el I3 1degdypele slgd @oles IJoslole uogsesd vsu
£9> PAN g PxGrid 9swp pjlpuwol.

J3JY. Vly Idpedsple 1Jeruvds 1Us puve,ds PxGrid os > 886.

23 2l wae Ilzoul) slowbl) IJoolkszg eos swp wdsseol.

= Cisco ISE Administration - pxGrid Services

Summary Clignt Managameant Diagnostics Settings

Tests

Teais

Health Monitoring Test o pxGrid Databases
Synchronization Test

It pilpwd G9les wslule PxGrid.
e Iduwedle IJos wp logblgol wp Idzuo9d eds o3l 1JIE)lz.

ssptise0l.ssptsec.mex : In Sync
ssptise02.ssptsec.mex : In Sync

Primary PAN : ssptiseQl.ssptsec.mex
pxGrid Nodes : ssptiseOl.ssptsec.mex ssptise02.ssptsec.mex

oepst IJodlb gJs pu £ pxGrid IJos ouss) [Js £856 FMC 1Jigslguss.

loewdd 1Js 1Jslkses Ig pdsle > luved ol 1Jigble sl uadlzol > bhle lJogvgsoe > o sé
TCP.

2o esh IJs luolwe IJodlb gass.



= Cisco I5E Operations - Troubleshoaot

R TCP Dump
=]
logile IJe@ll 2506 eJs ISE.
Ip wvudosu pedple IUIJo@lb.
B luwp [Jpuos8: 235 £.858 pxGrid Il wluwss |Jpess8 s FMC.
Lo dsé 1p)9) pg 03l Lule zpdé puosW IP <FMC IP>
C;uuro..ﬁsé |.J|.JC;L§|JD 9PU Op UPp LS !vJo.S auél'og |0J.__,.
= Cisco ISE Operations - Troubleshoot
Diagnostic Tools Download Logs Debug Wizard
Gengral Tosis TCP Dump © Sspimed] Sspesec mex

Edit TCP Dump

Add TCP Dump packet for m

& Petwork interace and troublashoot problams on the network 45 they appear

Host Name®

ssptise0]

NoTWOrE Intertace*
GigabitEthernet 0 [Up, Running]

Trusties Tools
Faer

ip host 10.4.49.51

4

E.g: ip host 10.77.122.123 and not
10.077.122.119

File Kame
taccap

Repasmony
MNone

File Sire
10

M

File(s)

Toms Lt
5

Minute(s)

[ Promescuces Mode
eold gds odysu lJo@lb 1Ug;es.

B 0ld38 13,80 Vs Blisps FMC IJodled > gpdsle IJodled 1JiE)s > 1Jogss IJeuols): I,
IJleuold o ISE pu ¢JIJ Bulé pxGrid.



9ewel cruad eds voses Ilzeolh vpuos

= Cisco ISE Operations - Troubleshoot
Disgnostic Tools  Downlosd Logs  Dabig Wizard
—
Genaral Fosts
RADRS Authaotication Troetd TCP Dump

Exgcut Meswark: Davice Com. Thae TCP Dumg utslity page is 10 monior The Contents Of PACkets on & NATWOM IMeMBce and HoUBRSaoR ProbIeMS 0N Ehe NTWOrK &8 Ehay Sppoar
Evabeans Confurmtion Vesdal
Foaters Trousieshasting

Adgstiais Paitins Troubleis

& A >
[
TGP Dumg B Host Name Natwaork Intorface [Filtar Fila Mama Repository  File 5.  Numberof ...
Sonsion Trace Tasts
B seised) sspasec me Gigatabtremat 0 [Up, Fun. i host 10.849.51 ccan w0

ls3l IJeslb 256 gJs ISE.

IJs S¥ps IJoglb gJds ISE.

i L
e - 1 = o 0 ot o
Time Limit  Promisceous M. Status
5 e ]

oujsd IUldoglb gose IJoedsd. sgyue o3l Iduwsobss Idoglb louold gpd Spdu I SEpJ

Joze-

18.4.49.51 18.4.49.41 TCP 66 47508 + 8010 [ACK] Sequl Ackel Winw29312 Lenwd TSvale2738457627 TSecr=2305956310
108.4.49.51 18.4.49.41 TLSv1.2 389 Client Hella
18.4.49.31 18.4.49.51 T BE 8918 - 47588 [ACK] Seqel Ack=324 Win=38882 Lens@ TSval=2385955315 TSecrs2738457627
10.4.49.81 10.4.49.51 T 7306 8010 - 47588 [ACK] Seqel Ack=324 Win=30088 Len=7240 TSval=2305056341 TSecr=I738457627 [TCP segment of a resssesbled POU]
18.4.49.481 18.4.49.51 TLSv1.2 462 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
18.4.43.51 18.4.45.41 ToP B8 47588 - 8518 [ACK] Seqe324 Ack«TEIT Wined44544 Len=8 TSval=2738457658 TSecr=2305958341
18.4.49.51 4.45.41 TLSv1.2 1783 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
9.51 TR 66 801D + 47508 [ACK] SeqeT637 Ack=2041 Win=33536 Len=d TSval-1385956345 TSecr=2738457653

10.4.49.51 TLSvi.2 72 Chamge Cipher Spec

18.4.459.51 TLdvi.2 111 Encrypted Handshake Message
18.4.49.51 18.4.49.41 TP 66 47508 = 8910 [ACK] Seqe=2041 Ack-7688 Win=44544 Len=f TSval-2736457658 TSecr=23@5956349
19.4.49.51 10.4.49.41 TLSvi.2 99 Application Data
18.4,49.41 18.4.49.51 TcP 66 8910 + 47508 [ACK] SeqeTGS8 Ack=2074 Win=33536 Len=d TSval=2305956391 TSecr=273B457658
18.4.49.51 10.4.49.41 TuSvi.2 %15 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Applicaticn Data, Application Data, Application Data
10.4.49.41 10.4.49.51 TCP 66 8910 = 47508 [ACK] Seq=7688 Ack=26213 Win=-35480 Len=0 TSval-2305956391 TSecr=273B457699
18.4,49.41 19.4,49.51 TiSvi.2 515 Application Data
18.4.49.41 18.4.49.51 TLSv1.2 108 Application Data
18.4.49.51 18.4.49.41 TCP 66 47508 = 8910 [ACK] Sequ26i3 Ack=B171 Win=47488 Len=® TSvale2738457788 TSecr=2305356400
18.4.49.41 18.4.49.51 TLSv1.2 97 Encrypted Alert

louold PxGrid oo ISE 9 FMC.

9uldluolds 1Js 3JY: spdod eds ISE wepse wuoese IJigble IUpoed$6 o PXegldzé

IJ b ods.

IJooudd su) 1Jdkises gpdsle > lpved ol IUigble gl odlzol > peldz wuozse IJigble >

ouoese IJigble odoso IJuwed:

T2 €836 ISE ldpblu9é Jogdsdol wp weys).

= Cisco ISE

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Node List

Debug Log Configuration

£7 Edit + Reset 1o Defaul
Node Mame ~  Replication Role
[-] ssptise0l PRIMARY
ssptised2 NDA
SECO! RY

Oeas £926 Jouoese lgble ISE.

Operations - Troubleshoot



oL bss [Jpdsule 1Upe 19,08 90ESS) puvass IJouesd IJs wuoese lgble pxgrid 1JeJdsg
IJs veups wordsd.

eWb IJogvdsd.

= Cisco |51 Operations - Troubleshoot

Diagnostic Tools Downioad Logs Derbug Wizard

sEpisel ] sagisec max
Dby Ly Configuration

Debug Level Configuration

Coamponent Nama Log Lowvel Dascription Lag file Mamo

DEERRG

SESS) pI9u PXGrid |Js puwess wuoese IJigble.

Se wlehd loolz IJuvdsd Jozdsde veuos Jordsd IUuvedlc ldos wp creseol eds pJd
pxgrid-server.log. Idgvedle IJIE)s IJos spdud plzewol gds £956 ISE Jluwed ol IJIgble
9luodlzol os:

#show Togging application | include pxgrid
ise-pxgriddirect.log
pxgrid/pxgrid-server.log
pxgrid/pxgrid-test.log
pxgrid/pxgrid_dbsync_summary.log
pxgrid/pxgrid_internal_dbsync_summary.log
pxgriddirect.log



odpstt Jpise pu wousle preses IUuvedlo sozs plegd IUSs$9 Jisdisé wpdisy
coozse Wizble gis | oshle ISE 3.x.
lJounldd Idpve,ds.

Jp wop ldesld s eds gpsd puveyd PxGrid g Js ISE.

JelJs IUlpwagsle 030 wboy IUptszle IUpoedds pu iy leoul, FMC PXgrid o3l 1U uJsd:


https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8

Status

ISE connection status.

Primary host: Failure
Secondary host: Failure

« Additional Logs

[INFOJ: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at
“10.4.19.42": Request falled with a timeout.

Suid leuald FMC PXgrid.

Primary host:

[INFO]: PXGrid v2 is enabled

[ERROR]: pxgrid 2.0: failed account activation. accountState=PENDING

[ERROR]: Failed to contact pxGrid node at '10.4.49.41': pxgrid2.0: Could not activate account
Secondary host:

[INFO]: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at '10.4.19.42': Request failed with a timeout.

s ISE. Jlz b IUuwdsd Bes 13hs 1Bl es > 3 ple PXGrid > 316 IUg psd > gpdle suis) 1Js o
gpsd PxGrid (FMC) peJ JJpsld 86.

235 15 09186 980 woldss Idoesss B IUIbl) IJelds selad IJedled 06 1g)s.

030 IJpy6 w9y gpdsd IJodlpd vlgzs.



= Cisco ISE Adminisiraton - puGid Soricos a o e

Summary Cliens Management Hagnasbcs Settings

[

L Clients
Cooen
et st regivin vl Pt st mppeovel s e e erkors i e 52, Clhuote wow e g et
Crevicatn Library Wiough the pedng SOK 10 fegsier is chests Creo SE suppons Both sulo Shd manusl regmasin.
el ] Chimal Censage B

i Caones oty
Pl Glgats

B teme Description Chent trows Status

gosd FMC B 2lds wedss.

®

Information

Approve client(s)?

Are you sure you want to approve the selected client(s)?

Cancel oK

oldss 1Jp9ld 96 gJs gpsd pxGrid.
Jizb Bl Jouo o8 wpdsy 1deslv$s ldoddlisss Jgpdle PxGrid Idpuvewss [Js Idyiolss.

lJesld 86 edsl oo IJgpdle oo IUuodz6 IUgwlw@o gus bog, 03l IJouwse.

Error

Automatic approval can not be enabled when an existing client is in Pending state

oK

gl poedd wlewels gpdle PxGrid.
Juol>é PxGrid ISE uduwJs ) pIdopd.

Vs o3l Iduwsubsy Bl loodde 1Js bho [dB@lkses > 1duble > 1Jejgsuo: 23> yivolso pxgrid 9z
&ue lJesh:

VO 2ldo 29 pubddo Vs Idyiolse w9y o0 Ui'a]olc sle 1duoads ppdus.

€& Certificate trust chain is incomplete



tbl poedd wldpld Guduwds IJsoble.
Tiod ¢96 Jljp $388 WBsol o I3l Jly 23, ISE CA pbluéls B ¢sh IJg, 0.

9 glds 30 929> Uolss Vs Uz IJosps: spdud [uosl) IUpsze 1dpuerd 1Jedy Juui, ISE
NN

Blowwd IJs bLs IJglkses > [Juble > 1 uoble > s Idguoble > bde wydse [Jywelss (CSR)
9 e 3JY 1dy).

| Deployment  Liconsing  Comificstss  Logging  Maintenance Upgrade  Health Checks  Baciup B Restors

Frn " Certificate Signing Requests

e

louile CSR gJ.s ISE.
WO 030 [JBlispo 23> W ISE Root CA glglso [uule ISE Root CA Jzese 1Jgdo.

pulogsd 1) luwvowsld gvdunds Juolsé ISE 1Jes, JJdesze 1Jpuesd.

= Cisco Adminisaration - Systom
g Cenificates Logging Maintenance Upgrade Health Checks Backup & Restore Adn B
Eoaes i g Mgt Certificate Signing Request
IS idontity Cartificatos:
- ]
SECS S —
s At

ISE Cortificate Autbarity Cortificates:

wdosu bdo wdse Iduuolss.
loebly logble Idusoble Bs JIss g5 IMPIJos]e6.

9e0s WIYald: se,u2 ISE IUlusel, Idelds.



Thaee well Bo oo dolry = ganerang Sl showing corafcanin

Paaia releeah the cabila # conificaen o0 aor show wp

oldss logile Iduolbsle.

oid..§> ol Bl Il PxGop |Jpld guduvdo Idyivoble 1Jesesd wol J RID wogsss IJgsh eHuo WS
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