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~ PassivelD Settings

The PassivelD settings that are configured in this section are applied to all the join points in Cisco ISE.
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PassivelD|  ¢9loJ Ie passiveid-*.log

PxGrid pxgrid i) pxgrid-server.log

SXP SXp wuoese IJigble sxp.log

A pdles: g Ilucole po luweduuld IJigble sl odlizel: w3, lghs cesso wuorse
IJIgble 90268 1Jg¥6 3le 1duods 9lud) 99,9 Reset to Default.

ISuoluole Idywedlo
1. suwede ISE lzsle ouuzsd 1J5¢9d pu 1pswd):
Passiveid-*.log file:

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker{27)][[]] com.cisco.idc.agent-probe- Received login event.
Identity Mapping.probe = Agent , dc-host = /10.10.10.132 , Identity Mapping.server = ise-3-2 , event-operation-
type = ADD,

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker({27)][[]] com.cisco.idc.agent-probe- Validating incoming loging
event...

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker{27)][[]] com.cisco.idc.agent-probe- Building login event to be
published to session directory.

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker(27)][[]] com.cisco.idc.agent-probe- retrieving user's additional
information from Active Directory.

2022-09-06 20:28:31,326 DEBUG [Grizzly-worker(26)][[]] com.cisco.idc.agent-probe- Forwarded login event to
session directory. Identity Mapping.id-src-first-port = -1, Identity Mapping.dc-domainname = Lfc.lab , Identity
Mapping.id-src-port-start = -1, ldentity Mapping.probe = Agent , |dentity Mapping.id-src-port-end = -1, Identity

Mapping.event-user-name|= smith , Identity Mapping.dc-host = /10.10.10.132 , Identity Mapping.agentld = ,

Identity Mapping.server = ise-3-2 , ldentity Mapping.event-ip-address = 10.10.10.10,

2. 8990 ISE Logssu by 9938l Juwsluws Idegasd Idos wp odasuol 98890 wuui
otlolo IP-SGT Jp woéses PassivelD |Js puivc,ds PxGrid gob,le SXP:

pJL sxp.log:



2022-09-06 20:28:31,587 DEBUG [sxpservice-http-96443] cisco.ise.sxp.rest.SxpGlueRestAPIl:27 - Adding session
binding tag=4, ip=10.10.10.10, vns=[], vpns=[null] naslp=10.10.10.132

2022-09-06 20:28:31,587 DEBUG [sxpservice-http-96443] cisco.ise.sxp.rest.SxpGlueRestAPI:23 - session binding
created for ip address : 10.10.10.10/32

2022-09-06 20:28:31,613 DEBUG [SxpNotification] cisco.cpm.sxp.engine.SxpEngine:23 - Adding 1 session bindings

2022-09-06 20:28:31,613 DEBUG [SxpNotificationSerializer-Thread] cisco.cpm.sxp.engine.SxpEngine:42 - Adding
session binding RestSxpLocalBinding(tag=4, groupName=null, ipAddress=10.10.10.10/32, naslp=10.10.10.132,
sessionld=cf0d2acd-0d3d-413b-b2fb-6860df3f0d84, peerSequence=null, sxpBindingOpType=ADD,
sessionExpiryTimelnMillis=-1, apic=false, routable=true, vns=[DEFAULT_VN]) to VPNs [default]

pxgrid-server.log file:

2022-09-06 20:28:31,693 TRACE [Grizzly(1)][[]] cpm.pxgrid.ws.client.WsEndpoint -:::::- Send. session=[id=b0df936b-bfab-435f-
80e6-aa836aa3b24c,client="ise-fanout-ise-3-2,server=wss://ise-3-2.Lfc.|1ab:8910/pxgrid/ise/pubsub]
frame=[command=SEND,headers=[content-length=1859, destination=/topic/distributed, from="ise-fanout-ise-3-2, via="ise-
fanout-ise-3-2],content-len=1859] content=MESSAGE

content-length:1/30

destination:/topic/com.cisco.ise.session

message-id:616

subscription:2

via:~ise-fanout-ise-3-2
{"sessions":[{"timestamp":"2022:09:06T20:28:31.41105:00","state":"AUTHENTICATED","userName":"smith","callingStationld":"
10.10.10.10","auditSessionld":"dddad40ec-e557-4457-81db-a36af7b7d4ec",

"ipAddresses":["10.10.10.10"]," naslpAddress":"10.10.10.132"|"ctsSecurityGroup":"Employees" |"adNormalizedUser":"smith",
"adUserDomainName":"Lfc.lab","adUserNetBiosName":"Lfc","adUserResolvedldentities":"smith@Lfc.lab","selected AuthzProfil
es":["PermitAccess"]}],"sequence":13}

2022-09-06 20:28:31,673 TRACE [Grizzly(1)][[]] cpm.pxgrid.ws.client.WsEndpoint -:::::- Send. session=[id=b0df936b-bfab-435f-
80e6-aa836aa3b24c,client="ise-fanout-ise-3-2,server=wss://ise-3-2.Lfc.1ab:8910/pxgrid/ise/pubsub]
frame=[command=SEND,headers=[content-length=308, destination=/topic/distributed, from="ise-fanout-ise-3-2, via="ise-
fanout-ise-3-2],content-len=308] content=MESSAGE

content-length:176

destination:/topic/com.cisco.ise.sxp.binding

message-id:612

subscription:2

via:~ise-fanout-ise-3-2

{"operation":"CREATE","binding":{"ipPrefix":"10.10.10.10/32","tag":4, source":"10.10.10.132",
"peerSequence":"10.10.10.135,10.10.10.132","vpn":"default"},"sequence":17}
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