51,6 IJzol; J Cisco WLC Ll wegsle TACACSH

lJpzossle
| Jp, 9506
IJpobJole Il wsé

lJodoule | OEdp0
lJodosy

121096 1. 02,88 oo wugsoo 1b1s Iizojé.

121096 2. &odse b1,6 1Ji2036 £Js £.9> ISE PSN.
121096 3. o ile p2,0986 12036 LivuJs.

lJzlogs 4. |, 0lo6 WLC Jzolj v ds.

|J21o96 5. luile pJud og )59 TACACS J WLC.

| J21o9é 6. |o _jile pz09806 Log.

BRYNAR <
131096 8. & Jose, WLC Jbslyé 1Jlz6 6.
|Jo2.6.8 o0 | 6

| wod, wldd 1Jizble ol o1zl

lJp 9500

S 03l lJpuuwows Jsbss wIdssy TACACS+ Jlblys lzojé 926 wedp vwds LAN
IJJluwdIdsé (WLC) pu Cisco oluwegsle pe)yd 3006 1Jogss (ISE).

lpcbdole il uss
IJpobdolo
w9os Cisco vig oJ9u s pgy96 wldpesluose 1Joldss:

+1degr 98 1wl s Jpzd 306 1Josss (ISE)
- pey86 IJlwluss IJ cisco Jlgwdds lan golj wedpe (WLC)

IJedoule IJpguwegspd
ouwows Idpedsele 1Uglyo WO o3l ldpuwews IJs luosble Ido)lez 9ldedsule 1debss Ideldss:

- Cisco Identity Service Engine. |Jl_»>l, 2.4

- Cisco Wireless LAN Controller 8.5.135
U louvle Urong,olu |,J_9|J)6 WIS o3l IJpwews pu I.JiaoJé 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu CPSE |JICOJO |Jpwua)p0 g9.$ o5l |.,J|.OL)AJuu) uqu_9gSu PP\J“.SC (ldu)luDgS) |)| !Jluu
UJJUlJukJ roulu.uJO‘ duld) PU LQOerJ J.Julu..S) |.JroaurOJ J|§ ||°J



IJoJdosu

IJgd096 1. 0283 po cotsue bbb IUizejs.

loodd [Js bLé > uble > gdlpd wusse IJoigsur 90288 pU CoweS wtsuwe puwdsd IJzol.
Jpl 09 p9 oz WO 1Jues)é.

“tethe Identity Services Engine Home  » ContextVisibiity  » Operations » Policy » Waork Centers

- Systemn b ldenlity Management  » Network Resources  » Device Portal Management  pxGrid Senvices

Deployment » Certificales ¥ Logging » Maintenance  Upgrade » Backup & Restore ¥ Agdmin Access » Settings
L O ]

Licensing m

Traditional Licensing is currently in use.

3 Click balow 1o switch to Cisco Smart Licensing

k Cisco Sman Licensing

License Usage i) How am lcensas consumed?
| ' Usage Crver Time

Basae
"] Licensed 100 (Corswmed :0)
Plus
Advanced
Apex
Updated ; Aug 20,2019 09:30:00 UTC Licersed [ Consumed Ml Exceeded
Licenses o
Impod Licenss Dalete Liconse
Licensa Fila Chuantity Tarm Expiration Date
v POSITRONFEAT20190820025831403 lic
Basa 100 Term 18-Aug-2020 (365 days remaining)
v POSITRONFEATZ01 9082002581 1402 lic:
Device Admin o0 Term 18-Aug-2020 (365 days remaining)

PJ'EJDO UJCSUP pun99J lJzols plodse Jluwwgsle psjé TACACS+ gJs ISE.

IJg1096 2. opdiso blys IJizess gds e ISE PSN.

loedd 1ds elds IJgpd > bLs 1Ulzess > ulb)s gled: lud) B9 edlpsd IJowssy vuby: 223 Wi
JI);S? £5>8 PSN IJpg238. 9p wopdsu ILs .!J|@_o_)'6 eJs £926 ISE pu gJIJ wesss glué IJlgosl
9oy WBIY eVb. Jpl 09 p9oe Vs IJuo9)6:



‘il Identity Services Engine Home » Conlext Visibility » Operations  » Policy » Administration

b Network Access  » Guest Access  » TrustSec | = Device Administration | » PassivelD
» Identities  User Identity Groups ~ Ext Id Sources  » Metwork Resources  » Policy Elements  Device Admin Policy Sets  Reports  Settings

<]
Intreduction Device Administration Deployment

TACACS Livelog Activate ISE Nodes for Device Administration

) None
Deployment () All Policy Service Nodes

(®) Specific Nodes

(] ISE Nodes
ISE-PSN.panlab.local

Only ISE Nodes with Policy Service are displayed.

TACACS Ports * | 49 | a

[ Seve JEED

IJgdo96 3. louble pgp9es Iz056 S Jb.

in order to oo WLC JvwJs bl gds 1J ISEd lowdd 1Js bl > beds g9y > Lo ds
pep9es I8 JJ blé. ¢Jde pze9esd 228> J WLC. Jpl 09 p9 e B 1Juo9,é:

il |dentity Services Engine » Work Centers

~ Administration

» Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Home » Context Visibility » Operations » Policy

» System  » Identity Management | ¥ Network Resources

» Network Devices I Network Device Groups I Network Device Profiles ~ External RADIUS Servers ~ RADIUS Server Sequences  NAC Managers  Ex

Network Device Groups

All Groups Choose group ~
2 Refresh + Add Duplicate Edit Trash Show group members A |mport 2 Export~ = Flat Table «7 Expanc
Name Description
» All Device Types All Device Types
All Locations All Locations

» |Is IPSEC Device Is this a RADIUS over IPSEC Device



Add Group

Name * WLC
Description
Parent Group * All Device Types N v

IJg095 4. | olds WLC ol L.

loedd IJs plds Igped > bbé 1Jizesé >pshs Iuiwds > T8 [Juiwds. 106, B9 luolWds.
2998 [Jluwpe: guslo IP 9235 u9g 1Jzols J WLC: 925> ¢lus IJIges) lesble puol> 96 TACACSH+
99, wu98s) pICl Iduw) Ipube,dc Jpl 09 p9 oz O 1Uu0y,é:



“tsehr Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |BRdrii Bl * Work Centers

» System  » Identity Management | ~ Network Resol.rroes] » Device Porlal Management  pxGrid Services

Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences

NatworkiDavices Metwork Devices List > New Network Device

Network Devices
Default Device

* Mame |FloorWLC |

Device Security Settings

Description | |

*IP: | 10.106.37.180 NEN

* Device Profile 3% Cisco |« | &

sotwarevarson [~

* Network Device Group

Location [a) Locations O | [ Set To Default

IPSEC [1s IPSEC Device () | | Set To Default

Device Type [wLC © ||[ Set To Default
O | RADIUS Authentication Settings
~ TACACS Authentication Settings
Shared Secrel | sesss Show

Enable Single Connect Mode [

» Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

L |y sNMP Settings

IJ81096 5. Juuble pJud &g sd TACACS J WLC.

loedd IJs eld; IJgpd > bls Idizejs > golusy Iduusluws > Idookszg > pddle og s
TACACS. 168, W93 |26 9098, luwp. Vs gdlpsd IJowssy 8)uo uwpd IJpopsd. 23> WLC J
UIE p0pd pUbe)ds. ould pJOle BELosLo IWVU,lUDEE 092936 puol was> Ubluws JJuwelz
w9029d #2293 Jdpuwerpsu: Jpl 09 p9 oz B 1Jueg,é.



cisco |dentity Services Engine Home » Context Visibility » Operations » Policy » Administration

» Metwork Access b GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture » PassivelD

b Overview b ldentities  User ldentity Groups  Ext Id Sowrces  » Nebwork Resources Device Admin Policy Sets  Reporis  Seltings

(<]
TACACE Profiles > WLC MONITOR
» Conditions
TACACS Profile
+ Network Conditions
MName WLC MONITOR
= Rasults
Descripti WLC MONITOR
Allowed Prolocols SsaR
TACACS Command Sets

TACACS Profiles Task Adftribute View Raw View

Common Tasks

ICumnm Task Type  WLC j I

All

Lobby

Selacted
The configured options give a mgmtRole Debug value of: 0x0

Custom Attributes

ould &9, I8u)luos Te) T 13s suvpe wldsesd 1ddled Jdpuweese el o9 p9sor
s 1Jus9)6.

il

Identity Services Engine Homea » Conltext Visibility » Operations » Policy » Administration ~ Work Centers

b Metwork Access  » Guest Access  » TrustSec » BYOD  » Profiler  » Posture = Device Administration  » PassivelD

» Overview  » Identities  User Identity Groups ~ Ext Id Sources  » Metwork Resources = Policy Elements  Device Admin Policy Sets  Reports  Settings

[}
TACACS Profiles > WLC ALL
¢ Conditions
TACACS Profile
» Network Conditions
Name WLC ALL
= Results
Dascription WLC ALL
Allowed Protocols
TACACS Command Sets
TACACS Profiles Task Attribute View Raw View
Common Tasks

Common Task Type  WLC j

O Al

Monitor
Lobby
Selected

The configured options give a mgmiRole Debug value of: Oxffffffa

Custom Attributes

|Jglogs 6. luuble pzeses wog.



loodd s palds Idged > bLs 1Jizess > pzesele wog blis Ilzess. lud) (+) sleb luwel Jpzeses
lJooz. Vs 2ldé [duog 23> wag IJeoly Jeuuo) wpdp Os Idyveds 1dpzdss IJJluvddse
(WLC): spJu o wdsu Idwy9e9dsdle 1Upeuwpese ol Default Device Admin. Jel 09 p9 oz Os
lJuo9,6.

“nes Identity Sarvices Engine Meme b ContextVisdity  » Operlions  » Policy  » Administration RS E g Uconsawaming 4 <. @ o O
b Mebwork Access  » GuestAccoss ¢ TnsiSec  » BYOD  » Profler  » Poshae = Devics Adminisinafion  » PasshelD
Clizk here to do wirslass sotup Do not show ihis agan
b Owerview b ldentlies  User [dentity Groupe  Exd id Sources  » Metwork Resources » Policy Elernents  Device Admin Policy Sets Reports  Salfings
Policy Sets
+ Slatus  Policy Sel Name Description Conditions Allowed Prolocols | Server Sequence Hits  Actions  View
wWLC l @ DEVICE-Devico Typa EQIUALS Al Devica Types#iLC Detault Device Admin w4 1 £« >

IJglb9s 7. Jouble gusluwle 1Jpuol> 86 9lUosyso.

WOs o3l Idpwows wp odysu pgesses IUesuo Admin-read-write 9Admin-read-only s Js Active
Direct 9pwegsp 9les slgd JJ peesss admini. admin2 gJs IJwglds. swp >pe Active Directory
p& ISE g,y v ¥bs louold o uwes AD-JointName.

Gp wlogble gwsluvoso Jdogasd: Jpl 09 p9 0z s 1Ju09,é:

AD-JointName

& ©  Defaul 0 &
¥ Options
» Authorization Policy - Local Exceptions
¥ Autherization Policy - Global Exceptions
# Authorization Policy (3)
Results
+
Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
WLCAdmin - ‘:‘D.-‘:DinlName ExternalGroups EQUALS panlab.local/UsersiAdmin-Read- o I . o
T
T - :DI-JnimNama ExternalGroups EQUALS panlab.localUsers/Admin-Read- + B b o
nly
@ Detault DenyAllCommands + Deny All Shell Prafile x v o o o

IJgdo96 8. oJdoso WLC Jblys 1Jizoj6.

loedd [Js Idielo > AAA > TACACSH 10,6, 896 2383 980 wluolds gbp IJ e ol> 86
Ildpeluwes: Jpl 09 pauor Vs Idues,e.



MONITOR WLANs CONTROLLER WIRELESS @ SECURITY, MANAGEMENT COMM

Security TACACS+ Authentication Servers > New
v AAA Server Index (Priority) 1
General
= RADIUS Server IP Address(1pv4/Ipv6)

Authentication

~
e Shared Secret Format ASCII

Fallback Shared Secret
DNS
Downloaded AVP Confirm Shared Secret

= TACACS+ Port Number 49
Authentication
Accounting Server Status Enabled
Authorization Server Timeout 5  seconds
Fallback
DNS

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Security TACACS+ Accounting Servers > New
v AAA Server Index (Priority) 1

S Server IP

« RADIUS _ Address(1pva/Ipvé) 10.106.37.180
Authentication -
et Shared Secret Format ASCII
Fallback Shared Secret seses
DNS
Downloaded AVP Confirm Shared Secret sssse

R Port Number 49
Authentication
Accounting Server Status Enabled
Authorization .
Fallback Server Timeout 5 seconds
DNS

Sp wobss wousy 1JIsdsss sged TACACS+ S IJieds 900 1dpeds [Js 1Jlpwdd: ol o9
P9 Os IJuoy)e:

MONITOR WLANs CONTROLLER WIRELESS | SECURITY MANAGEMENT C(

Security Priority Order > Management User
b AAA
> Local EAP Authentication

AdvancediEAR Not Used Order Used for Authentication
w Priority Order "RADIUS | = TACACS+ Up

I Management Userl LOCAL

D

b Certificate © o

» Access Control Lists

Wireless Protection

Policies If LOCAL is selected as second priority then user will be authenticated against
LOCAL only if first priority is unreachable.

» Web Auth



odey: Jl ogdd eduwd 9lzos IJpuwetse Idyuwsess (GUI) Ideldse 1Jeluos wsleos

puw e luwsele (WLC). 9,08 w9 slzed IJpuweise lhumspss (GUI) 1JEl0é
w9lzod puwesp lhumgple (WLC) Os puwee)ruo 95w p2odd sldozdd eel 131 Jlu
cuwesd 1Usgad wluwegsle wslule leopls TACACS+ sgpd o JI. 15l Jp oJo oold puwlzs.
VWozdd pu ldodssu sldleuold wg 936 ISE gds puds TCP 590 49.

lJozdd pu lduogs

loodd IJs IJgpdsle > TACACS > Iduvedle Ipuluiné sbléu Iduwedlo IJpuluiné. e
9lzod IJpwegse lUyuwspsé WLC gwed 1Usg9d wluwegsle wvslole lgwpls puvegspe Active
Directory. Jpl 09 p9_oz Vs |Juo9,6

‘aisce dentity Services Engine Home » Context Visibility ~ Operations + Policy » Administration » Work Centers

» RADIUS  Threat-Centric NAC Live Logs = ~ TACACS » Troubleshoot  » Adaptive Network Control  Reports

Live Logs

Refresh  Never ~| Show Latest 20 recon

< Refresh 2 ExportTov

Logged Time Status Details Identity Type Authentication Policy Authorization Policy Network Device ...
X j fentity j Authentication Policy Authorization Policy Network Device Nam

Oct 03, 2019 03:15:55.969 PM o | admin2 Authorization WLG >> WLCAdmin | FloorWLC

Oct 03, 2019 03:15:55.938 PM E o | admin2 Authentication WLC >> Default | FloorWLC

Oct 03, 2019 03:15:39.298 PM o [ admin1 Authorization WLC >> WLCMonitor ] FloorWLC

Oct 03, 2019 03:15:39.268 PM a | admin1 Authentication WLC »> Default I FloorWLC

Last Updated: Thu Oct 03 2019 15:16:26 GMT+0530 (India Standard Time)

lweduuldd [Jizble gl oJlzol

Jl w9 eldsl pedsple pesé Jlgueduld 1Jigble sl odlzol Jodl IJodssy.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



