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Matched policy should contain posture condition (ex: Unequal
to Compliant or equal to Unknown)

Authorization components:

; ) Web Redirection {must) —type client provisioning | posture)

| o Ly Lt Falila ACL {must) — name of redirect ACL definedon NAD

DAC L Emmpfe (s W/ASAJ DACL [optional) — name of DACL defined on 1SE

permit ip any host Remediation servers

. Access-Accept

permit tcp any any HTTP < 3

perimtf udp any any DHCP redirect-url=https://psn_fogdn:8443/session-id_cpp

permit udp any any DNS redirect-acl=acl_name

permit ip any host PSNs dacl=DACL name

_ Access-Request/Access-Accept for _
b DACL ifneeded .
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Useropensanyweb :
page NAD applies DACL and redirect ACL to session
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e DNS request ex: google.com
0 d DNS traffic needs to be excluded from — 5

DNSreply=IP
@ @ redirection and permitted in DACL

TCP SYN to google.com IP, des_port=80
L HTTP intercept on port 80
TCP SYN-ACK from googlecom IP, sre_port=20 7 Web server must be enabled on port 80

TCP S¥N -ACK to google.com IP, des_port=B0
End of threeway handshake
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HTTP GET goggle.com
Destinationgoggle.com IF
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HTTP Response code 302 redirect = redirect-url 10
OR
HTTP Response code 200 with loction head er=redirect-url
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redirection and permitted in DACL
e 55Lconnectionto redirect URL over port 8443 N 13
Connection protected by Client Provisioning portal certificate . =
Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for 05
type and Azent type selection
Session ID — retrieved from redirect URL, ISE usesthis
valueto get all session data (AD /LDAP groups, Network
Device Type/Location and soone)
14 Agent Download link presentedto client. User N
downloads Network Setup Assistant =
Metwork Setup Assistant

First NSP probe is an HTTP GET to default gateway IP. (Redirect URL expected as a result)
Note: Incase of VPN connection with MAC OS this probe skipped as MAC-05 doesn’t support DG on VPN

Probe 1 HTTP GET Destingtion Default Gateway _

Second N5SP probe is an HTTP GET to enroll cisco.com (Redirect URL expected as a result)
Note: enroll.cisco.com should be successfully resolvable over corporate DNS, incase of VPN connection
traffic to enroll.cisco.com should be routed through the tunnel

17 DNS request enroll.cisco.com
h ‘ DNSrephy=IP

v

Probe 2 HTTP GET Destination enroll.cisco.com >

AnyConnect _ SSLconnectionta redirect URL over port 8305 _
Installation " Connection protected by ISE Admin certificate

SodJ 1-2

IJebo9s 1. syuwd IJepsd bJo DNS J FQDN oy gu9lo URL Jlglss IJeszso. szw 2J FQDN
eds gluw ¢lbe DNS.

1Jgb9o 12. wp logvle louold SSL gu) 1dpouds 1J3s wp luvedlpo WOs gugly URL Jlglss
lJogzsoe (IJle,)luos 8443). o3l IJlouold pzes wuiolds p3gd pu gluw ISE. sop w@38p 03¢Jd
0939y IJgpsd (CPP) IJs IJpuwese.

IJ¢lo9s 13.90d w9ds) ¢sh cussd s Idgpsd: see eds ISE [osh) gusluws lesh IJgpsd
lJo>8 (CP). sep luvasb uble IJogvgsd (0S) IJglue wldgpsd 1J3s wp ldoivlo oo 9dsd
puwsedp Idpuveeruo Sldpedsele IUig)s 1Uplbdws Jogass woz CPP ey eduws IJpuolsds
(ped pzesele ADILDAP 9ol |Js 3J9). sg,8 ISE IJeduwé 1dpuweosds pu pg s IJeduws

lJeg 9o Vs URL lgle IJw9zso.

lIJgbes 14. swp Lzle hoolb IJoyjsd Jeuwles lesh Iduveds (NSA) [Js 1Jg psd. 890
lJepsd voujsd lJobosy.

SN Ulebi: g1 ol sedod 155 NSA dzje oo 38 BYOD Jlulbps e s Windows 5
Android. _9.J\JU §pdu Iwua)lro o3l |Jubu§d Lsuol .JUUUgSu AnyconneCt |_9 ‘odjuluo PU



~ ISE.

IJg96 15.5890 IJpuweirp voubesd wbosd NSA.

IJ¢bo9s 16. s,uud NSA IsJ wedsd 1Jo uld - HTTP /auth/discovery |Js IJwslous IJle )l soss.
w998 NSA [glé wozso url Juosegs JdJJI.

S odlzbé: LlJouwes JJlouoldle go) VPN gJs Tzo36 Mac OS. swp welod o3l lJpuwwl,
esw lu uble IJogvgsd Mac OS Jl szwss eds gvlyo lWo)luoss gds pesd VPN.

IJgbo9s 17.NSA o, wd weldsdl olos! Bl Wuud IJozdsd 1Jisd. Idpuwol, IJolos og HTTP
GET/auth/discovery to enrall.cisco.com. Sgw 2d FQDN o3l wugle w9luwbs glbe DNS. WS jwsuls
oo VPN pg 0@ loguwle: swp udd Ideslule [Js  emrdl.ciso.com Szw w9zsoo gy lJuwdd.

IJgbo9s 18. I3l uze Is pu IJluvoduolelo. s@9p NSA Cluuile louold SSL g, 1dpudds 8905
wluwegsle Idpsdsple Idos wp ldzuosd edsol pu redirect-url. o3l IUloold pees woluvlbéd
Jwolxs p w99 ISE. s1gd o3l IUleuold w@9p NSA woyjsd AnyConnect.

* Bod luosl) ISE 2.2 sYgy louold SSL g, 1Jpuwds 8905 pobdol JJyoe.

-+ Jozow opdsle Iduboble szw lu odsu veble IJestd sldeuwdsd p9e98 wol eds zluw
IJepsd.

* Vs 9lzole uuiy ISE lJpwgsss £5) GO spdy yubol o FQDN Luvdd pgodwd oo FQDN
JJuble (Lluwegsle iphostie; CLIY. §5 Soguow 3JY Bs 2298 puuldd Bs 1Jezdd pu
woed luwe IJpsuese (SN)IJluwe 1dwssd JJpauese (SAN). Il wew lehs wozsoe Idepsd
I[Jss FADN oy 1d9lzes G1i gds uvwsd Idpeld: spdo 1o sgedsd FADN JJoble g
FQDN G.s gusle URL Jlghs IJoszse Juivolss louold 8905. JzJ Josl 1 usolrss:
spdud [Lolds FQDN Jslzole |oldsé B 289d SAN J iolss I puwdgd: 19 spdud
loweddle 9 wdd B uwolss IJpuwssd.



Client NADs ISE PSN
|
';h-.ﬂ Sysbem Scan
Sanirching o pokiy wrwer
— Thas condel e Lp 1 30 severnis.
13
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AnyConnect

simultaneousky

DN5

Posture module
starts HTTP GET Destination Default Gatewa

Redirect expected

DMS request enroll.cisco.com
DMS reply=IP

v

HTTP GET Destination enroll.cisco.com
Redirect expected

HTTP GET Destination Discowery Host
Redirect expected

DME request PSN FQDM
DNSreply=IP

SSL over port B905 to previous PSN if any
Mo redirect expected "

Flow when redirect URL Session lookup based on
has been received information in request
1Ps/MACs list

SSLconnectionto redirect URL on port B443 21a _
Connection protected by Client Provisioning portal certificate "

HTTP Responsecode 302 redirect to port 8905 22a

Y

‘ ISE returning URLs for AC configuration
23a -

_ 5SLconnectionto redirect URL on port 8305
And AC package Download —

" Connection protected by ISE Admin certificate
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551 exchangeon port 8305

Iy

Connection protected by ISE Admin certificate

551 exchangeon port 8905

Connection protected by ISE Admin certificate

551 exchangeon port 8305

OPSWAT Calls @ p , —
Connection protected by ISE Admin certificate

S5Lexchangeon port 8905

@ " Connection protected by ISE Admin certificate

NADs

24a - AC configuration Download

258 - Updates Download and Installation if needed

Posture module sends information about
268 - gystem. ISE providing posture requirements

Posture module sends report.
27a - Status returned from ISE, PRA iftime if
configured

—

=
=

QOPSWAT Calls

Session status updated with new posture status
Posture lease value written to the endpoint if
configured

CAQ Request

COA ACK
Radius Authentiction

‘ Dotlx/MAB/VPN authentication _ _
2 |

-
>

B

Authorization policy selection.
At this stage ISE can use new posture status
“Compliant” to apply full access policy

Access-hoce
. ot .
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) system Soaac
Searching S polcy server
W P o e 1 1o 30 sevends
19

NADs

All probes are sent

ISE

DNS

2 simultaneously
AnyConnect
Posture module HTTP GET Destination Default Gatewa
starts i

Redirect expected DMS request enroll.cisco.com -
DNS reply=IP v

HTTP GET Destinationenroll.cisco.com -~

Redirect expected .

20

HTTP GET Destination Discovery Host

Redirect expected

DMS request PSN FODN

S5L over port B905 to previous PSN if any

DMNSreply=IP

Redirect not nesded

S5 connectionto last successful PSN on port 8905

Flow when redirect URL

has Not been received
|

Posture Module sends system information

Connection protected by ISE Admin certificate

_ 55Lconnectionto redirect URL onport 8305

Connection protected by ISE Admin certificate

35L exchangeon port 8905

21b - with IPs/MACs list

ISE returns URLs for AC configuration
220 - AC package Download
23b -

Connection protected by ISE Admin certificate

_55Lexchangeonport 8905

AC configuration Download

Connection protected by ISE Admin certificate

S55L exchangeon port 8905

24b - ypdates Download and Installation if needed

‘ Posture module sends information about

OPSWAT Calls w " Connection protected by ISE Admin certificate

=

_ 55Lexchangeonport 8905

OPSWAT Calls w " Connection protected by ISE Admin certificate

—

Posture Flow ISE 2.2

25b - system. ISE provides posture requirements
260 - Posture module sends report.
ISE returns status
SodJ 1-5
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Session lookup based on
information in request IPs/MACs list
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ISE
Client NADs
oy = w
— CECOOD .——i
Dotlx,"MAB,"gI!N authentication Radius Authentication

L]
LA

< w - = 2
DACL example (SW/ASA): 1 :
permit udp any any DHCP Authorization policy selection.
permit udp any any DNS Matched policy should contain posture condition {Unequal to

Compliant or Unknown)
Authorization components :
DACL (highly recommended) —name of DACL defined on ISE

permit ip any host PSNs
permit ip any host Remediation servers

Access-Accept
< 3

dacl=DACL_name

Access-Request/Access-Accept for .
DACL if presented

&4
4

—
NAD applies DACL
For switches — endpoint IP address should be

0 presented in IPDT

e 0 _ DNSrequest ex: cpp.example.com

L@ @ " DNSreply=IF

HTTP GET HostClient Provisioning Portal
» caon stLIIENt Trovisioning orta & —  ISEreturning code 302 with fullCPPURL &

Userisopening CPP
portal

5 >

DNS traffic needs to permitted in DACL

oI 2-1
IJg 1096 1.1 p 01586 o 1Jgb9s Ilsds pu IJes8@. 09 suvebse Juo dot1x. MAB. ig VPN.
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wzw9s uwsluws Idogssd Idos wp lRoshol Jduvsobisy eds luvhe 1ds 2lds Idyuog: sldes
Sew 1o odou B IJuslss £s) pe1986 19 &) Bluds JJobusd. sJogbss JJ pu 030
Ieldle: spdo lugwatsle ingb 3o 9 oe €5y podlds Os ldleceld. Jdsuoe w90 lehd
wszsor Jl 2z Jluwepsle Is odosu lghs wozse ssw Bs pdud wgrsd IJogssd. JI sild
Clpdlod Idulb) Vs luwwgsle Slisps IJopde Os 1Usue9d IUs Idpzld 1Jz9s i_9 Ilispd IJopdp
VI 1Jsuo9d 1Js DACL JJzs pu 9u29d Idpuwegse B 1desedos IJos Jl owyds) Bbsol 2lJs
lJoog.

ooge 1Jeless 3.ISE $u9d 1suosd wluwegsle wwele IJogssd.

IJglbgo 4. 131 wp bzle luwpe Blises [Jopde Vs IJ9o9d (DACL) s Access-Accept: 9,99
wwde OujSd peuss Slises IJogde Vs 1Uyuesd JJouss [Jlgwslunss (DACL) sobosd pdod
s IJogasd eds eduws Ideed wes Ieuosd edso.

IJglo96 5. s, 0 IJuoz 1Jzass 1o lghs IJeszse £y ppdus: J3JY sew eds Idpuuegse Ioeld
FQDN Jw9gleo lesh Idgpsd 296l sge weas> FQDN Jogles CPP Ws wdysy Iduwsles sds
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Client NADs ISE DNS

55Lconnectionto full CPP portal URLon port 8243

7 : - i = >
il Connection protected by Client Provisioning portal certificate™ : :

Session lookup.

Session lookup needed for single-signon.
ISE uses source IP for Radius session search. In case of failure user needs to
provide credentials

Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for O5 and Agent selection
Session 1D — retrieved from session lookup, this value ISE uses to get all session
data (AD /LDAP group, Network Device Type/Location and so one)

g Azent Download link displayed to client. User .
downloads Network SetupAssistant, NSP file name o
contains CPP portal FODN

MNetwork Setup Assistant

HTTP GET Destination Default Gateway

o DNS request enroll.cisco.com

DNSrephy=IP .
10 Probe 2 HTTP GET Destination enroll.cisco.com >
» DNS request PSN FQDN _
DNSreply=IP
Probe 3 55Lconnectionto PSN FODN (download URL) on port 844 -
Connection protected by Client Provisioning portal certificate
55Lconnectionto CPP FADN (download URL)on port 8443 B )
le— 11 7 - — S
Connection protected by Client Provisioning portal Agent downloadand installation

certificate
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Client NADs ISE PSN ISE MNT DNS

) Sysbem Scanc
Lot Gor pobey erver
Ths con il taie g 1 30 severnly.
o @ All probes are sent
AnyConnect simultaneousky
Posture module HTTP GET Destinztion Default Gateway o
starts i v
Redirect expected DNS request enroll.cisco.com .
DNS reply= 1P o
HTTP GET Destination enroll.cisco.com -
Redirect expected "
13
HTTP GET Destination Discovery Host
Redirect expected
S5Ltofirst PSN inConnectionDatmxm| on port 8443 _ =
Connection protected by Client Provisioning portal certificate -
Stage1 Session lookup based on
Discovery information in request IPs/MACs list
Probes P DNS request “Call home" FODN N
- DNSreply=IF Sessionowner _
55Lconnectionto “Callhome” FODN on port B243, Goal isto get sesion owner FODN _ |lookupon MNT |
Connection protected by Client Provisioning portal certificate Information :
about owner
14 )
P DN5 request PSNs FODN from ConnectionData.xml N
- DNSreply=IP o
Probe 2
Sessionowner
lookup onMNT |
- _ 55Lconnectionto PSNs FODN from ConnectionData.xml on port 8443, Goal isto get sessionowner FODN N P ) :
Stage2 h Connection protected by Client Provisioning portal certificate " | nformation
Discovery about owner
Frobes
_ 15 Posture process .
h Stepsarethesameasfor Pre 2.2 flow "
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skuchere-ise22-1.example.com  skuchere-ise22-2.example.com  skuchere-ise22-2.example.com
CPP portal - skuchere-ise22-cpp.example.com

Primary PAN Secondary PAN
Primary MNT Secondary MNT PSN
PSN PSN

—

BB connection
BB connection 10.62.145.44

;‘ 10.62.145.121

VPN Adapter
10.62.145.121
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https://www.cisco.com/site/us/en/products/security/secure-client/index.html. s 03l IJpwow>.
anyconnect-win-4.4.00243-webdeploy-k9.pkg & |wogsle 1z e6.

lJglb9eé 2. Jogpesd ¢ipd AC |Js ISE. lue9d [Js Policy > Policy Elements > Results > Client Provisioning >
Resources9l s §) 99§ Add. 12 p9lys "lJsdsd" pu IJ8rue Idpeds. Ws 1Juless 1dzrs»e. I3, Ciso
Provided Packages, | 9) browse 9l 2jpd IJosh [dpw,s eds UJdposyo) lduvgues.


https://www.cisco.com/site/us/en/products/security/secure-client/index.html

Agent Resources From Local Disk = Agent Resources From Local Disk

Agent Resources From Local Disk

Category |Ci5cn Provided Packages M

anyconnect-win-4.4.00243-webdeploy-k9.pkg

* AnyConnect Uploaded Resources

Name 4 Type Version Description
AnyConnectDesktopWindows 4.4.24...  AnyConnectDesktopWindows 4.4.243.0 AnyConnect Secure Mobility Clie...
(e
Sudd 3-2

I, submit Jloole Il ues,ls.

IJglo9s 3. sge wepsd 9236 1Jwgled IJupbss |Us ISE. s ooy [Juowdzo.

oy Add9lgesl) Agent resourcesfrom Ciscosite. W9 §lises 1Jp9l)d Sgo edsd IJezdd pu 9256
lJosle§ 1douplbss. Josl Ideweusc &p AnyConnectComplianceModuleWindows 4.2.508.0 Swp luwwgsle 920
lJe9les 9.

1Jgo9é 4. szo logvle pJd og)sd AC Posture IJlu. 10§, Add 9lgesly NAC agent or Anyconnect posture

profile.

ISE Posture Agent Profile Settings = New Profile

Posture Agent Profile Settings

AnyConnect T d.
"Name. | ac44-posture b.
Description:

wvdd 3-3

e 12, u9g pJV IJoguosue. Sew luvegsle AnyConnect Josl I wsolyss.



* e lywp pdV IJog s, luedd IJs Posture Protocol §uwp oo [Jo9oses.

Parameter Value Motes

PRA retransmission time 120 Secs

Discovery host | |

needto be blank by default to force admin to
enter avalue. ™ means agent will connect
to all

* Sarver name rules [ * |

List of IP addresses, FQDMs with or without
part must be comma-separated and with

b. colon in between the IP address/FQDMN and
the port. Example: IPaddress/FQDM:Port
(Port number should be the same, specified
in the Client Provisioning portal)

Call Home List skuchere-ise22-2.examp

) Entervalue of back-off timer in seconds, the
Back-off Timer secs supported range is between 10s - G00s.

G 3-4

* UgdS> Sever NameRuless JI spdy i.;J SY9y 03l 1dz8d WBLEgl spJdy ig Sewss IJzed eds
FQDN pg 2y woJ 1J3s s8> louald 9226 9u0¢ ISE J AC |Us PSNs o0 puwles [Jl we
lJpoluwns. Jog wzes 131 JIo szw IJuwele wls FQDN.

o [Jlgupele 9 1Ps 1Jpgs36 ool 96> IJlgwegsle loule 1Uppdo 2 pu 1Yol I og. Spdud
lLol88 I wpele o0 LoJd uww Ldle Ipulds Lldluolds |Js Ldle 1Jeolds wgs> FQDN/IP
luwodsle IJogbose. Vs z2ld uuiy Idosl) Idewyss ghe Idublg (9dsuv po w9lws lesls
goSJ ISE) wlywegsle GPO I ls wble lesls wopzs 18- Suowz 9290 gulssu Call Home o)
2ol JIo 03l puve 9l Bk spduo IUsuosd lJs ISE PSN Lugle. 903l sgus luo B
2lds c9s) 1ol 1oy ehe okl stw eds Ieuwind logile pdod cgass AC ISE
Posture Lluwedsle pzyy pd wg)rsd Idosh 1Jpo) 90938 03l IdpdWd pg wowse AC.

S edlebs: Log B leoohbd Iy 929> sulssy IJlouold wldpusd ey g 1Jlopss Jizoss
lJJpos9e) pogsrs ldpuuugspsu. plzes 1Jgbys 14. Vs w9 Posture wg> ISE 2.2.

lJglb9é 5.9, vlouwle odysy AC. luw9d lJs Policy > Policy Elements > Results > Client Provisioning > Resources
b, Adde &p g, AnyConnect Configuration.



AnyConnect Configuration = New AnyConnect Configuration

* Select AnyConnect Package]| AnyConnectDesktopWindows 4.4.243.0 v| d.
* Configuration Mame| ac-44-cco | b
Description:
DescriptionValue Hotes

* Compliance Module) AnyConnectComplianceModuleWindows 4.2.508.0 «| ¢

AnyConnect Module Selection
ISE Posture
VPN
Metwork Access r-.«1anager|:|
Web Securit_|
AMP Enabler_
ASA Posture[]
Network Visibilitd_]
Lmbrella Roaming Securitﬂ:l
Start Before Lngnnlj
Diagnostic and Reporting Teol]

Profile Selection

* ISE Posture| AC-44-Posture v| d

JodJ 3-5

e 12, 256 IJosh IJpess.

* e wudS) luwe cdssu Idosh 1w ).

o T2, luosh 9226 IJogld B IJuploss.

e T2, pdV we)sV wdasu 9uoes6 IJosl) 1dpass pu IJBlses 1puuwsJs.

lJ¢b9o 6. odsu wog w9ds) IJgpsd. luwdd IJs Policy > Client Provisioning. W9 gldo lJodosy
IJlsds: spdud weuiss IJdse IJBEs B Iduusluws [Jpdses pe IUIGe )l osle. bl lzoze
o196 Lusluws [Us wdoso 1dsuog 1Jeszss: luodd Ids 1duwsluws IJos sedu lelss
luwwesleol 91g o, Duplicae Above |9 Duplicate Below . Jpl Spdy lugule gusluwé 23536 welpl.

03l pC;|J E.J& |Jw§|w6 |.quuoé)p6 L9§ |.Jrouuog).



'él.','él; Identity Services Engine Home v Conbext Visibility » Operations + Policy » Administration

¥ Work Centers License Wamning sk
PolicySels  Profiling  Posture | Client Proisioning  » Policy Elements
Click here to do wiraless

Client Provisioning Policy

ng Policy to @

Wi, @15 will Fecie Upan Hegin and use
compliance module, andior agent ©
rd. Drag and drop rules to change B

v initiation:
ation package

Rule Mame Identity Groups Operating Systems Other Conditions Results

- | AC-44 | | Any ] Windews All ] I EXAMPLE-ExtarnalGroups EQ. AC-44-CCO

Agent Configuration
Agent |ac44-ccol

Native Supplicant Configuration
Config Wizard| Choose a Config Wizard |
Wizard Profile| Choosa a Wizard Profie I

wwdd 3-6

i'acu odssu Idosl) 1Jpass Vs Guwpe IJoolsz. w3, [ WO gldo Wwuivd SSO. spJdy io
SY9u J ISE Lwpele V@b o0 ogwzsd 1U>gsd 1Js IJwsles. o9ouo) 030 ldwele eds
Ieedsele Idos spdu luwesbol 29d IJpuwetspso pu pehiu lJesss 1012 Jsé sldehess. O
o3l IJpwowd sop luwodsle presesd AD Juinl Os woz wsds) Idepsd.

wvsluwle 9gu9b 1Uyoe

Swp luwedsle VLo wuwsb JJsoe. wp odysy ISE Jdoedd pU 2lJé ¢>06 Window Defender
eJs zlow IJzol) IUb,us. 8> wdsu uwsubsgole 1Jzsle 1Uglgess [Ue, oedssl 9ddu gbgle
lJodssu IJgle os udwol.

IJgbgo 1. 9p wlouble glds. w9g> L9l 1U9og O Policy > Policy Elements > Conditions > Posture. iao_) U9€
Jinb 1 oe. Vspl sJds pold £ds 2lds 3006 Sew 1Jozdd pel 131 Jluw 306 Windows
Defender 95> IJobgsd.



senice Conditions List = WinDefend

Service Condition

* Mame finDefend

Description

* Operating Systems  Windows All

Compliance Module Anyversion

* Senvice Name JinDefend

Semnvice Dperator | Running v

(Reset)

Sodd 37

¢lb9s 2.Posture pobde wuvdsd. luwdd lJs Policy > Policy Elements > Results > Posture > Requirements. 03|
peold eds lJoz9d pu Window Defender:

| wibefend ] ol Windoy using 4. o ter * using | Dsabled =] metd | WinDefend | men [ Message Done
Action |Message Text Only v

Note: e mediation Action is fitered bated on the operaling sysiem and sleaih mode seledtion. Only supporied remediation | Message Shown to Agent User [ Enabis WinDafand ]

wwdd 3-8
e, Uinl Isoe 1glue wd B Idpobdy Uz 5223 lole Iluadlz.

|Jab_90 3. u-3J.9uSu vog |J.9UDE, |uuL9'J |J6 Policy > Posture. oul: épdud IJE.UBJ EJ\S Puld JJUOC
lJpuweése Jodl ldpuwews. spuss lJueeg eds pubdole Windows Defender IJpgswé JlJjlesé
9szw9s I9b gds luwp pzeses AD Ehas Juub.



el igeniity Services Enging Home

» Contest Visibility + Operations

+ Administration » Work Centaes

License Wasning i
Policy Sets  Prosiling

ning  » Policy Elements

Click here 1o Go wireless: selp Do not show this aga
Posture Pobcy

Dafing the Posture Policy by condguring niles based on operating

» [ wibafand ] Any Winds

Compliance Modul Stealth mode Other Conditions Requirements
| 4. or ter -] | Deablad r] 0 [ EXAMPLE Exemal L W [ winDetnd Done

(-] j’\'mne‘e.'m

SodJ 3-9

oJdsu pagd wIVds) Igpsd

ClJouwed Jdsusg 290 lehss Idogzse: See was) wdsu pagd wads) Idepsd. loedd IUs
Administration > Device Portal Management > Client Provisioning..s pJud |l luwogsle Idwsles IUIG el oso I9

logble Idoglos 1UElLos wd. spdu luwedsle oy Idpstd JJJ pu ldasoesle pg 9390 lehs
lJogzso.

Authentication method:*l T =

Configure authentication methods ai:
Administration > ldentity Management > Identity
Source Sequences

| a

Configure authorized groups

Liser account with Super aadmin prvilege or ERS admin privitege wil have access fo the portal
Available Chosen

ALL_ACCOUNTS (default)

Employee

EXAMPLE: example.com/Skuchere OLU/Bos:
EXAMPLE:example.com/Skuchere OLUIFina
EXAMPLE: example.com/Skuchere OUATGF o

- EXAMPLE:example.com/Users/Domain Us » b.

EXAMPLE: example.com/Skuchere OU/Staff
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)

# Choose all X Clear all

Fully qualified domain name (FQDN): | skuchere-ise22-cpp.exan | C.

Idle timeout: | 10 | 1-30 (minutes)

Judd 3-10
Sew oSy odo lJlgsble IS wdysu lJpsed Juvsuolysg e3p lelé IJuggso:

B 1dpuob§6: 235 wuwdund puod) 1Josss IUss see luwwgslee I3l ogd) eds SSO weass
r38¢€ eduwé JJpuwce.

bodl J8lses "ounduwnd puos) 1Jo9ss" 1dpeessé Jdegpeselo ldpolzs: swpe pdgol. gus 030
IJodbé. sew werss ldpzesele ldpeopss Jogwesd 1U>gsd [ds 1Upsed.

Sew o> FADN Jesgd w9, Idepsd Juvsubissole gus Izlzs IJs wuivy AC pu p3gd
les IJgpsd. sgw gd FQDN o3l |Js ISE PSNs IPs. szo wogso lJpuwegspsy Jugsss
FQDN Ws pwesyuo lJase ioglc eclods lJlouold IJing.

odysu wuesVdle IJegasd slduog



See wd8S> Isuosd Iisds Jdgedle B 2lds £30 099, 2lJs IUs og. 9o Idppde codsd
030 lJglss Lo, 9 pugasé:

© LEssU Blises IJoedp B 1J9Lo9d JJwuss I iuwlguss (DACL) - leule o pJs [Us 09
IJpds> spdo cessu dlses Idozdp B IUsuesd JJwoss IJluwlgwss (DACL)
Jdpumctse JJzs p0 1U9u09d: $pdu luwesle o3l 1duoz Jizess Isuesd 1Js IJubwds eu
Cisco.

« VLAN Assignment - §oJ o Spdu 9,2¢ lJpuwodsresu lJulzesy Bs vwds VLAN
IJpds28: Szw v sepd 03l 1duoz wubdd 2> Jis 9,2 9 NAD ci sol.

« RADIUS Filter-ID - Ul wegsle 030 I wps: Spdo wesso Blises Idoede B 1U9 09
(ACL) IJpg 96 peds! eJs NAD Jdpuwegspe IUss Joso 2lé suog €6y pe1996. sulb)l Jio
030 wpd Ssluwss po uwelo RFC Biszw 1o sepd o3l 1Juoz wuindd 28> Jease 09,0
NAD.

IJg 96 1. o dosu Blispes IJoede s 1Usuod 1Js 1Jodd (DACL). ulol Jiy o3l 1Jpeld
Suwows 1Js ASA. spdu luuaesle Blises IJoede Bs 1Usuod 1JElueé wldpouds (DACL) J
NAD. Lldogwes Juwsobssele [Jzsls 1JslSess: sew plgld Lowds VLAN Iy pe )3 1de,uie
Jesblo ppdus.

Jlouvle DACL: lye8d lJs  Policy > Policy Elements > Results > Authorization > Downloadable ACLs9l &, 9 <899 Add.
lole 2lJs IUsuog £ Ipensd: szw wodsy oo Iivule s IIS:

* 296 0,9, DNS

« 2,95 p,9, DHCP

e 2,958 1J0,9, 1Jes ISE PSNs (IJpolss 80 9 443 Jlodlossd Bep FQDN uod po lJwslus.
1Jpod5 15 $op oubisd wolud CP gso 09 8443 L ivdd I8¢, o 90083 8905
JJwsld ee Iluasble IJuwle$é)

© 298 pu9) Ieslole [Js g9be Idluadlz 11 e 1Jie,

o3l pold gds Blisps IJoedp Vs 1U9u09d JJwuso Ui,_,ul,_,u@é (DACL) w390 29l IJluodlz:

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Mame | VPN-No-Redirect-Unknown

Description

* DACL Content 1 permit udp any any eq 53
3 permit tep any host 10.468.30.40 eq B0
4 permit tcp any host 10.48.30.40 eq 443
5 permit tep any host 10.48.30.40 eq B443
B permit tep any host 10.48.30.40 eq B305
¥ permit tep any host 10.48.30.41 eq B0
B permit tep any host 10.48.30.41 eq 443
8 permit tcp any host 10.48.30.41 eq 8443
10/ permit tcp any host 10.48.30.41 eq B305

» Check DACL Syntax

CSuomie QT



Sbdd 3-11
lJglo9s 2. o d9sy pdd wg)sd IJugasd.

Jpl 09 peols Lldouwwd JJsuog: sdip 9290 ©9upSBs ©gasd. Stw lu szuss IJuse IJlsd
gds ls wog o dsssle IUsuosd IJs IJubwds (e wgrs8 pg DACL IJpuucgsp B o3l
IJpold). spdu wlbusd pdu IJog,s 03l eds gpdsle 1dpuob$6 Idos Jl ouslss 2lJs
IJs e Jol 1Jesld§. spdu lu szess pJud ldog s IJelus JJegssd eds 1duwele
ld9uosd BEb 9spdu whbousdo eds eduwle Slo 2lJsé 90886 puwlss JJoglds.

Jlouvle pd wg)s wgssd luw@d |[Js Policy > Policy Elements > Results > Authorization > Authorization Profiles.

pold gds oV w59 1Usuosd Idpds:

Autharization Profiles = VPN-No-Redirect-Unknown
Authorization Profile

*Mame | VPH-Mo-Redirect-Unknown

Description

* Access Type ACCESS _ACCEPT

L |

Metwork Device Profile dde Cisco | w | E

Senvice Template [

Track Movement [FlG

Passive ldentity Tracking [7] ;

* Common Tasks

DACL Mame VPN-No-Redirect-Unknown

SodJ 3-12

WO o3l IJpeld: swp luvwgsle ISE Profile PermitAccess IUl el os Jdzduws wes 1dezdd pu
elJo 1dgoe IJulze.

IJgb96 3. o Jasu wog lJwgssd. lsule 030 IJgbos. szw luuile wozs wissd. IJIsds os



plblo$s bl IJpuoh$6 IUlsds pe 218 1dsuoe ) IJpensd: sldeluss os wiuosue 9,09
Jled we> gpdss Idsuoe IJulze.

o3l pold gds uwsluwle Jogssd lJouusbs Joso IJglJé:

» Authorization Policy

» Exceptions (D)

Status Rule Mame Conditions {identity groups and other conditions) Permissions

r Posture-Compliant SessionPostureStatus EQUALS Compliant Permitdccess
EXAMPLE:ExternalGroups EQUALS
example.com/Users/Domain Users

# Posture-Unknown- Session:PostureStatus NOT_EQUALS VPN-Mo-Redirect-Unknown
Mo-Redirect Compliant EXAMPLE:External Groups
EQUALS example.comiUsers/Domain Users

Default DenyAccess

Jodd 3-13

JI sg> edosu vog Idpuolb 96 giel pu 03l IJpuwows 9dIJdu sew io OUOE WO Jle ool i.;,o STw
Owd pelded vog lJwgasd lJpuolb 96 [Julzes.

IJozdd pu lduors
Spdu o soldd IJezdd IUIuuluvs pu IJesdd oo odle gbgle Hissuwss:

U096 1. IJc2 3 po &8 [Jpuol> 6.

= Refesh @ ResetRepeatCourts B2 EponTo- ¥rinee- -
Time Status Detalls Repeat Identity Endpoint ID Endpoint ... Authenticat.. Authonzati Authorization Profiles IP Address

- =

BEe
8 T

(T -TI -  -  T

[ <]

IJ v 4-1

1. 1Jpuol> 96 Uing;é. wldouuwesd Jodo lUgbeé: (9> w9y powpl wldoz 8l pu uoed pl wp
wbosd eV wersI ldeasd edse. Os 2lds wbousyd pdS wersW wiasd és)
PUIBE: G dY pU ©dS) pL2b Y8 p L. Spdud Vo odl Idodrs) vudsb eds
lJe>wo lJpdey6 Bs gp95 IJolosd. spdud pdbhuo lduwple Vs odlys) IJpuol> 96
IJoosdss pg IJuingle Os uwsluws IJegssd Idos owsde pblodool.

2. 258 wujsd DACL. Jl swpe )40 030 |.J9;J.J,JU.J6 IJI s Idzlds IJos seess Wsol pdud
o8)HsW IJwgsd Idpess Jdpuolb e Idlsdse eds luve DACL.



3. puolr 86 IJpsgd - wuins) 030 IJgb9s W IJesd @ [Js o TJss SSO BuvJo Bs wpass
P93¢ eduws eod ldpuwede. $pdu o seoo 3Jd Jlwoly pogse:
* Je sop odasu NAD Jhuuld suslsd eeluves Is 1o goglo IP 1Jpdlo, ) 929> wol
« opad FQDN Josleé CPP |Js IP Jg 826 ISE Luvdd pgodud g0 1dedrd IJos wpo
peldzs IJpuol> 86 1Jlsdss Wbsol
* IJepsd p9e9s ¢JI IUNAT

4. ogss) walule gduwo IJgpd. Bs o3l ldpeld weassl wegs)yw 2lds eduws IJged pu "gs)
P&Ské" le "rOCJ_9Ik§t_§".

5. COA |Jss zolj IUs o9d Is IJuvwds. szo 1o odaw £ pdss COA o030 wlzes Jose
lJpeo1>86 1Jg>s36 pu gluw NAD sugssule gusluwsd Idogssd 1desss6 |Js gluow
ISE. B 2lJs Wuvd COA: spIdud Bz wdrs) pduod JJozdd po lduvew. spdu v
odoy Idduols! 1UIYe, guseel JJdldls:
* p0Js COA - s o030 IJzlJs: ol I PSN IUss huwd Idbde Jp sop wdssue Jepsd
COA gJs gluw NAD. Ig Iy bbJo COA G5 wp luudlbe Bs pdly el eds IUb)sé.
« ACKIJuwlde JJIIIs - suivs) IJs 1o 1JIINS 83 wp luwedlpe po God NAD sJIu
Juowvwnw ol Jl spdo cldss gedss IJIIYN. suldopwes Josl Iwsolss: sew 1o
Seess IJedas) Jpsbuod eds ying 9o, oduosdl.

sub,l Jlgwegsle ASA Jeoglo NAD Josl Idpeld: Jl spdod 1o wss bs bde puol>§6 Jled
JJpuwogre. $eao 03l uwow 28886 1o ISE suvagse 388 COA J ASA IUss sozuw pbllbgs
8306 VPN. 9095 pod 03l Idyvsulsy sgess COA W wo gds pedele wissd zasro: JxJd JI
o9y ould gled IJs lelss [Jpol> 96.

IUekss 2.1J0288 pu w2oss wor wsds) IJgpsd - Josl IJeuo: spdod wuvgsd wdrs) eds
ISE spJu lo suwlesd gds Wop wog w9l IJgpsd IJos wp wlbwsyol sds IJpuvegsp.

low9d |Js Operations > Reports Endpoint and Users > Client Provisioning 9 v eJ 1Jw @Sy JJdwbsg IJJds ool

peole.

Client Provisioning @ + iyReports | R ExportTor | O Schedule

From 2017-02-04 00:00:00.0 to 201 7-03-06 21:06:33 980

¥ Fiter=  Retresh G-

Logged At oSE"\'E' Event o Identity Client Provisioning Policy Matched Failure Reason

IJ v 4-2

cluwole o3l IJodis) spdud IJozdd pu oo woz w9ds) IJgpsd. 998 2lds IUsdud
Sew lsuol 0o IJluwole WS FalureReason € 095.

lJglogs 3.1dwe 98 pu uozd w9rs) Idsog - luw9d |Js Operations > Reports Endpoint and Users > Posture

Assessment by Endpoint.



Posture Assessment by Endpoint @ 4+ MyReporis | 2 ExportTow ® Schedule
From 2017-02-04 00:00:00.0 to 2017-03-08 21:24:17 803
T Fiter» = Refresh &

Logged At Status Details [i] Identity i} Endpoint ID IP Address Endpaint O3

L Last 30 Davs |7 % -

(<<
[

IJuvdd 4-3

sedud Boz vl pSued pu ool JIJ 238 pesu JJozd8: eds pwwsd IUpsld: pu pers
eduwd Idgpd 1U3s suwps lJso o3l o @,s): s pobdole IUssog [Jpes6 wp wgassoel pu
Iod ISE Jugbs [Juolss 9zlds JJ pobbde.

lpwod ol IJIzble 9] odlzol

pedsple glpd

Jlgwoduldd lgble gedss Iauoe sluodizel sz wedsy edsule ISE oo Juuozse |Jigble
€Js €95 ISE s spdu lu wpde gpdso IUyoe:!

* dlient-webapp - |Jp 9y UPU“.§.9\J gU <99 IJsdsJ. rng_§|o lJuvzd |Jo> guestlog 9 ise-psclog.
* guestacess - 1Jp 90 IJpmdod €0 9w pogd ©i9sd Iepsd Slduze e pldd 2w Iepd
(v pl slu.s IJbJe |[Js PSN ¢lbis). pdod [Juwed 1Josed - guestiog.
* provisioning - |JpJ9u IJpw99d gu peldes ywsluwo 99, lJgpdle. pJo lJoved [Jo>wo -
guest.log.
« posure - JIs IJlesle IJpeed s wldooe. pJd 1 uzd [Josud - isepsciog.

Jogwes Jipwed sl 1Jigble sluadizel po 2low IJgpsd: spdod luwesle ol sJs:

* adisensalog -8 glJo WUbd w99, IUgpsd £Js gluw Idgpsd: swp lugile 03l 1Updwd WOs
oSO Idpzd> 1U3s wp wujsd NSA |Jso (bJJsd Idoujsdle J Windows glss).

* AnyConnect_ISEPosturetxt - SpJdu 1Jge9) eds 03l ldpdd Vs zjpo DART Vs IUsdsd Cisco
AnyConnect | SE Posture Module. & p & weSd geSe IJpedspele 29d lJowuld ISE PSN glJgbgle
lJgled Josvd IJgog Vs 03l IJpdus.

loweduald IJpuvddle 1dublises sluodlzol
IJeusldd IJpced$s oldpumszle IJ9sluvss IJ9slwss
Vs elds uezle ia) 03938 1Jg> 006 (SSO). spdud H986 030 IUyuwlisd B isepscloge oS 030

IJpzeses pu ldyuwlisd Ids To 1wz go eduws IUged &> luwes wugle ssedu welss Ipuols s
gdis IUpagd.



<#root>
2016-11-09 15:07:35,951 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu

| ooking for Radius session with input values : sessionld: null, MacAddr: null, ipAddr: 10.62.145.121

2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.PostureRu

Found sessi on c0a801010002600058232bbh8 usi ng i pAddr 10.62. 145. 121

ulwso IJuue 5-1
Spdoud |uwwgsle gusly IP Judbs IJuelse Jpdole wee JJews) eds o030 ldpgdyple.

w8 3JY wddsd Vs uved IUupssd: sz o wos lu IJpushb s &> op wibsol:

<{froot>

2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] guestaccess.flowmanager.step.cp.CPI
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] com.cisco.ise.portalSessionManager.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] com.cisco.ise.portalSessionManager.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] guestaccess.flowmanager.step.cp.CPI

Login step will be skipped, as the session =c0a801010002600058232bb8 al ready established for mac address

2016-11-09 15:07:36,066 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cpm.guestaccess.flowmanager.process

ulwsé IJuue 5-2

95 2ld Jp soze IJley Blo isepsclog $2w9s Idpdd eds pedosle 29d Buivd Idwze g0 2duwé
IUg o J:

<tfroot>

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu

| ooking for session using | P 10.62. 145. 44

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu

No Radi us session found



ulwss IJuue 5-3

B guestlog Bs pod 030 1JzlJs: sew 1o wos puolb§6 1Jpuweese 1Jdleds gds IpsgJ:

<#froot>

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St

Ret urni ng next step =LO3 N

2017-02-23 17:59:00,780 INFO [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.Ste

ulwsé IJuue 5-4

B 2lds Buvd IJpuolb$s eds Iduslus: szo ldesdss eds 1deedd po odsse IJuslus - is
PV 0986 98> IJlwwsle el os IUpzesele Idpuwese Jol vouwpsd 1>89J

Ipwodguldd igble w22 voz wods) IJgpsd sluadizol

B 2lds Buvd wog w9y IJgpsd 19 peldzs IUvor vuvdd Es) LoSe: Spdud IJozdd pu
questiog JJzo9d £Js 038> pu ol osd:

<ffroot>

2017-02- 23

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

ruserl: -

17:

17:
17:

17

17:
17:

17

17:

59:

59:
59:
:59:
59:
59:
:59:
59:

07,080

07,080
07,080
07,080
07,080
07,080
07,080
07,505

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

CP Policy Status =SUCCESS,

[ http- bio-10.

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

48.

48.
48.
48.
48.
48.
48.
48.

17.

17.
17.

17

17

needToDoVI an=f al se,

249- 8443- exec- 2] []

249-8443-exec-2]1[]
249-8443-exec-2]1[]

.249-8443-exec-2]1[]
17.
17.

249-8443-exec-2]1[]
249-8443-exec-2][]

.249-8443-exec-2]1[]
17.

249-8443-exec-2]1[]

ulwso IJuue 5-5

guest access. f | omranager . st ep. guest . (

cpm.guestaccess.common.utils.0OSMapp
cpm.guestaccess.common.utils.0OSMapp

guestaccess
guestaccess
guestaccess
guestaccess
guestaccess

CoaAct i on=NO_COA

.flowmanager.
.flowmanager.
.flowmanager.
.flowmanager.
.flowmanager.

step.guest.
step.guest.
step.guest.
step.guest.
step.guest.

B Iuwdwds Uisds: spdud 198 dsdiss el pedsele 29d eduws IJepd Ss pord wods
lJuoz: W gldo g3p wblo@ Iduog 19 g3 wblo@ IJuoz wuvdd Loese: Spdud pldlus

Iduwele oo 0ol pg ©dosy wog w9ds) IJepsd. wubvs)y Iduvduwds 1Jizsy6 1Js 2lJs weass

lJuog.



Iweduul igble g pdss IUs e sluadlzol

pu 2low Igpsd: stw 1o oo pocel ldozdsd B IJozdssle suclszel. o3l peld gds
ozdsd vlge Jdeseds IUlgds:

Date : 02/23/2017
Time : 17:59:57
Type : Unknown
Source : acise

Description : Function: Target::Probe
Thread Id: Ox4F8

File: SwiftHttpRunner.cpp

Line: 1415

Level: debug

PSN probe skuchere-ise22-cpp.example.com with path /auth/status, status is -1..

ulwso IJue 5-6

WO 030 ldpyzdo: syze PSN |Js pedsple IJosl) 1dpe)s 29d pldd 1dgduws. Spdud 5956 o030
lywlisd Jlz gl

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: Target::probeRecentConnectedHeadEnd
Thread Id: OxBE4

File: SwiftHttpRunner.cpp

Line: 1674

Level: debug

Target skuchere-ise22-2.example.com, posture status is Unknown..

TededNdehNdeh NSl Nl Nl Nl Sl ddhddhddhddhddn

ulwsé IJoue 5-7



S&9p plJIs 2duws 1Jepd wlglss JIds IJpgdsple IUplbdsws [Us 1JedsJ:

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: SwiftHttpRunner::invokePosture
Thread Id: OxFCC

File: SwiftHttpRunner.cpp

Line: 1339

Level: debug

MSG_NS_SWISS_NEW_SESSION, <?xml version="1.0" ?>

<root>

<IP></IP>

<FQDN>skuchere-ise22-2.example.com</FQDN>

<PostureDomain>posture_domain</PostureDomain>
<sessionId>c0a801010009e00058af0f7b</sessionId>
<configUri>/auth/anyconnect?uuid=106a93c0-9f71-471c-ac6c-a2f935d51a36</configUri>
<AcPackUri>/auth/provisioning/download/81d12d4b-ff58-41a3-84db-5d7c73d08304</AcPackUri>
<AcPackPort>8443</AcPackPort>

<AcPackVer>4.4.243.0</AcPackVer>

<PostureStatus>Unknown</PostureStatus>

<PosturePort>8443</PosturePort>

<PosturePath>/auth/perfigo_validate. jsp</PosturePath>

<PRAConfig>0</PRAConfig>

<StatusPath>/auth/status</StatusPath>
<BackupServers>skuchere-ise22-1.example.com,skuchere-ise22-3.example.com</BackupServers>
</root>

ulwsé IJueo 5-8

oU alo:, PSN: spdud IJoyds) eds 030 Idyuwlisd Wb guestiog gudpl w9 de i IJbJo UigJ@
IJ3s slos [Js 1Je8s6 Jl spdd Igdwé:

<tfroot>

2017-02-23 17:59:56,345 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,345 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi

mac_list fromhttp request ==> 00: OB: 7F: DO: F8: F4, 00: OB: 7F: DO: F8: F4

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi

iplist fromhttp request ==> 172.16. 31. 12, 10. 62. 145. 95



2017-02-23 17:59:56,345 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,368 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,369 ERROR [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov

Session Info is nul

2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi

Perform ng MNT | ook up for macAddress ==> 00-0B- 7F- DO- F8- F4

2017-02-23 17:59:56,539 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi

Per formed MNT | ookup, found session O with session id c0a801010009e00058af Of 7b

2017-02-23 17:59:56,539 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov

ulwsoe IJuue 5-9
o0l low suwebse Hlse lu PSN szlod Isdl 1o s> eduws pedsl 9wg> Suivd swsl bdo s
MNT pg IUluweg pldpo 1J IPs 9 MACS ($lises Io sz [ zduwé plJd.

w83 3Jd vdJdsd: see 1o ous bdol pu lJgpsd eds PSN I oz se:

<#root>
2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun

ooki ng for session using session ID: null, IP addrs: [172.16.31.12, 10.62.145.95], mac Addrs [00: 0B: 7F: I

2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,791 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun

Found sessi on c0a801010009e00058af Of 7b usi ng i pAddr 172.16. 31. 12

ulwsé IJuue 5-10



<89 PSN. Jglbos oldss: wlple v go wusluws lesh 1Jg psd Jeduws 1Jg pd odo:

<#froot>

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

I ncrease MhT counter at CP:Cli

17:
17:
17:
17:
17:
17:
17:

59

59

59

156,793
59:
59:

56,793
56,793

156,793
59:
59:

56,795
58,203

158,907

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

ent Provi si oni

48.
48.
48.
48.
48.
48.
48.

ng.

30

30

30

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

com.cisco

cisco.
cisco.
cisco.
cisco.
com.cisco.
.41-8443-exec-10][] cisco.cpm.posture.util.AgentUtil -:

cpm.
cpm.
cpm.

.cpm.swiss.SwissServer -:::
cpm.

posture.runtime.PostureRun
posture.runtime.PostureRun
posture.runtime.PostureRun
posture.runtime.PosturePol
cpm.swiss.SwissServer -:::

Provi si onedResour ce. AC- 44- Post ur e

ulwso IJue 5-11

WO 1Jgbys IJoldss: spdud )86 gpdso wpass pubdole Uy og. Wb wolss 1Jgbys sop
lesls Blisps Lldpobdole slebeol [Js 1J9ds:

<#root>

2017-02-23 18:00:00,372 DEBUG

About to query posture policy

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

<package>
<id>10</id>

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
<version>ISE:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

2.

00,423
00,423
00,423
00,432
00,433
00,433
00,438
00,438
00,438
00,439
00,439
00,439
00,439
03,884
03,904
03,904
04,069

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.

for user

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

2.0.470</version>
<encryption>0</encryption>

48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.

30

30

30

30

30

30

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
30.

41-8443-exec-8][]

cisco

cisco.
cisco.

cisco

cisco.
cisco.
.cpm.
cpm.
cpm.
.cpm.
cpm.
cpm.
.cpm

cisco

cisco.
cisco.

cisco

cisco.
cisco.

cisco

.cpm.
cpm.
cpm.
.cpm.
cpm.

cpm

userl with endpoint mac 00-Ob-7f-d0O-f8-f4

posture.
posture.
posture.
posture.
posture.
.posture.
posture.
posture.
posture.
posture.
.runtime.
posture.
.posture.

posture

runtime.

runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.
runtime.

runtime.
runtime.

cpm.posture.runtime.agent.
cpm.posture.runtime.agent.
cpm.posture.runtime.agent.
cisco.cpm.posture.runtime.

PostureHan

PostureMan
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
AgentXmlGe
AgentXmlGe
AgentXmlGe
PostureHan



W nDef end

Enabl e W nDef end



W nDef end



301

W nDef end

runni ng

(W nDef end)

</package>
</cleanmachines>



ulwso IJuue 5-12

Jlzdle spdod o ous v odns) Idsuoe wp luvodlpo wsluwlos PSN:

2017-02-23
2017-02-23

18:00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan
18:00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan

ulwso IJuue 5-13

WIS wolso IJwrd @ 889 ISE wogdse uldbos IJuoelss sds Iool o919 96 _9@;_»i COA:

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

18
18
18
18
18
18

:00
:00
:00
:00
:00
:00

104,272
104,272
104,272
104,272
104,273
104,273

INFO [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureMana

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]

ulwso IJuue 5-14

cisco.
cisco.
cisco.
cisco.
cisco.

cpm
cpm
cpm
cpm
cpm

.posture.
.posture.
.posture.
.posture.
.posture.

runtime.
runtime.
runtime.
runtime.
runtime.

PostureCoA
PostureCoA
PostureCoA
PostureCoA
PostureCoA



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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