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loewdd 1Js bhs > oble > lesble > 1Jzs IUleuos Jdeduwle Jel 09 psuoe B 1Ju09,8:

‘thyeh: Identity Services Engine Home  » ContextVisibilty  » Operations  » Policy [Nl L m

= Jystem b ldentity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat

Deployment  Licensing » Certificates  » Logging b Maintenance Upgrade  Backup & Restore b Admin Access = Settings
I
<]
Client Provisioning

Max Sessions
FIPS Mode

) User Group Counter Time Limit
Alarm Settings

~| Unlimited sessions per user i
¢ Posture P !

Profiling Maximum per user | 2 » | Sessions (i

» Protocols

Proxy

SMTP Server

SMS Gateway

System Time

Policy Sets

ERS Settings

Smart Call Home
DHCP & DNS Services

Max Sessions

Jopdsu lpsioc 9p wldéle wrass glus IUIResh gs) 022926 IUeduws JJJ puwetsedsldos
Sop weasdol Lupdd 1Beluos. Bs edd 1Jes IUIBuos Jeduvle gpd IJpuweése 1l e
wodosu £33 edumle Idgpd Ides spdo Jdpuweise IUeess gddel eds JJ PSN. B o3l
lJpoldc sop wgsswol gds 2.

@oioj |Jp=w03>pgg e pu2ld) 1Jogss 1Ughzss (eds uvesd IJpeeld: Active Directory) ol
lJodysu lsuol.

euld

Bob o9 lu'”r° puuoé_)p CUUIV PU |,oa_|.J Active Directory |,Jp-;‘;u0.J 9|.Jrooqu VEI)P ISE. P
wdysu 1y IIuos Jeduvle gpd Idpuweise wldB8ses 2 ppl Seus 1o s 2duwsé Juduw
IJpuweésp woely) ol 1Uyde €8y puwpese wol (JIJ PSN).

Jpl 09 p9oe Vs IJuo9,éc souad IJpuveése Bob pg Android Phone gzolj Windows Cluuwgsle
o wslule IJlgwels:

Jan 29, 2017 08:34:51,137 AM ] a Bob CC:FA00:B4:D5:0F LG-Device Profiled Default >> Dot1X > Default  Default > MaxSession_Test

Jan 28, 2017 08:32:17.776 AM a Bob CO:4A:00:14:56:F4 TP-LINK-Davice Profiled Default >> Dot1X >> Default  Default >> MaxSession_Test



pumedz wIJol IJedumweso vuvww 30 crlss e IJlduss Jedusle IJged. Jlze uved Radius
Live IJpb od: IUblo, B 1096

Overview
Event 5200 Authentication succeeded
Username Bob
Endpoint Id CC:FA:00:B4:D5:0F &
Endpoint Profile LG-Device
Authentication Policy Default >> Dot1X >> Default
Authorization Policy Default >> MaxSession_Test
Authorization Result PermitAccess




15036
15048
15048
15004
15016

Evaluating Authorization Policy

Queried PIP - EndPuoints.LogicalProfile

Queried PIP - Network Access. AuthenticationStatus
Matched rule - MaxSession_Test

aelected Authorization Profile - PermitAccess

22081

Max sessions policy passed

22080
12306

11503
24432
24355

24416

11002

MNew accounting session created in Session cache

PEAP authentication succeeded

Prepared EAP-Success

Looking up user in Active Directory - pgruszczad.example.com
LDAP fetch succeeded - pgruszczad.example.com

User's Groups retrieval from Active Directory succeeded -
pgruszczad.example.com

Retumed RADIUS Access-Accept

22081 Max Sessions Policy Pass Step 99, peJoele 1o 1des IJluos Jeduwé 1Jgpd 1Jpeslpwé

vlee:

uperd we ldloold IJelde wzols 13 souduw walule Idlgc el sodds w9 PermitAccess.
JJu sop huwld Access-Reject |Js 1Jpu028:

Jan 29, 2017 08:35:35.293 AM [-] a Bob MABIITI60:63:88 Apple-Device Profiled Default >> Dot1X >> Default  Default >> MaxSession_Test

Jan 29, 2017 08:34:51.137 AM a Bob CCFAD0:B4.D5:.0F LG-Device Profiled Default >> Dot1X >> Default  Default >> MaxSession_Test

Jan 29, 2017 08:32:17.776 AM B a % Bob 4 COAADD:14:58:F4 % TP-LINK-Device Profiled 4+ Default >> Dot1X >> Default  Default >> MaxSession_Test



Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5400 Authentication failed
Bob

34:AB:37:60:63:88
Apple-Device

Default >> Dot1X >> Default
Default >> MaxSession_Test

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Failure Reason
Username

Endpoint Id

2017-01-29 08:36:28.882
2017-01-29 08:35:35.293
pgruszczise22

5400 Authentication failed

22089 Max sessions policy failed. Max sessions user limit exceeded.

Bob

34:AB:37:60:63:88
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€80 purpST weduws IJged: 2o 8o Juo ©rs Bs uwed RADIUS Ideului, 1ol wuad Ids
pJV gV IJegssd Iduoese. inorder to WeLow IJ live gdwé: lue@d IJs gpdsle > Radius
> Live gdwé:

Session Status  Action Endpoint ID Identity IP Address Endpoint Profile
j Endpoint 1D Identity IP Address j Endpoint Profile

Started Show CoA Actions CC:FA:00:B4:D5.0F Bob 10.62.148.145 LG-Device

Started Show CoA Actions CO:4A:00:14:56:F4 Bob 10.62.148.141 TP-LINK-Device

9 o030 IUeldé: wp wae elds JJ pu ldeduvosu: sldos wuivs) s 9u09d wae Ipeluvod [Us
ISE JJdzduws. p0 1dupasss ©dds zuwly RADIUS JJes IJ1Guos po eduws IJged JJgpd
wubdd Lozse: 1Jelds 1puohd edsol (puvese weduwd Idepd: 9JJ0 Jl sop 183 s zumly) B
IJlecol) lole £33 pduwle 1Jg pd:

Session Status  Action Endpoint ID Identity IP Address Endpoint Profile Posture Status ~ Security Group
j Endpocint ID Identity IP Address :I Endpoint Profile Posture Status Security Group

Authenticated Show CoA Actions CO:4A:00:14.56:A7 Bob

Authenticated Show CoA Actions CO:4A:00:14:56:F4 Bob TP-LINK-Davice

Authenticated Shaw CoA Actions 34.ABIT.60:63.68 Bob Apple-Device

Authenticated Show CoA Actions CC:FA:00:B4:D5:0F Bob LG-Device

12> Ul uos Jeduws IJged JJpeeses



lJodssy

loowd IJs bLs > uble>lesble > 1Jg> Uiéuos Jdeduwle > pgp9es:

Max Sessions

User Group Counter Time Limit
«" Expand Al # Collapse All Y Filter v o~
Name Description Max Sessions for Group Max Sessions for User in Group
ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (defau... Unlimited Unlimited (e
Employee Default Employee User Group Unlimited Unlimited @
GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (d... Unlimited Uniimited e
GroupTest1 MaxSession Test Unlimited Unilimited (£
GroupTest2 MaxSession Test 2 Unlimited (9
GroupTestd MaxSession Test Unlimited Uniimited (£
GuestType_Contractor (default)  Identity group mirroring the gues...  Unlimited Unlimited e
GuestType_Daily (default) Identity group mirroring the gues...  Unlimited Unlimited ©
GuestType_StandardGuest Identity group mirroring the gues...  Unlimited Unlimited £
GuestType_Weekly (default) |dentity group mirroring the gues...  Unlimited Unlimited (9
OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (def...  Unlimited Unlimited £

SY,yu2 03l IJodssy eduvese Jg i&uos Jezesesd l1Jogsé IUslgdss GroupTest2: spdod
odysu IJoudss JIJ pzesso Vb Jdpzesele IUsIEJso.

euld

Isuw 9ulods 9use) op Idpuwcdrpss pu o) puvctres ISE ILleds. szeseop leole S
pTPIES wuwpes GroupTest2. 90989l JJodgsy Vs 03l IUpild: swp wessu IUzs IUlBuos
JOses Ideduvle eds 2 luwoubl |ds eur9ss IUpzesgs.

Network Access Users
Selected 0 | Total 4 ¥ 55

J Edit deAdd  [Echange Status ~ @aImport (s Export = 3¢ Delete v L{yDuplicate Show [ Al |8
Status Name Description First Name Last Name Email Address User Identity Groups

[] @Enabled ¢ alice GroupTest2

O @ Enabled ¢ pablo GroupTest2

] @mEnabled ¢ peter GroupTest2

louod JJ po Pablo g Peter Llduvodé luwogslp wslole IUlgwpls 1Ugluos wopl oo ldpezp9esd
lUs12Jsé |Jpuwpelé GroupTest2:

Jan 29, 2017 09:25:54.554 AM u a Pablo CO0:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

Jan 29, 2017 09:25:34.984 AM ﬂ a Peter 34:AB:37:60:63:88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test



woes o weled Idsuw IJlouald: sep W) o > MaxSessions JJJ pzeses:

Jan 29, 2017 09:26:17.812 AM [} a Alice CC:FA:00:B4:D5:0F LG-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Jan 29, 2017 09.25.54.554 AM Q Pablo CO:4A:00:14:56.F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Jan 29, 2017 09:25:34.984 AM o Pater 34:AB3T.60:63:88 Apple-Device User ldentity Groups:GroupTest2 Default >> MaxSession_Test
Overview

Event 5400 Authentication failed

Username Alice

Endpoint Id CC:FA:00:B4:D5:0F &

Endpoint Profile LG-Device

Authentication Policy Default >> Dot1X >> Default

Authorization Policy Default >> MaxSession_Test

Authorization Result PermitAccess

£y puwpse Jdsuw wldlouold ulduvoeds Jio 1es 1JIduos Jpzeses eduwle IUgpd puvcésp
ou Swd Peter g Pablo:

Authentication Details

Source Timestamp 2017-01-29 09:27:11.504

Received Timestamp 2017-01-29 09:26:17.812

Policy Server pgruszczise2?

Event 5400 Authentication failed

Failure Reason 22097 Max sessions policy failed. Max sessions group limit exceeded.
Username Alice

lJzldle 1Jzlowss



B zlds odssu 1Ues IUIBuos Jeduwle god |:.J,ouuo'a.>,o‘ Iy JJdol Idppsile wepd wuvdd
puvcdd. SO o3l lJpeld: sop cesso IUes Il8uos Jeduvle gpd IJpumose eds 1550
vessu e IUIBues Jeduws gpd 1dpzeses eds 2.

Max Sessions

User Group Counter Time Limit

Unlimited sessions per user i

Maximum per user 1 : | Sessions i

swwpe Juses wule gds e WI8uos Jeduws 1depd Jdereses (2 eduws) JIo wuwon
ouvbdsd Idpuwegse 1z IUIGuos Jeduvle 1Jgpd (2duws 9l226) s uvd W IJloold
Cldubvode:

Jan 29, 2017 09:34:18.169 AM [-] a Peter CO:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

Jan 29, 2017 09:33:54.792 AM a Peter 34:AB:37.60:63:88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

Bl Jlo IJpuwegre guosl B 18, o0 pzeses lzss B 0 Buw IUsGu: 90p wdssu U
IUIduos Jedusle Idged Jdezeses po ledop: wprns Idlouald: s89e ISE wishs gl 1z
IS os Jeduws ged 31956 IJogisu IJpdde Jdpreses JIJ prpsesd suoes ldsol IJpguoisp.

B o3l IJpeld: IJsuw 9uluds guo9lu B JJ po GroupTest g GroupTest2. wuwps Veronica
|Js GroupTest1 W §b 9 Peter |Js GroupTest2

Network Access Users

t sFAdd | [change Status » @almport G Export v+ 3¢ Delete v L{3Duplicate
Status Name ~  Description First Name Last Name Email Address User Identity Groups Admin
] [ Enabled alice GroupTest1,GroupTest2
[] ® Enabled pablo GroupTest1,GroupTest2
[l @ Enabled peter GroupTest2
] & Enabled veronica GroupTest1

op wessu e IUIBuos Jeduwé £pd 1Jpzeses |Js 2 J GroupTest1 9 GroupTest2:



Max Sessions

User

+” Expand All

Group

# Collapse All
MName
ALL_ACCOUNTS (default)
Employee
GROUP_ACCOUNTS (default)
GroupTest1
GroupTest2
GroupTestd
GuestType_Contractor (default)
GuestType_Daily (default)
GuestType_Weekly (default)

OWN_ACCOUNTS (default)

Counter Time Limit

Description

Default ALL_ACCOUNTS (defau...

Default Employee User Group

Default GROUP_ACCOUNTS (d...

Identity group mirroring the gues...

Identity group mirroring the gues...

Identity group mirroring the gues...

Default OWN_ACCOUNTS (def...

Max Sessions for Group
Unlimited

Unlimited

Unlimited

2

2

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

T Fiterv {3~

Max Sessions for User in Group

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

@

e €D

gpl odoy IJsuw 9uluds pouodose wlduvuds. Bluopl sezlyjly 2395 IJeduws JIJI
lJpzpogcsyu. soes) eds Veronica: IUss suwps 3b |Js GroupTest1 g Peter. g o9
GroupTest2 |Ulouold v uwew 9,09d Max Session J Group |Js 1Jg»> U8 o8 JJ@spé
lJpJd9uo:

[ -] a Wisronica 10:A5:D0:98:BB:E2 Unknaiwn Usar ldantity Groups:GroupTest 1, Unknawn Default >> D...  Dafault >> MaxSession_Test

] a Peter 3:AB3T:B0:63:88 Apple-Device User Identity Groups:GroupTest2, Profiled Defauli>> D, Default > MaxSession_Test
o a o Pablo CC:FA:00:B4:D5:0F LG-Devica Default>= D...  Dafault == MaxSession_Tast
a & Pablo € CCFAD0B4DSOF 4 LG-Device User [dentity Groups:GroupTest1, User Identity Groups:GroupTest2 § Default >> D, Default => MaxSession_Test
@ a [} Alica CO:4A:00:14:56:F4 TP-LINK-Devita Default>>D...  Dafault >> MaxSassion_Tast
o Alice COAA00;:14:56,F4 TP-LINK-Device User Identity Groups:GroupTest1,User Identity Groups:GroupTest2 f Default >> D, Default >> MaxSession_Test

IUz> IJIGuos Jedusle 1dgpd Jdpumese s 1Upzeses
lJodsso

loewdd 1Js bhs > oble > lesble > 1Jzs IUIguos Jdeduwle > pzeses.



«" Expand All

Max Sessions

Group Counter Time Limit
# Collapse Al Y Fiter~ L~
Name Description Max Sessions for Group  Max Sessions for User in Group
ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (defau... Unlimited Unlimited (£
Employee Default Employee User Group Unlimited Unlimited &
GROUP_ACCOUNTS (default)  Default GROUP_ACCOUNTS (d... Unlimited Unlimited [
GroupTest1 MaxSession Test Unlimited Unlimited (3
GroupTest2 MaxSession Test Unlimited 2 (e
GroupTestd MaxSession Test Unlimited Unlimited @
GuestType_Contractor (default)  Identity group mirroring the gues...  Unlimited Unlimited [
GuestType_Daily (default) Identity group mirroring the gues...  Unlimited Unlimited [
GuestType_StandardGuest Identity group mirroring the gues...  Unlimited Unlimited (e
GuestType_Weekly (default) Identity group mirroring the gues...  Unlimited Unlimited (3
OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (def...  Unlimited Unlimited [
Reset

S, 03l IJo sy eduvesy Jes 18uos Jpzeses 1Josss IUslgdsé GroupTest2.

euld

IJsuw £29 W GroupTest2:

Network Access Users
J/ Edit spAdd | [[]change Status » @oImport o Export v 3¢ Delete v L{'sDuplicate
Status Name ~  Description First Name Last Name Email Address User Identity Groups
] @Enabled 9 alice GroupTest2

oepd 030 IUpsis v dd publue Jeduws epd 1es I8l JJpuweape - oo ISE £
IJeduwle 1Jpusleos IJos spdo Jdpuweése s1gd peeaes s1gJss pesé I spoddol. s 03l
IJodsso eds Idpuwegse B8b: 1U3s suwpes IJs 1dpzesssd los we odysuol.

9SpIJu JiJ@L,u‘ w9ueVol g o9l s GroupTest2. i OEWS eduvosu pujlpuesu. Supe)d
Jlouold wldzol) IJelde: s@9p ISE wlhzle PermitAccess 9 Access-Reject wule gJs Maximum
Session User W.s |Jpzpe9gs:

Jan 29, 2017 10:00:17.666 AM (] o Alica 34:AB:3T:60:63:88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Jan 29, 2017 09:59:56.723 AM a Alice CC:FAD0:B4:D5:0F LG-Device User ldentity Groups:GroupTest2 Default >> MaxSession_Test
Jan 29, 2017 09:59:00.008 AM a Alice CO4A00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

wwedle Radius-Live IJowosdse:



Overview
Event 5400 Authentication failed
Username Alice
Endpoint Id 34:AB:37:60:63:88 &
Endpoint Profile Apple-Device
Authentication Policy Default >> Dot1X >> Default
Authorization Policy Default >> MaxSession_Test
Authorization Result PermitAccess

15036 Evaluating Authorization Policy

15048 Queried PIP - EndPoints.LogicalProfile

15048 Queried PIP - Network Access.AuthenticationStatus
15004 Matched rule - MaxSession_Test

15016 Selected Authorization Profile - PermitAccess

22098 Max sessions policy failed. Max sessions user in group limit exceeded.

12306 PEAP authentication succeeded
11503 Prepared EAP-Success
11003 Returned RADIUS Access-Reject

131 1o 1> 1Ulsuos Jeduwle gpd Idpuwogse pdoo lsuol wes 3JY I pu ldppssle ogpd
wudd puwodd. Bl o Idpuwaés e Alice £ o9l B pzpses GroupTest2 og 1> IUIG o6
Jeduwd IJpuwode B pgeses wp wdysvol J 20 98s udw IUsde swp wdssu eduwle gpd
IUz> IUlduos Jdpuwetse Jduwele weduws 9less Béb JIJ puwagse: oo Jeduwle god
IJz> IUluas Jdpuwetse 1isdsss:



Max Sessions

User Group Counter Time Limit

| Unlimited sessions per user i

Maximum per user 1 v | Sessions (i

g pl weled Alice Idleold oldzols IJelos: ooze ISE ;o 1Us o] wole sds 1z IUIBLos
Jeuvee eduws Igpd 1J3s wp welyjer

Jan 29, 2017 10:06:00.852 AM [-] a Alice CC:FA:00:B4.D5.0F LG-Device User |dentity Groups:GroupTest2 Default >> MaxSession_Test

Jan 29, 2017 10:05:28.903 AM a Alice CO0:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

5pI0 100283 p pro 1S Jopo pzd RADIUS pului; Ips ol 10es IUlguos
Jeduvle IUgpd 09 o IJyid:

Authentication Details

Source Timestamp 2017-01-29 10:06:54.616

Received Timestamp 2017-01-29 10:06:00.852

Policy Server pgruszczise22

Event 5400 Authentication failed

Failure Reason 22089 Max sessions policy failed. Max sessions user limit exceeded.

Username Alice
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lJodosy

loowd IJs L > uble > |esble > 1Jz> Uijuos Jdeduwle > pzp9es.

Max Sessions

User Group Counter Time Limit

+" Expand Al # Collapse All

Name Description
ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (defau...
Employee Default Employee User Group

GROUP_ACCOUNTS (default)  Default GROUP_ACCOUNTS (d...

GroupTest1
GroupTest2

GroupTest3

GuesiType_Contractor (default)  Identity group mirroring the gues...
GuestType_Daily (default) Identity group mirroring the gues...

GuestType_Weekly (default) Identity group mirroring the gues...

OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (def...

Max Sessions for Group
Unlimited

Unlimited

Unlimited

Unlimited

3

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Y Fiterv £t~

Max Sessions for User in Group

Unlimited

Unlimited

Unlimited

Unlimited

2

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

(]

@
@

@

-

S89p 03l IJodssy wd,uo 1 IIduos Jeduws god pu 3 B pzeses [Jogss IUslgdss



GroupTest2. 9 2 1Jg> IJisuos Jeduwé epd IJpuuegsp Bs oJI 1Upzp9es.

puld

quuu 9y|-._,-43 euo9lu Vs GroupTest2. g wo IJodysy Vs o3l ldpeld: sop lduwele o 3
eduwlo Jpo Iké%,ogs s GroupTest2. s_opu ISE |pdluss zuo9d [dpuvedse [J9le> eds
2dawoso Jo 15,0 dléd 030 1 peases.

Network Access Users

r.- Edit .:.__I,L..Md D@angesmus. @oImport  ChExport » € Delete w» L{3yDuplicate

Status Name a Description First Name Last Name Email Address User Identity Groups
] BEnabled ¢ alice GroupTest2
| Enabled ¢ pablo GroupTest2

AN iJ@uu ew eobisu. Jdul vebuos Iduelssd poduly wlduve Js:

Jan 28, 2017 10:27:04.543 AM a Alice 34:AB:3T7.60:63:88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

Jan 29, 2017 10:26:50.664 AM a Alice CO:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

godel welad Idsuw Idleuold gu) zoli elde: sop ,80p 1Usuesd et welss Uz UIdues
Jeduws ged IJpwere O 1Upzeses:

Jan 29, 2017 10:28:34.503 AM [-] a Alice CC:FA00:B4.D5.0F LG-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Jan 29, 2017 10:27:04.543 AM a Alice 34:AB:37:60:63:88 Apple-Device User Identity Groups:GroupTestz Default >> MaxSession_Test
Jan 29, 2017 10:26:50.664 AM o Alice CO:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

Authentication Details

Source Timestamp 2017-01-29 10:29:28.309

Received Timestamp 2017-01-29 10:28:34.503

Policy Server pgruszczise22

Event 5400 Authentication failed

Failure Reason 22098 Max sessions policy failed. Max sessions user in group limit exceeded.

Username Alice




31 2l9J Pablo IJs osd |Js IJuvwds: Buusepdo po 1UBsle w3JY Jiu Max Session for Group.

GroupTest2: g, ppodis we>:

Jan 29, 2017 10:31:22.128 AM a
Jan 29, 2017 10:28:34.503 AM (<] a
Jan 29, 2017 10:27:04.543 AM o
Jan 28, 2017 10:26:50.664 AM a

Fablo CCFADD:B4:D5:0F LG-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Alice CC:FA:00:B4:D5:0F LG-Device User ldentity Groups:GroupTest2 Default >> MaxSession_Test
Alice 34:AB:37:60:63:88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Alice CD:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

gwel selad wlods 1dauasd Ids Iduveds o zob elu: syl Jive wely; Ies Uiduos
Jeduwé IUgpd Jdezeses (eds Iée pu lu Joso aduwé gpd 91206 OG8b):

Jan 29, 2017 10:55:24.389 AM

L] a
Jan 29, 2017 10:54:11.860 AM o
Jan 29, 2017 10:53:36.734 AM a
Jan 29, 2017 10:52:42.285 AM a

Pablo CC:FAD0:B4:D5:0F LG-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Pablo 10:A5:D0:98:88.E2 Unknown User Identity Groups.GroupTest2 Default >> MaxSession_Test
Alice CO:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default > MaxSession_Test
Alice 34:AB:37:60:63:88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Failure Reason

Username

2017-01-29 10:56:18.248
2017-01-29 10:55:24.389
pgruszczise22

5400 Authentication failed

22097 Max sessions policy failed. Max sessions group limit exceeded.

Pablo

Jpl 09 1Jeld Vs IJlpeds [Juwluds: 3l $pe wopdso eduvle gpd IUes IJIBuos JJpuuwgs e

Iluo sepd vuvdd puwedd.

2> 99w lJgs

lJodssy

looed Ids bLé > oble > lesble > Uz Ui&uos Jdeduwle > 2> 990 IJesbh.



Max Sessions

User Group Counter Time Limit

Unlimited - no time limit

Delete sessions after 0 v Days 0O + Hours 5 ¢ Minutes i

Reset

2> 99w IJgsls os IJ€§)6 lJos o Idluod 1djpus 1U3s sop gdldo zuwle gduwo 1Jgpd
weuebdele 1z IIGuos J31d,s 1degiso Idesde Jeduws Ideed. wuwpe Jd odo Ips ;6
wuessu lUsde 1U3s s@99p PSN weso wedwd Idegduws pu IJesh sower wldzdusle 1Jzrss6.
Jopdsu ldesis: cpole lds IUEle 085 £8) 02295 - wdl 98¢ prwe IJoass IUds sop wrasso

wurdd IBu)lpps. Vs 1dedd IUdlod Jdopsi spdud cesso sde Jded Idos sop
cdldol g5 1Ugduws Vs Ilgoul, B esble MaxSession.

3, e Jlsep Bbe louold edusle IJgpd wes 1098w 1dss wp odswe 9 ldeol pu @less
wslule gduwé IJgped. Jl w9gs uvduwds luole IJwggsd (CoA) wes 1Ugle 1Uss wpe wdsue.

euld
op wEsso e WIsuas Jeduws epd IJpuwetse Jduwele weduws 9less BSb Jeumeise:

Max Sessions

User Group Counter Time Limit

Unlimited sessions per user

Maximum per user| 1 5 Sessions i

Reset

coued Alice Llduvuds Lluuadsle IPad B 11:00:34. 9ldp 01586 IUSIuss opaes B 11:07.
seds Ioge po oely) e IJlsuos Jeduws Idpuvetsed [N 1U9uesd puwpesz wo. vee JJI
lJpuo3880 vuwww 23 98w IJgsls.

Jan 29, 2017 11:07:29.192 AM @ a Alice CO:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest? Default => MaxSession_Test

Jan 29, 2017 11:00:34.938 AM a Alice 34:AB:37.60:63:88 Apple-Devica User Identity Groups:GroupTest2 Default >> MaxSession_Test

weled Alice IJlouold weolj T@ Owd p9) 5538159 pu TE,) louold olzze sy o ISE Idpol>§e:



Jan 29, 2017 11:08:51.051 AM
Jan 28, 2017 11:07:25.192 AM

Jan 29, 2017 11:00:34.938 AM

Alice
Alice

Alice

CC:FA:00:B4:D5:0F
C0:4A:00:14:56:F4

34:AB:37:60:63.88

LG-Device

TP-LINK-Device

Apple-Device

User Identity Groups:GroupTest2 Default >> MaxSession_Test
User Identity Groups:GroupTest2 Default >> MaxSession_Test

User Identity Groups:GroupTest2 Default >> MaxSession_Test

w8 2290 5338ls8 p0 18 pLAb B8 Spdu lu woued Isuw wlduibuds lgwele 2ol luolds.

Jam 29, 2017 11:12:51.216 AM
Jan 29, 2017 11:08:51.051 AM
Jan 29, 2017 11:07:29.182 AM

Jan 29, 2017 11:00:34,938 AM

[ <]

(< < -

Alice

Alice

Alice

Alice

CC:FA00:B4:D5:0F
CC:FA:00:B4:05:0F
CO:4A:00:14:56:F4

34:AB:37.60:63:88

LG-Device
LG-Device
TP-LINK-Device

Apple-Device

User Identity Groups:GroupTest2 Default >> MaxSession_Test
User Identity Groups:GroupTest2 Default >> MaxSession_Test
User Identity Groups:GroupTest2 Default >> MaxSession_Test

User ldentity Groups:GroupTest2 Default >> MaxSession_Test

eJs IJ live gduws: lue sywobse Jlse all the oJles pduws B 1J39J6 swol:

11:12:51.577 AM Started

11:07:29.365 AM Started

11:00:35.028 AM Started

Show CoA Actions 4 CC:FA:00:B4:D5:0F 4

Show CoA Actions

Show CoA Actions

C0:4A:00:14:56:F4

34:AB.37:60:63:88

Alice
Alice

Alice

IUz> 1JI8uos Jpssis eduws 1gpd 99009d IJuosad

IJpuob 86 1Jpd5s6 JJysw

10.62.148.145 4 LG-Device
10.62.148.141 TP-LINK-Device
10.62.148.144 Apple-Device

P& 929> eduws gpd 91236 pJ9ué Lopu psjoé User Maximum Session: JI sjld vlpdlod Idleold

wewvle Guest! JIJJ pu zduves 1Jgpd:

Jan 29, 2017 12:02:41.587 PM
Jan 29, 2017 12:02:41.575 PM
Jan 28, 2017 12:02:39.982 PM
Jan 29, 2017 12:01:51.408 PM
Jan 29, 2017 12:01:37.682 PM
Jan 29, 2017 12:01:37.645 PM
Jan 28, 2017 12:01:13.402 PM

Jan 29, 2017 12:00:35.970 PM

< < < < <

[ < <

[+]

=]

o

o

guest

guesti
CC:FADD:B4:D5:0F

guestt

guesti

34:AB:37:60:63:88

CC:FAD-B4:D5:0F
CC:FA:00:B4:D5:0F
CC:FA00:B4:D5:0F
CC:FA:00:B4:D5:0F
34:AB:37:60:63:88
34:AB:37.60:63:88
34:AB:3T:60:63:88

34:AB:37:60:63:88

Unknown

LG-Davice

Unknown

Apple-Davice

Any,GuestEndpoints  Default => Wi-Fi_Guest_Access
&
Any
Profiled Dafault >> Wi-Fi_Redirect_to_Guest_Login

Any,GuestEndpoints  Default == Wi-Fi_Guest_Access

Any

Profiled Default >> Wi-Fi_Redirect_to_Guest_Login

Jozass "9uosd Iduosd"s spdud weass 1z IJiLéuos Jepdsle ogwesd 1Usgad 1Upojlpusd

Bs wdasu use IJupsys.

loodd IJs eold; 1depd > Guest Accgess Buesd Iduosd) > 1Jwslws sldpdyule > i.;,.glg
IJos99 98 wogss b Ides UIdues Jdouwesdle Ideoslews: Jel 09 p9 oz S

lJuog,é:



Guest Type

m | Close

Guest type name: * I Contractor (default)

Description: I Default settings allow network access for up to a year.

Language File

Collect Additional Data | Custom Fields...
Maximum Access Time

Account duration starts

From first login
© From sponsor-specified date (or date of self-registration, if applicable)

Maximum account duration

365 days v| Default 90 (1-999)
Allow access only on these days and times:

From  9:00 AM To |5:00 PM Sun vMon <Tue “Wed “Thu Fri Sat +

Configure guest Account Purge Policy af:
Work Centers > Guest Access > Settings > Guest Account Purge Policy

Login Options:

Maximum simultaneous logins 3/ (1-999)

‘When guest exceeds limit:
Opisconnect the oldest connection
Disconnect the newest connection

Redirect user to a portal page showing an error message i
This requires the creation of an authorization policy rule

el 96 1Jssw 1Upedsé

pE 929> 2w £0J 31226 pI906 Lopw 2duwd Epd 1p IJIGLos Jeuwatse: I spdud
lJlouolJ:

Jan 29, 2017 12:13:22.588 PM [-] a Guesti CC:FA:DD:B4:D5:0F Unknown GuestEndpoints Default >> MaxSession_Test
Jan 29, 2017 12:13:17.505 PM o guest1 Any
Jan 29, 2017 12:12:25.560 PM u o Guesti 34:AB:37.60:63:88 Unknown GuestEndpoints Default == MaxSession_Test
Jan 28, 2017 12:12:19.628 PM I} guestl Any

bogdl Jywzdle RADIUS IJpoliyo: wop puol> 96 Guest! wuvdd Lozse slisel Wspl soedd
wpueb 8o ldesgd. ol lo WLC s, uvd bdo RADIUS g IJolus eduwo J Guestt. ISE s, o
IUsuo9d wuwew cely) 22 ldeuvegpd:



Authentication Details

Source Timestamp 2017-01-28 12:14:16.603

Recelved Timestamp 2017401-29 12:13:22.598

Policy Server pOruszczise2?

Event 5400 Authentication failed

Failure Reason 22089 Max sessions policy failed. Max sessions user limit exceeded.

lweduvld IJlgble gl oJlzol
wedle RADIUS IJeulinyé

S8 wdrsy RADIUS IJpd od 1Jpdls IJlsd Jluved ol Tgble o556 MaxSession gl oJlzol.

Authentication Details

Source Timestamp 2017-01-29 11:08:44.931

Recelved Timestamp 2017-01-29 11:08:51.051

Policy Server pOruszczises?

Event 5400 Authentication failed

Fallure Reason 22089 Max sessions policy failed. Max sessions user limit exceeded.

SUbS) wwow IJBund 03l 1ds welsj 1Jes IJIGues IJeldps Jeduws gpd Idpumegse Jeduws
IJged 030/lJpwcspc Jpl 09 p9 oz O 1Ju0g)é:



Authentication Details

Source Timestamp
Recelved Timestamp
Policy Server

Event

Failure Reason

2017-01-29 10:42:368.819
2017-01-29 10:41:44.988
pgruszczise??

5400 Authentication failed

22097 Max sessions policy failed. Max sessions group limit exceeded,

SUs) uwow IJBad o3l [ds welys 1des IJlEues Jeduwle god 1dpzeses Jedwd
IJgpdldpuwcisp 030 Jol 09 p9 oz S 1096

Authentication Details

Source Timestamp
Recelved Timestamp
Policy Server

Event

Faillure Reason

2017-01-29 10:29:28.309
2017-01-29 10:28:34.503
pOruUsSZCrises?

5400 Authentication failed

22098 Max sessions policy failed. Max sessions user in group limit exceeded.

SUns) uwww IJBund o3l [ds welss 1z Iiduas Jeduwle gpd puvoise IUpzeses Jeduwd

UE_,OJ/U,DQUQE),D o0o.

Swp lJozdd pu 3ldys Idegiso IJpsde J MaxSession wgs weass pdWd wg)sud IJwgssd:

lJoele:



15016 Selected Authorization Profile - PermitAccess
22081 Max sessions policy passed

22080 New accounting session created in Session cache
12306 PEAP authentication succeeded

11503 Prepared EAP-SUccess

11002 Returned RADIUS Access-Accept

15016 Selected Authorization Profile - PermitAccess

22088 Max sessions policy failed. Max sessions user limit exceeded.
12306 PEAP authentication succeeded

11503 Prepared EAP-Success

11003 Returned RADIUS Access-Reject

ouoese lgble ISE

Sup weass Ides IJlsuos Juvedle eduwé IJgpd B prrt-sewer.lc?g.gJoap@g 030 lJpdgulu.
Gp wOESSU 90 98w IJoubesd AAA IJs puwess wuoese IJigble (lowdd Ids IJbLs >
IJoble > lJouwesd > odssy ywed IJIgble > PSN): Jel 09 o902 Vs IUuo9)6:



«thuili Identity Services Engine I R o e s I Y o ~ Administration

* System b ldentity Management  » Network Resources ¥ Device Portal Management  pxGrid Services » Feed Service  » Threat Centric

Deployment  Licensing v Certificates  ~ Logging ¥ Maintenance Upgrade  Bachkup & Restore b Admin Access  » Setlings

I
L <]

Local Log Settings MNode List > pgruszczise2l.example.com

Debug Level Configuration
Remote Logging Targets
Logging Categories Edit 5] Reset to Default
Message Catalog Component Name «  Log Level Description
Debug Log Configuration | runtime-AAA | | | |

Collection Filters O runtime-Ads DEBUG AAA runtime messages (prrt)

JJeuesd s file prrt-server.log. loo@d [Js 1Jg pdsle > lpveduuld 1Jigble gl odlzol >
wedle IJoussd > PSN > Luedle ouozse IJigble. sop ozpse Ies IUIBuos Juvedle eduwé
lJeed B gpdsle cuorse leble w§bs 1Juolss lsual (IJgpdsle > Iwad juld 1Jigble
sluadlzol > ble IJovgsue > IUbsle 1Ugled > ouozse Iébole EndPoint).

e opasy 1Jezdd po 1 IJIduos Jeduws gpd Idpuwedse wuvdd Lorpse:

<ffroot>

2017-01-29 08:33:11,310 INFO [Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN
maxUser Sessi ons=[ 2]

,SessionCache.cpp:283
2017-01-29 08:33:11,311 INFO [Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN

user =[ Bob] not found in cache due to first tine authorization

,SessionCache.cpp:1025
2017-01-29 08:33:11,311 DEBUG [Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,DE

checkMaxSessi ons passed

,SessionCache.cpp:360
2017-01-29 08:33:11,311 INFO [Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN

&8> ISE SessionCounter B gl wgs 1o suvede wilss ezl uvos Jdeduws:

<ttroot>

2017-01-29 08:33:11,619 DEBUG [Thread-90][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- Radius,DEBUG,0x
[1] User-Name - value: [Bob]
[4] NAS-IP-Address - value: [10.62.148.79]
[5] NAS-Port - value: [1]
[8] Framed-IP-Address - value: [10.62.148.141]
[25] Class - value: [#**%*%]
[30] Called-Station-ID - value: [80-e0-1d-8b-72-00]
[31] Calling-Station-ID - value: [c0-4a-00-14-56-f4]
[32] NAS-Identifier - value: [WLC7]



[40] Acct-Status-Type - value: [

Start

[44] Acct-Session-Id - value: [588da8a0/c0:4a:00:14:56:f4/3789]
[45] Acct-Authentic - value: [RADIUS]

[55] Event-Timestamp - value: [1485678753]

[61] NAS-Port-Type - value: [Wireless - IEEE 802.11]

[64] Tunnel-Type - value:

[(tag=0) VLAN]

[65] Tunnel-Medium-Type - value: [(tag=0) 802]

[81] Tunnel-Private-Group-ID - value: [(tag=0) 481]

[26] cisco-av-pair - value: [audit-session-id=0a3e944f00000e7d588da8a0]
[26] Airespace-Wlan-Id - value: [4] ,RADIUSHandler.cpp:2003

...

2017-01-29 08:
2017-01-29 08:

33:11,654 DEBUG
33:11,655 DEBUG

[Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,DE
[Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,DE

user =[ Bob] current user session count=[1]

,SessionCache.

Ccpp:862

Sud Idozdd pu I IJI8uas Jeduws gpd IJpuwegse:

<#root>

2017-01-29 08:
2017-01-29 08:

user=[Bob] is

,SessionCache.
2017-01-29 08:
2017-01-29 08:

37:00,534 INFO
37:00,535 INFO

[Thread-75][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN
[Thread-75][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN

not authorized because current active user sessions=[2] >= max-user-sessions=[ 2]

cpp:1010
37:00,535 DEBUG
37:00,535 DEBUG

[Thread-75][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,DE
[Thread-75][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- RadiusAuthoriza



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



