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alali.  |dentity Services Engine

Home » Context Visibility » Operations » Policy ~ Administration » Work Centers
» System  » Identity Management = ~ Network Resources | » Device Portal Management  pxGrid Services » Feed Service  » Threat Ce
v Network Devices ~ Network Device Groups  Network Device Profiles ~ External RADIUS Servers  RADIUS Server Sequences  NAC Mana
<]
Nisturariilisiieas Network Devices List > WLC_3650
Network Devices
Default Device
* Name | R650 l
Device Security Settings
Description | |
* IP Address: | 10.229.20.241 | 7]32 |

* Device Profile |l Cisco| » |

Software Version |:|

Identity Services Engine

Home » Context Visibility » Operations » Policy

« Administration

» Work Centers

» System  » Identity Management = ~ Metwork Resources ~ » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
« Metwork Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM
[<] * Network Device Group
Network devices )
rr—— Device Type | All Device Types © || setTo Default |
Device Security Settings REEC |N° LY, | | Set To Defaukt |
Location [al| Locations © || SetTo Default |
~ RADIUS Authentication Settings
RADIUS UDP Settings
Protocol RADIUS
* Shared Secret [ ssse | [ Show
CoA Port [ 1700 | [ set To Default |
RADIUS DTLS Settings i
DTLS Required [] i
Shared Secret | radius/dtls i
CoAPort | 2083 | [ set To Defautt |

Issuer CA of ISE Certificates for CoA

General Settings
Enable KeyWrap
* Key Encryption Key
* Message Authenticator Code Key

Key Input Format

2. oJ9su puds DTLS 9p0J6 1Jgesd.

| Select if required (optional)
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bLs>uble>g pdiss 3D > wy9e9dsdic > RADIUS > RADIUS DTLS.

sl

casco ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

v System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing » Certificates  » Logging » Maintenance  Upgrade  Backup & Restore  » Admin Access v Settings

; I
Detection Interval 5 i (in minutes)
Client Provisioning
— Reporting Interval 15 i (in minutes)
) Reject RADIUS Requests ¥
Alarm Settings
Failures prior to Rejection 5 i (valid range 2 to 100)
» Posture
Request Rejection Interval 60 (in minutes)
Profiling
¥ Protocols Suppress Repeated Successful Authentications [] i
Accounting Suppression Interval (in seconds)
v EAP-FAST
Long Processing Step Threshold Interval i (in milliseconds)
EAP-TLS
Ttz Radius UDP ports
EAP-TTLS *Authentication Ports 1812,1645 7
RADIUS *Accounting Ports 1813,1646 i
IPSec Radius DTLS
Security Settings _ .
*Authentication & Accounting Ports 2083 i
Proxy
Idle Timeout i (in second, valid range 60 to 600)
SMTP Server
SMS Gateway Save Reset Reset To Defaults

Jleb 16 pods DTLS pgodud g0 pulds RADIUS. s idd lde,luos: suvaése RADIUS [iglel
o0 1645 9 1646 9 1812 9 1813, suvweésp DTLS L udd lde luos JJpuol> 86 sldegssd
9lJpeluwes 9 CoA IJpucds 2083. s pods IUgesd IUpss IJos seldb Bsol ISE sldeuolsd
eds IJuvdd wrgu ls louald Veds spy pu edldo. swp Bsluw 030 IJpods wideslus
sldublyle po 60 |Js 600 eloss.

3. ©uPdS) puPd) Jbolé DTLS RADIUS ey pgjo ISE JJo 6.

Jlogvle U&;,Lé,j wSu ISE 9ldpolr 86 seole JJlNJIsloso 1Js o.._,lbg lJwoble 3|Jcﬁ;a._§,_§
puol. sSzu lu 8o 1Upuod8 Vs Uol>s ISE RADIUS DTLS: ppl sgus 1o puoss0 Szw lu sJdsu
092931 VOS piv w86 lJpuord. Jouoss) p9ldE Ubols ISEl luedd IJs bLs > uble > Jboblo.
Jpl 09 p9 o I IJu09)6:

‘el Identity Services Engine Home  » ConlextVisibiity  » Operations  » Policy [IRE il * Work Centers

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threal Cenlric NAC =
Click here to do wireless setup and visibility setup Do not show this again,

Deployment  Licensing  ~ Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
—

[
= Certificate Management System Certificates [For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
Syslem Certificates J/ Edit | [=f= Generate Self Signed Certificate | |<}= Import | &> Export X Delete | O View
Trusted Certificates Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date
OCSP Client Profile L
Joi=c B SHAT 0O o Certificate Services Endpoint
Certificate Signing Requests tificate Services Endpoint Su  pxGrid ISE22-1ek.example.com Sub CA - IBEZ2-Tak P Wed, 19 Oct 2016 Wed, 20 Oct 2021
. ) b CA - ISE22-1ek#00001 )
Certificate Periodic Check Setti... EAP
ISE22-1ek.example.comISE yeroation Default Portal Certificate
» Certificate Authority 22-1ak example.com,* exam A;mm e Gm“” . " |SE22-1ek.axample.com LAB CA Man, 31 Oct 2016 Wed, 31 Oct 2018
ple.com#LAB CA#00002 ERrc P&
Default self-signed sami serv : =
er certificate - CN=SAML_IS  SAML ::ML_\SEZZAo-.cxamcle.c ns:ML_ISJZ 1ek.example.c Thu, 20 Oct 2016 Fri, 20 Oct 2017

E22-1ek.example.com

235 pdly 1 wolss 1Jes Jol 59, RADIUS DTLS IJeeso 90288 pu luosh puve 1Jzdd Jodo
Idivolss. 03l 09 Il e IJublisg JJuiolss 1Jes szo wuoss,ol po piio ISE JUeds. JJdsle



dJIiluoygd Ids bhs > gble > guoble guoblo yboble 09899 wol. 35> ¢lué 12osl) vzl
IJiolss Ipuluwed Slod) B8 wuods).

4. o J9su u¥bé 1IJe 86 9lywas)h IJybols [Js Idpues .

Jodsso TrustPoint. §p wouwesd 1Usg9d 1Js 1Jpzsd soudss Il

configure term nal

crypto pki trustpoint isetp
enrol | nent term nal

revocati on-check none

exit

luvos)l guolsé wlwwgsle Ui,o) crypto pki authentication isetp. g uspl sbdo pud 99
lJuwolyé: ldoow ugp.

Swi t ch3650( confi g)#crypto pki authenticate isetp

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit” on a line by itself

----- BEG N CERTI FI CATE- - - - -

M | DWTCCAKGgAW BAgl QL9s4Rr ht W.pJj BYB5v0dt TANBgkghki GOwWOBAQUFADA/
MRMAMEQYKCZI mi ZPy LGQBGRYDY29t MReWFQYKCZI mi ZPy LGQBGRYHZXhhbXBs ZTEP
MAOGALUEAX MGTEFCI ENBVB4AXDTELMDI XM A3MzgxMLoXDTI 1MDI xM A3NDgxM ow
Pz ETMBEGCgnBJonT8i x k ARKWA2Nv b TEXMBUGCG 5] omT8i x kK ARK VB2 VA YWLwh GUx
Dz ANBgNVBAMT Bk x BQi BDQTCCASI wDQYJKoZI hvc NAQEBBQADggEPADCCAQoCggEB
AMDSf JwbJLHHIf 4vDTal G Kr DI 73c/ y2691 MzV48xpCr uNhgl cUSBCW T9Ysj 6xk
Qogt x2vpHAXJIt 7KebDZ/ ac1Ynj g7sPBPcnyDZCd2alb39Xak D2puES8I Vi 4RVKj BH
pss2f TWeuor 9dzgh/ kW0Yql sgwlsRK@Vehll XnmuhX+wDqELHPI zgXn/ DOBFOgN
vW evr Al nBTxC04t 1aPwyRk6b6pt j Meal v2nqy8t Or | dMVYKsPDj 8aOr FEQ2d/ wg
HDvd6C6LKRBpmAvt r qyDt i nEl / CRaEFH7dZpvUSIBNuh7st 3J1 G8gVFst weolVhirE
zx UONQWBQr ZmXDGTKgqvi s ECAWEAAaNRVESWCWYDVROPBAQDAG GGVA8 GA1UJEWEB
/ wQFMAMBAF 8WHQYDVROOBBYEFQO Tz YQUKQBf N6x6JzCi t 3/ | 0qoHVBAGCSs GAQB
gj ¢ VAQQDAgEANMAOGCSqGS| b3DQEBBQUAA4I BAQAVWWEBeqE2u61 GAKEPhv+t / 1 Vi
xhn7Kr EyWkLkWALsbU2i xsf TeJDCVBpxQ t sj 6BOEy6A05¢c3YNcvWLi NpupGgc7v
91 M 4/ TB6aRLVLi j BPB9/ p2/ 3SJadCe/ YBaOn/ vpnf BPPhxUQVPi BMBf y/ Al +zsh
t 66bcBW D8ZaKaERO0T8Pt / 4GHZAOUnx+UxpcNuRRz 4 CQAr | NXEOULRf Bxpl kkF
pWNj HOr | V55edQOga0/ r 60Cg1/ J9VAHh3gK2/ 3z XJE53N+A0hOwhpGALYgl FLB9ep
ZDi ni7KGsf +P3zk7SsKi 0GB4kqi dHnnB4Xj | kWFnr CMQHAHC1oEy nak VV3Kg24
----- END CERTI FI CATE- - - - -

Certificate has the follow ng attributes:
Fi ngerprint MD5: B33EAD49 87F18924 590616B9 C8880D9D
Fi ngerprint SHAl: FD729A3B B533726F F8450358 A2F7EB27 ECBA1178

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully inported

5. wuods) ywolde IJpeeed.

22> TrustPoint glduolsé IJplbdoy [uwegsleol J DTLS gds 1Jpzod 90ue38,0:

Swi t ch3650( confi g)#crypto pki export TP-self-signed-721943660 pem term nal
% Sel f-signed CA certificate:

----- BEG N CERTI FI CATE- - - - -

M | CKTCCAZKgAwW BAgl BATANBgkghki GOw0BAQUFADAWVBAWL AYDVQQDEY VIT1IM



U2VsZi 1TaWluZW Q2Vydd maVWAhdGUt Nz | xOTQz N YwivB4 XDTE2MDQy Nz Ex NDYw
N oXDTI wivDEWMT AWMVDAWVFOWIVDEU MOWGALUEAXM SUSTLVN bGYt U2l nbmvkLUN
cnRpZm j YXR LTcyMrkOMz Y2MDCBnz ANBgkghki GOWOBAQEFAAOB] QAWg Yk Cg YEA
XxRybTGD526r PYuD2puMIu8ANc Dg@hwunl ERgvI WoLwBovuAu7W Rnezwll DTDr y OH
PXt 1n5CGc @SAQN+9QdvKI 1Z43ZkRWKSE7EGT M aL1287ng4/ Nl r W 4KMBwWDQBJ |
noJ52CABXUoApui i J8Ya4gOYePOTnsZt x PLN+s +wij MCAWEAAaNT MFEWDWYDVROT
AQH BAUWAWEB/ z Af BgNVHSMVEGDAWIBSEOKI APAHBPedw chXL+qUMt1r i TAdBgNV
HQAEFgQUhDI pQDwWBWT3ncl nl Vy/ gl DPt a4kwDQYJKoZI hvc NAQEFBQADY YEAI BNN
WKSS8yBuOHO/ j UV7sy3Y9/ oV7Z9bVWBWFVOQ TQLl Zel vWMIbewozwx2LJvxobCcj
Pi +n99RI HBdBhWw Yl 9GTN2LVI 223 PX12j NLgps+My/ u2gxVim0964Saj s50 Kj Q
69XFf CVot 1NA6z2eEP/ 690L9x0ualDZa+6i | eh0=

----- END CERTI FI CATE- - - - -

p0 lzd U gese LBlb 1Je8s IJos e wdssuol §p woudss IJie, show crypto pki
trustPoints. ¢z )> bolgs [divelss |Js 9226 [Jogde: logwgel [Js pdd 9edbol eJds

B. luwob yvolé 1Jpesd |Js péjo ISE Trust Store.

eJs ISE: luw@d [Js bLs > gboble > Juoble 09899 wol slug) Iyle.

lody IJIo dis luwagsluo 923 Uielss pu IJpzsd. w9, (ltesbs) luve pldosd supass glule
IJiZosh IJedé JJpuolb$é 5led ISE slJedé Jpuobds IUgpsd 9 Syslog. ee lud) 998 buwld.
Jpl 09 p9 o2 Vs 1Uur9,6:

cisco ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

= System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  + Certificates » Logging » Maintenance  Upgrade Backup & Restore  » Admin Access » Settings
o

~ Certificate Management Import a new Certificate into the Certificate Store

* Certificate File Browse...  sw.pem
System Certificates

Trusted Certificates Friendly Name | Switch3650

OCSP Client Profile Trusted For: ;

Certificate Signing Requests P —
Trust for authentication within ISE

Certificate Periodic Check Setti...
Trust for client authentication and Syslog

» Certificate Authority
[C] Trust for authentication of Cisco Services

[7] Validate Certificate Extensions

Description |

[ canc

7. 9p wod9osu RADIUS gJs IJpp9d.

lsolws wdgsy RADIUS gds 1dpged- luwegpde inorder to yuddo IJpdelz v soued pe ISE
Ew DTLS. Iro_):

radi us server | SE22
address ipv4 10.48. 23. 86
key radius/dtls
dtls port 2083



dtls trustpoint client TP-self-signed-721943660
dtls trustpoint server isetp

CEWPd w886 IJwosise IUgluos 1Jpuolb 86 9ldewdss o 9ldpzluveo (AAA) eds polbdoled
Juopsed. ueled pg o3l ldodssy Jpold:

aaa group server radius |ISE
server nane | SE22

radi us-server attribute 6 on-for-login-auth
radi us-server attribute 8 include-in-access-req
radi us-server attribute 25 access-request include

aaa aut hentication dotlx default group |SE
aaa aut horization network default group |SE

8. vd9su IJywslywle gds ISE.

Ip wodssu gwsluwle 1dpuolb$6 9gldewss eJs ISE. wgwps 030 ldgbys eds wuopsed
pubduled s ol.

IJo2dd pu lduogs

JJozdd pu ledluss puols 98 IJpuuegspsu: luvegse Il test aaa g Js | pzsJ:

Swi t ch3650#t est aaa group | SE alice Krakowl23 new code
User successfully authenticated

USER ATTRI BUTES

user nane 0 "alice"
Swi t ch3650#

Szw o s puob s puucese IUyuwlds worle. loedd s gpdsle ISE > RADIUS > Livelog
523 edluosd Jduwed Weolove (168) £Js £30u6 pdud):

cisco Identity Services Engine Home » Context Visibility ~ Qperations » Policy » Administration » Work Centers

*RADIUS | Threat-Centric NAC Live Logs » TACACS  » Troubleshoot » Adaptive Network Control ~ Reports
Click here

Live Logs  Live Sessions
—

Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops © Client Stopped Responding @

0 0 42 0

Refresh  Every 1 minute _']

% Refresh © Reset Repeat Counts 2 Export To =

Time Status Details Repeat ... Identity Endpoint ID

x j Identity Endpoint ID

Jan 25, 2017 07:55:49.801 PM a alice 00:50:56:A5:13:0D



bl |dentity Services Engine

q Steps
Overview P
91055 RADIUS packet is encrypted
Event 5200 Authentication succeeded
11001  Received RADIUS Access-Request
Username alice 11017 RADIUS created a new session
Endpoint Id 11117 Generated a new session ID
15049  Evaluating Policy Group
Endpoint Profile 15008  Evaluating Service Selection Policy
Authentication Policy Default >> Default >> Default 15048  Queried PIP - Normalised Radius.RadiusFlowType (4 times)
15006 Matched Default Rule
Authorization Policy Default >> Basic_Authenticated_Access
15041  Ewvaluating |dentity Policy
Authorization Result PermitAccess 15006 Matched Default Rule
15013  Selected Identity Source - Internal Users
24210  Looking up User in Internal Users IDStore - alice
24212  Found User in Internal Users |DStore
Authentication Details 22037  Authentication Passed
N 15036  Ewvaluating Authorization Policy
Source Timestamp 2017-01-25 18:19:24.672
15048 Queried PIP - DEVICE.IPSEC
Received Timestamp 2017-01-25 18:19:24.673 15048  Queried PIP - Threat.Rapid7 Nexpose-CVSS Base Score
Policy Server |1SE22-1ek 15048  Queried PIP - Network Access.UseCase
15048  Queried PIP - Normalised Radius.RadiusFlowType (2 times)
Event B0 Auhericetion/suooeedad 15048  Queried PIP - Network Access. AuthenticationStatus
Username alice 15004  Matched rule - Basic_Authenticated_Access
15016  Selected Authorization Profile - PermitAccess
User Type User
22080 New accounting session created in Session cache
Authentication Identity Store Internal Users 11002  Retumned RADIUS Access-Accept

seds IJzluw Ulseu po 1Jodrs) w9z Slispd Widgbgle. c2dé eu lu 1Jgbes IJisds B
IJSlis e 0 wubdS) 256 RADIUS.

9uldluolds |Js 3JY. spdod wae Idodlb 1Jze6 s ISE seuldss lo) IIRowl aaa p)6 1e)s.
Jose IUlJedlb. luodd 1Js g pdsle > Iguad il Iigble sl odlzel > bsle IJoubgsue >
bole elpd > o858 TCP. 235 £956 3006 IJuog IUpuw s pd Jdpuob 96 9lud) V98 wae:



cisco ldentity Services Engine Home » Context Visibility ~ Operations » Policy » Administration » Work Centers

» RADIUS  Threat-Centric NAC Live Logs  » TACACS =~ Troubleshoot » Adaptive Network Control  Reports

~ Diagnostic Tools  Download Logs

~ General Tools

TCP Dump

RADIUS Authentication Trouble...
Monitor the packet headers on the network and save to a file (up to 5 Minutes)

Execute Network Device Comm...

Evaluate Configuration Validator Status H Stopped @
Posture Troubleshooting

Host Name [ISE22-1ek =)
EndPoint Debug Network Interface |GigabitEthernet 0 B
TCP Dump Promiscuous Mode ® On O Off
Session Trace Test Cases Filter |

b TrustSec Tools Example: 'ip host helios and not iceburg'

Format |Raw Packet Data l?”

Dump File Last created on Wed Jan 25 18:25:43 CET 2017
File size: 212,627 bytes
Format: Raw Packet Data
Host Name: ISE22-1ek
Network Interface: GigabitEthernet 0
Promiscuous Mode: On

[ Download | [ Delete |

cws luwole IJpol> 96¢ Ioké_). eJs 1sBlV souisd. gud Woz ldoylb 1Jgjed: Sgw i odoo Syl
eJs 0956 26 1der9) pub 9,6 Llgwegsle DTLS:

813 2017-01-25 18:19:20.699601 10,229.20.241 10.48.23.86 DTLSv1.2 188 Client Hello

815 2017-01-25 18:19:20.702006 10.48.23.86 16.229.20.241 DTLSv1.2 1311 Server Hello, Certificate (Fragment), Certificate (.
816 2017-01-25 18:19:20.750480 16.229.26.241 10.48.23.86 DTLSv1.2 278 Certificate (Fragment)

817 2017-01-25 18:19:26.750604 18.229.20.241 10.48.23.86 DTLSv1.2 278 Certificate (Fragment)

818 2017-01-25 18:19:20.755830 10.229.20.241 10.48.23.86 DTLSv1.2 270 Certificate (Reassembled), Client Key Exchange (Fra..
819 2017-01-25 18:19:20.756049 10.229.20.241 10.48.23.86 DTLSv1.2 270 Client Key Exchange (Fragment)

820 2017-01-25 18:19:20.777474 10.229.20.241 10.48.23.86 DTLSv1.2 258 Client Key Exchange (Reassembled), Certificate Veri..
821 2017-901-25 18:19:20.779217 18.229,28.241 10.48.23.86 DTLSv1.2 133 Change Cipher Spec, Encrypted Handshake Message

822 2017-01-25 18:19:20.794575 10.48.23.86 10.229.20.241 DTLSv1.2 133 Change Cipher Spec, Encrypted Handshake Message

823 2017-01-25 18:19:20.830404 10.229.20.241 10.48.23.86 DTLSv1.2 151 Application Data

824 2017-01-25 18:19:20.880231 10.48.23.86 10.229.20.241 DTLSv1.2 279 Application Data

832 2017-01-25 18:19:23.646428 10.229.28.241 10.48.23.86 DTLSv1.2 151 Application Data

833 2017-01-25 18:19:23.693076 10.48.23.86 10.229.20.241 DTLSv1.2 279 Application Data

834 2017-01-25 18:19:24.622672 108.229.208.241 10.48.23.86 DTLSv1.2 151 Application Data

835 2017-01-25 18:19:24.674113 10.48.23.86 10.229.20.241 DTLSv1.2 279 Application Data

IJese #813 - 580 822 o5 gie pu wlIdss louold DTLS. guspl swp IJoWls o 29d IUpuoldzs
cutles sop udd wslule IJobosd. Jleb o £ 1J25e $> sEodd 950983 eds pvosd
IJpcld 0 bbys586 1puol>86 [Jpuwegsps (PAP. EAP-PEAP, EAP-TLS:! |J2). o p wubdes,
pew9sle JJ gjpé:

822 2017-01-25 18:19:20.794575 10.48.23.86 10.229.20.241 DTLSv1.2 133 Change Cipher Spec, Encrypted Handshake Message
823 2017-01-25 18:19:26.830404 18.229.20.241 18.48.23.86 DTLSv1.2 151 Application Data
Frame 823: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)
Ethernet II, Src: Ciscolnc_lc:eB:00 (00:07:4f:1c:e8:00), Dst: Vmware_99:64:0c (00:50:56:99:64:0c)
Internet Protocol Version 4, Src: 18.229.20.241, Dst: 1@.48.23.86
User Datagram Protocel, Src Port: 51598 (51598), Dst Port: 2083 (2083)
Datagram Transport Layer Security
¥ DTLSv1.2 Record Layer: Application Data Protocol: Application Data
Content Type: Application Data (23)
Version: DTLS 1.2 (@xfefd)
Epoch: 1
Sequence Number: 1
Length: 96

Encrypted Application Data: 8d83ddac8b@27b5a5f9e355243b@19155688d2a933¢c9635. ..

avvYvYyw

g el cudd JJ Idoslule JI §QL§be_ngd§ WV9,l. wzs> IdleTimeout IJos wp wdysuol gds
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Jlieb Iy P93 DTLS Il el os 09 2083. pulwds RADIUS Ul e,luoss os 1645.1646 9
1812.1813. wlds pu lu o) 1dgpelssé Jl spue eyJé o9, UDP/2083.

2. Buud oldss leold DTLS.

B IJodrs) IJoduosds o ISE B> os lu puoldps DTLS Buvde:

. Steps
Overview
91030 RADIUS DTLS handshake started
Event 5450 RADIUS DTLS handshake failed
91031 RADIUS DTLS: received client hello message
Username 91032 RADIUS DTLS: sent server hello message
Endpoint Id 91033 RADIUS DTLS: sent server cerlificate
91034 RADIUS DTLS: sent client certificate request
Endpaintierotie 91035 RADIUS DTLS: sent server done message

Authorization Result 91036 RADIUS DTLS: received client certificate

Authentication Details

Source Timestamp 2017-01-25 16:15:36.092

Received Timestamp 2017-01-25 16:15:36.084

Policy Server ISE22-1ek

Event 5450 RADIUS DTLS handshake failed
NAS IPv4 Address 10.229.20.241
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