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ope od9su R3 Clywegsle ZBF Clduwslgwle IJoldss:
- 9w9d zese e ldp)ys po oo ds LAN s gbods WAN

- 9u9J ICMP B ¥b IUss wp 9uog edlpd gdso wldrdsw=4 pu yuwds IUloold 9luwgs IUobl$
(WAN) czlo 1J e Js 1Jppdsé

IJodosu

R1 (IJghe Issuns B 1Jpsde [Jprdss)

Jbuwld IJussluwle Ies auwer wbuld sluvedold Igie 1deesis szw v sdsu Ui, "TAC
CTS Sgt" p9g9ol:

interface LoopbackO

i p address 10.0.1.1 255.255.255.0

!

interface Ethernet0/0

i p address 192.168. 0.1 255.255.255.0

crypto i psec transformset TS esp-aes esp-sha256-hnmac
node tunne
|
crypto ipsec profile profl
set transformset TS
|
crypto gdoi group groupl
identity nunmber 1
server | ocal
rekey authentication nypubkey rsa CGETKEY
rekey transport unicast
sa ipsec 1
profile profl
mat ch address ipv4d CGET-1PV4
replay counter w ndow size 64
tag cts sgt
address ipv4d 192.168.0.1
r edundancy
local priority 100
peer address ipv4 192.168.0.2

router ospf 1
network 10.0.0.0 0.0.255.255 area 0
network 192.168.0.0 0.0.0.255 area 0

ip access-list extended GET-1PV4
permit icnp 10.0.0.0 0.0.255.255 10.0.0.0 0.0. 255. 255

oJdosu R2 ppeled ol

R3 (09 1Jpzeses S 1JS,e 1)

od9su GETvpn 09 udwo JJuwsulisy wr9u gdlele SGT. wpe wdsy 9lzos LAN Cluwesle
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Jubods Iedss (LAN) Clgvegsle 1dsw=3
Ml puwles LU - Sisd zese edlele IU)dsw v wdd Idzie wlogle IUgvwds I ppJsé
(LAN)

crypto gdoi group groupl
identity nunber 1

server address ipv4d 192.168.0.1
server address ipv4 192.168.0.2
|

1
crypto map cmap 10 gdoi

set group groupl

interface Ethernet0/0
i p address 192.168. 0.3 255. 255.255.0
crypto map cmap
|
interface Ethernet0/1
i p address 10.0.3.1 255.255.255.0
cts manual
no propagate sgt
policy static sgt 3 trusted

router ospf 1
network 10.0.0.0 0.0.255.255 area 0
network 192.168.0.0 0.0.0.255 area 0

odysu ZBF gds R3:

WwSOp dw9d zese IJzie pU LAN. o0 o Js Idloold sluwes Idobld (WAN): pusop 9wsd
e ICMP IJos op 9u0¢ edlpd edsol old)gsw=4 WSb:

cl ass-nmap type inspect match-all TAG 4_| C\WP
match security-group source tag 4
match protocol icmp
|
policy-map type inspect FROM LAN
class cl ass-default
pass | og
policy-map type i nspect FROM WAN
class type inspect TAG 4_| CW

pass | og
class cl ass-default
drop | og

|

zone security lan

zone security wan

zone-pair security WAN-LAN source wan destination |an
servi ce-policy type inspect FROM WAN

zone-pair security LAN-WAN source | an destination wan
servi ce-policy type inspect FROM LAN

interface Ethernet0/0

zone-member security wan
1

interface Ethernet0/1
zone-member security lan



R4 Ws wdysy Branch2 ppled ol wlgwowule ZBF 1U3s Jp sop wdysue ould.
oJd9su RS 9 R6

S5&9p R5 9 R6 wppldls Svods LAN 1 ppdss Bs JJI IJB,es0. pold eds odsso R5:

interface Ethernet0/0

i p address 10.0. 3. 10 255. 255.255.0
router ospf 1

network 10.0.0.0 0.0.255.255 area 0

NI XX

I8y osursue 19s) zsovpn

IJoeldd pu 28 p edlole 1Uy8sw £Js £029 lJpepses B IJb,e 1 (R3):

R3#show crypto gdoi feature cts-sgt
Ver si on Feat ure Supported
1.0.8 Yes

lJozdd ppl Bl Jlue gusluwle TEK IJos op s8¢0l |Js g,09 1Jpzpsgs bs 1Jd,e 1 (R3)
oo lhdsy:

R3#show crypto gdoi
GROUP | NFORMATI ON

<...sone output onmted for clarity...>

TEK POLICY for the current KS-Policy ACEs Downl oaded:
Et hernet 0/ 0
| Psec SA:
spi: O0xD100OD58E(3506492814)
transform esp-aes esp-sha256-hnac
sa timng:renaining key lifetine (sec): expired
Anti - Repl ay(Counter Based) : 64
tag method : cts sgt
al g key size: 16 (bytes)
sig key size: 32 (bytes)
encaps: ENCAPS_TUNNEL

| Psec SA:
spi: 0x52B3CA86(1387514502)
transform esp-aes esp-sha256-hnac
sa timng:renmnaining key lifetine (sec): (1537)
Anti - Repl ay(Counter Based) : 64
tag method : cts sgt
al g key size: 16 (bytes)
sig key size: 32 (bytes)
encaps: ENCAPS_TUNNEL

Luwld 2,96 a9, ICMP o5 R6 |Js R5:

R6#ping 10.0.3.10 repeat 10
Type escape sequence to abort.
Sendi ng 10, 100-byte | CMP Echos to 10.0.3.10, timeout is 2 seconds:



Success rate is 100 percent (10/10), round-trip min/avg/max = 1/1/6 ns

U283 pal 15l o R3 589 Lol eled Iadsw wldese e d,s:

R3#show crypto ipsec sa detail

interface: Ethernet0/0
Crypto map tag: cmap, |ocal addr 192.168.0.3

protected vrf: (none)
local ident (addr/mask/prot/port): (10.0.0.0/255.255.0.0/1/0)
renote i dent (addr/mask/prot/port): (10.0.0.0/255.255.0.0/1/0)
G oup: groupl
current _peer 0.0.0.0 port 848

PERM T, flags={}
#pkts encaps: 39, #ipkts encrypt: 39, #pkts digest: 39
#pkts decaps: 39, #pkts decrypt: 39, #pkts verify: 39
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#pkts no sa (send) 0, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: 0O
#pkts invalid identity (recv) O, #pkts invalid len (rcv) O
#pkts replay rollover (send): O, #pkts replay rollover (rcv) O
##tpkts replay failed (rcv): O

#ipkts tagged (send): 39, #pkts untagged (rcv): 39

<...sone output ommited for clarity...>

lJozdd pu e3ble puwess Idoslule J GETVPN gds gu29 1Jpzeses Bs Branch2 (R3):

R3#show crypto gdoi gm dataplane counters

Dat a- pl ane statistics for group groupl:

#pkts encrypt : 53 #pkts decrypt : 53
#pkts tagged (send) : 53 #pkts unt agged (rcv) : 53
#pkts no sa (send) #pkts invalid sa (rcv) 0
#pkts encaps fail (send) #pkts decap fail (rcv) 0
#pkts invalid prot (rcv) #pkts verify fail (rcv) : O

0

0

O O O o

#pkts not tagged (send) #pkts not untagged (rcv)

#pkts internal err (send): O #pkts internal err (rcv)
cove IJouble UIL_}uluu..g Spdu Iy 1Jeiss pu Idovdlosd wluwedsle ouozse IJIgble. eds
wosd IJpeld Bs R3:

R3#debug cts platform 1l2-sgt rx
R3#debug cts platform 1l2-sgt tx

Sew v o9y lJz)e lJos swp luvodoldol w9luwlos R3 pu Iduvods lpeedsé (LAN) sle gdlps
SGT:

01:48:08: cts-12sgt_rx:|2cts-policysgt:[in=Ethernet0/1 src=0100.5e00. 0005 dst=aabbh. cc00. 6800]
Policy SGT Assign [ pak=F1BO0OEQO: f| ag=0x1: psgt=3]

Jol wswpe wpssi IUeie IJpuuvd,s ldos sop bhuwldel o) 1Juwé:

01:49: 28: cts_ether_cnd_handl e_post _encap_f eat ure: pak[ 36BF868] : si ze=106 i n=Et hernet 0/ 1
out =Et hernet 0/ 0 enctype=1 encsi ze=0 sgt_of fset=18 [adj]:idb=Ethernet0/0 is_dot1g=0 |i nktype=7



mac_| engt h=22 sGT=3

Test Sgt Aware ZBF

Jo sEod R3 11 250 ICMP 1Jes @ p 90oe edles gdsol uldydso=4 1l es po Lvwds WAN.
£ buwld zip ICMP 0 R6 | R5:

R6#ping 10.0.3.10 repeat 11

Type escape sequence to abort.

Sending 1, 100-byte |ICMP Echos to 10.0.3.10, tinmeout is 2 seconds:

!

Success rate is 100 percent (1/1), round-trip mn/avg/max = 1/1/6 ns

Swdds R3 2jp0 ESP 3le gdlple wpss) 989 wuvds ol. wgd 3JY pwsdwd ZBF 2,6
IJes9):

*Mar 17 12:45:28.039: %W 6- PASS_PKT: (target:cl ass)-(WAN-LAN:TAG_4_ICMP) Passing i cmp pkt
10.0.4.10:0 => 10.0.3.10:0 with ip ident 57

Jol Juedre grsbé Iduwsluws 1Jeshble ubhdle 1Jze IJos wp uodol:

R3#show policy-firewall stats all

d obal Stats
Session creations since subsystemstartup or last reset 0O
Current session counts (estab/half-open/term nating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate O
Maxever session creation rate O
Last hal f-open session total 0O

policy exists on zp WAN- LAN
Zone- pai r: WAN- LAN

Servi ce-policy inspect : FROM WAN

Cl ass-map: TAG 4 I CWP (nmatch-all)
Match: security-group source tag 4
Match: protocol icmp

Pass
18 packets, 1440 bytes

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Dr op
3 packets, 72 bhytes

policy exists on zp LAN-WAN
Zone- pair: LAN-WAN

Servi ce-policy inspect : FROM LAN

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Pass
18 packets, 1440 bytes

gw> pelads luwosle wuulpz Telnet oo RE |Js RS - pusope luwdl o3l 1do,ulez po 9od R3
Jlve &) puwpdz wenulee Telnet:



*Mar 17 12:49:30.475: %W 6- DROP_PKT: Dropping tcp session 10.0.4.10:37500 10.0.3.10:23 on zone-
pair WAN-LAN class class-default due to DROP action found in policy-map With ip ident 36123
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