od9so FIEXVPN Ol uessle odle ISE

lJpzwsslo
| 9300

lpcbdole | lwl_w,sé

Ipobdole

lowod ol I izble o] _oJlzol
wsolse lse
lJp 95,00

S o3l Idpwows Jsss wdysy FIEXVPN Cluwesle peyd @3ple 1Jegss (ISE) o Cisco
Josssu ldodssole JJlgle vuvdd ssulpsds.

lJeobdole IUIwljusé

lJeobdolo

9,08 Cisco Ll odyy Jrsd p&)906 Lldpslose IJoldss:
c wdysu pyd @dple 1Jogss pu Cisco (ISE)

. ,9999J9J RADIUS
o Jubods 1JglLos 1J1blo,ss 1,06 (FlexVPN)

lJpdovlo Idpuuwespd

Suvowd 03l ldpuwouws IJs luosble Ido)lez sldedule [Jplbsé Idoldss:

+ Cisco CSR1000V (VXE) - IJle>l, 17.03.04a
 Cisco ldentity Services Engine (ISE) - 3.1

e logule IJrogng,olo 1J9ly>6 WS 03l IJpuwews pu I.Jiaojé 1J 09296 WS wSiS6 pgpdso gluoo.
wlo zese 1Ulzojs IUpuwegsesd Vs o3l ldpuwowus vodysu ppuwse (IVe,luos). BBl dloe



Juodod §es IJouvgsd: Bulds po Bopd JJolos) Ipewed Jis o).
lJodysu

owe IJegbslbs Jduiwds

spJdu lu ©@9p FlexVPN Lloile louold oldigndld seguosue odssole pesus wose s
IJlouoldle 92,98 039, Idoslule. lgwoobl s Idpgbb. ssoe 03l dsdsé wdlpd FIexVPN pg
ISE zos: gus louold Jdps el Oldpszo: sop wessu pedele puos) IJudd segpee DHCP 908 8l
JJpzeses 19 1J8,g 1Uss suwps lse Ipozae. luo suwese IJestswe Jpurbds 1JB,9e: &o
ISE pg RADIUS J¢lsp wg9sd 9pelumvws.

B ) o o

FlexVPN Hub

192.168.0.0/24 . o
S q hm Internet
5

GigabitEthernet2
192.168.0.10 GigabitEthernetl

182.165.10.10

I' q BLUE_GROUP
GigabitEthernstl
192.168.18,38
FlexVPN ¢ 50z ISE
IJglbgs 1! cdosu Ideyje
I Op wodasy atuspainJogiso solds IJe9zoe. swp luvegsle Iduboble Jeusol> 86 1JW 9.

crypto pki trustpoint FlexVPNCA
enrollment url http://10.10.10.10:80

subject-name cn=FlexvpnServer, o=Cisco, OU=IT_GROUP
revocation-check cril

. wJ9sy certificatemap. |JEH o pu certificaemap |Jp9z0 09 &) 9pble§o I voble luwaubl |Js
lJpeedoplo 1Jpessé. O 2lJé 1o 1dpe9zo Jsso Juoble pogrss powws.

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

z- wJd9osu araDIUS severdJwg9sd Sldpeluwed geds |Jgolj:


http://150.19.30.200:80

aaa new-model

!

aaa authorization network FLEX group ISE

aaa accounting network FLEX start-stop group ISE

3. 9p VQE’)@QQ RADIUS server group Ui,O_) wluwegsle gusly IP 1UElLe wo _9roQ|x_§5 lJloold
Sldpclz Idpuive,d 99lz06 IUpuos) J2yJds 09, RADIUS.

radius server ISE25
address ipv4 192.168.0.5 auth-port 1645 acct-port 1646
key ciscol234

aaa group server radius ISE
server name ISE25
ip radius source-interface g2

o-. 9p v IJ9SU loopback interfaces. Swp luwwgdle 030 loopback interfaces |[J9 o Jo Jloold puo>)
JJu8 9s0p wessuol dsulesdsl 9981 JJpresesd Idpounds.

interface Loopbackl00

description RED TUNNEL SOURCE

ip address 10.100.100.1 255.255.255.255
|

interface Loopback200

description BLUE TUNNEL SOURCE

ip address 10.200.200.1 255.255.255.255

9. 8p wO&)HSY IPlocal pool JIJ pge9esd.

ip local pool RED_POOL 172.16.10.10 172.16.10.254
ip local pool BLUE_POOL 172.16.0.10 172.16.0.254

J-wdssu EIGRP sldledlu v uvodle JJ prpeses.

router eigrp Flexvpn

address-family ipv4 unicast autonomous-system 10
topology base

exit-af-topology

network 10.100.100.0 0.0.0.255

network 10.10.1.0 0.0.0.255

network 10.200.200.0 0.0.0.255

network 10.10.2.0 0.0.0.255



network 172.16.0.0

pdlzbos: &g p FIexVPN o 90939l [Joszso ldssolpsdss ped OSPF 9 EIGRP g
BGP g, 100l Lvods VPN. B o3l 1UsJsd: sep luwegsle EIGRP.

2 8p wodosy cryptoikev2 namemangler. Sop luwogsle IKEv2 name mangler [ Jlo) Jluwegluo luwe
lJpuwogse Jogs o IKEV2. 908 030 1JzlJs: swp wdgsuel Jluwegsle pedgple Organization-
Unit oo Iduioble 1Je9z96 eds 1J9,98 Jluwpe puwedse JJogssd.

crypto ikev2 name-mangler NM
dn organization-unit

b. 3p wodssy IKEV2profile. oo e IJlgulyo |Js certificate map. AAA server groupg name mangler. S pJd
ogHsS IKEV2.



Swpe wdysu IJpuob 96 1Jpeedss 9ldpeuolb 96 o wed eds IJugy RsA-sIGIJolds Ws o3l
IJuvsolisy [Jpeos.

sew louble 2uwle puwegdp peds edis RADIUSsaver | wlw Iuwe puwctse Soblud pe
IS poorganization-unitCisco12349JJ 06 1J 09 (Jpel 09 pea> Os IJodgsy bulo).

crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication remote rsa-sig

authentication Tocal rsa-sig

pki trustpoint FlexVPNCA

dpd 10 2 periodic

aaa authorization group cert Tist FLEX name-mangler NM password Ciscol234
aaa accounting cert FLEX

virtual-template 1 mode auto

S- 9p wwJ9SulPsec profileg o)z & IKEV2 profile.

crypto ipsec profile IPSEC_F1exPROFILE
set ikev2-profile Flex_PROFILE

J. luuble virtua-template. Swp |gwogslpo Jluble virtua-accessinterface 91w llo 1Psec profile |U3s wp
logildo.

Swow I virtual-template o8 ol oo g0l Lol 1o 03l Y90 swe o IJ RADIUS server.,

interface Virtual-Template2 type tunnel

no ip address

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel protection ipsec profile IPSEC_F1exPROFILE

Ip wodysu leusuloopbacksdpgldle o Js slgdss.

interface Loopbackl010

ip address 10.10.1.10 255.255.255.255
!

interface Loopback1020

ip address 10.10.2.10 255.255.255.255



lJglogs 2: 1Jodysy 1Uds wp ldupye wo

i. wdysutruspointd o sy gvoldé lJesgoe 1Uds we lJozye guo.

crypto pki trustpoint FlexVPNSpoke

enrollment url http://10.10.10.10:80
subject-name cn=FlexVPNSpoke, o=Cisco, OU=RED_GROUP
revocation-check crl

. wdgsyucertificae map. |JEH o pu certificae map |Jp9go 09 Q&JL__SL_"D 9pbloge Iduvoble lgwoubl |Js
lJped9ple 1Jpers6. BOs zldo 1o 1Jpsze Jsse Juoble pogsss piwws.

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

C. doso Uods IJopesd IUpzdss J AAA.

Sop lavosle oy Guods ©B9suo [Upuol§6 Slde s o slUpzluvws (AAA) Josdss o
bdolo 1Uguosd IJpoed8d wdplo IUguwds. 9swsopeu 1ozl pel B Il dss Idpuwegde
o JJ9ued IJs 1Ugsped ldplbdsvsd wes IJouossé.

aaa new-model
aaa authorization network FLEX local

3. 8p wod9SUIKE2 profile. ww e [Jlulyo [Js certificatemap wg9sd IJpuol>§6 9lded9s o
9ldpzluveo (AAA) Idpzds WO IKEV2 profile.

Swp wdsu ldpuol> 86 1Jpedsd 9ldegsss gJs 05is6 RSA-SIG.

crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication Tocal rsa-sig

authentication remote rsa-sig

pki trustpoint FlexVPNSpoke

dpd 10 2 on-demand

aaa authorization group cert Tist FLEX default

o-. 9p v d9sulPsec profileg oz € IKEV2 profile.


http://150.19.30.200:80

crypto ipsec profile IPSEC_F1exPROFILE
set ikev2-profile Flex_PROFILE

9. 8p wodysutunnd interface. & p & IJ9 Sy tunnel interface JoJ 9 gudlu IP JJudd pu 1o, luwoubl
lJs volisg Idegssd.

interface TunnelO

ip address negotiated

tunnel source GigabitEthernetl

tunnel destination 192.168.10.10

tunnel protection ipsec profile IPSEC_F1exPROFILE

J-9p wudssu EIGRP. gldledlu gu IduvoJé 1dpedséd JJIJle tunnd interface.

router eigrp 10
network 10.20.1.0 0.0.0.255
network 172.16.0.0

w9y aloopbackdpglIdlé Lo ds S1EJsé.

interface Loopback2010
ip address 10.20.1.10 255.255.255.255

lIJglb9es 3: wdosy ISE

IJglb9o 3.1: luuble puwwgspsu 9pzpesele 9luolds zoly oo

i. Ip vowesd 1U>gad IUs ¢bp ISE 9lue9d |Js Administration > Network Resour ces > Network Devices.



# Cisco ISE

Dashboard Administration

Recent Pages
Natwork Rasources puGrid Services

Feed Service

Device Portal Managomant Threat Centric NAC

Identity Management

I2036 Uuwds w9l 1JIsLyé

v lug) Add Jodosu p9je FIexVPN Jg o sd AAA.

Network Devices

Selected 0 Total 1

L, Import Ty Export Delete flax

O Mame IP/Mask Profile Name Location Type Description

| FlexVPN_Hub & Cisco (D) Al Locations All Device Types

luol96 p9z0 FlexVPN Jg psJ AAA

c. bgd luup zols 1w Js 9286 gwdly IP & p RADIUS Authentication Settings 235 ¢lué 1JIg o)) 9l o
JJpo 1Jp,y9) Iduw)yso IJpuive)Jo shared Secret. Sz o w9y 05 udwol IJos wp luwegsleol gus
louble pzeogs ¢l RADIUS gJs Jogé 9 0J FlexVPN. 1o, .save

Newwork Devices List FlexVPMN_Hub

Network Devices

Name FlexVPN_Hub

Description

IP Address “IP: I 32 8% D

eudlu IP Jgolj Idbw s



~ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret Show

[] Use Second Shared Secret (7)

networkDevices.secondSharedSecrat Show

CoA Port 1700 Set To Default

lJedele Idpuie,d Jezols IUuvwds

J. |QQL§J Ud Administration > I dentity Management > | dentities.

X Cisco ISE

Dashboard

Operations Policy Administration

Recant Pages
Network Resources pxGrid Services

Feed Service

Thraat Cantric NAC

Device Portal Management

Identity Managemant

Ide

U6 - o 1L - pg,le 1JIs],6
o-. lugAadddluile puwedspe 238> Vs Blese Iduslule 1Jpedss JJEbe.

i)'a.JUsername_g Login Password. |wpe [Jpuweése 09 o w IUlwe 1U3s wewys edse Idgvoble gds
G50 1Jeduwwo-1dspss Vs Iduwolss gsee o wdys Jdes pr9) cuwesd 1d>g9d os udwol
lJos op wpassol Vs pdud wg s IKev2.

|QL§J.SaV€



Network Access Users

Selected 0 Total 2 L <'::'_f
<* Change Status Impaort T, Export ] Delete Group
Status Username Description First Name Last Name Email Address User ldentity G... Admin
] Enabled § BLUE_GROUP
[_' Enabled RED_GROUP

UL - &g s 1dbLs - peydle 11516

~ Network Access User

* Username RED_GROUA

Status Enabled

Email

~ Passwords

Password Type: Internal Users ~w

Password Re-Enter Password
* Login Password ===+ I} | Generate Password ’.
Enable Password | Generate Password

we lugble IJpzeses cuduw $spd 1926 IJoubsess
lJg 96 3.2: ©d9ysu pzesed IJuoz

I loo®d 1Js Policy > Policy Sets.

X Cisco ISE Q, Wi ge are you looking for?
Dashboard Policy
Recent Pages
Paolicy Sets Profiling

Posture Client Provisioning

Policy Elements




reesele Iduwsluvle

w. 22 wog IJogasd IUIde,luos wlJods 998 1duwoe 1Jpszss eds IUzluw Ilseo pu
I il ué:

Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
] Dafault Default policy set Defaull Network Access & 23 {c}} >

oy Idueg IV, lsos

z- lod) W99 wope IJBlisps IUpuuwsds 1Jezl9)Authentication Policy o pd$30. &p 108y 999 Ui@&goé
add (+) Jl_olw9o §lgss gasoe.

Authentication Policy (2)
D Status  Rule Name Conditions Use Hits  Actions

luolds vog IJpuol> 96

5. bed luwe 1J81E58 9235 pjadd (Hope €095 IJUb9b.
“ Authentication Policy (2)

Status Rule Name Conditions Use Hits Actions

Internal Users

D ' Options {ﬁ}

logile gusluws puol> 96

o-. lu) pwe vuo pz Iduvele 9lu 8, ég&NASIP—AddressUi@&ggé. sedo ldgosly (192.168.0.10)
ou FlexVPN Lo,6.



Conditions Studio

Library Editor

Radius:NAS-IP-Address

FEERFERFER

ale

tlolels] o

Equals V

Catalyst_Switch_Local_Web_Aut Set to 'ls not Duplicate m
hentication )

EAP-MSCHAPV2 NEW AND OR
Authenticate FlexVPN Hub

v Authentication Policy (3)

Status Rule Mame Conditions Use Hits  Actions

Internal Users

(] FlaxVPN Q  RadiusNAS-IP-Address EQUALS 12 {é}
> Options

woz IJewol§6
IJglogs 3.3: wdysu wog IJwgssd

L 1od) 898 ywop IJBlises 1JpuuwsJs | pzlo,Authorization PolicyJ o p3830. & 1o, 898 1Uls 8906
add (+) Jl_ol96 $§lgss zos30.

I o Muthorization Policy (13) I
Results
D Status  Rule Name Condithens Profiles Securlty Groups Hits  Actions
Q

louble oz wgssd zas>

w. add (+) bgd luwe 1J8less 9235 1JIs 8906 wew £095 IJuingb.

w Authorization Policy (3)

Results

Status  Rule Name Conditions Profiles Security Groups Hits  Actions

® EEE D Select from list Select from list {é{v
louble 8lgsd zos36

o) pove uue e Iduwele 9luy,) W9 §subjectl I s §90,6. 2> Network Access - UserName |Jw 06.



Library

Search by Name

#[=[o]a]e|a|elrl=2]2[o|2]0]¢]]

i [5] BYOD_is_Registered

. q Catalyst_Switch_Local_Web_Aut _
= hentication ;

i [F] Compliance_Unknown_Devices

-

i [5] Compliant_Devices

i [] EAP-MSCHAPv2

o [E] EAP-TLS

Editor

I Network Access-UserName |

Select attribute for condition

x

(e[=[cfaTeTe]=[r[=]c[s[c el -] @

o228 19uesd 1Us 1Juve Js - lgue IJpuwase

5. gas>Contansd p g Je &p luoWd §506 1 pduwé-lsess JJuoblw.

Conditions Studio

Library

Search by Name

o[zjo[a[o]slelp|z|a|8|c]2]e]u ]

% [5] BYOD_is_Registered

e Catalyst_Switch_Local_Web_Aut
hentication

lool B8 Ime pzeses

Dictionary Attribute ID Info
Al Dictionaries ™ Attribute w
- WELWUIR ALLESS AL-UDE - UNa - wanan
1 Network Access AD-User-Join-Paint ®
l Metwork Access UserMame
1 PassivelD PassivelD_Username
i Radius User-Name 1 @
Editor
Network Access-UserName
B 8 m RED_GROUP m

Set to 'Is not'

NEW AND  OR

0-. Bs glogs IJososle: lud) edsadd (+)i§é906 9l¢ e, CreateaNew Authorization Profile.

v Authorization Policy (3)

Results
(¥) Status Rule Name Conditions Profiles Security Groups
Q) Search
e RED=-GROUP 1 Network Access UserName CONTAINS RED_GROUP Belect from list D Select from list
Profiles

luolds pJd wgHsd wEgsd s>

9. bgJd lJog osdName.

&
1

Hits

122

Actions




Authorization Profile

Mo
ame l FlexVPN_RED| I

Description

* Access Type
ACCESS_ACCEPT hd

MNetwork Device Profile 3 Cisco e 3

Service Template L

Track Movement

Agentless Posture L

Passive Identity Tracking ||

owesd pdBd wg s IJogssd

J-luewd U6 Adva;nced Attributes Settings. w &5 3JJ. 23> cisco-av-pairl dwpd o0 [JB8lispeé 1dpouwsJs eds
IJzlow IJlsuw): 9luowd [duwes IJos wp wessuwol |Us FIexVPN Talke we 1Jpezp9es.

oouuopu ldusele IJos gvswp wgssuol Joil Idpeld:

* oeSssuU dlzod IUlpwezle Jpuoo).
c o ldpeeses Idos weuod puol I ,9g eds suslu IP.

Jpl sdjp w99, route accept any |Jw ol route set interface JiQo w90 odo lduwpele Jlsop ldledlo g0
IJeszole wubdd worzse s IUgshbe IJ)ess.

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=ip unnumbered Toopbackl00
cisco-av-pair ipsec:addr-pool=RED_POOL

cisco-av-pair ipsec:route-accept=any

cisco-av-pair ipsec:route-set=interface



~ Advanced Attributes Settings

**  Cisco:cisco-av-pair w iptinterface-config=ip unnumbr v ==
S Cisco:cisco-av-pair v 7 ipseciaddr-pool=RED_POOL ~ ==
i Cisco:cisco-av-pair ~ 7 ipseciroute-accept=any v
i Cisco:cisco-av-pair ~ 7 ipseciroute-set=interface v o= 4

~ Attributes Details

lesble 1Jguolisuo 1Jpw 806



pdlebs: wldogues Jesluole Iduwele (IMluwe swule 1Uzeds 9lds o sldpeld el
IJs 3dY)c syes polzed sdsd odsu uwpele FlexVPN RADIUS:

sJsd odasy FlexVPN g Internet Key Exchange Il o>l 2. Cisco 10S XE Gibraltar.
I Jl_ool, 16.12.x

2. Op wOUESSUY authorization profile OS & 09> lJu9osSle.

Autharization Palicy (11)

L1 Network AccessUserName CONTAINS RED_GROL FlexWPN_RED Select from list o)

l9Jl - 18, Save.


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html

IJozdd pu lduogsd

o Tuwegsp IUle, showip interfacebrief Jpolzes [Jodd oldBlde 1JBblo,s 9216 1Us osd IUblo.s.

eds IJuo_gé‘ §9JL§5 lJslJde [Jblo,s gldé up/down gos glbsé: 9suyiis lJsuesd Idblo,s JIJ
Talk |Uss lousl logaldl wldesge 9swss gldé up/up.

<#root>

FTexVPN_HUB#show ip interface brief
Interface IP-Address
GigabitEthernetl 192.168.10.10
GigabitEthernet2 192.168.0.10
Loopback100 10.100.100.1
Loopback200 10.200.200.1
Loopback1010 10.10.1.10
Loopback1020 10.10.2.1

Vi rtual - Accessl 10. 100. 100. 1
Vi rtual - Tenpl at e2 unassi gned

OK?
YES
YES
YES
YES
YES
YES

YES

YES

Method
NVRAM

manual
manual
manual
manual
manual

unset

unset

Status
up
up
up
up
up
up

up

Protocol
up
up
up
up
up
up

up

dow

eds Id Talki lywodee SLo IJod guslo po IJogpe sesu IUs [Upzeses 9swas Up/up 9 o¢.

<#root>

FTexVPN_RED_SPOKE#show ip interface brief
Interface IP-Address
GigabitEthernetl 192.168.10.20
Loopback? 10.20.1.10
Tunnel 0 172.16. 10. 107

o lguegspe 1Jle,.show interfaces virtual-access

configuration

OK?

Method
YES NVRAM

YES manual

YES

manual

Status

up
up

up

FTexVPN_HUB#show interfaces virtual-access 1 configuration
Virtual-Accessl is in use, but purpose is unknown

Derived configuration : 232 bytes
I

interface Virtual-Accessl

ip unnumbered Loopbackl00

tunnel source GigabitEthernetl
tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile IPSEC_F1exPROFILE

Protocol
up
up

up



no tunnel protection ipsec initiate
end

« lguwegspe 1dley show aryptosession Joldss lousle IJlouold IUles wso 1dpszolw.

F1exVPN_HUB#show crypto session
Crypto session current status
Interface: Virtual-Accessl
Profile: Flex_PROFILE
Session status: UP-ACTIVE
Peer: 192.168.10.20 port 500
Session ID: 306
IKEv2 SA: local 192.168.10.10/500 remote 192.168.10.20/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

o luwegspe IUle,showip eigp neghbors Joldss luuile wzly, EIGRP pg 1Je98e 1JTE).

FTexVPN_HUB#show ip eigrp neighbors
EIGRP-IPv4 VR(Flexvpn) Address-Family Neighbors for AS(10)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 172.16.10.107 Vil 10 00:14:00 8 1494 0 31

o lgwegse IdlasowiproteJozdd pu o Idpuuble @3 sds e s 1gsbe.
e ldog,d eds Ipuwly J 10.20.1.10. g5lz06 Ilwe,zle eds IUpIde, gu)y EIGRP
p0 wd Ipsie 9s5pJdu 1Usuesd lJso pu eI IUsuesd IUblo,s

<{froot>

FTexVPN_HUB#show ip route
<<<<< Output Ommitted >>>>>

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 1is subnetted, 5 subnets

C 10.10.1.10 1is directly connected, Loopbackl010
C 10.10.2.10 1is directly connected, Loopbackl1020
D 10.20. 1. 10 [ 90/ 79360000] via 172.16.10.107, 00:24:42, Virtual-Accessl
C 10.100.100.1 1is directly connected, Loopbackl00
C 10.200.200.1 1is directly connected, Loopback200
172.16.0.0/32 is subnetted, 1 subnets
S 172.16.10.107 1is directly connected, Virtual-Accessl

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.0.0/24 1is directly connected, GigabitEthernet2



L 192.168.0.10/32 is directly connected, GigabitEthernet2
C 192.168.10.0/24 is directly connected, GigabitEthernetl
L 192.168.10.10/32 is directly connected, GigabitEthernetl

c opldogyo eds Idpuwble 10.10.1.10 9 10.10.2.10 pu ¢JIJ EIGRP 95,090 19 09d IS0l
eu eJdld puos, IP 1Jgle o RED_GROUP (10.100.100.1). 9spdu Id9o9d IJsol guy
TunnelO.

<#root>

FT1exVPN_RED_SPOKE#sh ip route
<<<<< Output Ommitted >>>>>

Gateway of Tast resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 is subnetted, 5 subnets
D 10.10.1.10 [90/26880032] via 10.100.100.1, 00:00: 00
D 10. 10. 2. 10 [90/26880032] via 10.100.100.1, 00:00: 00
C 10.20.1.10 1is directly connected, Loopback2
S 10.100.100.1 is directly connected, TunnelO
D 10. 200. 200. 1 [ 90/ 26880032] via 10.100.100.1, 00:00:00

172.16.0.0/32 is subnetted, 1 subnets

C 172.16.10.107 1is directly connected, TunnelO
192.168.0.0/24 1is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/24 is directly connected, GigabitEthernetl

L 192.168.10.20/32 is directly connected, GigabitEthernetl

lpwod ol IJIgble 9]l odlzol

S99, o3l IUSuwe pedople spdod luveislpeol Jlgwed il Tgble 03l 1Juse pu lJouis,
luodlzol. luwegse o030 lUIgle, Joozse leble gpdssé wly o IJudS:

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 internal
debug crypto ikev2 packet



debug crypto ipsec

debug crypto ipsec error
debug crypto ipsec message
debug crypto ipsec states

SpJdu lu susles wuoese lgble AAA 9 RADIUS B Iuweduild Tgble Ig e pls 1JW)9¢ sluodlzol.

debug aaa authentication
debug aaa authorization
debug aaa protocol radius
debug radius authentication

Working Scenario

oo odo ldywedle gpdso IJogasd glelds lUpedplo..

<#root>

RADIUS(000001A7): Received from id 1645/106
AAA/BIND(000001A8): Bind i/f

AAA/AUTHOR (Ox1A8): Pick method Tist 'FLEX'
RADIUS/ENCODE (000001A8) :0rig. component type = VPN IPSEC

RADI US( 000001A8) : Config NAS | P: 192.168.0.10

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS(000001A8): Config NAS IPv6:

RADIUS/ENCODE (000001A8): acct_session_id: 4414

RADIUS(000001A8): sending

RADIUS(000001A8): Send Access-Request to 192.168.0.5:1645 id 1645/107, len 138
RADIUS: authenticator 7A B5 97 50 F2 6E FO 09 - 3D BO 54 B4 1A DB BA BA

RADI US: User - Nanme




User - Passwor d

Calling-Station-1d [31] 14 "192.168.10.20"

Vendor, Cisco

Ci sco AVpair 57 "audit-session-id=L2L496130A2ZP2L496130A21Z| 1F401F4ZML34"

Servi ce- Type Cut bound

NAS- | P- Addr ess 192.168.0.10

RADI US( 000001A8) : Sending a | Pv4 Radi us Packet




RADIUS(000001A8): Started 5 sec timeout

RADI US: Received fromid 1645/107 192. 168. 0. 5: 1645, Access-Accept, |en 248

authenticator BE F4 FC FF 7C 41 97 A7 - 3F 02 A7 A3 Al 96 91 38
User-Name [1] 11 "RED_GROUP"
Class [25] 69
43 41 43 53 3A 4C 32 4C 34 39 36 31 33 30 41 32 [CACS:L2L496130A2]
5A 50 32 4C 34 39 36 31 33 30 41 32 31 5A 49 31 [ZP2L496130A217I1]
46 34 30 31 46 34 S5A 4D 31 33 34 3A 49 53 45 42 [F401F4ZM134:ISEB]
75 72 67 6F 73 2F 35 33 34 36 34 30 33 32 39 2F [urgos/534640329/]
32 39 31 [ 291]

Ci sco AVpair [1] 47 "ip:interface-config=ip unnunbered | oopbackl100"

Vendor, Cisco

Ci sco AVpair [1] 26 "ipsec: addr- pool =RED_POOL"




RADI US: Vendor, Ci sco

RADI US: Ci sco AVpair [1] 27 "ipsec:route-set=interface"

RADI US: Vendor, Ci sco

RADI US: Ci sco AVpair [1] 24 "ipsec:route-accept=any”

RADIUS (000001A8): Received from id 1645/107

4LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to down
6SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001A9): Bind 1i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

6SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001AA): Bind 1i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

6SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console

%41 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual - Accessl, changed state to up

AAA/BIND(000001AB): Bind 1i/f

RADIUS/ENCODE (000001AB) :Orig. component type = VPN IPSEC
RADIUS(000001AB): Config NAS IP: 192.168.0.10

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS(000001AB) : Config NAS IPv6:

RADIUS(000001AB): Sending a IPv4 Radius Packet
RADIUS(000001AB): Started 5 sec timeout




RADIUS: Received from id 1646/23 192.168.0.5:1646, Accounting-response, len 20

OBDUAL- 5- NBRCHANGE: EI GRP-1Pv4 10: Nei ghbor 172.16.10.109 (Virtual - Accessl) is up: new adjacency
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