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Router A Router B

- ——— GigabitEthernetl .

GigabitEthernsetl
192 168.0.10 192.165.0.20

site_to_site_diagram
lJgloes 1: wdysu IJpseo A

I 0228 pdez Sumsluws IKEV2.

. Bp wodIsy edds pWlose 9lbed Preshaedkey pJ 96 pblose Sop luvaésleol Jeuols 96

g luywle IKEv2 profile 9 g SSW keyring.

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

!

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.20

pre-shared-key local ciscol23
pre-shared-key remote ciscol23

!

crypto ikev2 profile FLEXVPN_PROFILE
match identity remote address 192.168.0.20
authentication remote pre-share
authentication local pre-share
keyring Tocal FLEXVPN_KEYRING
Tifetime 86400

dpd 10 2 on-demand
|
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5. lugble Transport set 9o 559 1o v ds) 989bipsle IJogjise Idpuwedsres Jzelss Idoslule.

o-. luuule 1Psecprofile.

!

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

|

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM



set ikev2-profile FLEXVPN_PROFILE
!

9. 9p wodssu 9lgos IJudé.

|

interface TunnelO

ip address 10.1.120.10 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 192.168.0.20

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.10 255.255.255.0
!

5 Sp wodsso osese Ibssulesds Jledlo e0 9lzos IJuds. wes 3 sedu lo sedo gv
Jobedle is 1Jos sew o cp) gvn Idods.

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255

lJglo9é 2: od9ysu IJp9go B

I 0238 pBuz Suwsluws IKEV2.
w. Bp wodISy a keyring 9l>¢J PresharedKey @ Swp luwogsleo Jpuolb§6 1IJub.s,.

z- louwle IKEv2 profile 9w g S S W keyring.

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

I

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

I

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.10
pre-shared-key local ciscol23
pre-shared-key remote ciscol23

!

crypto ikev2 profile FLEXVPN_PROFILE



match identity remote address 192.168.0.10
authentication remote pre-share
authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

Tifetime 86400

dpd 10 2 on-demand
!

>. lugble Transport set 9o g5 59 1o v ds) 989bipsle IJogise Idpuwegses Jzelss [doslule.

o. luble IPsecprofile 9o g S SU pJd wg s IKEV2 9020980 wz9sd wp luubliol puwedl.

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

9- 8p wwd9sy Tunnd interface.

|
interface Tunnel0

ip address 10.1.120.20 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

3 e wodssu lJoseso Ibsulpsds Jledlu g0 slzos 1JuBdd. v 3Jde spdu o sedo g
IJovodle 1dIRs Idos see o wes gon 1dodd.

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255

IJozdd pu lduozs

* luwogsp Il show ip interface brief Jo,lze6 2lJs slzos IJudd slezdd pu lu IJodé



WO gldo up/up.

<{froot>
RouterB#

show ip interface brief

Interface IP-Address 0K? Method Status Protocol
GigabitEthernetl 192.168.0.20 YES  NVRAM up up
TunnelO 10.1.120.11 YES manual
up

up

1. luwegsp 1Jie, show crypto ikev2 sa Joldss louvle IJlouold IJlew wso IJeszolw.

<tfroot>

RouterB#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
2 192.168.0.20/500 192.168.0.10/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK

Lifel/ Active Tine: 86400/ 3139 sec

IPv6 Crypto IKEv2 SA

« lgwegspe 1Jie, show crypto ipSec Joldss wuvds) 9é o9y IJuslole 90,900 £,
IJoG g0 brsd 1Jezdd pu sshs esblo gedsle IJogopso 98be 1Ulouold.

<{froot>
RouterB#

show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, Tocal addr 192.168.0.20



protected vrf: (none)
local 1ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)
current_peer 192.168.0.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 669, #pkts encrypt: 669, #pkts digest: 669

#pkts decaps: 668, #pkts decrypt: 668, #pkts verify: 668

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.20, remote crypto endpt.: 192.168.0.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x93DCB8AE(2480715950)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox89Cl41EB(2311143915)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5578, flow_id: CSR:3578, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607913/520)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: Ox93DCBSAE( 2480715950)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5577, flow_id: CSR:3577, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607991/3137)



IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

outbound ah sas:

outbound pcp sas:

* luweese 11, show ip eigrp neighbors Joldss logile wely) EIGRP og 1Jesde 1J1E).

RouterB#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 10.1.120.10 TuO 13 00:51:26 3 1470 0 2

FlexVPN o 9usé Hub-and-Talk

WIS peblb hub-and-talk: oo od p9zole pwgsss poddped wpsze prds pydjs. 03l IJodysy
eolds Jduvsubsole 1dos wouod Wsol IJgsle 1J8)e.86 Iuwlwl Lldpsze. Bs Livwds
FlexVPN: spdyu wdysy Uiggél,j lJsulpsdss Joguwsy JBles IUlouold. s9bod 1Jpgse
o9eso IKEVZ Jugise Idpuvble lJs [Jesgole 1Upzdsé: ppl suopu louold gvduw. 99pl wop
IJlublé IJse B Ipebb. suine IJodssu logald VPN so Hub g Talk 9dsd sop odssu
IJpsse Jlousle louold ssulpsds pe zwole pogsss. Jol lue $bs) eds luolbs 1Jeiss pu
lJwo)9¢e.



Spoke A

GigabitEthernstl

192 .168.8. 26
Hub
- -T-.
@igabitEthernstl
192.163.0.10 ) _
Spoke B
GigabitEthernsetl

192.168.8.3@

lLuwe lJogbsbs J Hub_and_TALK_Diagram
IJg 96 1: o Joso 1Jpe9se

I 0228 pdez Suwsluws IKEV2.

w. 8p wodosy a keyring 91> J Presharedkey @ S p luuwgsleo Jpuold§6 1 9¢.

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|
crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

C. §p wopdsu gxple AAA eJs pozo lJuoyo: &p 23> Blisps wwvysuo 1w do
lJpewpléFexauthldos wess lduvsluwle po wdsso IJzols IJpzds.

!
aaa new-model



aaa authorization network FlexAuth Tocal
!

3. 9p v SoIP address pool £ 9l UFlexPool o w oS Szw9s eJs Idgulasy 10.1.1.2 |Js 10.1.1.254. swp
luvedsle o3l ldozee Jogssu eudlu IP odéliss! 1ds 9lzes IJow§ 1Jgluos wlddusle.

ip local pool FlexPool 10.1.1.2 10.1.1.254
!

o-. 23> Vlispd 9,09J IP 9sluwss swp ouwpswolFexTraficgowee Jduvods 10.10.1.0/24. wzso
Slisps ldogdpe Vs 1Jguoed 030 Iduvedle IJos sop s8¢0l |Js zwole FlexVPN JJsoed
lJsol gu, 1Juws§.

ip access-Tist standard FlexTraffic

permit 10.10.1.0 0.0.0.255
|

oo lJlgvho [Js Blisps 1Usue9d 9ozpes gulasy IP WO IKEv2 Authorization Policy.

crypto ikev2 authorization policy HUBPolicy
pool FlexPool
route set interface

route set access-1ist FlexTraffic
1

9. 9p wluywle IKEV2 profilepg 0986 w9 keyring 9 AAA 9o g sswol.

|
crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPolicy
virtual-template 1



J- logvle Transport sete w59 IJovds) 989l psle IJogise Idpuwedses Jzelso Idoslulo.

2. Bp wluyile IPsecprofiles 9o & SSW IKEV2 profile pl wp loUilgo Transport Set p w9l

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

b. 9p oI9Sy virtual-template 1 astypetunnel. o2& [J9lgo61P unnumbered addressd) 9w lo LS9 1Psec profile

!
interface virtual-template 1 type tunnel
ip unnumbered loopbackl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!

|th§6 2: 1Jodysu IUds op lJC’C-)C" _o

I 0238 pdez Suwsluws IKEV2.

v e wodsso edds pUluse 9bed plulz puivesd puvedl Swe luvegslee Jpuol> 86 eds
lJe9jE.

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
|



C. 9p wopdsu gxple AAA gJs p9zo [Juoyo &p 235 Blisps wwdsuo 1w ds IJpuwpelo Flexauth
IJos o Idussluwle po odyso ldzols Idpeds. wgs 3dd Gp vodssu uusluws odsso
lJsuog J>dg guslu IP sldpuwble 1Us 1Jw)9e FlexVPN.

aaa hew-model

aaa authorization network FlexAuth Tocal
|

5. 23> 8lisps 9,09 IP Bsluwsd ldos sop ouwpswol FlexTraffic 9o wpe Jduvwds 10.20.2.0/24.
o Ylispd Idoedp Bs IJguosd (ACL) oo Iduvodle Idos wwp puilydool Lyl ulbs o3l
IJozse Jop) gu) IJuvs.

|
ip access-Tist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

Swp CESSU Blises 19 09d W9 IKEv2 Authorization Policy.

!
crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-1ist FlexTraffic
1

o. luuble IKEv2 profilepg 0986 g9 keyring 9 AAA 9o g sswol.

|
crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy

9-logble pze9es 0dd 98 IJouvds) 929bipsle Idoziss Idpumwedses Jeelss Idoslole.

9. louble pJd wg) s IPsec. sogssu pdUd o) IKEV2 90209806 1o IJos wp logblgol
puvwdl.



crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac

mode tunnel
|

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

2 dJo oS BLo pe Eluoss po oBlygo eoslur ks $990 wde po Iozet 1u 09 sUbIJ
eds 1Uuoss.

interface tunnel 0

ip address negotiated

tunnel source GigabitEthernetl
tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

IJozdd pu lduos

Iuwegse Ile, show ip interface brief Jo,lzg6 19 oe Tunnel slJslJo 1dblo,s 9lds o9
IUblo,.s:

* eds J9zs Iauod: szess IdSIe IUbloss eds 2lds JUleds/ddigndd goss ghbss. g3
Virtual-Access J JJ Talk | s9uwuw w9oosd pe 1Juos6 9swas gldo uplup.
« eds Id Take |gwedee Lo ldowd guslo 95038 up/up 9 o€.

<ffroot>
F1exVPN_HUB#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.10 YES NVRAM up up
GigabitEthernet2 10.10.1.10 YES manual up up
Loopbackl 10.1.1.1 YES manual up up
Virtual - Accessl 10.1.1.1 YES unset up up

<<<<<<< This Virtual-Access has been created and is up/up
Virtual-Templatel 10.1.1.1 YES unset up



F1exVPN_Spoke#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.20 YES NVRAM up up
GigabitEthernet2 10.20.2.20 YES manual up up
Tunnel O 10.1.1.8 YES manual up up <<<<<<

The tunnel interface received an IP address from pool defined

o luweese Il show crypto ikev2 sa Joldss logile 1Jlouold 1d1es wso 1dueré sldpedde.

<#root>
F1exVPN_HUB#
show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.168.0.10/500 192.168.0.20/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/587 sec

IPv6 Crypto IKEv2 SA

. iuuo'@p IJipJ show crypto ipSec Jeldss o vds, IJd o9 Idoslule 9,90 g0y
IJoO8 80 buysd 1ozdd pu jshs eble gpdsle ldogopsy 98be IUloald.

<{froot>

F1exVPN_HUB#

show crypto ipsec sa

interface: Virtual - Accessl

Crypto map tag: Virtual - Accessl-head-0, |ocal addr 192.168.0.10

protected vrf: (none)



Tlocal ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
current_peer 192.168.0.20 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.10, remote crypto endpt.: 192.168.0.20
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxAFC2F841(2948790337)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox7E780336(2121794358)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5581, flow_id: CSR:3581, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-h

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxAFC2F841(2948790337)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 5582, flow_id: CSR:3582, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y



Status: ACTI VE( ACTI VE)

outbound ah sas:

outbound pcp sas:

o luwegsp IJie) show ip route JJezdd pu >3 IJpuwble 1Js 1gslse:
wp >39¢ IJpuwl) J 10.1.1.1/32 g gesdle odssu IKEVZ wuvow wslu 91206 pzpogsd
lJeuwblo Ws wdssy IJuo)o.
wp >39¢ IJpuwl) J 10.10.1.0/24 ¢, zpdle wdysu IKEVZ o wou wslu FlexTraffic
Jeeeseo Idpuwble Vs wdssu IUuo,e.

<{froot>

F1exVPN_Spoke#show ip route
<<< Omitted >>>

Gateway of Tast resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
S 10.1.1.1/32 is directly connected, Tunnel O <<
C 10.1.1.8/32 is directly connected, TunnelO
S 10.10.1.0/24 is directly connected, Tunnel0 <<<<<<<
C 10.20.2.20/32 1is directly connected, GigabitEthernet2

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernetl
L 192.168.0.20/32 is directly connected, GigabitEthernetl

+ lowese ie, ping JJozds eo IJlouold wlduswdle 1pedo ool
<#root>

F1exVPN_HUB#

pi ng 10. 20. 2. 20

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.2.20, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms



F1exVPN_Spoke#
pi ng 10.10.1.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

o IJs FIexVPN 1Jss sepad

oepd U Js FIEXVPN O o ds 029686 909005966 Slo wduss Talk (IUleuold oldddle)
eds cpdsu ldlepold Idsulpsds sldsloed Jdobys) sldles JJubeds 1Ugl s [Ublo,sé
(VPN). ssgpd 1duo,6 Jublos cede )96 2 suwee NHRP Jdddele oldiguegdle g0
IJuess Jeulssu IP 1e)s: ppl sose pelbos puluins gw) lowdls IPsec JJwsluad el
soddsd olgs,.

eds 1uosé: luwog pde Ul ipnhrp redirect 1o g, oldd poluins [Js pelbes |edloss: cpuvsy
88 I8 IJes9) worlss IJuesd Jods ey puwess Uuslule. eds Uiua“{;b‘ ouwpg Jop ip
nhrp shorteut 1IJ 916 wwosiss 11§ pulyi,y e wuvdd ssulpsds pe 1UIEbss IUIE)s wed odds
lel>s 1dwszse pu lduoss. subs)y Idyuwe ldotbsbs [Js ds 1Uers) vso lderds sldozse

Iswedd s pebes.
-
WSWHE A

@igabitEthernstl
192.168.8.28

GigabitEthernstl

192.168.0.10

gy
W Spoke B

@igabitEthernsetl
192.168.8.36

_talk_talk_diagram

IJglbgs 1: wdosu 1Jpgje



I ogrsd wsluwle IKEV2 9o90s8le.

v 9p vudosy a keyringgi)tJ Pre-Shared Key @ Swp luwwgsleo Jpuol> 96 1JW9)9¢.

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

!

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

C. 9p wopdsu gaplo AAA £Js pozo 1Up9ig: &p 22> Ylispd oW9s o IJuvwdo |Jpwpld FlexAuth
IJos e Iduwslule po odso IUzoly Idpeds: e §p wodisy uwsluwd wdyso lUsoe
J>dg guslu IP 9ldpuwble |Js 1J,9¢ FlexVPN.

aaa new-model

aaa authorization network FlexAuth Tocal
|

3. 9p wwedSIPaddress pool g K9l pwes FlexPoal, Sgw9s eJs IJgulssy 10.1.1.2 zos 10.1.1.254.
Swp luwedsle o3l 1Jozee Jogssu euslu IP odiliss! |Js 9lzos 1Jow§ 1Jgluoo wlddusle.

ip local pool FlexPool 10.1.1.2 10.1.1.254
|

0. 9p wudSd Ylispd 9,09J IP IU9sluwsd IJos swp ouwpswolFexTraficgldw el JJuvodo
10.0.0.0/8. wgs> Blisps IJozdpe Vs 19 o9d (ACL) o030 Idyvedle IJos swpe >80l |Js
Jvodle FlexVPN. wpl B 3JY 1duioudle Igluos uldd)ge IJiE s Idpouods wldeszo: J5J
oe,W Idpesdle lue sop 1Usuosd IUs 030 IJusudle po gId 1Je9se T,

ip access-1ist standard FlexTraffic
permit 10.0.0.0 0.255.255.255



Ilispd 1J9o9d 95w e 1Paddress pool &g SSwol W9 IKEv2 Authorization Policy.

!

crypto ikev2 authorization policy HUBPolicy
pool FlexPool

route set interface

route set access-1list FlexTraffic
|

9. luuvle IKEv2 profilepg 0986 w9 s keyring 9 AAA 9o gsswol.

I
crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPolicy
virtual-template 1

J- louble Transport set 9o 8 )59 1o v ds) 989Lipesle IJogiso lJpuuegsesd Jeplss [doslule.

- luuble 1Psecprofilec &g SSW IKEV2 profile 9 Transport Set Joule Gwlo 9.

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac

mode tunnel
|

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

b. 9p wwJ9sy virtual-template 1 astypetunnel. Hlze 1J9lzodé J9lzos 1P unnumbered address 9, 9p vl SO

| Psec profile.

s w0 Wies eJs ipnhrp redirent 131 1bloss Jlgdle 1gsle wlooble louold poluis o
lJw,9¢e 1U1E)s JJyuesd 1Js uvwdleol.



interface virtual-template 1 type tunnel
ip unnumbered loopbackl

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
|

lJglogsd 2: wpoe g0 wdssy
I ogrsd uwsluwle IKEV2 9o90s8le.

w. Bp wodosy a keyring 91> J PresharedKey @ S p |uuogsleo Jpuolb 86 1J8 9¢.

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

C. 9p wopdsy gxple AAA gJs p9zo [Juoyoc &p 235 Blisps wdys o 1w ds IJpuwelo Flexauth

IJos o Iduwsluvle po odsso IUzols Ideeds. v 3dd: §p wodisu uwsluws wdysu
IJs e Jode guslo IP sldpusble [Js 1Jw8,98 FlexVPN.

aaa nhew-model

aaa authorization network FlexAuth Tocal
|

3. 23 Slispd 9,09J IP Bsluwss IJos sop ouwpswol FlexTraffic 9o wpee JJuvwdé 10.20.2.0/24.
o Blisps [Jogde Vs 1Jyue9d 030 lduvodle IJos wup puvlydoel w9lyulos 03l 1Jpedlog
Jop) gw) 1Jusg.

!
ip access-1list standard FlexTraffic



permit 10.20.2.0 0.0.0.255
!

Swp CESSU Blises 19 o9d W9 IKEv2 Authorization Policy.

!
crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-1list FlexTraffic
|

o. luuble IKEV2 profilepz 0986 w9 keyring 9 AAA 9o g sswol.

I
crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1

9. louble Transport Set 9559 [Joids) 989L)psle Idwziss Idpuuegses Jegelss IJoslule.

9. louble pJd wg) sV IPsec. ogssu pdd o) IKEV2 90209806 1o IJos wp logblgel
puvwdl.

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac

mode tunnel
|

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

z- 9p wodosu lJglzos tunnelinterface gldglde [Jblo,s. 2> Virtual-Templatel VTIs |Jos wp
logulgel J>gp NHRP shorteuts. Lsu'oh wowbtunndodg ol £8) po9p &Jsvirtua-template.

Supe wdysy IJi,p_, ip nhrp shor}cut eds Idpeodle Jopdsuoel pu lugsle iog_élj pulyiyo wuvdd
ssulpsds IJs Idpgadle IUIR)s luwoobl [Js suwlisd lglé w9zso NHRP oo 1Juo,)6.



interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface virtual-template 1 type tunnel

ip unnumbered tunnelO

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

IJglbogs 3: were s lJodssy B
I ogrsd wsluwle IKEV2 9o9088le.

w. 8p wodosy a keyring 91> J PresharedKey @ S p |uuogsleo Jpuolb§6 1J89¢.

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

C. Op wipdsu gople AAA eJss pozo IJpsie: &p 2> Slispd w9 suo Iy dd IUpuweld Flexauth
IJos weas Iduvslusle po odosu Ideel Ipeds: op O wodsso yusluws odosu Idsoe
J>dg guslu IP sldpuwble [Js 1Ju8,9¢e FlexVPN.

aaa nhew-model

aaa authorization network FlexAuth Tocal
|



3. 9p wudSd Vlises 9,29d IP 1Uglues wldluwdus,sé ldos sop ouwpswol FlexTraffic 9l wpele
JJuveds 10.30.3.0/24. oz Slisps IJozde WS 1J9uo9d (ACL) 030 IJbodle IJos oo

ip access-1ist standard FlexTraffic

permit 10.30.3.0 0.0.0.255
!

oo IJlubl)é |Js 8lised 1Uyo9d 9.S IKEv2 Authorization Policy.

!
crypto ikev2 authorization policy SpokePoTlicy
route set interface

route set access-1list FlexTraffic
!

o. luuble IKEv2 profilepz 0986 w9 keyring 9 AAA 9o g sswol.

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1

9. luuble Transport set 9o g 59 IJo v ds) 989L5psle IJwzjiss [dpuwegsesd Jeplss IJoslule.

g. lugvle IPsecprofiIei_g UESSU IKEV2 profilei_9 Transport Set |oule Jwlo@.

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!



2- Ve wud9sy tunne interface AND virtual template. 25> Virtual-Templatel J dVTIs i SY9u gJouw I Suwlud
NHRP shorteuts. sl Jowbunndode u9lo €8, pu e EJSvirtua-template.

Sop odssu Il ipnhrp shorteut £Js IJpeodle Jopdsuel po louble oWl puluinsg wuvdd
ssulpsds s Idpzadle IUIR)s luwoobl [Js suwlisd lglé w9zso NHRP oo 1Juo,)6.

|
interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface virtual-template 1 type tunnel

ip unnumbered tunnelO

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.30 255.255.255.0
!

IJozdd pu lduos
Iuwegse IJie, show ip interface brief Jo,lzes IJs oe Tunnel sldslde 1Jblo,s slsuosd
IJblo,s. slJlue ouldd louold poluiny LlJgblus:

+ eds Ippadlon seoss IJbIde Idbloys eds 2lds leds/luudd 9o glbss. sop logile
"Idsuesd 1Jble,s" JJleusld B 2lJs up/up.

<#root>
FTexVPN_Spoke#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.30 YES NVRAM up up
GigabitEthernet2 10.20.2.20 YES manual up up
Tunnel O 10.1.1.12 YES nmnual up up
Virtual - Accessl 10.1.1.12 YES unset up up

Virtual-Templatel 10.1.1.12 YES unset up down



« luweese Il show crypto ikev2 sa Joldss logile IJlouald 1dlp0 wso JJ zols.
 lguwegspe IJie, show crypto ipSec Joldss wuvds, 296 o9y IJuslole 90,90l £,
IJoO8 v brsd IUezdd pushs esble gedsle Iouppsu sdbe IJlouold.

o luwogse IJle, show ip nhrp JJoedd po lels wozsoe 2y96 1p9) wsu IJu)9¢.
<#root>

F1exVPN_Spoke#

show i p nhrp

10.1.1.10/32 via 10.1.1.10
Virtual-Accessl created 00:00:13, expire 00:09:46
Type:

dynami c

, Flags: router nhop rib nho
NBMA address: 192.168.0.30

10.30.3.0/24 via 10.1.1.10

Virtual-Accessl created 00:00:13, expire 00:09:46
Type:

dynami c

, Flags: router rib nho
NBMA address: 192.168.0.30

luueese IJle, show ip route JJwe 8l pu 23¢ 1dpuwlile [Js 1dpzlbes:

* 9sVwu Idpuwbly wlzoed Virtual-Access1 Lo, 5980 238380 9syuwbly wlgwuobloe
NHRP.

* suvs) Iy 7 1ds welyj [Jgbye IJoldse.

<{froot>

FTexVPN_Spoke#sh ip route
<<<< Omitted >>>>

Gateway of last resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1
10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks
S 10.0.0.0/8 1is directly connected, TunnelO
S 10.1.1.1/32 1is directly connected, TunnelO
S % 10.1.1.10/32 is directly connected, Virtual-Accessl
C 10.1.1.12/32 1is directly connected, TunnelO
C 10.20.2.20/32 1is directly connected, GigabitEthernet2
S % 10.30.3.0/24 is directly connected, Virtual-Accessl

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks



C 192.168.0.0/24 1is directly connected, GigabitEthernetl
L 192.168.0.30/32 1is directly connected, GigabitEthernetl

* lwegse Ule, ping Jdozdd po Idloueld wldusodle Idpedo gwol.

<#root>
F1exVPN_Spoke#
pi ng 10.30. 3. 30

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.30.3.30, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

lpwod ol IJIzble 9] odlzol

$938) 031 IS pedsple Spdud luweslpol Jlguweduld Igble IJodssy sluodizel. Iuweese
030 IJlgley Jooese leble gpdso vl o IJuds:

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 internal
debug crypto ikev2 packet

debug crypto ipsec

debug crypto ipsec error
debug crypto ipsec message
debug crypto ipsec states

Spdu o ousles gpdsle ouoese igble NHRP B lued ol izble IUlooldle IJos sop
lJwegse wol 9luodlzol.

debug nhrp

debug nhrp detail
debug nhrp event
debug nhrp error
debug nhrp packet
debug nhrp routing



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



