odysy lpwooule IJo9wse J AnyConnect
FlexVPN oluvegsle ISE

lJpzogsle

oo & 2ol 10956 (ISE
lJo2.6.8 o0 6
lowed il | izble oo, Jizol
ls)lze

|Jp 95006

SueWd o3l IJpwows Igle odssu luwoouls IJo@uuse wluvegsle ISE Jloold IKEV2
AnyConnect o p9zo Cisco IOS® XE.

Iecbdole IJlul jusé
lJpobdolo

w9 os Cisco vig oJ9y s pgy9s6 wldesluose 1Joldss:

* oywd wdgsy AnyConnect IPsec gJs p9ogo
* odosu peud grple lJogss pu Cisco (ISE)

* IJgpsd IJlew pu Cisco (CSC)

* wy9w9ded RADIUS

lJpdovlo Idpuuweispd

ouwowd Idpedspele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez ldedsule 1Jpebss Ideldss:

» Cisco Catalyst 8000V (C8000V) - 17.12.04
» Cisco Secure Client - 5.0.02075

* Cisco ISE-3.2.0

s ublp lJogugsd Windows 10



op lugile lJpgdsele 191,28 B o3l ldpuwens po 1JIz056 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
wedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzepd Jis le).

lJodosy

lLuwe Idotbsbs Jdyuods

bg = =l

Cisco Router ISE Server

VPN User
ILuwe IJogbsbs JJuvods
lJodssule
o0 lzd [Jpld 1Jodssu: Log W Idlgoul, 030 1JIEuwle.
od9su Ie9zo

1. odysu ¢l RADIUS Jdpeuol> 86 9ldwéasd Idpeds eds IJgols:

radius server ISE

address ipv4 10.127.197.105 auth-port 1812 acct-port 1813
timeout 120

key ciscol23

aaa new-model
aaa group server radius FlexVPN_auth_server
server name ISE

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network a-eap-author-grp Tlocal

2. 0das0 0Bbs 9898 ol Jovuse yiels Idesze. wel lu IJpLobds Ipedss JJesze o
u9& RSA: subde IJzols I s89p 1UEb e wpuol> 86 o wo wluwedsle Juols. spdud Id)z9e
lJs ouwzsd L gvolss J PKI -1 9o wzsd L wolss J PKI -2 JJzo9d eds 058> pu lJovdlosd

29d lugule Idguolseé:

crypto pki trustpoint flex

enrollment terminal

ip-address none

subject-name CN=flexserver.cisco.com


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303

revocation-check none
rsakeypair flexl
hash sha256

3. 23 wepee IPldpeds Josssu ldgulysu [Js gpdle AnyConnect VPN gos loold AnyConnect
lJolee:

ip local pool ACPOOL 172.16.10.5 172.16.10.30

4. $p vlogble wsluws wigsuo pedss J IKEV2:

Swp wbousd IJuvele 1Jpeesr6 WS 03l IJuog pe Iduwele IJos wp 39g0l pu Elbe Radius gJs
IJpuwerpsu

crypto ikev2 authorization policy ikev2-auth-policy
pool ACPOOL
dns 8.8.8.8



pdlebs: Vs 2lds g0 dssu wor s IKEV2 IJpguouo: sop luwasle vor
IJogasd IIBo,luns 1Uss suves IJIBo,lups JJogsd. spdu lsuol sbe IJuwele
U236 Uopw woz wssd IKEV2 g gl RADIUS. ceolz [s > wpd Buo-
luvosols po ¢lsp RADIUS.

5 (IResbs)- louble pdoz suor IKEVZ (B 2lJé g3p wddgsver sop luwadle IJIGo)lasle
I3 s6):

crypto ikev2 proposal IKEv2-propl
encryption aes-cbc-256

integrity sha256

group 19

crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl



6 (IRosbs)- odssu pzesed IJozsd (BOs 2lds £2p wdssuol sop luvetsle IVl osle
1U33.s8):

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

7. 8p woId9su lzod luwaesele wluwesle guslu IP 90ps. wd9p Slzole 1Usuosd IUblo,s
vlyu,luo gusly IP pue:

interface Loopbackl00
ip address 10.0.0.1 255.255.255.255

8. udgsu SlJu bloys swpe pu gdlde wuwe slzole IUsuosd IUblo,s:

interface Virtual-TemplatelO0 type tunnel
ip unnumbered Loopbackl00
ip mtu 1400

9. 9p wugesd pdV we,sV gpsd AnyConnect |Js 319,68 IJwposs Jdpsze 9233 pJdV IJog, s
Jpel 09 p3yo¢:

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

10. 3p wodssu pdd oy d IKEVZ spess eds zese Idpedsele ldpoedds oldloold:

crypto ikev2 profile profl

match identity remote key-id *$AnyConnectClient$*

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint flex

aaa authentication eap FlexVPN_auth

aaa authorization group eap Tist a-eap-author-grp ikev2-auth-policy
aaa authorization user eap cached

virtual-template 100

anyconnect profile acvpn

9swp luwwgsle odo IJguluo) Bs pdud wg s IKEV2:



« pble o pg )y 1Jogss IJugss Jdpdalz *$AnyConnectClient$™ - s i) 1Js 0956 1Jgpsd.
S e AnyConnect *$AnyConnectClient$* Jogss IKE IUlW el oss oo IJuge key-id.
908 3JYJ SpIdu wESS) 030 1J09s6 839381 Vs pdd wg)sd AnyConnect Jpble §6
leoslzle IJoui,.

* 1Jpuoh @6 g0 wes - subsy [Us Tuo szw luvesle wi9wsdsd EAP Jeols§6 1g psd.

s lJpuob 86 1Jpedss - oseJ:) [ Sew luwosle Idguoble Jdpuolb 96 1Jpzdss.

- AAA Authentication EAP - ioole o uol>86 EAP. s p luwegsle FlexXVPN_AUTH Jgbe
RADIUS.

 8lispd EAP ¢l o6 wpzp9esd wd9s o AAA -leule IJogssd: ouvaése Blises [Juuwds
a-EAP-author-GRP pg ywslywé IJogesd ikev2-auth-policy.

* AAA og9sd Idpuwagpd ciisol pddol cpdso wasd Loeus pu ldpunctse.

+ 1Jélde Idblo,ys 100 - seas Is 1JsélJo IUbloys UYSUP UUNEo.

« AnyConnect Profile acvpn - swpe wbosd pdd wg)s IUgpesd 1Upes> Wbs 1Jgbgs 9. oul
eJs pd og s IKEV2 o3l

1. ©Jsu pdVd wg s IPsec:

crypto ipsec profile AnyConnect-EAP
set transform-set TS
set ikev2-profile profl

12. |uol96 pJud gy IPsec s 1JBIdw 1Ublos:

interface Virtual-TemplatelO0 type tunnel
tunnel mode ipsec ipv4d
tunnel protection ipsec profile AnyConnect-EAP

13. 8p wotgbsd vee Idgvele IJpgwews [Js HTTP-URL 9¢lbe HTTP gJds 1Je9zo:

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server

14. §p wodssu uwsluwo SSL 9235 IP WAN 1J¢glue wldesze Jeuslo peds Jouijsd pdud
lJog)sus:

crypto ss1 policy ssl-server
pki trustpoint flex sign
ip address local 10.106.67.33 port 443

crypto ss1 profile ssl_prof



match policy ssl-server

Sueluos pu pdV we)sV gpsd AnyConnect (pJd wg s XML):

Jwd Cisco I10S XE 16.9.1. Jl 09, wujsdle pd 1Jog)s IJodblisss po 9226
|.J|uuok§v|.J sldow. o8> 16.9.1. V-1V) LJroroGJQ QQ_)'..,_S.J ron |.JQE).§L.§ PU 9220 |J|L}uoév|d
_9|Ju_)&.

<ffroot>

<?xml version="1.0" encoding="UTF-8"7>

<AnyConnectProfile xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<ATTowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SinglelLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstab1ishment>A1lTlowRemoteUsers</WindowsVPNEstab1ishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false

</RetainVpnOnLogoff>

<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>

<HostEntry>

<HostName>
Fl ex

</HostName>
<HostAddress>



fl exserver. cisco.com

</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>

</HostEntry>

</ServerList>
</AnyConnectProfile>

odysu ppyd edple 1Jogss (ISE)

1. owed 1deszoe Jeoby uveds Lolde eJs ISE 98p vodssy ldedclz Iduwss Ideube,d J

RADIUS. Jol: Ioe@d 1Js 1shs > a9l IJubods > Tzoj6 I bods. 168, 8908 luolds Jodsse

|Jpgzo Jepsd AAA:

Network Devices Network Device Groups

Bkv-33
Network Devices
Description
y Sot
1P Address "

Device Prafile

Modal Name CHODDY
Saftw on 17,124

Metwork Devige Group

Location Al Lacations

IPSEC No

Device Type All Device Types

RADIUS Authentication Settings

RADIUS UDP Settings
Pratacal RADIUS

Shared Secret

Uze Second Shared Secrat

Second Shared
Seerat

Cof Por 1700

luol9s 2ol v Js

2. lognle pepsgle 1Jogsé:

Netwaork Device Profiles

10.106.67.33

External RADIUS Servers

o

RADIUS Server Sequences

MAC Managers

External MDM

pxGrid Direct Connectors

Bp v presele 1Jesss JIGlu Idpuwetses wiurliswe peleds sldsso soldlumwesu

i5_9¢, ppledo. swp lguegsle odo ldguluo,y Ws IJgbsle IJoldss. loodd 1Js Lo > blho lJogso

> pepIEle > pzp9el 0988 IJpuuetsp &p lud) B9 luoldé:

Lt



es Groups External |dentity Sources Identity Source Sequences Settings

AC_Split_tast
Identity Groups

Eel Identity Group
* Name AC_Split
Endpaint Identity Groups £

User ldentity Groups

Description

logble pze9gs 0956
3. 1810 Idpuwegspsu wezesele 1ogss:

lolo IJpuwegspso wegesed lJogss IUuoeses. lowwd IJs bhé > b6 1Jegss > 1Jogsle >
IJeumeéspsu.

B Enabled testuser (0 AC_Split
testuser

o196 puwetsp IUs preses Iogss

4. logvle pepsgs puslusle:

Ge wo2Sd p2eIes uwsluwle 23536 9uzasy Iduinsb Idos wblod IJuvsluws. Bs osl Idesld.
Swe lduwelz vzese lusle 1Ulzoss wee IUuingb. JJSsle w3Jd loodd [Js IJuoz>przesele
lJuog:

Policy Sets Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits  Actions  View
=
[-] AnyCannect_CEGw_Palicy @  DEVICE-Device Type EQUALS Al Device Types Netw 4 {é:?} y

logsle pzp9es vor
3. logble yuslyws ©z9sd:

Sp worasd wog we9sd 223> lduingb IJplbdsws Jplolu§s Iduoz. lds pu wuppsy presElw
lJogsé Idos we loublyel B 1Jglbgs 2 J i, bb.



[ AnyCannect_CEO0Ov_Policy

» Authentication Policy (1)
» Authorization Policy - Local Exceptions
» Autherization Policy - Glabal Exceptions

v Autherization Palicy (2)

Statis  Rule Name Conditions
Q
[=]
] AC_Spi1_Upars AND
)
(] Default

logule guslgws IJogssd

Library

Q

Bole e e B

5G

BYOD_is_Registered

Catalyst_Switch_Local_Web_Authentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPv2

EAP-TLS

Guest_Flow

MAC_in_SAN

Network_Access_Authentication_Passed

lgosh dinsb Vs vog lJwgssd

. BRCHP S -20-

¥

6. luuble pdd wg)sW wissd:

@  DEVICE-Device Type EQUALS All Davice Types

IdenityGroup-Name EQUALS User kentity Groups-AG_Spiit

Editor
DEVICE -Device Type
=
Equals r
IdentityGroup-Name
AND -

Equals w

Set to ‘Is not

Results

Profiles Security Groups Hits  Actions
DEVIGE Device Type EQUALS All Dovice Types

Salect from list s t a {§;>

All Device Types

e
H

User ldantity Groups:AC_Split « HH

NEW AND OR

Duplicate

Close

SOUPpU pdV wg)sY Idegssd Idlplele ldos sop loglbl gus pblugs uwsluws [Jogssd.
louble pdO ©g)sBd cgasd 238> swupu lduvele IUoldss:

u9e lJsue9d = ACCESS_ACCEPT

Cisco-av-pair

ipsSec:split-exclude= IPv4 <ip_network>/<subnet_mask>



Results

@ Status  Rule Name Conditions Profiles Security Groups Hits

: T _ P _ o | 4

Create a New Authorization Profile I

@  petaur

Salect from list | @
logile pJ wgrsd wiasd 228>
Authorization Profile
* Name AC_Router_Split
Description Split exclude for AC users
A

* Access Type
ACCESS_ACCEPT v

Network Device Profile &% Cisco &

Service Template O
Track Movement O ®
Agentless Posture 0O®

Passive Identity Tracking O (i)

odosu pd s Idegasd

v Advanced Attributes Settings

Cisco:cisco-av-pair ~ ipsec:split-exclude= ipv4 ... v

Cisco:cisco-av-pair v ipsec:split-exclude= ipv4 ...

ipsec:split-exclude= ipv4
192.168.2.0/255.255.255.0

v Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.1.0/255.255.255.0
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.2.0/255.255.255.0

odysu Iduwele Bs pdd g ldogssd

7. plzes o dosu pdd wg)rsd lJegssd.



Dictionaries Conditions Results

Authontication Y Autharization Profiles » AC_Router_Split
Authorization Profile

Authorization “

:

I s AG_Router_Split
Downloadable ACLs
Description Split exclude fior AC users
~
Prafiling « Access T
CEREETIE ACCESS_ACCEPT -

Posture

Metwork Device Profile 2% Clsco v &

Client Provisisning
Service Template

Track Movement
Agentless Posture

Passive ldentity Tracking

» Common Tasks

~ Advanced Attributes Settings

Ciseo:eiseo-av-pair w7 ipsecisplit-excludes ipvd ..

Clscoicisco-av-pair ~  ipseccsplit-excludes Ipvd ...

~ Attributes Details

Acress Type = ACCESS_ACCEPT
Cisoo-d-pair = ipsec: spit-exclude= ipvd 192.168.1.0/255.255.255.0
Cisco-awpair = ippec:spit-excludes ipvd 192.168.2 07255 255 255.0

olzed wdosy pdd wgHsd IJegsd

8. 03l 09 wog IJwgssd Vs wIdIsy pzees IJuog wed weass pduile ldeg)su Idpbdyws:

] AnyConnact CEOD0V_Palicy &2 DEVICE Device Type EQUALS All Device Types rfault Network Acce 4

» Authentication Policy (1)
» Authorization Palicy - Local Exceptions
» Authorization Palicy - Global Exceptions

“ Authorization Policy (2)

Results

Status  Rule Name Conditions Profiles Security Groups Hits  Actions

|;| DEVICE-Davica Typs EQUALS All Devica Typas
-] AC_Split_Usars AND
=} IdentityGroup-Nama EQUALS User identity Groups-AC_Split

-] Detauit JenyAcces: t froer o

lJodosy lJuolss Juog [Jegssd

P& pold IJodssy o3l spdud lwooeh Idgvedle po 1des9)s ews uveds VPN oo 2Jld cdsu
ISE IJ3lse eds peeses 1Josss ldos suops Idsel IJpuucioe.



pdlebo: spdy >9g Juwds WVyes6 9lzre WEb Jlwewule IUluduwle [Js zolj
IJJposse) Idgpsd gus luvegslp 9256 IUluwedold 9ldee 1UEluos o Cisco 10S XE
Jleuold RAVPN. 965 wp peldzs o3l 1Jle, wsluwbs pe,ud wusese IJigble oo Cisco
CSCwj38106 9s5pJu 3¢ Lwdlo B)ess pugssé sle Buod-luveeole po 17.12.4. Lze
IJs 1Jgbl JJzuosd £ds p3ss po lJovdluosd zod IUluosble IJelows.

IJozedd pu lduoes

1. Jleoh Ideuobys: Se wldlouald wldlols C8000V pu Jpwssw, Ideuwetse po eIU
AnyConnect gb¢J vslole 1Jlgwels.


https://tools.cisco.com/bugsearch/bug/CSCwj38106

@ Cisco Secure Client

j"""h AnyConnect VPN:

Please enter your username and password.,

':|E:{ Connect

(3 Cisco Secure Client | Flex

Please enter your username and password.,

Username: ||ftestuser

Password: | ssssss==s]

ouvesd [J>ged |Js AnyConnect

2. wpz oluwsuw IJlouold: 1o, -._='93,_§ ls@9wé Idgels (151986 1Jsumys Iduwdds) sloedd
IJs AnyConnect VPN > Statistics. cldss lgvoogh 9008 1Jod8 1psls @uwspo.



€ Cisco Secure Client - X

NIIr S Cli ®
tees’ Secure Client
Status Overview Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
AnyConnect VPN
el
ISE Posture Connection Information
State: Connected
Tunnel Mode (IPv4): Split Exdude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: Mone
Dynamic Tunnel Indusion: b Mone
Duration: 00:00:44
Session Disconnect: MNone
Management Connection State: Disconnected (user tunnel active)
_Address Information
Client (IPv4): 172.16.10.9
Client (IPvE): Mot Available
Server: 10.106.67.33
[= o
Collect diagnostic information for all < >
installed components.
Diagnostics Reset Export Stats

lJozdd pu wozd Ileuolssle

loedd Ids AnyConnect VPN > olposd Ipuwh 9019 po lu Idegdsple 1dpe 9,08 woslid
pE |.Jrouu|_)|o |J|p¢6 _9|.J|ou.u|_)|o é_.___s_) |.,J|p()6.



€ Cisco Secure Client - X
NIIr ; ®
asco  Oecure Client
Status Overview Virtual Private Network (VPN)
Preferences  Statistics Rc'ﬁ Details Firewall Message History
AnyConnect VPN
ISE Posture Non-Secured Routes {IPv4) A
192.168.1.0/24
192.168.2.0/24
Secured Routes (IPv4) P

0.0.0.0/0

Collect diagnostic information for all
installed components.

Diagnostics |

IJe2dd po woed wBluosd IJeuwl

Jpl spdod 1dezdd po oBluosd IUleuold gds 9256 Iluvedold sldod 1Uglues ldyvwds
IJzl,06 | blo,ss (VPN):

1. IKEv2 parameters

<#root>
8kv#

show crypto ikev2 sa detail

I Pv4 Crypto | KEv2 SA

Tunnel -id Local Renote fvrf/ivrf Status

1 10. 106. 67. 33/ 4500 10. 106. 50.91/55811 none/ none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth verify: EAP

Lifel Active Tinme: 86400/ 22 sec



CE id: 1012, Session-id: 6

Local

spi: EBC6CS5EEFOFOEF72 Renote spi: 7827644A7CA8F1A5

Status Description: Negotiation done

Local

id: 10.106.67.33

Renmot e id: *$AnyConnect O i ent $*

Renote EAP id: testuser

Local

Local

Local

Local

req neg id: O Renote req nsg id: 6

next nsg id: O Renbte next nsg id: 6

req queued: O Renote req queued: 6

wi ndow. 5 Renpte w ndow. 1

DPD configured for 0 seconds, retry O

Fragnent ati on not confi gured.

Dynami ¢ Route Update: disabled

Ext ended Aut hentication confi gured.

NAT-T i s detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 172.16.10. 10

Initiator of SA: No



Post NATed Address : 10.106.67. 33

PEER TYPE: O her

IPv6 Crypto | KEv2 SA

2.Thisisthe crypto session detail for the VPN session:

<tfroot>
8kv#

show crypto session detail

Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation

X - I KE Extended Authentication, F - |KE Fragnmentation

R - I KE Auto Reconnect, U - |IKE Dynanmi c Route Update

S - SIP VPN

Interface: Virtual - Accessl

Profile: profl

Upti me: 00: 00: 44

Sessi on status: UP-ACTI VE

Peer: 10.106.50.91 port 55811 fvrf: (none) ivrf: (none)



Phasel_id: *$AnyConnect d i ent $*

Desc: (none)

Session ID: 16

I KEv2 SA: local 10.106.67.33/4500 renote 10.106.50.91/55811 Active
Capabilities:NX connid:1 lifetine:23:59:16

| PSEC FLOWN permt ip 0.0.0.0/0.0.0.0 host 172.16.10.10

Active SAs: 2, origin: crypto nmap

I nbound: #pkts dec'ed 114 drop O life (KB/ Sec) 4607987/ 3556

Qut bound: #pkts enc'ed 96 drop O life (KB/ Sec) 4608000/ 3556

3. Verify on ISE live logs.

lpwod ol IJIgble 9]l odlzol
eJs p9go Cisco:

1. luwegsp wuoese leble IKEV2 g IPsec JJozdd pu lJoWls o wso 9226 IUluvoduld

debug crypto condition peer ipv4 <public_ip>
debug crypto ikev2

debug crypto ikev2 packet

debug crypto ikev2 error

debug crypto ikev2 internal

debug crypto ipsec

debug crypto ipsec error

2. Iweop Igble 1Jp ol 86 sldodas o 9ldeeluunns (AAA) JJoedd po wessu Idusple
lJezdsd 9/ly Idogsss.



debug aaa authorization
debug aaa authentication
debug radius authentication

£Js ISE:
luvegse guedle RADIUS IJpul s oldeodd Ids IJepdsle > guedle IJod el Ui
wvsubsy g pd

03l 09 wusese leble Ileold 1Julze:

<tfroot>

*Oct 13 10:01:25.928: RADIUS/ENCODE(0000012D):0rig. component type = VPN IPSEC

*0ct 13 10:01:25.929: RADIUS/ENCODE(0000012D): dropping service type, "radius-server attribute 6 on-for
*Oct 13 10:01:25.929: RADIUS(0000012D): Config NAS IP: 0.0.0.0

*0ct 13 10:01:25.929: vrfid: [65535] ipv6e tableid : [0]

*Oct 13 10:01:25.929: idb is NULL

*0ct 13 10:01:25.929: RADIUS(0000012D): Config NAS IPv6:

*0Oct 13 10:01:25.929: RADIUS/ENCODE(0000012D): acct_session_id: 4291

*0Oct 13 10:01:25.929: RADIUS(0000012D): sending

*0ct 13 10:01:25.929: RADIUS/ENCODE: Best Local IP-Address 10.106.67.33 for Radius-Server 10.127.197.10
*Oct 13 10:01:25.929: RADIUS: Message Authenticator encoded

*0Oct 13 10:01:25.929: RADIUS(0000012D): Send Access-Request to 10.127.197.105:1812 id 1645/24, Ten 344
RADIUS: authenticator 85 AC BF 77 BF 42 OB C7 - DE 85 A3 9A AF 40 E5 DC

*0ct 13 10:01:25.929: RADIUS: Service-Type [6] 6 Login [1]

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 26

*Oct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 20 "service-type=Login"

*0Oct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 45

*QOct 13 10:01: 25.929: RADIUS: Cisco AVpair [1] 39 "isaknp-phasel-i d=*$AnyConnectd i ent $*"

*0ct 13 10:01:25.929: RADIUS: Calling-Station-Id [31] 14 "10.106.50.91"

*0Oct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 64

*0ct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L40A6A4321Z02L40A6A325BZH1194CC58
*0Oct 13 10:01:25.929: RADIUS: User-Name [1] 10 "testuser"

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 21

*0Oct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

*0Oct 13 10:01:25.929: RADIUS: EAP-Message [79] 24

RADIUS: 02 8E 00 16 04 10 8A 09 BB OD 4B A9 D6 2B 59 1C C8 FE 1C 90 56 F5 [ K+YV]
*0ct 13 10:01:25.929: RADIUS: Message-Authenticato[80] 18

RADIUS: 54 85 1B AC BE A8 DA EF 24 AE 4D 28 46 32 8C 48 [ T$M(F2H]

*0ct 13 10:01:25.929: RADIUS: State [24] 90

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 30 41 36 41 34 33 32 31 5A 4F 32 4C 34 [2L40A6A4321702L4]
RADIUS: 30 41 36 41 33 32 35 42 5A 48 31 31 39 34 43 43 [0A6A325BZH1194CC(C]
RADIUS: 35 38 5A 4E 31 32 3B 33 30 53 65 73 73 69 6F 6E [58ZN12;30Session]
RADIUS: 49 44 3D 69 73 65 2D 70 73 6E 2F 35 31 37 31 33 [ID=ise-psn/51713]
RADIUS: 35 39 30 30 2F 33 38 3B [ 5900/38;]

*0ct 13 10:01:25.929: RADIUS: NAS-IP-Address [4] 6 10.106.67.33

*0ct 13 10:01:25.929: RADIUS(0000012D): Sending a IPv4 Radius Packet

*0Oct 13 10:01:25.929: RADIUS(0000012D): Started 120 sec timeout

*Qct 13 10: 01:25.998: RADIUS: Received fromid 1645/24 10.127.197.105: 1812, Access-Accept, |len 239



RADIUS: authenticator BC 19 F2 EE 10 67 80 C5 - 9F D9 30 9A EA 7E 5E D3
*0Oct 13 10:01:25.998: RADIUS: User-Name [1] 10 "testuser"
*0Oct 13 10:01:25.998: RADIUS: Class [25] 67
RADIUS: 43 41 43 53 3A 4C 32 4C 34 30 41 36 41 34 33 32 [CACS:L2L40A6A432]
RADIUS: 31 5A 4F 32 4C 34 30 41 36 41 33 32 35 42 5A 48 [1Z02L40A6A325BZH]
RADIUS: 31 31 39 34 43 43 35 38 5A 4E 31 32 3A 69 73 65 [1194CC58ZN12:1ise]
RADIUS: 2D 70 73 6E 2F 35 31 37 31 33 35 39 30 30 2F 33 [-psn/517135900/3]
RADIUS: 38 [ 8]
*0Oct 13 10:01:25.998: RADIUS: EAP-Message [79] 6
RADIUS: 03 8E 00 04
*0Oct 13 10:01:25.998: RADIUS: Message-Authenticato[80] 18
RADIUS: F9 61 C1 FD 6D 26 31 A2 89 04 72 BC DD 32 A9 29 [ am&lr2)]
*0Oct 13 10:01:25.998: RADIUS: Vendor, Cisco [26] 59
*Qct 13 10:01:25.998: RADIUS: Cisco AVpair [1] 53 "ipsec:split-exclude= ipvd 192.168. 1. 0/ 255. 255. 255. 0"
*0Oct 13 10:01:25.998: RADIUS: Vendor, Cisco [26] 59
*Qct 13 10:01:25.998: RADIUS: Cisco AVpair [1] 53 "ipsec:split-exclude= ipv4d 192.168. 2. 0/ 255. 255. 255. 0"
*0ct 13 10:01:25.998: RADIUS(0000012D): Received from id 1645/24
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes
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https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
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