od9su wgssu wwps RADIUS Jdpwogsesy
IJogssso J FlexVPN

lowod il L izble ol o, Jlzol
woozse Wizble ol wz lc

lJp 95,00

SueW o3l IJp o Jsss wdyso FIexVPN Cluueésle Cisco Identity Services Engine (ISE)
JJozdd pu lJossle slple wessu preses [duvelo.

lJpolbdolo
o900 Cisco Llu oday Jssd pe,ds Lldeslose IJeldss:
* UbodJs IJgLoad gu wed IJgluoo IUbloyse (RAVPN) pe wdysy IKEV2/IPsec gJs p9zo
Cisco I0S® XE pyu ¢JIJ CLI
* odosu peud Erple lJogss pu Cisco (ISE)

« IUgpsd IJlew pu Cisco (CSC)
* wy9w99d9J RADIUS

lJpdoole |dpuuegspd

Suvews 03l Idegweus |Js luoshle IJo)lez sldedsole 1Uplbsé IJeldss:



Cisco CSR1000V (VXE) - IJl_e»sl, 17.03.04a

+ Cisco ldentity Services Engine (ISE) - 3.1

+ Cisco Secure Client (CSC) - IJ|_o>l, 5.0.05040
s ublp lJogugsd Windows 11

wpe logvle Idpgdgple 1U9l)6 Bs o3l IJpuwows pu Uig_o_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
wlo gpse IJlzojé U,ou»oé)pé'z WO o3l IJp,_,uoo):yodgtﬂso PPUNIT {IJQJIUbQ). LBIIJlye
wwedod 8 ldogsgsd Bulds po Wopd Jdules) Idpzeed JIs ).

lJodosy

e ldotbsbs Jduvedo

. A

b- 182.168.50.0/24 @ 182.168.30.0/24 E
— INTERNET

- —

Cisco Router ISE Server

VPN User

Iowe IJogbsbs JJuvwds 1Jigulpuss
lJodosule

od9su 1Jpseo

lJglbes 1. sy ¢lsp RADIUS Jdpe o386 9ldwgssd Ideeds eds [Jgol):

aaa new-model

aaa group server radius FlexVPN-Authentication-Server

server-private 192.168.30.110 key Ciscol23

aaa authentication login FlexVPN-Authentication-List group FlexVPN-Authentication-Server
aaa authorization network FlexVPN-Authorization-List local

suisy Ile, AAA authentication login <list_name> |Js 02986 lJpol> 96 9ldwgssd sldpeluvud
(AAA) (IJos wgyw ¢lbp RADIUS).

SULS) IUips IJpeds Juvwods odasuo Idpuols$s 9ldedss o sldpzluvwsd (AAA) <list_name>
IJs lue szw luwedsle puvcespsulpeesele pea26 pedsl.

lJglogs 2. odysu v 9o 9&6 Jugisu yuoldé ldpesgoe. wb,l ,Jio lJpolb 96 lJpedsd JJpego os
u9g RSA: subdo IUzgols o s@9p 1JEbe weuolb 86 G wo Lluegslp uolss:

crypto pki trustpoint FlexVPN-TP
enrolIlment url http://192.168.50.230:80
subject-name CN=192.168.50.225



revocation-check none
rsakeypair FlexVPN_KEY

121096 3. wa8> wzpe IP peds JIJ preses puwcdrpsu peodIs:

ip local pool groupl 172.16.10.1 172.16.10.50
ip local pool group2 172.16.20.1 172.16.20.50

IJglogs 4. o dosy wog IJwgasd Idpzds:

crypto ikev2 authorization policy FlexVPN-Local-Policy

Jlsdie 929> wdssu eds vog IJegasd wbl Jiu ¢bp IJpuol> 86 puwdsd g0 buwld IJBse 3le
lJuedé (DNS. sldwepee 9ldpuwble dpeess 9pl IUs 3JdY) luwoobl |Js 1Jpzeses [Jos suwps
lJsol IJpuwegse. 9p8 3JIc Szo wdasuol Jugrsd luwp IUpuwegse Bs Bless wslule
lJegosd Idpedss 1Jglues wul.

IJglo9s 5 (Igoshss). luuvle pdeyz 9uog IKEV2 (W 2lds £330 wdosuor Swp luwedsle
lIJIve,luosle 1U39s0):

crypto ikev2 proposal IKEv2-prop
encryption aes-cbc-256
integrity sha256

group 14

crypto ikev2 policy IKEv2-pol
proposal IKEv2-prop

|Jglo96 6 (Igoshss). odasu peeses Idoessd (Vs elds 30 wdssuol swp luweisle
lJIvo,)lgosle 1U3ds0):

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

I;njajogé 7. 8p wodIsy pdVd wg)sV IKEV2 lguedsle 1dossle IJpuluves 1Jpedss sldewgsss
sluwldse 1Jpob 96 (Idpedss 9ldogsss) sudbs 1Je g6 AAA 99lzos IUSIJe [Jbblo,s
lJpweéspes Jdlouoldle:



crypto ikev2 profile FlexVPN-IKEv2-Profile

match identity remote key-id cisco.example

identity local dn

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint FlexVPN-TP

aaa authentication eap FlexVPN-Authentication-List

aaa authorization group eap list FlexVPN-Authorization-List FlexVPN-Local-Policy
aaa authorization user eap cached

virtual-template 100

sz IJlp, aaa authorization user eap 1Jss wp wgiswo 1o Iduwple IJpuwedes loole puols §6
EAP sz 1o sep wgisuvel pddol. o3l ldley yoi9ss JJodaso Jlue waguoe: Jl swop luveisle
IJoslole 1Jeyuwds po gbe ldpuob 86 pel s936 1Js Wuvd IJleold.

pdlebbd: o o soblod perd IUpbulz IJoess o8 Gsed perd 1dedule B pJud
XML. B glds g3p wedsdo Os pdd XML swp luwesle Id8sps IUIGe,)loso
(*$AnyConnectClient$*) 9 sz wJssuol eds pdd g s IKEV2.



IJgb9s 8. ©dgsu pdd we s IPsec 9ugssu pepsesd IJoedsd 9pd08 we)sd IKEV2:

crypto ipsec profile FlexVPN-IPsec-Profile
set transform-set TS
set ikev2-profile FlexVPN-IKEv2-Profile

IJg1o96 9. oy 9lzod luwaszle. ©89p sleole [Usuosd IUbloys wlduslus guslu IP puol:

interface Loopbackl00
ip address 10.0.0.1 255.255.255.255

1Jglo9s 10. B wluyile IJSIJe 1Ublo)ys IJ3s guvswpe luvegslee Jluuile 9lzole IJyo9d
lJbloys IJpgodwds 9y pdud wg)ysu IPSec 1Uss wp logvlgo Vs 1Ugbgo 8:

interface Virtual-TemplatelO0 type tunnel

ip unnumbered Loopbackl00

tunnel mode ipsec ipv4

tunnel protection ipsec profile FlexVPN-IPsec-Profile-1

IUgboss 1. oebsd oz o Iubols IUpuuewss |Us HTTP-URL sglse HTTP gdis 1Jeozo:

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server

odysu peyd erple 1Jogsé (ISE)

lJglb9sé 1. 9p vogwesd 1U>¢9d IUs Ebp ISE gluow8d 1Js bLé > p9lyy b ds > iaojé
lJ b Jé:



X Cisco ISE

Dashboard

Administration

Recent Pages
Network Resources pxGrid Services

Feed Service

Profiler

Threat Centric NAC

Thi

Shortcuts
- Expand r

lapse

$lispé ISE IJglpd

1Jgb9o 2. 169, W99 luols Jodssy IJpsze Jgpsd AAA:

Network Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More

Metwork Devices

Default Device

Network Devices

Deviee Security Settings Selected 0 Total1 L3

L Impor T, Expart 0 Delete Al T4

L MName -~ IP/Mask Profile Name Location Type Deascription

0O CISCO_ROL, &% Ciseo (1) All Locations Al Dovice Typas

luol8s golj U s a8

Ibed e8Js luwp zols Iduvwds 980slo IP &p 233 Elus lesble puols§6 RADIUS 9l o 1w,
IJeuivend 9szw 1o odyy 030 1SS p0 05 udwol IJos wp luvegslpol gus logile Jlisy gbe
RADIUS gJs lJpszo.



Network Devices

Name CISCO_ROUTER

Description

IP Address .. IP: 192.168.30.110 | /' 132 3

IJlgwe sewsle IP

v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret =~ seeeees Show

(] Use Second Shared Secret (1)

networkDevices.secondSharedSecret Show

JJpb p)9) RADIUS
w8y B9 e b.

lJgl9s 3. luodd IJs bhé > b6 1Jogsé > pepesgles:



X Cisco ISE

Dashboard

Recent Pages
System

ldentity Management

Shortcuts

Blisps ISE 1Jglps

Administration

Network Resources pxGrid Services

Network Devices

Feed Service

Threat Centric NAG

121096 4. 108, B98 pzpsele 0986 Idpumwase Sp lud) 998 luolss:

Identity Groups User Identlty GI’OUDS

=0

! Endpoint Identity Groups

! Usar Identity Groups Name
O B ALL_ACCOUNTS (default)
O & Ernp
O GROUP_ACCO

o196 pzp9Esd 22520
bgd luwe IJpzeses slody B9 Luwld.

Identity Group

* Name Group1

Description

ped9ple IUpzpsed

B Delete Ly Impart 1 Export

~  Description

Default ALL_ACCOUNTS (delault) User Group

Difault Emplayes User Group

Default GROUP_AGCOUNTS (default) User Group

Salected 0 Total 10 i




edlebs: I,y 1Jgbosle 394 Jlousle Ido, £33 pu IJpzeogle euve 1Jzlz6.

1U2 1696 5. loodd 1Js 1hs > 1bhs 1Josss > IJogsle:



X Cisco ISE

Dashboard

Recent Pages
System

Identity Management

Identitias

Shortcuts

Blisps ISE 1Jgles

Operations

Administration

Network Resources pxGrid Services

Threat Centric NAC

IJ¢b9o 6. b b 3o suosd inorder to gJ 9w puvegpd 238> VOs IJubd Blgss pebsle pzds:

Identities Groups External Identity Sources Identity Source Sequences Settings

Network Access Users

Latest Manual Network Scan Res...

Status Usernama

NZIRL N Y

Selected 0 Total 0 [ {3

Ly Impeort Ty Export &

Description First Name Last Name Email Address User ldentity Grou... Admin

o data avallable

i)E_.J luwp IJpuwesp 99dpo 039) wuwesd [J>E9d. Spc luodd 1Us wolss o3o IJuowes 9235

PerEs IJpumorpsu:



~ Network Access User

* Username  user]

Status Enabled

Email

v Passwords

Password Type: Internal Users ~

Password

Re-Enter Password

* Login Password ~ *v**=*

| Generate Password ‘

Enable Password

luwe Idpuuetse 99dps 1dp)9)

~ Account Options

Description

[ Generate Password ]

Change password on next login |:| User Groups

=Q

4 =

~ Account Disable Policy

Z ALL_ACCOUNTS (default)

D Disable account if date exceeds 20

& Employee

£ Group1

v User Groups #  Group2

Z% GROUP_ACCOUNTS (default)

- Select an item ~

oessu ldpzesed IUuoeses Jdpuweisp

o) W93 edb.

®
®



pdlebs: I, 1Ugbsosy 59 6 Jlugsle Idpuwespsu Iddsu weolz [Jsop 9ogssuop
eds |pzeses Idpslods.

|.JE_JD_96 7. luewd lJs Idgwslywd > roaro_9&|o lJwslyelo:



X Cisco ISE o

Q. What page are ooking for?

Dashboard

Operations Policy Administration

Recent Pages
Policy Sets Profiling

Posture Cllent Provisioning

Policy Elements

Shortcuts

$lisps ISE IJgl s

22> wog IJegssd IV, luos wldudy B8 Iduwoe 1Upszss eds Ielow IUlspu po Iduulus:
Policy Sets Reset Policyset Hitcounts

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

Q

L] Default Default policy set Default Network Access X] 35 {(}

oS vog lJugssd

1296 8. 1b8) 998 uwop 1U8lises IJpuuwsds Ideels) Juoz IJogssd Jupsse. e ludy B34
ls 9906 luplss (+) Jluolds $lgss zase:

El!.umorizalion Policy (14)

Results
D Status  Rule Name Conditions Profiles Security Groups Hits Actions
~
4

luol9s B§less wggsd 226820

Ised lowe 1J8les6 923> ls89us [Jolds (+) coo gp95 IJuiny9lo:



Status | Rule Name | Conditions |

[ Groupl_AuthZ_Rule

luol9s iyl

Select from list

Profiles

Security Groups Hits Actions

Select from list {@}

1Jgb96 9. 168, Bs prwe e e Iduwele 9lu@) B938 pze9esd 1J09s6. 235 pze9es 1Jo9so -

o6 Wl gt

Conditions Studio

Library

Search by Name

[¢[z[o]s[e|a[w[r[=[a]r]c]sle]c]=

BYOD_is_Registered

Catalyst_Switch_Local_Web_Aut __
hentication

Compliance_Unknown_Devices
Compliant_Devices
EAP-MSCHAPv2

EAP-TLS

Guest_Flow

MAC_in_SAN @®

Network_Access_Authentication_ |
Passed

Non_Cisco_Profiled_Phones

e IJuib

Editor

Select attribute for condition

oo - DEE0E

Click to

add an attribute

b4

elelc[a]o]t]=)

Dictionary

All Dictionaries

v

Attribute ID Info

Attribute o]

CWaA_ExternalGroups 0

Description ®

Name 0

1N CWA

- ldentityGroup
i1 IdentityGroup
. InternalUser
) PassivellD

IdentityGroup ®

PassivelD_Groups ®

2> EqualSas lJp g wgs 3JJ 1oy B398 Lwoe IUBlses 1Jpouwsds Jlbol, IJgshle Idpclzs

923> pzesele 0986 lJpuweesp:<GROUP_NAME>.



Editor

IdentityGroup-Name

& Equals v phoose from list or type ~ Bt

Set to 'ls not' User Identity Groups:GROUP_ACCOUNTS (default) m

User Identity Groups:Group

User Identity Groups:Group2
User Identity Groups:GuestType_Contractor (default)

User Identity Groups:GuestType_Daily (default)

oz [pzeses
lud) 898 zb.

IJg 96 10. B £095 lJogoosBle: o8, eds 1s89us luolds (+) slee, louble w9 LosW wissd
a.)._s.):

Results

:Z) Status Rule Name Conditions Profiles Security Groups Hits Actions

IdentityGroup-Name EQUALS User Identity Salact fram list D Select from list 10 @

i
(] Group1_AuthZ_Rule Groupa:Group

I Create a New Authorization Drofilel

[F]l  wireless_access
S — Select from list [ {@,

o Wireless Black List
Default ‘ IdentityGroup-Mame EQUALS Endpoint
Identity Groups:Blacklist

louble pdud og)s IJodss o

bed lawe IJogoosd



Add New Standard Profile

Authorization Profile

N
ame Profile_group1

Description

* Access Type
ACCESS_ACCEPT v

Network Device Profile i Cisco  ~

Service Template O
Track Movement 0o
Agentless Posture 0o

Passive Identity Tracking () (i)

pedsple pdo lJog s

loodd Ids wolss oo IJuowes [Js leshle 1Uguolisuo 1Jpeds06 9lud) eds uwop 1USlses
lJeuuwsJs. &p lu®) W99 Cisco 9g> 39z Cisco-AV—[1]:

~ Advanced Attributes Settings

Select an item ) v

~ Attributes Details

Access Type = ACCESS_ACCEPT

cisco-account-info--[250]

cisco-assign-ip-pool--[218]

cisco-av-pair--[1] I

cisco-call-filter--[243]

cisco-call-id--[141]

2> w9E IJuwpsd



Ge wluplds Jwpsd j9z-0lisw-Cisco IJos s> wdssuel ludy B9 lsdsus [uolds (+)
Jlols Lues 13)s:

v Advanced Attributes Settings

Cisco:cisco-av-pair v ipsec:dns-servers=10.0.50.10 |~

pdlzbsé: Cldouwes Jesluole Iduwele (Idluwe 9w ule 1Uzeds 9ldsuow 9pl |Js 3JY).
Sues eolzeod sdsd wdosu wwele FlexVPN RADIUS:

>Jisd wdase FlexVPN g Internet Key Exchange Il o1, 2. Cisco 10S XE Fuji 16.9.x -



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396

wpelo RADIUS | e5£906

pdlz06: 3, 1gk096 1Uuwlo$s Jlouile 1duwele 100,986,

o) V98 eb.
op GESSU Iuwele Ios clos wes 309 JIJ presgs:

* wvelo lJpzeses 1


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-9/sec-flex-vpn-xe-16-9-book/sec-cfg-flex-serv.html#GUID-94A027C7-685E-4ED9-A48A-9BD602C1F396

~ Advanced Attributes Settings

== Cisco:cisco-av-pair v~ ipsec:dns-servers=10.0.50.10 ~
= Cisco:cisco-av-pair ~ : ipsec:route-set=prefix 192.16{ ~
= Cisco:cisco-av-pair ~ : ipsec:addr-pool=group1 w

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsecidns-senvers=10.0.50.101
cisco-av-pair = ipsec:route-set=prefix 192.168.100.0/24

disco-av-pair = ipsec:addr-pool=groupl

uwed Group1

* wwplo ldpeeses 2:

~ Advanced Attributes Settings

an

e Cisco:cisco-av-pair ~ - ipsec:dns-servers=10.0.50.20 ~
- Cisco:cisco-av-pair e - ipsec:route-set=prefix 192.16f ~
e Cisco:cisco-av-pair v ipsec:addr-pool=group2 s

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:dns-servers=10.0.50.202
cisco-av-pair = ipsec:route-set=prefix 192,168.200.0/24

cisco-av-pair = ipsec:addr-pool=group2

wele ldpzeses 2

lJgbgo 1. o8y 998 wope IJBlsesd lJpuuwsds 923 pdd oe)sd Idegssd 1J3s wpe lugblgo
S 1Jglogs 10:



Status  Rule Name Conditions

Profilas Security Groups Hits Actions
Ide me User Identity : 7
Group1 _AuthZ_Rule & I:I Select from list <§}
a5 Deny. e5s
Wirele ’
ist "
AN NSP Onboar et | el
Iesentity G 5 Endpoint MNSP_Onboard Select from list iGh
Ient
] 3_IP_Ph
IdentityGroup-Name E LS Endpaint Identity A . ’
Clsco IP Phonas PermitAccess : el
ed Clsco hones SrcinsiBrolied:tissasiPPlions c Select from list 102
Frofiled Non Cisco IP
o e e Men_Ciseo_Profiled_Phanes Select from list ! {67
Phones

o9y 999 e9b.

pdlzb6: Uy, Igbosle po 8 1ds 11 Jlousle Goles IUegssd 1JLes JIJ pze9es.

lJglb9s 12 (Izwshss). Bl lzeee Jozys) pdY wgrsd ldogssd: loeyd Ids Iduyvsluws >



IJoolse:

® Cisco ISE

Dashboard Adminis

Recent Pages
Policy Sats Profiling

Posture Client Provisloning

Policy Elements

Shortcuts

Blisps ISE 1Jglps

loedd lJs IJegssd > wysosdle IJogssd. lud) eds glus IJlgosl) 1Jgluos wedud
IJezoosue Idbs sy wedsde v lul) eds v

= Cisco ISE Palicy - Policy Elements Q @ @ @

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

For Palicy Export go to A\ 1 > Backup & Restore > Pgl

| Authorization Profiles Selected 1 Total 11 [ 4

Downlaadable ACLs

Add (] Duplicate @ Delete ]
(] Namea Profile ~  Dascription
Profiling >
O reless_Access &= Ciseo (7) Default profile used to blacklist wireless devices. Ensure that you et
Poasture ;
O (i) & Clsco 'O Default profile used for Clsco Phones.
Client Provisioning *
O Zlsco_Tan ik Glseo (7) Onboard the device with Cisco tempaoral agant
J Isco_WebAuth - Cisco ® Dafault Profile used to redirect users to the CWA portal.
O Onboard % Cisco (5) Onboard the device with Native Supplicant Provisioning
0O Non P_Phones &k Cisco (7) Default Profile used far Non Cisco Phones.
Profile _groupl = Cisco ,J
O Profile_group2 & Cisco (D)
:_J DM & Cisen _": Default profile used far UDN.,
O Default Profile with access type 43 Accass-Reject

a

Default Profile with access 1ype a3 Access-Accept

cs pdS o Idegasd



odysu ldepsd

lJglogs 1. 9p wluyule .o.JLé u&)sd XML Clgwegsle pz) rOJLé u&)sd XML. o3l IJpeld 09
UPU“QEPP Jlugule 03l IJ,ouuogx

<#froot>

<AnyConnectProfile xmIns="http://schemas.xmlsoap.org/encoding/" xmins:xsi="http://www.w3.0rg/2001/XMLSc
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">true</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="false">true</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1</CertificateStoreMac>
<CertificateStoreLinux>Al1l</CertificateStoreLinux>
<CertificateStoreOverride>true</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AllowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="false">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">

true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<SuspendOnConnectedStandby>false</SuspendOnConnectedStandby>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocalLogon</WindowsLogonEnforcement>
<LinuxLogonEnforcement>SingleLocallLogon</LinuxLogonEnforcement>
<WindowsVPNEstab1ishment>AllowRemoteUsers</WindowsVPNEstab1ishment>
<LinuxVPNEstablishment>LocalUsersOnly</LinuxVPNEstablishment>
<AutomaticVPNPoT1icy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">

Disable

<PPPExclusionServerIP UserControllable="false"/>

</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">

false

<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false </RetainVpnOnLogoff>
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailover>
<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>

<HostEntry>

<HostName>

FI exVPN HUB

</HostName>
<HostAddress>



192. 168. 50. 225

</HostAddress>
<PrimaryProtocol>

| Psec

<StandardAuthenticationOnly>
true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>
<IKEIdentity>

ci sco. exanpl e

</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>

</ServerList>
</AnyConnectProfile>

« <hostName> - IJlwp Idpuwegls Idpuuegse JJlushs IJs 1deuoss 1o goslo IP g e
lJpeld lJesod wlJIlpd (FQDN). Swp e 03l Vs pyue CSC.

+ <hostAddress> - g,9lu IP I9 FQDN IJglo wpe9je FlexVPN.

+ <primaryProtocol> - sgw wessuwo IJs IPsec Jlgol) Idgpsd eds luwegsle IKEVZ/IPsec

w>Jl oo SSL.

+ <AuthMethodDuringlKENegotiation> - sgo wessvol Jlgwegsle EAP-MDS5 »lgd EAP. 903l
pbdsw JJpuolb 96 pélud ¢lpe ISE. _

+ <IKEldentity> - swp huwld 030 I wduwdé w9luwlos IUgpsd Jgpsdd pg )00 uoe
ID_GROUP. spJy luvegsle ol ldpblod Jeblu s 1Ugpsd wpdd wg)sd IKEV2 ppas

gds 1Juo)s.

IJozdd pu lduoes

IJglogs 1. luwdd IJs zolj Idgpsd zse wp wowse CSC. e wldlouold wpe9je FlexVPN _9i)'a.J

wslulo lewels [Jpuuegspl:



AnyConnect VPN:
Please enter your username and password.

& Cisco Secure Client | FlexVPN HUB b

Please enter your username and password.

userl

puw9gle Usert

IJe 196 2. pz lumsuw IJosuasd: lud) eds ksus 1densuw (151988 IJsuuns Iduwdds)
gluedd IJs AnyConnectVPN > |z olissle. olds Ws Buwe pedsple IJguslo 1o gulo IP 1Uss
Op UESSUO SUuLeS IJs [Jogee [U3s we wdsue Jdpzeses 1



@9 Cisco Secure Client — X

v, S C I t ®
Status Overview Virtual Private Network (VPN)
Preferences ' oute Details Firewall Message History
AnyConnect VPN
-~
Secure Endpoint Connection Information ~
State: Connected
Tunnel Mode (IPv4): Split Include
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Incusion: None
Duration: 00:00:22
Management Connection State: Disconnected (user tunnel active)
Address Information ~
Client (IPv4): 172.16.10.5
Client (IPv6): Not Available
Server:
_By'-tes o ~ .
Reset  ExportStats

lzuolissle Usert

loedd Ids AnyConnectVPN > ol osd Ipuub 9019 po lo Ipedsele 1dpg 908 coblod
p& lJpuwble [Jlpus 9 DNS 1Uss wp wdssuo Jdpgpses 1:



@ Cisco Secure Client —

CISCO Secure Cllent N

Status Overview Virtual Private Network (VPN)

Preferences Statistics | Route Details |Firewall Message History

AnyConnect VPN > RS
Secure Endpoint Non-Secured Routes (IPv4) A~
0.0.0.0/0
Secured Routes (IPv4) ~
192.168. 100.0/24
10.0.50.101/32

oIlposd puwh IJpuwesel

IJgle96 3. &), IUeke9s 19 2 pe wslule lewpb IJpguese 2 Jdeedd pu pblods IUpedsele
JJise IJos wp wdsuol s vog wissd ISE Joso IUpezpgs:



AnyConnect VPN:
Please enter your username and password.

€9 Cisco Secure Client | FlexVPN HUB

pun9gle User2



® Cisco Secure Client

Status Overview

AnyConnect VPN

Secure Endpoint

leuolissle User2

@ Cisco Secure Client

Y .
auelt Secure Client

Virtual Private Network (VPN) [:é
Preferences| Statisbcs Route Details Firewall Message History

' | ' I ' .
vees’ Secure Client

Status Overview

AnyConnect VPN

Secure Endpoint

odlposd puwh IJpuwese 2

A
Connection Information ~
State: Connected
Tunnel Mode (IPv4): Split Indude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Indusion: None
Address Information -~
Client (IPv4): 172.16.20.5
Client (IPv6): Mot Available
Server:
By.tes -~ =
Export Stats
X

Virtual Private Network (VPN) [}

Preferences Statistics | Route Details Iﬁrewal Message History

Non-Secured Routes (IPv4)
0.0.0.0/0
Secured Routes (IPv4)

192.168.200.0/24
10.0.50.202/32




lweduuld IJlgble gl oJlzol

wuoese Jigble slduvedlc

eJs p9go Cisco:

eJs ISE:

1. luwogsp wuoese leble IKEV2 g IPSec JJwedd pu lJodls o wso 9258 IJlguoduld
ldow sldepsd:

debug
debug
debug
debug
debug
debug

crypto
crypto
crypto
crypto
crypto
crypto

ikev?2

ikev2 packet
ikev2 error
ikev2 internal
ipsec

ipsec error

Nuwepdle cuorst ltble AAA JJezdd pu wessu Iduvele 1dpedss 9/ls 1Jwgs»s:

debug aaa authorization
debug aaa authentication
debug radius authentication

- wzdle RADIUS IJpul iy

wwsubsy IUged

IJoslez IJeldss os leeds eds Ilouoldle IJulzzs:

. |l wuoese lgble Usert:

<tfroot>

Jan 30 02:57:21.088: AAA/BIND(O00000FF): Bind i/f
Jan 30 02:57:21.088: AAA/AUTHEN/LOGIN (OOOOOOFF):

Pi ck nmethod |i st

Jan
Jan
Jan
Jan
Jan
Jan

30
30
30
30
30
30

02:
02:
02:
02:
02:
02:

57:
57:
57:
57:
57:
57:

21
21
21
21
21
21

.088:
.088:
.088:
.088:
.088:
.088:

' Fl exVPN- Aut hent i cati on-Li st

RADIUS/ENCODE (000000FF) :0rig. component type = VPN IPSEC

RADIUS/ENCODE (000000FF) : dropping service type, "radius-server attribute 6 on-for-
RADIUS (000000FF): Config NAS IP: 0.0.0.0

vrfid: [65535] ipv6e tableid : [0]

idb is NULL

RADIUS (000000FF): Config NAS IPvG6:



Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:
02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:
57:21.089:

RADIUS/
RADIUS (
RADIUS/
RADIUS:
RADIUS (

ENCODE (000000FF) : acct_session_id: 4245

000000FF) : sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

000000FF) :

Send Access-Request to 192.168.30.110: 1645 id 1645/85, len 229

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator C9 82

02:
02:
02:
02:
02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:
57:21.089:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

15 29 AF 4B 17 61 - 27 F4 5C 27 C2 C3 50 34
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 1"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:

02:

57:21.089:
57:21.089:
57:21.089:
57:21.089:

57:21.089:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

02:57:21.089: RADIUS:
02:57:21.089: RADIUS:

02 3B 00 OA 01 75 73
02:57:21.089: RADIUS:

E7 22 65 EO DC 03 3A

02:57:21.089: RADIUS:
02:57:21.089: RADIUS(OOO000OFF): Sending a IPv4 Radius Packet
02:57:21.090: RADIUS(COOOOOOFF): Started 5 sec timeout

02:57:21.094: RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 12

65 72 31 [ ;userl]
Message-Authenticato[80] 18

49 OB 01 49 2A D5 3F AD 4F [ "e:1I*70]
NAS-IP-Address [4] 6 192.168.30.100

Received fromid 1645/85 192.168. 30. 110: 1645, Access-Chal |l enge, len 137

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 67 2B 9D 9C 4D 1F F3 E8 - F6 EC 9B EB 8E 49 (C8 A5
02:57:21.094: RADIUS:

35
32
32
45
49
38

02:57:21.094:

32
4C
46
32
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

01 52 00 06

02:57:21.094:

38 8A B1 31
02:57:21.094: RADIUS(O00000FF): Received from id 1645/85
RADIUS/DECODE: EAP-Message fragments, 6, total 6 bytes
Jan 30 02:57:21.097: AAA/AUTHEN/LOGIN (OOO0OOOQFF):

Pi ck nmethod Ii st

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:
02:

57:21.097:
57:21.097:
57:21.097:
57:21.097:
57:21.097:

4D 53 65
46 32 46
30 31 36
31 46 3B
53 45 2D
38 2F 32
RADIUS:
0D 20 [
RADIUS:
72 62 06

RADIUS/
RADIUS/

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
39 3B [ 80018/29;]

EAP-Message [79] 8
R 1]

Message-Authenticato[80] 18

40 4F D4 58 48 E8 36 E7 80 [ 81rb@OXH6]

' Fl exVPN- Aut hent i cati on-Li st

ENCODE (000000FF) :Orig. component type = VPN IPSEC
ENCODE (000000FF) : dropping service type, "radius-server attribute 6 on-for-

RADIUS (000000FF): Config NAS IP: 0.0.0.0

vrfid:
idb is

[65535] ipv6 tableid : [0]
NULL



Jan 30 02:57:21.097: RADIUS(OO00000FF): Config NAS IPv6:

Jan 30 02:57:21.097: RADIUS/ENCODE(O00000FF): acct_session_id: 4245

Jan 30 02:57:21.097: RADIUS(O00000FF): sending

Jan 30 02:57:21.097: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 02:57:21.097: RADIUS: Message Authenticator encoded

Jan 30 02:57:21.097: RADIUS(000000FF):

Send Access-Request to 192.168.30.110: 1645 id 1645/86, len 316

RADIUS: authenticator 93 07 42 CC D1 90 31 68 - 56 DO DO 5A 35 C3 67 BC
Jan 30 02:57:21.097: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 02:57:21.097: RADIUS: Vendor, Cisco [26] 26

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 36

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 02:57:21.098: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 64

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
Jan 30 02:57:21.098: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.098: RADIUS: Vendor, Cisco [26] 21

Jan 30 02:57:21.098: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

Jan 30 02:57:21.098: RADIUS: EAP-Message [79] 8

RADIUS: 02 52 00 06 03 04 [ R]

Jan 30 02:57:21.098: RADIUS: Message-Authenticato[80] 18

RADIUS: EO 67 24 D3 BB CF D9 EO EE 44 98 8A 26 64 AC C9 [ g$D&d]

Jan 30 02:57:21.098: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.098: RADIUS: NAS-IP-Address [4] 6 192.168.30.100

Jan 30 02:57:21.098: RADIUS(000000FF): Sending a IPv4 Radius Packet

Jan 30 02:57:21.099: RADIUS(O000000FF): Started 5 sec timeout

Jan 30 02:57:21.101: RADIUS:

Received fromid 1645/86 192.168. 30.110: 1645, Access-Chall enge, len 161

RADIUS: authenticator 42 A3 5F EO 92 13 51 13 - B2 80 56 A3 91 36 BD Al

Jan 30 02:57:21.101: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.101: RADIUS: EAP-Message [79] 32

RADIUS: 01 53 00 1E 04 10 D7 61 AE 69 3B 88 Al 83 E4 EC OF B6 EF 68 58 16 49 53 45 2D 44 49 41 4E [ Sai
Jan 30 02:57:21.101: RADIUS: Message-Authenticato[80] 18

RADIUS: 3E C9 C1 E1 F2 3B 4E 4C DF CF AC 21 AA E9 C3 FO [ >;NL!]

Jan 30 02:57:21.101: RADIUS(OOOOOOFF): Received from id 1645/86
RADIUS/DECODE: EAP-Message fragments, 30, total 30 bytes

Jan 30 02:57:21.103: AAA/AUTHEN/LOGIN (OOO0OOOQFF):



Pick nmethod |ist 'FlexVPN Authentication-List'

Jan 30 02:57:21.103: RADIUS/ENCODE(O00000FF):0rig. component type = VPN IPSEC

Jan 30 02:57:21.103: RADIUS/ENCODE(O00000OFF): dropping service type, "radius-server attribute 6 on-for-
Jan 30 02:57:21.103: RADIUS(000000FF): Config NAS IP: 0.0.0.0

Jan 30 02:57:21.103: vrfid: [65535] ipv6 tableid : [0]

Jan 30 02:57:21.104: idb is NULL

Jan 30 02:57:21.104: RADIUS(O00000FF): Config NAS IPv6:

Jan 30 02:57:21.104: RADIUS/ENCODE(OO00000FF): acct_session_id: 4245

Jan 30 02:57:21.104: RADIUS(O00000FF): sending

Jan 30 02:57:21.104: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 02:57:21.104: RADIUS: Message Authenticator encoded

Jan 30 02:57:21.104: RADIUS(OOO000FF):

Send Access-Request to 192.168. 30.110: 1645 id 1645/87, len 332

RADIUS: authenticator 89 35 9C C5 06 FB 04 B7 - 4E A3 B2 5F 2B 15 4F 46
Jan 30 02:57:21.104: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 26

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 36

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 02:57:21.104: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 64

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
Jan 30 02:57:21.104: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.104: RADIUS: Vendor, Cisco [26] 21

Jan 30 02:57:21.104: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

Jan 30 02:57:21.104: RADIUS: EAP-Message [79] 24

RADIUS: 02 53 00 16 04 10 BO BB 3E D5 B1 D6 01 FC 9A B7 4A DB AB F7 2F B6 [ S>]/]
Jan 30 02:57:21.104: RADIUS: Message-Authenticato[80] 18

RADIUS: 79 43 97 A7 26 17 3E 3B 54 B4 90 D4 76 OF EO 14 [ yC&>;Tv]

Jan 30 02:57:21.104: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
RADIUS: 45 32 5A 4E 31 46 3B 33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 32 39 3B [ 80018/29;]

Jan 30 02:57:21.104: RADIUS: NAS-IP-Address [4] 6 192.168.30.100

Jan 30 02:57:21.105: RADIUS(O00000FF): Sending a IPv4 Radius Packet

Jan 30 02:57:21.105: RADIUS(O00000FF): Started 5 sec timeout

Jan 30 02:57:21.170: RADIUS:

Received fromid 1645/87 192.168. 30. 110: 1645, Access-Accept, |en 233

RADIUS: authenticator 75 F6 05 85 1D A0 C3 EE - F8 81 F9 02 38 AC Cl1 B6
Jan 30 02:57:21.170: RADIUS: User-Name [1] 7

"user 1"

Jan 30 02:57:21.170: RADIUS: Class [25] 68
RADIUS: 43 41 43 53 3A 4C 32 4C 34 32 46 32 46 30 31 31 [CACS:L2L42F2F011]



RADIUS: 36 5A 4F 32 4C 34 32 46 32 46 30 31 36 46 5A 48 [6Z02L42F2F016FZH]
RADIUS: 31 31 39 34 43 41 45 32 5A 4E 31 46 3A 49 53 45 [1194CAE2ZN1F:ISE]
RADIUS: 2D 44 49 41 4E 2F 34 39 33 30 38 30 30 31 38 2F [-DIAN/493080018/]
RADIUS: 32 39 [ 29]

Jan 30 02:57:21.170: RADIUS: EAP-Message [79] 6

RADIUS: 03 53 00 04 [ S]

Jan 30 02:57:21.170: RADIUS: Message-Authenticato[80] 18

RADIUS: 8A A9 CC 07 61 A2 6D BA E4 EB B5 B7 73 OE EC 28 [ ams(]

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 37

Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 31

"i psec: dns-servers=10. 0. 50. 101"

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 47
Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 41

"ipsec:route-set=prefix 192.168. 100. 0/ 24"

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 30
Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 24

"i psec: addr - pool =gr oup1”

Jan 30 02:57:21.171: RADIUS(OOOOO0OOFF): Received from id 1645/87
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Jan 30 02:57:21.175: AAA/BIND(00000100): Bind i/f

Jan 30 02:57:21.175: AAA/AUTHOR (0x100):

Pi ck nmethod list 'FlexVPN Aut hori zation-List

Jan 30 02:57:21.176: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to
Jan 30 02:57:21.192: %SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
Jan 30 02:57:21.376: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Virtual - Accessl, changed state to up

. lolz wuopse Igble User2:

<tfroot>

Jan 30 03:28:58.102: AAA/BIND(00000103): Bind i/f
Jan 30 03:28:58.102: AAA/AUTHEN/LOGIN (00000103):

Pi ck nmethod |ist 'FlexVPN Aut hentication-List’

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103):0rig. component type = VPN IPSEC

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103): dropping service type, "radius-server attribute 6 on-for-
Jan 30 03:28:58.103: RADIUS(00000103): Config NAS IP: 0.0.0.0

Jan 30 03:28:58.103: vrfid: [65535] ipv6 tableid : [0]

Jan 30 03:28:58.103: idb is NULL

Jan 30 03:28:58.103: RADIUS(00000103): Config NAS IPv6:

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103): acct_session_id: 4249

Jan 30 03:28:58.103: RADIUS(00000103): sending

Jan 30 03:28:58.103: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 03:28:58.103: RADIUS: Message Authenticator encoded

Jan 30 03:28:58.103: RADIUS(00000103):



Send Access-Request to 192.168. 30.110: 1645 id 1645/88, len 229

RADIUS: authenticator 71 99 09 63 19 F7 D7 0B - 1D A9 4E 64 28 6F A5 64
Jan 30 03:28:58.103: RADIUS: Service-Type [6] 6 Login [1]

Jan 30 03:28:58.103: RADIUS: Vendor, Cisco [26] 26

Jan 30 03:28:58.103: RADIUS: Cisco AVpair [1] 20 "service-type=Login"
Jan 30 03:28:58.103: RADIUS: Vendor, Cisco [26] 36

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30 03:28:58.104: RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

Jan 30 03:28:58.104: RADIUS: Vendor, Cisco [26] 64

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
Jan 30 03:28:58.104: RADIUS: User-Name [1] 7

"user 2"

Jan 30 03:28:58.104: RADIUS: Vendor, Cisco [26] 21

Jan 30 03:28:58.104: RADIUS: Cisco AVpair [1] 15 "coa-push=true"
Jan 30 03:28:58.104: RADIUS: EAP-Message [79] 12

RADIUS: 02 3B 00 OA 01 75 73 65 72 32 [ ;user2]

Jan 30 03:28:58.104: RADIUS: Message-Authenticato[80] 18

RADIUS: 12 62 2F 51 12 FC F7 EC FO 87 EO 34 1E F1 AD E5 [ b/Q4]

Jan 30 03:28:58.104: RADIUS: NAS-IP-Address [4] 6 192.168.30.100
Jan 30 03:28:58.104: RADIUS(00000103): Sending a IPv4 Radius Packet
Jan 30 03:28:58.105: RADIUS(00000103): Started 5 sec timeout

Jan 30 03:28:58.109: RADIUS:

Received fromid 1645/88 192.168. 30. 110: 1645, Access-Chal |l enge, |len 137

RADIUS: authenticator 98 04 01 EA CD 9B 1E A9 - DC 6F 2F 17 1F 2A 5F 43
Jan 30 03:28:58.109: RADIUS: State [24] 91

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 32 46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
RADIUS: 32 46 32 46 30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
RADIUS: 34 34 5A 4E 32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
RADIUS: 49 44 3D 49 53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
RADIUS: 38 30 30 31 38 2F 33 30 3B [ 80018/30;]

Jan 30 03:28:58.110: RADIUS: EAP-Message [79] 8

RADIUS: 01 35 00 06 OD 20 [ 5 ]

Jan 30 03:28:58.110: RADIUS: Message-Authenticato[80] 18

RADIUS: E3 A6 88 B1 B6 3D 93 1F 39 B3 AE 9E EA 1D BB 15 [ =9]

Jan 30 03:28:58.110: RADIUS(00000103): Received from id 1645/88
RADIUS/DECODE: EAP-Message fragments, 6, total 6 bytes

Jan 30 03:28:58.112: AAA/AUTHEN/LOGIN (00000103):

Pick nmethod |ist 'FlexVPN Authentication-List'

Jan 30 03:28:58.112: RADIUS/ENCODE(00000103):0rig. component type = VPN IPSEC

Jan 30 03:28:58.112: RADIUS/ENCODE(00000103): dropping service type, "radius-server attribute 6 on-for-
Jan 30 03:28:58.112: RADIUS(00000103): Config NAS IP: 0.0.0.0

Jan 30 03:28:58.112: vrfid: [65535] ipv6 tableid : [0]

Jan 30 03:28:58.113: didb is NULL

Jan 30 03:28:58.113: RADIUS(00000103): Config NAS IPv6:

Jan 30 03:28:58.113: RADIUS/ENCODE(00000103): acct_session_id: 4249

Jan 30 03:28:58.113: RADIUS(00000103): sending

Jan 30 03:28:58.113: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 03:28:58.113: RADIUS: Message Authenticator encoded

Jan 30 03:28:58.113: RADIUS(00000103):



Send Access-Request to 192.168. 30.110: 1645 id 1645/89, len 316

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator 56 BD FO 9A 4B 16 5C 6C - 4E 41 00 56 8D CO 3A 8C
03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:

RADIUS: Service-Type [6] 6 Login [1]

RADIUS: Vendor, Cisco [26] 26

RADIUS: Cisco AVpair [1] 20 "service-type=Login"
RADIUS: Vendor, Cisco [26] 36

RADIUS: Cisco AVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

03:
03:
03:
03:

03:
03:

28:
28:
28:
28:

28:
28:

58.113:
58.113:
58.113:
58.113:

58.113:
58.113:

RADIUS: Calling-Station-Id [31] 13 "192.168.50.130"

RADIUS: Vendor, Cisco [26] 64

RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
RADIUS: User-Name [1] 7

RADIUS: Vendor, Cisco [26] 21
RADIUS: Cisco AVpair [1] 15 "coa-push=true"

03:28:58.113: RADIUS: EAP-Message [79] 8
02 35 00 06
03:28:58.113:
47 1F 36 A7
03:28:58.113:

35
32
32
34
49
38

32
4c
46
34
44
30

43 50
34 32
32 46
5A 4E
3D 49
30 31

03:28:58.114:
03:28:58.114:
03:28:58.114:
03:28:58.116:

03 04 [ 5]
RADIUS: Message-Authenticato[80] 18
C3 9B 90 6E 03 2C B8 D7 FE A7 13 44 [ G6n,D]
RADIUS: State [24] 91
4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
38 2F 33 30 3B [ 80018/30;]
RADIUS: NAS-IP-Address [4] 6 192.168.30.100
RADIUS(00000103): Sending a IPv4 Radius Packet
RADIUS(00000103): Started 5 sec timeout
RADIUS:

Received fromid 1645/89 192.168. 30. 110: 1645, Access-Chal |l enge, len 161

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 84 A3 30 3D 80 BC 71 42 - 1B 9B 49 EF OB 1B 02 02
03:28:58.116:

35
32
32
34
49
38

32
4c
46
34
44
30

43 50
34 32
32 46
5A 4E
3D 49
30 31

03:28:58.116:

01 36 00 1E
03:28:58.116:
08 5E BC EF
03:28:58.116:
RADIUS/DECODE: EAP-Message fragments, 30, total 30 bytes
Jan 30 03:28:58.118: AAA/AUTHEN/LOGIN (00000103):

Pick nmethod list 'Fl

Jan 30 03:28:58.118:
Jan 30 03:28:58.118:
Jan 30 03:28:58.118:
Jan 30 03:28:58.118:

RADIUS: State [24] 91
4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
46 32 46 30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
30 31 36 46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194EA4]
32 30 3B 33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
53 45 2D 44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
38 2F 33 30 3B [ 80018/30;]
RADIUS: EAP-Message [79] 32
04 10 EB 9F A5 AC 70 1F 4D D6 48 05 9D EC 1F 29 67 AE 49 53 45 2D 44 49 41 4E [ 6pM
RADIUS: Message-Authenticato[80] 18
E5 38 50 CD FB 3C B3 E9 99 0A 51 B3 [ A8P<Q]
RADIUS(00000103): Received from id 1645/89

exVPN- Aut henti cati on-List'

RADIUS/ENCODE (00000103) :0Orig. component type = VPN IPSEC

RADIUS/ENCODE (00000103): dropping service type, "radius-server attribute 6 on-for-
RADIUS(00000103): Config NAS IP: 0.0.0.0

vrfid: [65535] ipv6 tableid : [0]



Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.119:
03:28:58.119:

idb is

RADIUS (
RADIUS/
RADIUS (
RADIUS/
RADIUS:
RADIUS (

NULL

00000103): Config NAS IPv6:

ENCODE (00000103) : acct_session_id: 4249

00000103): sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

00000103):

Send Access-Request to 192.168.30.110: 1645 id 1645/90, len 332

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator Al 62

03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

1A FB 18 58 7B 47 - 5C 8A 64 FA B7 23 9B BE
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

"user 2"

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30
Jan 30

03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:

03:28:58.119:
03:28:58.119:
03:28:58.119:
02 36 00 16
03:28:58.119:
B1 68 3C 25
03:28:58.119:
35 32 43 50
32 4C 34 32
32 46 32 46
34 34 S5A 4E
49 44 3D 49
38 30 30 31
03:28:58.119:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
04 10 73
RADIUS:
9E FE 52
RADIUS:
4D 53 65
46 32 46
30 31 36
32 30 3B
53 45 2D
38 2F 33
RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"

EAP-Message [79] 24

B7 F2 42 09 5B AB 21 D8 77 96 A2 F7 C7 83 AD [ 6sB[!w]
Message-Authenticato[80] 18

13 10 69 E6 BB 17 67 6F 18 [ h<?Rigo]

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194E4]
33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
30 3B [ 80018/30;]

NAS-IP-Address [4] 6 192.168.30.100

03:28:58.119: RADIUS(00000103): Sending a IPv4 Radius Packet

03:28:58.119: RADIUS(00000103): Started 5 sec timeout

03:28:58.186: RADIUS: Received from id 1645/90 192.168.30.110:1645, Access-Accept, len 233
authenticator 48 A5 AO 11 ED B8 C2 87 - 35 30 17 D5 6D D7 B4 FD

03:28:58.186: RADIUS: User-Name [1] 7

03:28:58.186:
43 41 43 53
36 5A 4F 32
31 31 39 34
2D 44 49 41
33 30 [ 30]
03:28:58.186:
03 36 00 04
03:28:58.186:
9E A6 D9 56
03:28:58.187:
03:28:58.187:

RADIUS:
3A 4C 32
4C 34 32
45 34 34
4E 2F 34

RADIUS:
[ 6]
RADIUS:
40 C8 EB
RADIUS:
RADIUS:

Class [25] 68

4C 34 32 46 32 46 30 31 31 [CACS:L2L42F2F011]
46 32 46 30 31 36 46 5A 48 [6Z02L42F2F016FZH]
34 5A 4E 32 30 3A 49 53 45 [1194E4447ZN20:1ISE]
39 33 30 38 30 30 31 38 2F [-DIAN/493080018/]

EAP-Message [79] 6

Message-Authenticato[80] 18

08 69 8C E1 35 35 53 18 83 [ V@i55S]
Vendor, Cisco [26] 37

Cisco Avpair [1] 31



"i psec: dns-servers=10. 0. 50. 202"

Jan 30 03:28:58.187: RADIUS: Vendor, Cisco [26] 47
Jan 30 03:28:58.187: RADIUS: Cisco AVpair [1] 41

"ipsec:route-set=prefix 192.168. 200. 0/ 24"

Jan 30 03:28:58.187: RADIUS: Vendor, Cisco [26] 30
Jan 30 03:28:58.187: RADIUS: Cisco AVpair [1] 24

"i psec: addr - pool =gr oup2"

Jan 30 03:28:58.187: RADIUS(00000103): Received from id 1645/90
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Jan 30 03:28:58.190: AAA/BIND(00000104): Bind i/f

Jan 30 03:28:58.190: AAA/AUTHOR (0x104):

Pick nmethod |ist 'FlexVPN Authorization-Li st

Jan 30 03:28:58.192: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access2, changed state to
Jan 30 03:28:58.209: %SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
Jan 30 03:28:58.398: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Virtual - Access2, changed state to up

osedyple slo Lods



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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