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» show crypto ipSec transform-set default
1Jgl9s 1 §p wodssu edBdo pldluse IKEV2.
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© $9L0s wlewdld pUlose $9s8 Jozuw s Logd.

crypto ikev2 keyring FLEXVPN_KEYRING
peer spoke
address 0.0.0.0 0.0.0.0
pre-shared-key local Ciscol23
pre-shared-key remote Ciscol23

1J21096 2 $p wodsu uesde ldeuolb 96 sldodss o sldezluwes (AAA).
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aaa nhew-model
aaa authorization network FLEXVPN Tocal
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crypto ikev2 profile FLEXVPN_PROFILE

match identity remote key-id Peerl23

identity local address 172.16.1.1

authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FLEXVPN default



virtual-template 1

1Jglb9s 4 §p wodysu pdd wg)sud IPsec.

* $pdu odasu pd wers IPsec ppuouo Il Jp cuwetde pddd Iogsd IUIBw,lsos.
¢ SUp CESSU pdV wgsV IKEV2 IUss we lugilyeo Ws 1Ugbes 3 eds pdwd g s IPsec
o3l

crypto ipsec profile defualt
set ikev2-profile FLEXVPN_PROFILE

lJglo9s 5 9p wodosy 9lzod IUluweele 99lzos USlde IUblo)s.

* wpl I lJzols IJogsy szuwss eds gusly IP ssulpsIds: sdjpe logvle dVTI oo OlJo.
* 9lzos IJulJo IUblo,s 030 05 WIJo wdssu swp pu edldo luuble glzole Virtual-Access
lssulesdso

interface Loopbackl
ip address 192.168.1.1 255.255.255.0

interface Virtual-Templatel type tunnel
ip unnumbered Loopbackl
tunnel protection ipsec profile default

OJISU p9z0 BLES

Cldouwes JJeseo 1J9,es Gp wodsu pdds pdlose IKEV2 9609352 AAA 90 o)
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crypto ikev2 profile FLEXVPN_PROFILE

identity local key-id Peerl23

match identity remote address 172.16.1.1
authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FLEXVPN default



IJglo9s 5 w9y 9lzos IJuww g IUbloys IJelows.
c olousluo o guslo IP Jeszo 1Jped) 085999 9dl swgs): yvddo VTI pwldy [uwolosds.
interface TunnelO
ip address 192.168.1.10 255.255.255.0
tunnel source GigabitEthernet0

tunnel destination 172.16.1.1
tunnel protection ipsec profile default

odysu Idugeso

B 03l lJpold: sop weass IJogeso loule Jouile 13e,lo Toly IKEV2 (SA) pe wI9sw blispd
IJozde Vs 1dsuo9d. 03l sesu IJeuds pyg) 1o sdso buwde gws IJ VPN, spdud ks ol
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IJg 1096 5. weass Blises IUoedp B 1909 (ACL).

eozo IJpdy Ihssurs:

ip access-1ist standard Flex-ACL
permit 10.10.10.0 255.255.255.0

pSzo IJS)E:!

ip access-1list standard Flex-ACL
permit 10.20.20.0 255.255.255.0

1Jgo96 6. §p wogrsd pdVle wgrsd wiasd IKEV2 gds JJ pogo Jugssu Blises IJozde
S 1dsuesd (ACL).

crypto ikev2 authorization policy default
route set interface
route set access-Tlist Flex-ACL

lIJodgso IUled Jpseo 1Upd)

aaa hew-model



aaa authorization network FLEXVPN Tocal

crypto ikev2 authorization policy default
route set interface
route set access-1list Flex-ACL

crypto ikev2 keyring FLEXVPN_KEYRING
peer spoke
address 0.0.0.0 0.0.0.0
pre-shared-key local Ciscol23
pre-shared-key remote Ciscol23

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote key-id Peerl23

identity local address 172.16.1.1

authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FLEXVPN default
virtual-template 1

crypto ipsec profile default
set ikev2-profile FLEXVPN_PROFILE

interface Loopbackl
ip address 192.168.1.1 255.255.255.0

interface Loopbackl0
ip address 10.10.10.10 255.255.255.255

interface GigabitEthernet0
ip address 172.16.1.1 255.255.255.0

interface Virtual-Templatel type tunnel
ip unnumbered Loopbackl
tunnel protection ipsec profile default

ip access-Tist standard Flex-ACL
5 permit 10.10.10.0 255.255.255.0

IJedsso 1Jled Jdpsze [JS,es

aaa new-model
aaa authorization network FLEXVPN Tocal

crypto ikev2 authorization policy default
route set interface
route set access-1list Flex-ACL

crypto ikev2 keyring FLEXVPN_KEYRING
peer HUB
address 0.0.0.0 0.0.0.0
pre-shared-key local Ciscol23
pre-shared-key remote Ciscol23

crypto ikev2 profile FLEXVPN_PROFILE
identity local key-id Peerl23
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match identity remote address 172.16.1.1
authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FLEXVPN default

rypto ipsec profile default
set ikev2-profile FLEXVPN_PROFILE

nterface Loopback20
ip address 10.20.20.20 255.255.255.255

nterface TunnelO

ip address 192.168.1.10 255.255.255.0
tunnel source GigabitEthernet0

tunnel destination 172.16.1.1

tunnel protection ipsec profile default

nterface GigabitEthernet0
ip address dhcp
negotiation auto

p access-1list standard Flex-ACL
10 permit 10.20.20.0 255.255.255.0

IJozdd pu lduogs
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eadquarter#show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA

unnel-id Local Remote fvrf/ivrf Status
172.16.1.1/500 172.16.2.1/500 none/none READY
Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:19, Auth sign: PSK, Auth verify: P
Life/Active Time: 86400/74645 sec
CE 1id: 61256, Session-id: 1
Status Description: Negotiation done
Local spi: D5129F36B1180175 Remote spi: F9298874F90BFEC7
Local 1id: 172.16.1.1
Remote 1id: 172.16.2.1

Local req msg id: 16 Remote req msg id: 31
Local next msg id: 16 Remote next msg id: 31
Local req queued: 16 Remote req queued: 31
Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry 0

Fragmentation not configured.

Dynamic Route Update: enabled

Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : No

Remote subnets: = @ —--mmmmmmom—o > This section shows the traffic to be routed acros
192.168.1.10 255.255.255.255

10.20.20.20 255.255.255.255



IPv6 Crypto IKEv2 SA

IJp,2ds IJeloss. IPSec

Headquarter#show crypto ipsec sa

interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, Tocal addr 172.16.1.1

protected vrf: (none)
local 1ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.1/255.255.255.255/47/0)
current_peer 172.16.2.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 225, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 225, #pkts decrypt: 225, #pkts verify: 225
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.16.2.1

plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetO
current outbound spi: 0xC124D7C1(3240417217)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxC2AADCAB(3265977515)
transform: esp-aes esp-sha-hmac ,
in use settings ={Transport, }
conn 1id: 2912, flow_id: CSR:912, sibling_flags FFFFFFFF80000008, crypto map: Virtual-Accessl-he
sa timing: remaining key lifetime (k/sec): (4607993/628)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xC124D7C1(3240417217)

transform: esp-aes esp-sha-hmac ,
in use settings ={Transport, }
conn 1id: 2911, flow_id: CSR:911, sibling_flags FFFFFFFF80000008, crypto map: Virtual-Accessl-he
sa timing: remaining key lifetime (k/sec): (4608000/628)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

weolg lsuol IJs lJozdsd pu o 9lzoo 1 o9d IUbloys W zlds UP.



show interface Virtual-Accessl
Virtual-Access2 is up, line protocol 1is up
Hardware is Virtual Access interface
Interface is unnumbered. Using address of Loopbackl (192.168.1.1)
MTU 9934 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL
Tunnel vaccess, cloned from Virtual-Templatel
Vaccess status 0x4, loopback not set
Keepalive not set
Tunnel Tinestate evaluation up
Tunnel source 172.16.1.1, destination 172.16.2.1
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255, Fast tunneling enabled
Tunnel transport MTU 1434 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "default")
Last input 20:53:34, output 20:53:34, output hang never
Last clearing of "show interface" counters 20:55:43
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
586 packets input, 149182 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, O throttles
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
15 packets output, 1860 bytes, O underruns
Output O broadcasts (0 IP multicasts)
0 output errors, 0 collisions, 0 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out
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» show crypto ikev2 sa
+ show crypto ipsec sa

* e eduws Jogv s,
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» debug crypto ikev2



» debug crypto ipSec
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