oJdosy AnyConnect FlexVPN Cluuogsle
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lJpzogsle

lowed il | izble ol o, Jizol

|Jp 95006

S9uoz 03l ldpuwows Js¥ss wdysy puolr 96 wulisss IJggled 1UEhzsse Jleuold AnyConnect
IPSec wp9z0 Cisco IOS® XE.
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IJecbdole IJlgul jusé
lJpolbdole

w90 Cisco vig oJ9y s pgy9s6 wldpesluose 1Joldss:

* IJogywd pg odssu RAVPN gJs poeo
o bo peyd Erple 1Jogss (ISE)

lJpdovlo Idpuuweispd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwens 1Js luesble Ido)lez 9ldedsule 1dpbss Ideldss:

+ Cisco Catalyst 8000V (C8000V) s,Jo Losgd 17.10.01a



» Cisco AnyConnect Secure Mobility Client. IJl_s>l, 4.10.04071

+ Cisco ISE Running. IJl_»>1, 3.1.0

e ¢bp9dsd IUpuolds IJouliss (ble IJouugsd Windows 10 19 is zoly Jpusse, sepd
wuble IJobgsd Linux)

* 2wvlo Duo gds IUssw

s Jposyu) lJgpsd ldpoww gdso AnyConnect

o7 louble Uro&.Jgplu |.J_9|_po OGS o3l IJpwaews pu I._Jlao_)o 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu ap;s&_ |.J|2_0JO |Jpwua)p0 k.95 o5l |.J|0,JUUL_)) uu\JS;SU prouuga (Idu)luDgS) I)l \Jluu

o9 9 I ol 80

Iy rouol)Léé PUNLEI P AnyCc?nnect g_;|uu-;)é)|ro lu'”r" PUVLED P _9GJJr06 29 E_J§ tb‘o ISE. .___SJ,JUJ
¢l>e Duo Authentication Proxy ls_ol pol> 36 |uoldss W yudd ledle >9¢ |Js zolj 1Upzesd
Iglue wldpuweoe.

w—"

Password

ISE Server

/”—-\\ m —| = 3 [ ]

{ . ) \) Phone Call ‘ Authentication Proxy
5 1, —
T Passcode 4 -

AnyConnect User 5

7 O
6

peblb &> 1Jp ol> 96
epdsé ool
1. 889 lJpuwedsp wwosiss loold RAVPN |Js C8000V 9599 luwp puweése 99Jp6 )9,

JJpo186 1JIuwluss.
2. syuwd IJb,l; C8000V blu puob8é IUs 99sd IJpolb @6 Duo.



3. oo Syuwd 996 1deuols 86 IUeulss IJbdo 1Iuelus U #lse Active Directory 1
RADIUS.

4. sop buwld lvoelos 1dpuohb$s e, 18s IJs 99sd 1deuols .

5. vz vele IJpuol> 86 1Jiuulunss: sbbdo 99sd 1dpuolb 86 1o ulss puold§6 olusss
gw) ¢l Duo.

6. &p ©@9p 300 DUO Lol 86 IJpuedse: wule gds bysdo lJpuolbdo IJelugso (Id>dg:
|._Jrod|Jr06 |.Jo|og.9g§5‘_)ro_j |.J|o_)_9_)).

7. suvode 99sd puold§s Duo [uweglewsd [deuol>86.

. Swp buwld IJlugweelos |Js C8000v.

9. Vs 2lds wele 03l IJlp)le: swp wluwsuw loueld AnyConnect.

oo

lJodysy
pu lzd 1pld IJedsso: uog B IJlg ool 030 IUIEuwle.
tbsle [Jodesy gds C8000V (9256 IUluwo9old sldew 1Ugluos wuvwdé VPN)

1. 9p vodsu ¢hp RADIUS. szo i SIY9u guslu IP 1Jgluo wglspe RADIUS o9 susly IP 1UElILo
w9dsd IJpob@s Idoulss.

radius server rad_server

address ipv4 10.197.243.97 auth-port 1812 acct-port 1813
timeout 120

key cisco

2. 3p wodysy gbpe RADIUS Jaap ol> 86 909950 Jgbp peds.

aaa new-model

aaa group server radius FlexVPN_auth_server

server name rad_server

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network FlexVPN_authz Tocal

3. 8p wluusle TrustPoint oy lzd couse volss [Jogss: I3l Jp oo 09296 LIdded
Jdpohb8é ldpedss. spdod Id)zee lUs ouwesd I gvolyé J PKI Jdguesd £Js p58> pu
IJodloosd 29d lousle IJuiolss.

crypto pki trustpoint TP_AnyConnect
enrolIment url http://x.x.x.x:80/certsrv/mscep/mscep.dl]


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

usage ike

serial-number none

fgdn flexvpn-C8000V.cisco.com

ip-address none

subject-name cn=flexvpn-C8000V.cisco.com
revocation-check none

rsakeypair AnyConnect

4. (I2oshs) Sp wodssu 8lises 9,09 Gsluwss Jsop luwesleol JJudE Idpduve. wodsy
Blisps 19 09 030 po Idubudle 1J9z06 1Jos Spdo 1U9uo9d 1Usel po gJIJ o VPN.
cuvdd lu)luos: op) gpse Yo p9) Idoslule gw)y 098 VPN bl de sope wdyse 1o
IJpBumep-

ip access-1ist standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

S. luuwle wepe guldsy IPV4.

ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

SESU wgpee suldsu IP 1Uss wpe lugule gugly IPV4 Jg psd AnyConnect leole louold
AnyConnect wuglz.

6. cJ9su wog wEISU-

crypto ikev2 authorization policy ikev2-authz-policy
pool SSLVPN_POOL

dns 10.106.60.12

route set access-list split-tunnel-acl

Sop wpa$d wgee IP 9 DNS 98lises IJudE Idpdume 9ol 1Us 3JY Uopu wor IJogssd.

~
pdlebbs: Vs 2lds g0 dssu wor s IKEV2 IJpguouo: sop luwasle vor
lJogasd Idloe)luas Ideuwps TJIOo)luos" JJogasd. spdu lsuol s IUuwple
lUpz336 Uopw woz wissd IKEV2 g, ¢l RADIUS.

7. odosu lWu,lg suwslyws IKEVZ.



crypto ikev2 proposal FlexVPN_IKEv2_Proposal
encryption aes-cbc-128

integrity sha384

group 19

crypto ikev2 policy FlexVPN_IKEv2_PoTlicy

match fvrf any
proposal FlexVPN_IKEv2_Proposal

8. ¥p wozpsd pd wgrsW gpsd AnyConnect |Js 31956 IJoposs JJpszo 9235 pdd IJog)sed
Jpl 09 p9 o2

crypto vpn anyconnect profile Client_Profile bootflash:/Client_Profile.xml

9. wglbsd gl HTTP 1o,

no ip http secure-server

10. Bp wodssy ywsluwo SSL 9255 IP WAN 1Ugluo wldesze Jeuslu peds Joujsd pdwd
lJog)se.

crypto ssl policy ssl-server
pki trustpoint TP_AnyConnect sign
ip address Tocal

port 443

1. 8p wodssu Sldo bloys sop po gdldo lousle psuwé [J9uo9d IJblo,sldE e e
PUNUUWES

interface Virtual-Template20 type tunnel
ip unnumbered GigabitEthernetl



Seuod Ulo) €8 1dpadp eds gudlo IP pu 1Uslzos IJos wp odssuol (GigabitEthernet1).

13. §p vodssu pdV we)s S IKEV2 szogs eds zese udlb I obpgdsple 1.

crypto ikev2 profile Flexvpn_ikev2_Profile
match identity remote any

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint TP_AnyConnect

dpd 60 2 on-demand

aaa authentication eap FlexVPN_auth

aaa authorization group eap list FlexVPN_authz ikev2-authz-policy
aaa authorization user eap cached
virtual-template 20 mode auto

anyconnect profile Client_Profile

9swp luwegsle odo IJgul o) Bs pdud wg s IKEV2:

* matchidentity remoteany - SUvS,) [JS 0986 IUgpsd. wp wdosu 'any' oul zos swpdy |..5 epsd
239> woslule IUlgwpl Iduozsed pu lJlouold

* authentication remote - S_vS) |JS igo Sew luwodsle oy9u9ded EAP Jpe ol 96 1Ugpsd

* authentication local - IJI_ul,6 |Js oo Sew luwodsle [duvoble Jdpuol> 96 1Jpeedss

« aaauthentication eap - I ole ool §6 EAPFexVPN_auths_wogsp ¢lop RADIUS

* asaauthorization group esp list - 1o wle 1Jo g su00 Blisps 1w FleVPN_athz s uogspe o€ wog
lJog9sd ikevz-authz-policy

* azaauthorization user eap cached- & pJd SO w99S2 IJpwedse IJuopus

* virtud-template 20 mode auto - &> $> [J9IJo [Jblo,s IUplbdse wuwgo

* anyconnect profile Client_Profile - Swp wlbwsd pdd Q&@;é lJgpsd lJpzs> OS lJglo9é 8 oul gds
pJ wg s IKEV2 o3l

14. ©J9SU pzeIesd wz9sd 9pJW we)sud IPSec.

crypto ipsec transform-set TS esp-gcm 256
mode tunnel

crypto ipsec profile Flexvpn_IPsec_Profile
set transform-set TS
set ikev2-profile Flexvpn_ikev2_Profile

15. I,oW pJW we s IPSec |Js 1JslJe 1Ublos.

interface Virtual-Template20 type tunnel
tunnel mode ipsec ipv4
tunnel protection ipsec profile Flexvpn_IPsec_Profile



Buoluod pu eV we)sS Idgpsd (pdS weisd XML)

Jwd Cisco 10S XE 16.9.1. Jl w99, cujsdlo pdud IJog) s Idodblisss pu 92206

Ilowedold sldod. o 16.9.1. o0 IUppdo coisd pdd IJog s p 9256 IUlusedolJ
3|Jv&.

<ttroot>

false

true

false



A1l

A1l

false

Native

false



30

false

true

false

false



true

IPv4,IPv6

true

ReconnectAfterResume



false

true

Automatic

SingleLocalLogon

SingleLocalLogon



AllowRemoteUsers

LocalUsersOnly

false

Automatic



false

false

20



false

false

true

<ServerList>

<HostEntry>
<HostName>F1exVPN</HostName>
<HostAddress>

fl exvpn-csr.ci sco.com

</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP

VD5

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>



</PrimaryProtocol>
</HostEntry>
</ServerList>

tbsle Idodsy gds 9Jsd puol> 96 DUO
~

pdlz s 53¢ p 93 10136 IJEulss MS-CHAPY2 Bl og p ol s RADIUS.

lJgloes 1. ouisd ebe 93dsd puolb 96 Duo go e wswo.

O wouwesd 1Usgsd IJs goly Windows 99, wodwse glspe Duo Authentication Proxy.

$9uoS wluwedsle uble 039> w9236 peldes prdisé (CPU) 9lzss eds 1JIEJ 5pumles §ruo
oodé 200 pszlolse 931956 9,09d guisliss (RAM) pwgs 4 zselolse.

lJglo9s 2. luw@d |Js Ci\Program Files\Duo Security Authentication Proxy\conf\9w9 &z authproxy.cfgJ o J9s o 9Jdsd
lJeuolb 96 wlgwegsle IJovdlosd 1dpulvews.

[radius_client]
host=10.197.243.116
secret=cisco

pdlzlbs: ol '10.197.243.116' 09 gu9lu IP 1Ugluo vl e ISE g'cisco’ 09 JJpes 1Jey9) IJos
e wdgsuol Jduzgvl pu weed Idpuolb 96 1Uluwlyuss.

weew lple 030 lJogss)lor §p wedb IJpduws.

IJglb9o 3. 19wz 9236 wedpe ¢3ple Windows (sevicesmse). 9lgl>6 1Jo g s Duo Security Authentication Proxy
Service.


https://dl.duosecurity.com/duoauthproxy-latest.exe%20

4 Services = O "
File Action View Help
| FEc Hm »eonw

o senices(ocal) [T Senicesfoea) e
Duo Security Authentication Proxy ~ Name - Description Status Startup Type -
Service -Q, Device Install Service Enables a c... Manual (Trig...
Stop the service ?‘;};Dwice Management Enroll... Performs D... Manual
Restart the service -.‘.3}, Device Setup Manager Enables the ... Start

&k DevicesFlow_2b26af07 Device Disc...

&) DevQuery Background Disc... Enables app... o

{€J, DHCP Client Registers an... Pause

-S}, Diagnostic Policy Service The Diagne... Resume

i), Diagnostic Service Host The Diagno... Restart

o'} Diagnostic System Host The Diagno...

&, Distributed Link Tracking Cl... Maintains ... ST ’

-’;‘;‘-},Distrihuted Transaction Coo... Coordinates... Refresh

».Q dmwappushsvc WAP Push ... )

15), DNS Client The DNS Cli... Properties

&k Downloaded Maps Manager  Windows se... Help

* 1 Duo Security Authenticatio...

-S& Embedded Mode The Embed... Manual (Trig...

-S;é, Encrypting File System (EFS)  Provides th... Manual (Trig...

&), Enterprise App Managemen... Enables ent... Manual

) Cvbancihla Aithanticatinn D Tha Evkanei 2 C TV ATE Uimis) b

< R >
Extended A Standard /

8306 99sd puob s IJlely IJoulkss
tbsle [Jodosy eds ISE

IJ¢b9o 1. luo@d |Js Administration > Network Devices: 9l §)Add99. 9 Jodsy zolj IJuvwJs.

S

pdlz s |puousldxxxxogoslo IP 1JEluo wile 89 puolsds Duo.

Wiy ldentity Services Engine Herma ¢ CordextViskilty  » Operaions  » Palicy + Work Centors

» System & Identity Management = Network Resources  » Davice Portal Management  puGnd Services  » Fead Senice  » Threat Centric NAC

=Network Devices  Network Device Groups  Network Device Profies  Extenal RADIUS Servers  RADIUS Server Sequences  NAC Manapers  Extemal MDM  » Location Services
o Network Devices List > Sadhnas_Bue_Proxy

Network Devices
Device Securty Settngs Descpbon [ 1]
[Pagaress  +| *IP: [oex N
* Device Profle &% Clhsco| » &
Mossme ]
el —
Ntwork Davice Gioup
Locasion [a) Locations © | [ SetToDefau |
i C— T

Device Type [miDevice Types (0 | | SetToDefaukt |




ISE - Iz06 lJ I
lJglb9é 2. 9p wod9sysShared SecretUiro_) Jpl 09 p3J9, O sauthproxy.cfgsecret:

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

* Shared Secret [oeae | [ Show |

Use Second Shared Secret [] i

( show |
CoA Port | 1700 | [ Set To Default |
RADIUS DTLS Settings i
DTLS Required []
Shared Secret | radius/dtls i
CoA Port | 2083 | [ set To Default |
Issuer CA of ISE Certificates for CoA |Se|ect if required {optional) M

DNS Name | |

General Settings

Enable KeyWrap [ ] i
* Key Encryption Key Show

* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL
ISE - Ju) pube,d

IJg 1096 3. 1o |JsAdministration > Identities > Users. |3 o) Addin order to (v JJe pg )y d IJpuweise
Jeuob 96 AnyConnect Il ol pwsé:

“thith: Identity Services Engine Home » Conbaxt Visibility » Operations + Work Centers

» System - ldentity Management  » Mebwork Resources  » Device Porial Managemeni  pxGrid Services  » Feed Service  » Threat Ceniric NAC
~ldentities  Groups  Extemal Identty Sources  Identity Source Sequences ¢ Settings

o
Network Access Usars List > sadies

* Network Access User

Users
Latest Manual Network Scan Results

*Name |[sadks

Staus Enabled =

Email |
* Passwords
Password Typé: | Intemal Users -
Password Re-Enter Password
Login Password | ........ | |.nm.-. Generate Password
Enable Password | ] | Generate Password

ISE - lJpuwwgspsw
tbsle [Jodosy gds pogd Ib1yé Duo

U096 1. cuwzsd 10589 1Js zuwle Duo 1Jgluo o,

lue@d |JsApplications > Protect an Application. 1o §)ProtectdJ oo w8 1J3s )8 luwegsleo. (RADIUS O



030 IJglJé)

Dashboard
Dashboard ¥ Applicatioes > Protect an Applcation

Palicies

Protect an Application

radiug]

Applications
Protect an Application
Users

Application
Groups

2FA Devices Ciseco ISE RADIUS

wi et
cisco
Administrators

Reports
el glgeo RADIUS VPN
Settings

Billing

is‘ F5 BIG-IP APM RADIUS
MNeed Help?
Vegrade your plan for support,

Veraloning

Core Authentication Service: Merokl RADRAS VPH

Protection Type

2FA

2FA

2FA

2FA

Documentation [

Documentation [

Documentation

Documentation 3

Protect

Protect

Protect

Protect

o331
Admin Panet:
023310 RADIUS

Bead Release Notes Cf

2FA

Documantation 5

Protect

Account ID

4140-5271.37

oulss - l1Jobosy

lJgb9o 2. 169, Wy §PratectdJolbosd 1Uds wyss luwwgsleo. (RADIUS B oo 1JzIJo)

louwg polz IJodlpd sldpdolz Iduwys: 9luwe puoS 9206 ypzd IJobosydle (API)

9duo 8o gdsaithproxy.ciggdsd puel> 96 Duo.

Dashbeard > Applications > RADIUS

RADIUS

See the RADIUS documentation C7 to integrate Duo into your RADIUS-enabled platform.

Details
Integration key |
Secret key P P2

Don't write down your secret Key or share it with anyone.

APl hostname

ouliss - RADIUS

Copy

Gopy

Copy

Authentication Log | [&] Remove Application

Reset Secret Key

louwg 030 IJ8sp sluwdd pyé ié)s lJs 99sd puol> 8o DUO gluowe authproxy.cfigagd o9 1J9Se Jel

09 PYLAT:

sl IJedled = iKey



IJeulz Iduwss = pule

luwe puosd APl = api_host

[radius_server_auto]
Tkey=XXXXXXXX
skey=xxxxxxxv1zG
api_host=xxxxxxxx
radius_ip_1=10.106.54.143
radius_secret_l=cisco
failmode=safe
client=radius_client
port=1812

o
edlebé: szo uuwg IKey g skey g9 api_host oy ¢lbpe Duo gus wdysu 1Jgh e
9'10.106.54.143' 09 g9l IP IJgluo wlJpesze C8O00V. g'cisco’ o9 IJpdulz 1U3s wp
wdgsuo gds Idpggo Lopw wdsy ¢be Radius.

wee lole 030 IJogssilor $p wedb 1Jedd 0,6 s Sp e wuved 8206 998 puob §6
IJlolo IJeulss (WOsservicesmse).

lJglogs 3. luuble puwedpsy eds duo Jdpuolb 96 IJelygss.

loewd lJs IL}“P |.J|ouuoé_)ro Users> Add UsergJ ol wo.

S

pdles: szv 1o seblod luve Ideuwcese o luve pusctse IJpuol>$6 IUluwluws.

| 9)-Add User g0 logulisole oz oPhones: 1o 9,Add Phone i.)'aJ J9p lJolo s 91y §,Add Phone.



Dashboard > Users > t > Add Phone

Add Phone

Policies

Applications

u
et Learn more about Activating Duo Mobile C5.

Add User
Pending Enrollments

Bulk Enroll Users

Type ® Phone
I
e Tablet
Directory Sync
Bypass Codes
Groups Phone number . - Show extension field
2FA Devices Optional. Example: "+1 201-555-5555"
Administrators
Reports Add Phone

Duo - |olw6 olews

2o vsg 1deuols s

Device Info
Learn mora about Activating Duo Mabile 7.
Not using Duo Mabile Model /7 o©s

Activate Duo Mobile Unknown J Generic Smartphone

Duo - peJdspele 1Jzol;

|3 &) Generate Duo Mobile Activation Code

Dashboard
Oashooar N -t Duo Mobie
Policies
Activate Duo Mobile
Applications
Users This form allows you to genarate a naw activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their
moblie device or authenticate via Duo Fush.
Groups
Note: Generating an activation code will invalidate any existing Duo Mobile crédentials for this device until it is activated with the new activation code,
2FA Devices
Phones
Phone |
Hardwars Tokens
WebAuthn & U2F
Administrators Expiration 24 hours ~| after generation
Reports
Settings Generate Duo Mobile Activation Code

Billing

Heed Heldp?
Uograde your plan for suppoet,

Sulss - cugvsb 1Jolow

|3 Send Instructions by SMS.



Dashboard > +:ctivate Dus Moblle
ps— Activate Duo Mobile

This farm allows you to ganerats a new activation code for this phona's Duo Moblile application. The Duo Mobile application allows tha user 1o gensrale passcodes on thair
mobile device or authenticate via Duo Push.

Users

Groups

Note: Generating an activation codé will invalidate any sxisting Duo Mobile credentials for this device until it is activated with the new activation code,
2FA Devices

Phares Phone I

Hardware Tokens

WebAuthn & U2F

Send ks via @ SMS
Email

Administrators
Reports
Settings

. Imstallation instructions Send installation instructions via SMS
illing

Noed Help?
Upgrage your plan for support,
¥orsloning

Core Authenticatios

Activation instructions Send activation Instructions via SMS

Skip this step

Duo - [uwlJ SMS

lody B9 IJbeolb IJpyuwd IUs Idolowd 9sep sob wlbusd DUO weusle Idpuwedse
WOsbeviceInfoldp 9log: Jpl 09 p9 oz WO [Juo9)6:

Dashioard > Phonss

Polici
Applications Send SMS Passcodes... | 3‘ Drelata Phone
Usars
sadks Aftach a user

Sroups S
2FA Devices

rarg T
WebAuthn & U2F
— Device Info

trat
RReRon Learn mone about Activating Duo Mobile £,
Reports —
Not using Duo Mobile ! ™, Model os
Settings New activation pending | I |
Activate Duo Mobile ~— e
Billing
Last seen
13 hours ago
Nood Help?
Uggrade your plan for
support. Settings
Vorsioning
Gors Authentication Ser
Number = " Show extension settings

1
Admiln Pansl:

18

Device name

Rend Foleasn Mol

Optional, Examples: “Work phone”, "Oid IPod towch™
Accownt ID

Type Mobile v

Duo - Col_) ro_)uub

IJozedd pu lduogs



.J|é_-;';g_;|_) |Jrouo|)éé‘ L§r° oldlouald old Cc8000v V-19) dpvgsso_) |.quuc;é)p y-19) C.JLJ AnyConnect.

1o lwp IJpuwetse 99e8 119, JJpuol 38 IJluwlpuss.

’_ﬁh Cisco AnyConnect | FlexVPN

% Please provide your credentials

Username: | sadks

Password: | ®=*=*===

Cancel

VPN:
Please provide your credentials

FlexVPN

louold AnyConnect

el vyods wotb ldoulss eds Idpgolsd.



7:54 =M [ e il al S0% S

Are you logging in to RADIUS ?
@ cisco syYSTEMS
© san Jose, CA, US

(O 7:54pmisT

2 sadks

Deny Approve

1l O <

e wuliss



<{froot>

R1l#sh crypto ikev2 sa detailed
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
1 10.106.54.143/4500 10.197.243.98/54198 none/none
READY

Status

Encr: AES-CBC, keysize: 256, PRF: SHA384, Hash: SHA384, DH Grp:19, Auth sign: RSA, Auth verify: F1

Life/Active Time: 86400/147 sec

CE id: 1108, Session-id: 15

Status Description: Negotiation done

Local spi: 81094D322A295C92 Remote spi: 802F3CC9E1C33C2F
Local id: 10.106.54.143

Remote id: cisco.com

Remote EAP id:

sadks

AnyConnect user name

Local req msg id: © Remote req msg id: 10
Local next msg id: © Remote next msg id: 10
Local req queued: © Remote req queued: 10
Local window: 5 Remote window: 1

DPD configured for 60 seconds, retry 2
Fragmentation not configured.

Dynamic Route Update: disabled

Extended Authentication not configured.
NAT-T 1is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.13.5

Initiator of SA : No

2. Crypto session detail for the vpn session

<ffroot>

R1l#sh crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

//

/1 Assigned I P address fromt



R - IKE Auto Reconnect, U - IKE Dynamic Route Update
S - SIP VPN

Interface: Virtual-Access?2
Profile:

Fl exVPN
i kev2 _Profile

Upti me: 00:01: 07

Session status: UP-ACTIVE
Peer: 10.197.243.97 port 54198 fvrf: (none) ivrf: (none)
Phasel_id: cisco.com
Desc: (none)
Session ID: 114
IKEv2 SA: local 10.106.54.143/4500 remote 10.197.243.98/54198 Active
Capabilities:DN connid:1 lifetime:23:58:53
IPSEC FLOW: permit ip ©.0.0.0/0.0.0.0 host

192.168.13.5

Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 3 drop @ life (KB/Sec) 4607998/3532
Outbound: #pkts enc'ed @ drop © life (KB/Sec) 4608000/3532

3.Verification on ISE live logs

luw9d |Jsoperations> Live LogslSE. spdud &500 w9ys) Jpuolb 86 JJpuol> 96 |Jiw|w§6.



abulv |dentity Services Engine

cisco

Overview
Event 5200 Authentication succeeded
Username sadks
Endpoint Id 10.197.243.97 &
Endpoint Profile
Authentication Policy Default >> Default
Authorization Policy Default >> Basic_Authenticated_Access
Authorization Result VPN_AuthZ_Prof

Authentication Details

Source Timestamp 2022-02-08 23:46:28.957
Received Timestamp 2022-02-08 23:46:28.957
Policy Server isecube-b

Event 53200 Authentication succeeded
Username sadks

User Type User

Endpoint Id 10.197.243.97

Calling Station Id 10.197.243.97

ISE - IdgwzJle 1 pulinyé

4. Verification on DUO authentication proxy
loedd lJs 03l Idpdwd Vs 99dsd puol>§o DUO: C:\Program Files\Duo Security Authentication Proxy\log

<#root>

2022-02-08T23:24:50.080854+0530 [duoauthproxy.Tlib.log#info]
Sendi ng request from 10. 106. 54. 143
to radius_server_auto

/110. 106. ¢



2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.log#info] Received new request id 163 from ('10.106.5
2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163):

login attenpt for usernane 'sadks'

2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.Tlog#info]

Sendi ng request for user 'sadks' to ('10.197.243.116', 1812)

with id 191 [/ Primary auth sent t

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.Tlog#info]

Got response for id 191 from (' 10.197.243.116', 1812); code 2

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.log#info] http POST to
https:// api

xxxX[ .]duosecurity[.]com 443/ rest/vl/ preauth

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_D
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163): Got
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.Tlog#info]

http POST to
https://api

xxxX[.] duosecurity[.]com 443/ rest/vl/ auth

2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_D
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_D
2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163):

Duo aut hentication returned 'allow : 'Success. Logging you in...

2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.log#info]l (('10.106.54.143", 1645), sadks, 163):

Ret urni ng response code 2: AccessAccept

2022-02-08T23:24:59.357413+0530 [duoauthproxy.Tlib.log#info] (('10.106.54.143', 1645), sadks, 163): Send
2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_D

lpwod ol IJIgble 9l odlzol
1. ouoese IJigble gJs C8000v.

olJogwed J IKEV2:



® debug crypto ikev2

* debug crypto ikev2 client flexvpn
* debug crypto ikev2 internal

* debug crypto ikev2 packet

* debug crypto ikev2 error

J IPSec:

* debug crypto ipsec
* debug crypto ipsec error

2. ldouwes Jedsd puol> 6 DUO. w28l pu lduwedle IJpogedBo wodsd pdod I guzd.

()C:\Program Files\Duo Security Authentication Proxy\log

sbo, IJ8uoloé J gbl pued zse ISE s,8 o 1Up ol 86 1JIuwlwss:

<#root>
2022-02-07T13:01:39.589679+0530 [duoauthproxy.Tlib.Tlog#info]

Sendi ng proxi ed request

for id 26 to ('10.197.243.116', 1812) with id 18
2022-02-07T13:01:39.589679+0530 [duoauthproxy.Tlib.Tlog#info]

Got response

for id 18 from ('10.197.243.116', 1812); code 3

2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info]l (('10.106.54.143', 1645), sadks, 26):

Primary credentials rejected - No reply nessage i n packet

2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info]l (('10.106.54.143', 1645), sadks, 26):

AccessRej ect

Retur
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