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SD-WAN RA Headend
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+ wyulez Cisco I0S® XE IJgbs B IJsuoe 1Usles Jglse CA.
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Metwork Devices List » SDWAN-RA-LAB
Network Devices

Network Devicas

Default Device
" Name |[SDWANRALAH |

Description | spwaN-RA-LAB

Device Securlty Settings

IP Address | *IP: | 192.168.10.218 f 32

* Device Profile | &% Cisco|» &

SofwareVersion [ ]

* Network Devies Group

Location [aj Locations - Set To Default
IPSEC [ng Set To Default
Device Type | Al Device Types Set To Default

¥ |+ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

" Shared Secrel | sessssss Show

e luolds zol 1w Jé Jel 09 p9 o O 1Ju29,6.

Network Devices

JEdt dbadd [fyDupkcate | olmport @oExport » {EGeneratz PAC | Y Delete +
Name IP/Mask Profie Name = | Location Tipe Description
[J SDWAN-RA-LAB 192.168.10.218/32 &5 Cisco @ All Locations Al Device Types SDWAN-RA-LAB

SJjp E_L)ro RADIUS JoJdgsy iu.uroh: lJpeuwegdesy 99Jpd 1Jp,9) Jpuol> 96 AnyConnect Jpl o9
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» Systemn | ~ldentity Management » Metwork Resources  » Device Portal Management  pxGrid Senvices b Feed Senice » Threat Cenfric MAC
= |dentities  Groups External |dentity Sources Identity Source Sequences k Settings
<]
Usars MWetwork Access Users List » anavazari@dsco.com

* Network Access User
Latest Manual Metwork Scan Res._ .

* Name | anavazan@cisco.com

Status Enabled -

Emall |

» Passwords

Password Type: Internal Users -
Password Re-Enter Password

* Login Password |uuout l [ovnoomu ] | Generate Password i
| |

Enable Password | | | Generate Password | i

» User Information
» Account Options

» Account Disable Policy

b User Groups
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oJdosuo WOs cEdges.

cldubedle 1J,eso Idos spdo Jdpuwedse 19uo9d [Jsol
oSy Sew o slos 1Jle, ip vrf forwarding $.J 1Jle, ip unnumber. |31 wp ouwe 9lzoé

lJsuo9d Idblo,ys6 pu IUSIJw [Ubloys 9wp wlowsd |Jio, ip vrf forwarding wg> 3JJ.
Ouwswe ildo ls odasu IP pu 9lzos 1 o9 IUblos.

tuey dentity Services Engine Home » Confed Visibility  » Operaions » Administration » Work Centers

Policy Sels  Profiling  Posture  Client Provigioning  ~Policy Elamants

Dictionaries  » Condibons = Results

]
_ Authorizaion Profiles > RA_SDWAN_POLT_ANAVAZAR
¥ Authentication = k=
Authorization Profike

= Authorization *Name [RA_sowaN_poLL Anavazar] |

Ailomsicaion Profies Descripion | VRF + POOL +SUBNETS + SGT y

Downloadable ACLs Access Troe [access_ACCEPT d
¥ Profiing Metwork Device Profile | &% Ciseo | =
* Posture Senice Template [

+ Client Pr ing Track Movement i

Passhee Identity Tracking D i

» Advanced Attributes Settings

|Ei5cu:r:iscn—a1.r—pair U| = |ip:interFa=:e—cunﬂu='.rrF forwardi... ul
|C|5£ﬂ:cr5cr:r-av-parr » 3| = [:-nﬂg= ip unnumbered Loopbackl ¢ ',]
| Cisco:cisco-av-pair &| = |ipsec:addr-pool=RA-POOL S|
|C£5co:cbcw~nai' {J = [lpsec:mute-set=prﬂ1’m 10.11.1... ;]

= Attributes Details

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=wrf forwarding 1
cisco-av-pair = ip:interface-config=ip unnumbered Loopbackl
cisco-av-pair = ipsec:addr-pool=RA-POOL

cisco-av-pair = ipseciroute-set=prefix 10.11.14.0/24

uurok'; |J,DQUQE.)roZ

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:interface-config=vrf forwarding 1



ci sco-av-pair
ci sco-av-pair
ci sco-av-pair
ci sco-av-pair

ip:interface-config=ip unnunbered Loopbackl
i psec: addr - pool =RA- POOL

i psec:route-set=prefix 10.11.15.0/24

i psec:route-set=prefix 10.11.16.0/24

Split-tunneling p$l.J Tunnel all o s AnyConnect Client

Swp wouSe yuped ipsEciroute-set=prefix [Jos wp oddsol Vs gpsd AnyConnect Jpol o9

P9LPT B IJuo9s.

Split-Tunneling Tunnel All
& Cisco AnyConnect Secure Mobility Client - X % Cisco AnyConnect Secure Mabiity Client - b4
IIC]IIS.éIOI. AnyConnect Secure Mobility Client ® "CI]'S'élc;' AnyConnect Secure Mobility Client ®
Virtual Private Network (VPN) Blagrostics Virtual Private Network (VPN) CRaGoLes. ..
Preferences Statistics RouteDetads Frewal Message History Prefererces Statstcs Route Detsll Frewal Message Hstory
Nen-Secured Routes (P a Secured Routes (IPv

0.0.0.0/

0.0.000

cisco-av-palir = ipsec:route-set=prefix 10.11.15.8/24

, , , . oo NO prefix specified is 0.0.0.0/0
cisco-av-pair = ipsec:route-set=prefix 10.11.16.0/24

odosu ¢bpe CA s Cisco IOS® XE

S99, gbe CA I ioble .Jiaojé Cisco I0S® XE SD-WAN 95,09y 9236 IJlgwedold sldee RA oo
puolb 96 uwol gJs gpdle RA.

Jl spdu lo sJ9y CEDGE ¢lse CA Jig Isle, glse PKI e ind 6 030 ) p2£9p6 Bs CISCO
|IOS® XE SD-WAN.

- logile j9z pdlosz RSA
- loble PKI TrustPoint Jglse CA $p wodsse 59z Ipbdlose oluuoesle KEY-CA IUss wp
logbldo puwedl.

odlebé: sz 1o suveesp ebe PKI 9 PKI TrustPoint oudw 1l wpe.

. |uu-U|9 abp CA Qé)j.,ﬂso IU‘UP |.J|ouo>_) thro CAdro vougusb abp CA y|uuoé_>|p "E_)ro
lsdlo IJogvgsd"

crypto key generate rsa nodul us 2048 | abel KEY-ca



1

crypto pki trustpoint ca
revocati on-check none
rsakeypair KEY-CA

aut o- enr ol

!
crypto pki server ca

no dat abase archive

i ssuer - namre CN=CSR1Kv_SDWAN_RA
grant auto

hash shal

lifetime certificate 3600
lifetinme ca-certificate 3650
aut o-rol | over

no shutdown
!

el ol Bl op wpdsyu gbe CA.

CA- Ser ver - CSRv#show crypto pki server ca
Certificate Server CA
Status: enabled
State: enabled
Server's configuration is |locked (enter "shut" to unlock it)
I ssuer nane: CN=CSR1Kv_SDWAN _RA
CA cert fingerprint: 10DA27AD EF54A3F8 12925750 CE2E27EB
Granting node is: auto
Last certificate issued serial nunber (hex): 3
CA certificate expiration tinmer: 23:15:33 UTC Jan 17 2032
CRL Next Update tinmer: 05:12:12 UTC Jan 22 2022
Current primary storage dir: nvram
Dat abase Level: Mnimum- no cert data witten to storage
Aut o- Rol | over configured, overlap period 30 days
Autorol l over tiner: 23:15:37 UTC Dec 18 2031

w2l el Bl Jlue Juolss glse CA pew .

CA- Ser ver - CSRv#show crypto pki certificates verbose ca
CA Certificate

Status: Avail able

Version: 3

Certificate Serial Number (hex): 01

Certificate Usage: Signature

| ssuer:

cn=CSR1Kv_SDWAN RA

Subj ect :

cn=CSR1Kv_SDWAN_ RA

Validity Date:

start date: 23:15:33 UTC Jan 19 2022

end date: 23:15:33 UTC Jan 17 2032

Subj ect Key Info:

Public Key Al gorithm rsaEncryption

RSA Public Key: (2048 bit)

Signature Algorithm SHAL with RSA Encryption

Fi ngerprint MD5: 10DA27AD EF54A3F8 12925750 CE2E27EB
Fingerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A
X509v3 ext ensi ons:

X509v3 Key Usage: 86000000

Digital Signature

Key Cert Sign

CRL Signature

X509v3 Subj ect Key ID: 92F7CD72 355AA85F 672867D4 ECOCL0C5 0B177C38



X509v3 Basi c Constraints:

CA: TRUE

X509v3 Authority Key ID: 92F7CD72 355AA85F 672867D4 ECOCL0C5 0B177C38
Aut hority Info Access:

Cert install time: 23:44:35 UTC Mar 13 2022

Associ ated Trustpoints: -RA-truspoint CA

St orage: nvram CSR1Kv_SDWAN#1CA. cer

Swp luwedsle wuops IUluowe SHA 1 oo Ubolss CA gJds Crypto PKI TrustPoint L. p9z0 CEdge
928 ldlwedeld sldoe RA) pe odysu IUsuosd eu wéd.

Fi ngerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A

odgsu SD-WAN RA

pdlebé: Jl sgbs o3l ldpuwous gpdss yop yvods SD-WAN Jopslo 1oz de 9 cEdge.
9pu ldpde, o I wuso Jvwdo SD-WAN wgpd o JBles wlps 9l poJs.

odosy PKI JJovs,)

- logvle o ¥9bo 9o PKI.

© e wodsse gusle URL Jilse CA.

- louwg wuoped IJluows SHA 1 oy uolss glbp CA.

* 8p wodasu luwe 1Upsuose 9luwe wasd Jubelss 1Jogss 1Uzasa6.

- §p wodosyu rsakeypar oluwegsle KEY-ID 1U3s wpe lugule puvedl.

crypto pki trustpoint RA- TRUSTPO NT
subj ect - name CN=cEdge- SDWAN- 1. crv
enrol | ment url http://10.11. 14. 226: 80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subj ect - name CN=cEdge- SDWAN- 1. crv
vrf 1
rsakeypair KEY- NEW
revocation-check none

lbde puol> 96 uolsé IJpyze IUpue>9:

crypto pki authenticate RA- TRUSTPO NT
S9J> CSRi 95y, uwd IJs gbpe CA 9suwede yuolss [Jogsé 1Jgasr6:

Crypto pki enroll RA-TRUSTPO NT
oW pu yuolxse CA 9 uol>é cEdge:

cEdge- 207#show crypto pki certificates RA- TRUSTPO NT
Certificate

Status: Avail able

Certificate Serial Number (hex): 04

Certificate Usage: Ceneral Purpose

| ssuer:



cn=CSR1Kv_SDWAN_RA
Subj ect :
Name: cEdge- 207
host nane=cEdge- 207
cn=cEdge- SDWAN- 1. crv
Validity Date:
start date: 03:25:40 UTC Jan 24 2022
end date: 03:25:40 UTC Dec 3 2031
Associ ated Trustpoints: RA-TRUSTPOINT
St orage: nvram CSR1Kv_SDWAN#4. cer
CA Certificate
Status: Avail able
Certificate Serial Number (hex): 01
Certificate Usage: Signature
| ssuer:
cn=CSR1Kv_SDWAN_RA
Subj ect :
cn=CSR1Kv_SDWAN_RA
Validity Date:
start date: 23:15:33 UTC Jan 19 2022
end date: 23:15:33 UTC Jan 17 2032
Associ ated Trustpoints: RA-TRUSTPOINT
St orage: nvram CSR1Kv_SDWAN#1CA. cer

odgsu AAA

aaa new node

!

aaa group server radi us ISE-RA-Group

server-private 10.11.14.225 key Cisc0123

i p radius source-interface G gabitEthernet2

|

aaa aut hentication |ogin ISE-RA-Authentication group ISE-RA-Group

aaa aut horization network ISE-RA-Authorization group ISE-RA-Group

aaa accounting network ISE-RA-Accounting Start-stop group ISE-RA-Group

wJysu FlexVPN

oJdysu weeg IP

ip local pool RA-POCL 10.20.14.1 10.20.14.100

odosu pduzle IKEV2 (IJouuds) sldpedele) slduog:

crypto i kev2 proposal IKEV2-RA-PROP
encryption aes-cbc-256

integrity sha256

group 19

prf sha256

crypto i kev2 policy IKEV2-RA-POLICY
proposal | KEV2- RA- PROP

od9sy 8y luwe pdW og)sW IKEV2:

crypto i kev2 nane- mangl er | KEV2- RA- MANGLER
eap suffix delimter @



pdlebé: suoe> name-mangler |Jlupe po [Jolbiss WS 0956 EAP (Iuwp IJpuwese) IJos
Ogdd VIS 0956 EAP IJos wwod Idubso 9lddiz$s.

odysu Jvd)le IPsec:

crypto i psec transformset | KEV2- RA- TRANSFORM SET esp-aes 256 esp-sha- hmac
node tunnel

od9sy pdVd ogsV IKEV2 JJovds):

crypto i kev2 profile RA- SDWAN- | KEV2- PROFI LE

match identity renote any

identity local address 192.168.10.218

aut hentication local rsa-sig

aut henticati on renote anyconnect-eap aggregate

pki trustpoi nt RA- TRUSTPO NT

aaa aut hentication anyconnect-eap ISE-RA-Authentication

aaa aut horization group anyconnect-eap |i st ISE-RA-Authorization nanme- nangl er IKEV2-RA-MANGLER
password Ci sc0123456

aaa aut hori zati on user anyconnect-eap |ist ISE-RA-Authorization USER- SDWAN password Us3r 123456
aaa accounting anyconnect-eap ISE-RA-Accounting

odysu pdV wgysY IPsec JJovds):

crypto i psec profile | KEV2- RA- PROFI LE
set transform set IKEV2-RA-TRANSFORM-SET
set ikev2-profile RA-SDWAN-IKEV2-PROFILE

odsu 9lgos IUSIJu IUblo,s:

|

interface Virtual - Tenpl at el01 type tunnel

vrf forwarding 1

tunnel node ipsec ipv4d

tunnel protection ipsec profile | KEV2-RA-PROFI LE

sy IJEIJ 1Ublo)s B pdud o s IKEV2 JJouvds):

crypto i kev2 profile RA- SDWAN- | KEV2- PROFI LE
virtual -tenplate 101

p&lJ oo s SD-WAN RA

aaa new nodel

!

aaa group server radius |SE-RA-G oup

server-private 10.11.14.225 key G sc0123

!

aaa aut hentication |ogin |SE-RA-Authentication group | SE-RA-G oup

aaa aut horization network | SE-RA-Authorization group | SE-RA-G oup

aaa accounting network | SE-RA-Accounting start-stop group | SE-RA-G oup
1

crypto pki trustpoint RA- TRUSTPO NT



subj ect - name CN=cEdge- SDWAN- 1. crv
enrol | ment url http://10.11.14. 226: 80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subj ect - name CN=cEdge- SDWAN- 1. crv
vrf 1
rsakeypair KEY- NEW
revocati on-check none
1
ip local pool RA-POCL 10.20.14.1 10.20.14.100
1
crypto i kev2 name-mangl er | KEV2- RA- MANGLER
eap suffix delimter @
1
crypto i kev2 proposal | KEV2- RA- PROP
encryption aes-cbc-256
integrity sha256
group 19
prf sha256
1
crypto i kev2 policy | KEV2- RA-POLI CY
proposal | KEV2- RA- PROP
1
crypto i psec transformset | KEV2- RA- TRANSFORM SET esp-aes 256 esp-sha- hmac
node tunnel
1
crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE
match identity renote any
identity |local address 192.168. 10.218
aut hentication |local rsa-sig
aut hentication renote anyconnect-eap aggregate
pki trustpoi nt RA- TRUSTPO NT
aaa aut hentication anyconnect-eap | SE-RA- Aut henti cation
aaa aut hori zation group anyconnect-eap |ist |SE-RA-Authorization nane-nmangl er | KEV2- RA- MANGLER
password Ci sc0123456
aaa aut hori zation user anyconnect-eap |ist |SE-RA-Authorization USER- SDWAN password Us3r 123456
aaa accounting anyconnect-eap | SE-RA- Accounti ng
1
crypto i psec profile | KEV2- RA- PROFI LE
set transformset |KEV2- RA- TRANSFORM SET
set ikev2-profile RA- SDWAN- | KEV2- PROFI LE
1
interface Virtual - Tenpl at e101 type tunnel
vrf forwarding 1
tunnel node ipsec ipv4d
tunnel protection ipsec profile | KEV2- RA- PROFI LE
1
crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE
virtual -tenplate 101

odosu gp5J AnyConnect

Suwodde £psd AnyConnect SSL Joy90999d lWe,)los Jlouile 1Jowd @ 903l 1de)9eadd £s)
23890 J SD-WAN RA (2,56 1Ulb,58). suveése RA FlexVPN. soldelds Blo IPSec o9
IJen9w9dsd Idpuwegse 909 Idjlps Jogss) 3JY 9swp Iddsle w3JY po edld pdu gy
XML.

Sedo Jdpuwedse beld FQDN Jeobs VPN sx9sl O yipshb Idgolso IUglue wepsd
AnyConnect. suwg gu 3JY loold SSL wldosles.



?'s' Cisco AnyConnect Secure Mobility Client = X

VPN:
i"r—_@] Ready to connect.

[ 192.168.10.214]

& ® =

@ ven
iﬂ;"] Ready to connect.
|—> === [soratpsecias v| | Connect

odIsu p2) pJV og) s AnyConnect

loodd 1Js Slises 1Jggbe sludy B9 Iualss.

. 22> IPsec Jo,90,999J I wlws.

- 9p wlJéle wpass Esb ewlé ASA. :

- 2>> EAP-AnyConnect g Js oo "b)s 96 1dpuolb $6 leole wudly o IKE"

- Display/Name (plbJ9oy) 09 [Jluwpe IJpgucésp Jeb o3l IJlouold Jopu gpsJ AnyConnect.
- St wuous FADN s IP o gusle IP 1l e o cEdge (IJgle).

el 1oy o0,

&
File Help
. YPN
{e} Preferences (Part 1)
4~ Preferences (Part 2) | Server  LoadBalandng Servers SCEP Mobile  Certificate Pinning 1
Backup Servers
Certificate Pinning Primary . _—

Vg Certificate Matching T
= Certificate Enrolment Displ * Name (required) | SDRA-IPSEC-LAB irrnarv Protocol JPszcv
25 Mabile Pobcy
(miyl Server List

FQODN or IP Address User Group [] asa gateway

o p DIRNRS ==l
Group URL IKE Identity (IOS gateway only)
192.163.10.218 Windows-PC-SORA
Backup Servers
Hest Address: Add
Ve DO.‘
elete
oK Cancel

O e
CEuso pdV og)ysd AnyConnect (XML)

SpIJdu 9,28 pJV wgysO XML 395l W IUsJsJ:



For W ndows:
C:\ ProgranDat a\ Ci sco\ Ci sco AnyConnect Secure Mbility Cient\Profile

For MAC Cs:

/opt/ciscol/ anyconnect/profile

Sdie lehs cuvgsd gpsd AnyConnect zos Suowe pJDd IJog)sd pissl B lzos IJpuwese
lJyuw9psé (GUI). spdy lghsé wuugsd IUgpdss wldod) v ldelauw IUlsp £Js e
AnyConnect Ws >,z Windows 96> gsh luele o g sJ:

/. Open AnyConnect

/

( +  Show Connection Notices A

Disconnect e
VPN:
About [ 1{- "L Ready to connect.
_—— - * =]

[ SORA-IPSEC-LAB v Connect

oebsd blé wujsd AnyConnect

selad gpsd AnyConnect Jg)le wujsd pdd wgrsd XML wes el ouwesd 1Uxgsd wuvdd
loe,)luos.

131 J!o SYU |.__Jo_9uo..§u_'9 pulzl s ud |.J.;>_9_uo§.J. Jed wasd: pu ldppdu wgbsd 9356 wujsd
pJue wg s AnyConnect gJs IJgpsd wdwo.

lJoguos Joble lJo ug s Windows:

C:\ ProgranDat a\ Ci sco\ C sco AnyConnect Secure Mbility dient\AnyConnectLocal Policy. xm

Juble IJovgsd Mac OS:

/ opt/ ci sco/ anyconnect/ AnyConnect Local Pol i cy. xm
op wessu lJgsl "BypassDownloader” g Js "true':

<?xm version="1.0" encodi ng="UTF-8"?>

<AnyConnect Local Pol i cy xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Local Pol i cy. xsd"
acversion="4.9. 04043" >

<BypassDownl oader >true</ BypassDownl oader >

<Enabl eCRLCheck>f al se</ Enabl eCRLCheck>

<Excl udeFi r ef oxNSSCert St or e>f al se</ Excl udeFi r ef oxNSSCer t St or e>
<Excl udeMacNat i veCert St or e>f al se</ Excl udeMacNat i veCert St or e>

<Excl udePenti | eCert St or e>f al se</ Excl udePenti | eCert St or e>

<Excl udeW nNat i veCert St or e>f al se</ Excl udeW nNat i veCert St or e>

<Fi psMbde>f al se</ Fi psMbde>

<Restri ct Pref erenceCachi ng>f al se</ Restri ct Pref erenceCachi ng>
<Restrict Server Cert St ore>fal se</ Restrict Server Cert St or e>



<Restri ct Tunnel Prot ocol s>f al se</ Restri ct Tunnel Prot ocol s>

<Restri ct WebLaunch>f al se</ Restri ct WebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<Updat ePol i cy>

<Al | owConpl i anceModul eUpdat esFr omAny Ser ver >t r ue</ Al | owConpl i anceMbdul eUpdat esFr omAny Ser ver >
<Al | owl SEPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | ow SEPr of i | eUpdat esFr omAny Ser ver >

<Al | owivanagemnent VPNPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | omvanagenent VPNPr of i | eUpdat esFr omAnySer v
er>

<Al | owSer vi ceProfi | eUpdat esFr omAnySer ver >t rue</ Al | owSer vi cePr of i | eUpdat esFr omAny Ser ver >

<Al | owSof t war eUpdat esFr omAny Ser ver >t r ue</ Al | owSof t war eUpdat esFr omAny Ser ver >

<Al | owWPNPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | owWPNPr of i | eUpdat esFr omAny Ser ver ></ Updat ePol i cy>
</ AnyConnect Local Pol i cy>

[Jgle elo, 1Ugobe &6y 1Jp9e9d wol gJs gpsJ AnyConnect
loodd [Js IJlesble > IJovosdle slJés weass JJ ¢sble IJpwe.

9IJio,o eu 3JY o9 gb) IUlouoldle wldgabe s) 1Jp9e9 96" Josl ldwsul)sy.

pdlgbé: |Juol>é 1Jpuwegsrps Jpuol> 96 9256 IUluweduld 9ldo e RA/CEdge os Iduolss
lJes o logbldel sldesdse edsol puuudl oo dud 2lse CA B Cisco I0S® XE. el I
ebp CA o3l Jsuw Jslul glel ped GoDaddy 9 Symantec 9 Cisco 9l |Js 3J9. SO,
"gpsd IJdpos9e,” Idubelss Jgbse £y 09098 wo. sop luodle o3l llple wluwogle
Jwol>s gled l9 gbe CA 09898 wo pu God Uindod.



) Cizco AnyConnect Secure Mobility Client -

CISCO AnyConnect Secure Mobility Client

Virtual Private Network (VPNM) | Diagnostics...

Preferences Statistics Route Detsis  Firewal Messspe History

[ 5tart vPH before user logon to computer
[JEnsble sutomatic cartificate selection
] start vPH when AnyConnect it Skarted
[ Mimirmize AnyConmect on VPN conmect
[ allewe local (LAN) acoess vhen using VPN (if configured)
[ Dizable Captive Portal Detection
[ o not remember SmartCard PIN
FM conmecbions o untrusted servers

Vi
r‘? Ready to connect.

SDRA-IPSECLAR e Conrset

@ s

luvoédle gpos5J AnyConnect

e’ 9028 wd9su SDRA Clddled: sep eruo 1oy Jlouold ulee Jue9,s.



A

& Cisco AnyConnect Secure Mobility Client = X

Lo

Contacting SDRA-IPSEC-LAB.

8 Cisco AnyConnect Secure Mobility Client

Security Warning: Untrusted Server
Certificate!
AnyConnect cannot verify server: 192.168.10.218

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may resultin a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unkess the reason for

the error condition is known.

Comect Anyway | [ Cancel Comnection

% Cisco AnyConnect | SDRA-IPSEC-LAB

. Please
§ 2 provide your credentials
|

Username: ||

Password: |

& Cisco AnyConnect Secure Mobility Client — x

Connected to SDRA-IPSEC-LAB.

IJoedd pu lJuoes

=

Sop luwosle 9lzos IJBIJe [Ublo,ys Jloyble 9lzod 1J9u09d IUblo,s6 Jose Juls SULS,)
sloyvle loe)lule lely IKEV2 g IPsec (SAs) wsu 1JEbe (CEdge) 9ldg psd (puwwgs e

AnyConnect).

pdlelos: 9lz06 181w 1Jbloss slispel JigdsiJigndd. 1Jzldé s> Idouibgsd slde,9esds]

pelod.

cEdge- 207#show ip int brief

Interface | P- Addr ess

G gabi t Et hernet 1 unassi gned

G gabi t Et her net 2 192. 168. 10. 218
G gabi t Et hernet 3 10. 11. 14. 227
Sdwan- system i nt f 10.1.1.18
Loopback1l 192.168.50.1
Loopback65528 192.168.1.1
NVI O unassi gned
Tunnel 2 192. 168. 10. 218
Virtual-Accessl 192.168.50.1
Virtual-TemplatelOl unassigned

OK? Met hod St atus
YES unset up
YES other up
YES other up
YES unset up
YES other up
YES other up
YES unset up
YES TFTP  up
YES unset up
YES unset up

Pr ot oco
up
up
up
up
up
up
up
up
up
down

weddS pu ldodsso Idoeds Idpbol eds slzed IUsuosd 1dble,s IJerowbs ldgpsd
wluweésle show derived-config interface virtual-access <number>.

cEdge- 207#show deri ved-config interface virtual -access 1

Bui | di ng configuration...

Derived configuration : 252 bytes
|
interface Virtual - Accessl

vrf forwarding 1

i p unnunbered Loopbackl

tunnel source 192.168. 10. 218
tunnel node ipsec ipv4




tunnel destination 192.168.10.219
tunnel protection ipsec profile | KEV2-RA- PROFI LE
no tunnel protection ipsec initiate

end

Sedd pu ldoslule Tely IPsec (SAs) Jg psd AnyConnect Ll wogsle wbs, show crypto ipSec
<AnyConnect Pubic IP >.

cEdge- 207#show crypto i psec sa peer 192.168.10.219
interface: Virtual - Access2
Crypto map tag: Virtual - Access2-head-0, |ocal addr 192.168.10.218
protected vrf: 1
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/nask/prot/port): (10.20.14.13/255.255.255.255/0/0)
current _peer 192.168.10.219 port 50787
PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O
out bound pcp sas:
...Qutput Onmitted..

w2d3 pu pedpele IKEVZ SA Jeduws Idgpd: sluwe Idpum e 9 IP 1dpgsu.

pdlels: szo lu soblud euslo IP 1Jpgsu pe goslo IP 1e929> £ds 2luw gosd
AnyConnect.

cEdge- 207#sh crypto ikev2 session detail
| Pv4 Crypto | KEv2 Session
Session-id: 21, Status:UP-ACTIVE, |KE count:1, CH LD count:1
Tunnel -id Local Renot e fvrf/ivrf St at us
1 192. 168. 10. 218/ 4500 192. 168. 10. 219/ 62654 none/ 1 READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth
verify: AnyConnect - EAP
Life/Active Tine: 86400/532 sec
CE id: 1090, Session-id: 21
Local spi: DDBO3CE8B791DCF7 Renot e spi: 60052513A60C622B
Status Description: Negotiation done
Local id: 192.168.10.218
Remote id: *$AnyConnectClient$*
Remote EAP id: anavazar@cisco.com

Local req nsg id: O Renote req nsg id: 23
Local next nmsg id: O Renote next msg id: 23
Local req queued: O Renote req queued: 23
Local wi ndow: 5 Renot e wi ndow. 1

DPD configured for 45 seconds, retry 2
Fragnentati on not configured.
Dynam ¢ Route Update: disabled
Ext ended Aut hentication not configured.
NAT-T is detected outside
Cisco Trust Security SGT is disabl
Assigned host addr: 10.20.14.19
Initiator of SA: No
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 10.20.14.19/0 - 10.20.14.19/65535
ESP spi in/out: Ox43FD5AD3/ 0xC8349D4F
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0



Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOVW_NONE, node tunnel
| Pv6 Crypto | KEv2 Session

cEdge- 207#show crypt o session detail
Crypto session current status
Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation
R - I KE Auto Reconnect, U - |IKE Dynanic Route Update
S - SIP VPN
Interface: Virtual-Accessl
Profile: RA- SDWAN- | KEV2- PRCFI LE
Uptime: 00:17:07
Sessi on status: UP-ACTI VE
Peer: 192.168. 10.219 port 62654 fvrf: (none) ivrf: 1
Phasel_ i d: *$AnyConnectd i ent $*
Desc: (none)
Session ID: 94
| KEv2 SA: local 192.168.10.218/4500 renpote 192. 168. 10. 219/ 62654 Acti ve
Capabilities:DN connid:1 lifetime:23:42: 53
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 10.20.14.19
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec'ed 89 drop O life (KB/ Sec) 4607976/ 2573
CQut bound: #pkts enc'ed O drop O life (KB/ Sec) 4608000/ 2573

pedsple slo LoJé

lJooed g0 o Is SD-WAN oy Cisco

- wdosy g FlexVPN

- wuisd AnyConnect
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/content/en/us/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html  
/content/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-17/sec-flex-vpn-xe-17-book/sec-cfg-flex-serv.html
https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.04071?catid=268438162
https://www.cisco.com/c/ar_ae/support/index.html
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