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Nominal/Default Status — Traffic flowing through HUB1

5192.168.0.0/16 -> NullD )
€10.0.1.1/32 -> Loopback0
€ 192.168.0.0/24 -> Eth0

€ 10.0.0.0/24 -> Tunnel0

B 10.0.2.1/32 -> 10.0.0.2  R!
$10.0.1.3 -> V-Accessl
$10.0.1.4 -> V-Access2

B 192.168.3.0/24 -> 10.0.1.3

HUB1 Routing Table

F

-

- .#'3‘.-—-—.
o R7-Host

192.168.1.0/24

R6-Aggr2

B 192.168.4.0/24 -> 10.0.1.4 /

1€ 192.168.3.0/24 -> Eth0
1C10.0.1.0/24 -> Tunnel0

g €10.0.2.0/24 -> Tunnell

f B 192.168.0.0/16->10.0.1.1
2

&

LAN: 192.168.3.0/24

R4-Spoke2

LAN: 192.168.4.0/24

$192.168.0.0/16 -> NullO N
C 10.0.2.1/32 -> Loopback0

C 192.168.0.0/24 -> Eth0

C 10.0.0.0/24 -> Tunnel0

B 10.0.1.1/32 ->10.0.0.1
$10.0.2.3 -> V-Access1
$10.0.2.4 -> V-Access2

B 192.168.3.0/24 -> 10.0.2.3

B 192.168.4.0/24 -> 10.0.2.4 J

HUB2 Routing Table

C 192.168.4.0/24 -> EthO
C 10.0.1.0/24 -> Tunnel0
C 10.0.2.0/24 -> Tunnell
B 192.168.0.0/16 -> 10.0.1.1

Spoke2 Routing Table
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192.168.0.0/24

R3:Spnkel R4-Spokeg2
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. \ 4

sub,l Jig R1-Hub1 suwodod IJzieo eds 9lzos 1Jyo9d IUblo,ys: 9ldes wewss eds vdw
PEIS Ubods w)909d9d wedsd IUgkss (NHRP) IJelds Jel o9 Ield B w9 GRE: Wluo
Sope buwld luvhs 25968 1dey9) 1Us R3-Talk1. 903l s95s IJs louble 08 ssulpsds swpsrd lJs:



= =2 R7-Host

%ﬂﬁ-hggrz

| 192.168.1.0/24

R5-Aggr 192.168.0.0/24

R3-Spokel
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

2olod 9poele Idusese Juvsobiss IJogugsd IJebs

Sspl sds 229 wozse R1-HUBT B pwsubsy cuvésds pucbe:

<tfroot>

R1- HUB1# show ip route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route



+ - replicated route, % - next hop override
Gateway of Tast resort is not set

10.0.0.0/8 is variably subnetted, 11 subnets, 3 masks

10.0.0.0/8 is directly connected, Null0

10. .0/24 is directly connected, TunnelO

10. .1/32 is directly connected, TunnelO

10. .1/32 is directly connected, Loopback0

10. .2/32 is directly connected, Virtual-Accessl

10. .3/32 is directly connected, Virtual-Access?2

10. .1/32 [200/0] via 10.0.0.2, 00:05:40

10. .3/32 [200/0] via 10.0.0.2, 00:05:40

10. .4/32 [200/0] via 10.0.0.2, 00:05:40

10. .1/32 [200/0] via 192.168.0.5, 00:05:40

10. .1/32 [200/0] via 192.168.0.6, 00:05:40
172.16. O 0/16 1is variably subnetted, 2 subnets, 2 masks

172.16.0.0/24 is directly connected, Ethernet0/0

172.16.0.1/32 1is directly connected, Ethernet0/0
192.168.0.0/16 is directly connected, Null0
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

192.168.0.0/24 is directly connected, Ethernet0/2

192.168.0.1/32 is directly connected, Ethernet0/2
192.168.1.0/24 [200/0] via 192.168.0.5, 00:05:40
192.168.3.0/24 [200/0] via 10.0.1.4, 00:05:24
192.168.4.0/24 [200/0] via 10.0.1.5, 00:05:33
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Ospel sJs 229d wogsoe R3-TALKT W ywsubsy gpdslos puobe wes logile IUowd§ 1d3s
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<#froot>

R3- SPOKE1# show ip route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of Tast resort is not set

10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks

B 10.0.0.0/8 [200/0] via 10.0.1.1, 00:06:27

H 10.0.0.1/32 is directly connected, 00:06:38, Tunnell

S % 10.0.1.1/32 is directly connected, TunnelO

C 10.0.1.3/32 is directly connected, TunnelO

H 10.0.1.4/32 is directly connected, 00:01:30, Virtual-Accessl

S 10.0.2.1/32 is directly connected, Tunnell

C 10.0.2.3/32 is directly connected, Tunnell

H 10.0.2.4/32 [250/1] via 10.0.2.3, 00:01:30, Virtual-Accessl
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.0.0/24 is directly connected, Ethernet0/0



L 172.16.0.3/32 1is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.1.1, 00:06: 27

192.168.3.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.3.0/24 is directly connected, Ethernet0/1

L 192.168.3.3/32 is directly connected, Ethernet0/1
192.168.4.0/32 is subnetted, 1 subnets

H 192.168.4.4 [250/1] via 10.0.1.3, 00:01:30, Virtual-Accessl

s R3-Talk1. sz 259J BGP e brgldse Juvods 192.168.0.0/16 Lo osle ppdss
o2 Jds (sBLoJ R1-Hub1):

<ffroot>

R3- SPOKEl#show i p bgp 192.168. 0.0/ 16

BGP routing table entry for 192.168.0.0/16, version 8
Paths: (2 available, best #2, table default)
Not advertised to any peer
Refresh Epoch 1
Local
10.0.2.1 from 10.0.2.1 (10.0.2.1)
Origin incomplete, metric 0, Tocalpref 100, valid, internal
rx pathid: 0, tx pathid: 0
Refresh Epoch 1

Local

10.0.1.1 from10.0.1.1 (10.0.1.1)

Origin incomplete, metric 0, localpref 200, valid, internal, best
rx pathid: 0, tx pathid: 0x0

Ssel sds 229 worse RE-AGGRT B uwsubisy wuvésds pucbe:

<{froot>

R5- LANl#show i p route

10.0.0.0/8 is variably subnetted, 10 subnets, 3 masks

B 10.0.0.0/8 [200/0] via 192.168.0.1, 00:07:22

B 10.0.0.0/24 [200/0] via 192.168.0.1, 00:07:22
B 10.0.1.1/32 [200/0] via 192.168.0.1, 00:07:22
B 10.0.1.3/32 [200/0] via 192.168.0.1, 00:07:17
B 10.0.1.4/32 [200/0] via 192.168.0.1, 00:07:16
B 10.0.2.1/32 [200/0] via 192.168.0.2, 15:44:13
B 10.0.2.3/32 [200/0] via 192.168.0.2, 15:44:13
B 10.0.2.4/32 [200/0] via 192.168.0.2, 15:44:13
C 10.0.5.1/32 1is directly connected, LoopbackO



B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:07:22
172.16.0.0/24 is subnetted, 1 subnets

B 172.16.0.0 [200/0] via 192.168.0.1, 00:07:22

B 192.168.0.0/16 [200/0] via 192.168.0.1, 00:07:22
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, Ethernet0/0

L 192.168.0.5/32 is directly connected, Ethernet0/0

192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.1.0/24 is directly connected, Ethernet0/1
192.168.1.5/32 is directly connected, Ethernet0/1

192.168.3.0/24 [200/0] via 10.0.1.3, 00:07:06

192.168.4.0/24 [200/0] via 10.0.1.4, 00:07:15

™ N

Vel sds 229d wopse R7-Host B pwsubisy cuvgsds pucbe:

<{froot>

R7- HOST#show i p route

S* 0.0.0.0/0 [1/0] via 192.168.1.254

192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/24 is directly connected, Ethernet0/0
L 192.168.1.7/32 is directly connected, Ethernet0/0
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(/lrad& timer msec 500

track 1ip route 10.0.1.1 255.255.255.255 reachability

track 2 list boolean and
Cobjectinot

HUB1 Going down, HUB2 taking over T

ip route 192.168.0.0 255.255.0.0 NullD tag 200

route-map I.OCALI'II.EFE it 5
match tag 500

R7-Host

set loca preference 500

route-map LOCALPREF permit 10

- 11C192.168.3.0/24 -> Eth0
1€ 10.0.1.0/24 -> Tunnel0

g €10.0.2.0/24 -> Tunnell

g B192.168-0-8/16>10-0-1-1
2

&

B 192.168.0.0/16 -> 10.0.2.1
R4-Spoke2

LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

VI o3l Iduwsubsy sere o3l Idogwduwd JJi@I&:

_

$192.168.0.0/16 -> NullO N\
C10.0.2.1/32 -> Loopback0
C 192.168.0.0/24 -> Eth0
&10:0-0-0/24—Funneld

8-10-0-1-1/32—10-0:0-1
$10.0.2.3 -> V-Access1

$10.0.2.4 -> V-Access2
B 192.168.3.0/24 -> 10.0.2.3
B 192.168.4.0/24 -> 10.0.2.4 J

HUB2 Routing Table

- 1€ 192.168.4.0/24 -> EthO
'; € 10.0.1.0/24 -> Tunnel0
~1(C10.0.2. 0/24 -> Tunnell
SN R2-102 168.0-0/16—10.0-11
B 192.168.0.0/16 -> 10.0.2.1

1. 589p BFD gJs R2-HUB2 g09z0le czpse IUubods IUpzJss (LAN) R5-AGGR1 9 R6-
AGGR2 Lldo il 21Us ougl R1-HUB1. 9ueszé JsJd. cuoly pub@s 29, BGP gs

2. sogbd o ulad Jiso 1deuwl, J R2-HUB2 15 sdo v 9295 1Jluweozle R1-HUB1

(Idpuwly 1 Bs peld IJodssy).

3. s89p 03l 1JJlsu 1dss wp vove wwdsbo wouvesd puvl I3 JJloedld Jigds (pobds
NOT). B o3l IJpeld. s0u 1dpuwly 2 Jigds JJpl logd oo 1Jpeuml) 1

4. 5955 03l [Js ouvgsd beld wozse IP elow Jlualbwe IUs g29d IJwgzse vuvow 9Sp6

iéJ o0 IJpwlas IUbLse IJIve,)loss. ool IJodss IJpuluve:

<tfroot>

! Rout es added when second HUB i s down
ip route 10.0.0.0 255.0.0.0 Null O tag 500 track 2

ip route 192.168.0.0 255.255.0.0 Null 0 tag 500 track 2

! Default static routes are with Tag 200 and admi n di stance of 150



ip route 10.0.0.0 255.0.0.0 Nul 10 150 tag 200
ip route 192.168.0.0 255.255.0.0 Null 0 150 tag 200

. 8W99p R2-HUB2 Llglss w9jse o030 ldpuwble Iolows wlugwedsle o osd BGP pzds
lJey pu 1JBSp0 IJpesws J R1-HUB1. Ws o3l IJpeld: sop luwwgsle o osd peds
093150 500 Vs Jusubsy IV Ll pu 200 IJos wp wesswol wyluwlbs R1-HUB1:

<tfroot>

route-map LOCALPREF permit 5
match tag 500

set | ocal - preference 500

route-map LOCALPREF permit 10
match tag 200

set | ocal - preference 200

B R3-talk 1. spdod 1956 3JY B pirele wi9e9dsd wolus 1Jea9s (BGP). Jleb Iy [beld
R1 JI 5l 9293l 9dIduo s puwede:

<#froot>

R3- SPCKEl#show i p bgp 192.168. 0.0/ 16

BGP routing table entry for 192.168.0.0/16, version 10
Paths: (2 available, best #1, table default)

Not advertised to any peer

Refresh Epoch 1

Local

10.0.2.1 from 10.0.2.1 (10.0.2.1)
Oigin inconplete, netric O, |local pref 500, valid, internal, best

rx pathid: 0, tx pathid: 0x0

Refresh Epoch 1
Local



10.0.1.1 from 10.0.1.1 (10.0.1.1)
Origin incomplete, metric 0, localpref 200, valid, internal
rx pathid: 0, tx pathid: 0

6. w> 030 IJudbé. susl JJI Idb,d sy (R3-Talk1 9 R4-Talk2) B [huwld 2,96 1Jpu9) 1Js
R2-HUB2. szv lu weae gpse 030 IUgbsle s wluss 9lzs. Bspl sds z29d [Jwzso
W Talk 3:

<{froot>

R3- SPCKEl#show i p route

10.0.0.0/8 1is variably subnetted, 5 subnets, 2 masks

B 10.0.0.0/8 [200/0] via 10.0.2.1, 00:00:01

S 10.0.1.1/32 1is directly connected, TunnelO

C 10.0.1.3/32 1is directly connected, TunnelO

S 10.0.2.1/32 1is directly connected, Tunnell

C 10.0.2.3/32 1is directly connected, Tunnell
172.16.0.0/16 1is variably subnetted, 2 subnets, 2 masks

C 172.16.0.0/24 1is directly connected, Ethernet0/0

L 172.16.0.3/32 1is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.2.1, 00:00:01
192.168.3.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.3.0/24 1is directly connected, Ethernet0/1

L 192.168.3.3/32 1is directly connected, Ethernet0/1

7. 95pl Lg> oog'-J eduwle gpd BGP Ly IJW,98 9 R1-HUB1: 9sjsd 1Jould Idubs,
IJes (DPD) 16016 IPSec I sop looliol g R1-HUBT. 908 5J. Jl sde, o3l gJes
lebo w9ozso 2yIs p)y9) Idoslulo: ub)l Jiu R2-HUB2 puvodde wlded Joglus Juole
lJowsd 1U)ssuwss:

<#root>

R3- SPOKEl#show i p bgp 192.168. 0.0/ 16

BGP routing table entry for 192.168.0.0/16, version 10
Paths: (1 available, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
Local
10.0.2.1 from 10.0.2.1 (10.0.2.1)
Origin incomplete, metric 0, localpref 500, valid, internal, best
rx pathid: 0, tx pathid: 0x0

lJodssule
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oJdosy R1-HUB

<#froot>

version 15.4
|

Hostname R1-HUB1

|

aaa new-model

!

aaa authorization network default Tocal

|

aaa session-id common

|

! setting track timers to the lowest possible (the lower this value is
! the faster router will react

track tiner ip route nmsec 500

!

! Monitoring of HUB2's Toopback present in routing table
! If it is present it will mean that HUB2 is alive

track 1 ip route 10.0.2.1 255.255.255.255 reachability

!

! Monitoring of Toopback of R5-AGGR-1

track 3 ip route 10.0.5.1 255.255.255.255 reachability

!

! Monitoring of Toopback of R6-AGGR-2

track 4 ip route 10.0.6.1 255.255.255.255 reachability

!

! Track 2 should be UP only when HUB2 is not available and both AGGRE routers are up
!

track 2 1ist boolean and

object 1 not

object 3

object 4
!

! IKEv2 Config Exchange configuration (IP addresses for spokes are assigned from pool)
crypto ikev2 authorization policy default

pool SPOKES

route set interface

route accept any tag 20

|

!

! IKEv2 profile for Spokes - Smart Defaults used
crypto ikev2 profile default

match identity remote any

authentication remote pre-share key cisco
authentication local pre-share key cisco

aaa authorization group psk Tist default default
virtual-template 1

|
interface Loopback0

ip address 10.0.1.1 255.255.255.255



!

! GRE Tunnel configured to second HUB. It is required for spoke-to-spoke connectivity
! to work in all possible circumstances
!

no BFD echo

configuration is required to avoid Traffic Indication sent by remote HUB
! (BFD echo 1is having the same source and destination IP address)

|

interface Tunnel0

ip address 10.0.0.1 255.255.255.0

ip nhrp network-id 1

ip nhrp redirect

bfd interval 50 min_rx 50 multiplier 3

no bfd echo

tunnel source Ethernet0/2
tunnel destination 192.168.0.2
|
interface Ethernet0/0
ip address 172.16.0.1 255.255.255.0
|
interface Ethernet0/2
ip address 192.168.0.1 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
|
interface Virtual-Templatel type tunnel
ip unnumbered Loopback0
ip nhrp network-id 1
ip nhrp redirect
tunnel protection ipsec profile default
|
! BGP Configuration
router bgp 1
bgp Tog-neighbor-changes
! dynamic peer-groups are used for AGGR routers and SPOKES
bgp Tisten range 192.168.0.0/24 peer-group DC
bgp 1listen range 10.0.1.0/24 peer-group SPOKES
! BGP timers configured
timers bgp 15 30
neighbor SPOKES peer-group
neighbor SPOKES remote-as 1
neighbor DC peer-group
neighbor DC remote-as 1
! Within DC BFD is used to determine neighbour status
neighbor DC fall-over bfd
neighbor 10.0.0.2 remote-as 1
! BFD is used to detect HUB2 status
neighbor 10.0.0.2 fall-over bfd
|
address-family ipv4
redistribute connected
! route-map which determines what should be the local-pref
redistribute static route-map LOCALPREF
neighbor SPOKES activate
! to spokes only Aggregate/Summary routes are sent
neighbor SPOKES route-map AGGR out
neighbor DC activate



neighbor DC route-reflector-client
neighbor 10.0.0.2 activate
neighbor 10.0.0.2 route-reflector-client

exit-address-family
|

ip local pool SPOKES 10.0.1.2 10.0.1.254
!

I When HUB2 goes down Static Routes with Tag 500 are added and adnmin distance of 1
iproute 10.0.0.0 255.0.0.0 Null 0 tag 500 track 2

ip route 192.168.0.0 255.255.0.0 Null 0 tag 500 track 2

! Default static routes are with Tag 200 and adnmi n di stance of 150

iproute 10.0.0.0 255.0.0.0 Null 0 150 tag 200

ip route 192.168.0.0 255.255.0.0 Null 0 150 tag 200

!

!

ip prefix-1ist AGGR seq 5 permit 192.168.0.0/16
ip prefix-1ist AGGR seq 10 permit 10.0.0.0/8
!

route-map AGGR permit 10

match ip address prefix-Tist AGGR

!

route-map LOCALPREF permit 5

match tag 500

set local-preference 500

!

route-map LOCALPREF permit 10

match tag 200

set local-preference 200

!

route-map LOCALPREF permit 15

match tag 20

wdgsu R2-HUB2

<{froot>

hostname R2-HUB2
!

aaa nhew-model
1

aaa authorization network default Tocal
1

track timer ip route msec 500



track 1 ip route 10.0.1.1 255.255.255.255 reachability
!

track 2 1ist boolean and

object 1 not

object 3

object 4

|

track 3 ip route 10.0.5.1 255.255.255.255 reachability
|

track 4 ip route 10.0.6.1 255.255.255.255 reachability
|
!
crypto ikev2 authorization policy default
pool SPOKES
route set interface
route accept any tag 20
|
!
crypto ikev2 profile default
match identity remote any
authentication remote pre-share key cisco
authentication local pre-share key cisco
aaa authorization group psk Tist default default
virtual-template 1
|
!
interface Loopback0
ip address 10.0.2.1 255.255.255.255
|
interface Tunnel0
ip address 10.0.0.2 255.255.255.0
ip nhrp network-id 1
ip nhrp redirect
bfd interval 50 min_rx 50 multiplier 3
no bfd echo
tunnel source Ethernet0/2
tunnel destination 192.168.0.1
|
interface Ethernet0/0
ip address 172.16.0.2 255.255.255.0
|
interface Ethernet0/2
ip address 192.168.0.2 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
|
interface Virtual-Templatel type tunnel
ip unnumbered Loopback0
ip nhrp network-id 1
ip nhrp redirect
tunnel protection ipsec profile default
|
router bgp 1
bgp Tog-neighbor-changes
bgp Tisten range 192.168.0.0/24 peer-group DC
bgp Tisten range 10.0.2.0/24 peer-group SPOKES
timers bgp 15 30
neighbor SPOKES peer-group
neighbor SPOKES remote-as 1
neighbor DC peer-group
neighbor DC remote-as 1
neighbor DC fall-over bfd



.1 remote-as 1
.1 fall-over bfd

neighbor 10.

neighbor 10.
I

o O

0.
0.

address-family ipv4
redistribute connected
redistribute static route-map LOCALPREF
neighbor SPOKES activate
neighbor SPOKES route-map AGGR out
neighbor DC activate
neighbor DC route-reflector-client
neighbor 10.0.0.1 activate
neighbor 10.0.0.1 route-reflector-client
exit-address-family
|
ip local pool SPOKES 10.0.2.2 10.0.2.254
ip forward-protocol nd
|
1

ip route 192.168.0.0 255.255.0.0 Null 0 tag 500 track 2
iproute 10.0.0.0 255.0.0.0 Null 0 tag 500 track 2
iproute 10.0.0.0 255.0.0.0 Null 0 150 tag 200

ip route 192.168.0.0 255.255.0.0 Null 0 150 tag 200

!

!
ip prefix-1ist AGGR seq 5 permit 192.168.0.0/16
ip prefix-1ist AGGR seq 10 permit 10.0.0.0/8
!

route-map AGGR permit 10

match ip address prefix-1ist AGGR

!

route-map LOCALPREF permit 5

match tag 500

set local-preference 500

!

route-map LOCALPREF permit 10

match tag 200

set local-preference 100

!

route-map LOCALPREF permit 15

match tag 20

wdgsu R3-TALK1

hostname R3-SPOKE1
!

aaa new-model
|



aaa authorization network default local
1
!
crypto ikev2 authorization policy default
route set interface
1
!
crypto ikev2 profile default
match identity remote any
authentication remote pre-share key cisco
authentication local pre-share key cisco
dpd 10 2 on-demand
aaa authorization group psk Tist default default
1

! Tunnel to the HUB1

|
interface TunnelO

ip address negotiated
ip nhrp network-id 1
ip nhrp shortcut virtual-template 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
|

! Tunnel to the HUB2

|
interface Tunnell

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
|

interface Ethernet0/0

description INTERNET-CLOUD

ip address 172.16.0.3 255.255.255.0

|

interface Ethernet0/1

description LAN

ip address 192.168.3.3 255.255.255.0

|

interface Virtual-Template2 type tunnel
ip unnumbered Ethernet0/1

ip nhrp network-id 1

ip nhrp shortcut virtual-template 2
tunnel protection ipsec profile default
|

router bgp 1

bgp Tog-neighbor-changes
timers bgp 15 30

neighbor 10.0.1.1 remote-as

neighbor 10.0.2.1 remote-as 1
I

=

address-family ipv4
network 192.168.3.0
neighbor 10.0.1.1 activate
neighbor 10.0.2.1 activate
exit-address-family



oJdosy Ra-Talk2

hostname R4-SPOKE2
!
aaa new-model
!
aaa authorization network default local
!
!
crypto ikev2 authorization policy default
route set interface
!
crypto ikev2 profile default

match identity remote any

authentication remote pre-share key cisco
authentication local pre-share key cisco

dpd 10 2 on-demand

aaa authorization group psk Tlist default default
!
interface TunnelO

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 2

tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
!
interface Tunnell

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 2

tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
!
interface Ethernet0/0

ip address 172.16.0.4 255.255.255.0
!
interface Ethernet0/1

ip address 192.168.4.4 255.255.255.0
!
interface Virtual-Template2 type tunnel

ip unnumbered Ethernet0/1

ip nhrp network-id 1

ip nhrp shortcut virtual-template 2

tunnel protection ipsec profile default
!
router bgp 1

bgp Tog-neighbor-changes
timers bgp 15 30
neighbor 10.0.1.1 remote-as
neighbor 10.0.2.1 remote-as 1
!

address-family ipv4

network 192.168.4.0

neighbor 10.0.1.1 activate

neighbor 10.0.2.1 activate

exit-address-family
!

=



oJose R5-AGGR1

hostname R5-LAN1
|

no aaa new-model

!

!

interface Loopback0

ip address 10.0.5.1 255.255.255.255

!

interface Ethernet0/0

ip address 192.168.0.5 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
|

! HSRP configuration on the LAN side
|
interface Ethernet0/1
ip address 192.168.1.5 255.255.255.0
standby 1 ip 192.168.1.254
|
router bgp 1
bgp Tlog-neighbor-changes
neighbor 192.168.0.1 remote-as 1
neighbor 192.168.0.1 fall-over bfd
neighbor 192.168.0.2 remote-as 1
neighbor 192.168.0.2 fall-over bfd
|
address-family ipv4
redistribute connected
redistribute static
neighbor 192.168.0.1 activate
neighbor 192.168.0.2 activate
exit-address-family

odsse RE-AGGR2

hostname R6-LAN2

!

interface Loopback0

ip address 10.0.6.1 255.255.255.255
|

interface Ethernet0/0

ip address 192.168.0.6 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
!
interface Ethernet0/1

ip address 192.168.1.6 255.255.255.0
standby 1 ip 192.168.1.254

standby 1 priority 200

!

router bgp 1

bgp Tog-neighbor-changes



neighbor 192.168.0.1 remote-as 1
neighbor 192.168.0.1 fall-over bfd
neighbor 192.168.0.2 remote-as 1

neighbor 192.168.0.2 fall-over bfd
I

address-family ipv4
redistribute connected
redistribute static
neighbor 192.168.0.1 activate
neighbor 192.168.0.2 activate

exit-address-family
!

odasu puo s R7 (p2ldls IJpuosd B oJd 1Juvwds)

hostname R7-HOST
|

no aaa new-model
|

interface Ethernet0/0

ip address 192.168.1.7 255.255.255.0
|

ip route 0.0.0.0 0.0.0.0 192.168.1.254
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<ttroot>
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