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peer 2 172.25.2.1
client connect Tunnell
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interface Tunnel 1
tunnel destination dynamic
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crypto | oggi ng session

crypto ikev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0

pr e-shared-key | ocal cisco
pre-shared-key renote cisco

crypto ikev2 profile Flex_IKEv2

match identity renpte address 0.0.0.0

aut hentication renote pre-share

aut henti cation | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto ikev2 dpd 30 5 on-denand

crypto ikev2 client flexvpn Flex_Cient
peer 1 172.25.1.1

peer 2 172.25.2.1

client connect Tunnell

crypto i psec transformset |KEv2 esp-gcm
nmode transport

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface Tunnel 1
description Fl exVPN tunne
i p address negoti at ed

ip ntu 1400

ip nhrp network-id 2



ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nmss 1360

del ay 2000

tunnel source Ethernet0/0

tunnel destination dynanic

tunnel path-ntu-di scovery

tunnel protection ipsec profile default
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bgp | og- nei ghbor - changes

bgp |isten range 10.1.1.0/24 peer-group Spokes

network 192.168.0.0

nei ghbor Spokes peer-group

nei ghbor Spokes renpte-as 65001

nei ghbor 192.168. 0.2 renote-as 65001

nei ghbor 192.168.0.2 route-reflector-client
nei ghbor 192. 168. 0. 2 next-hop-sel f al

nei ghbor 192. 168. 0.2 unsuppress-map ALL

access-list 1 pernmit any

route-map ALL pernmt 10
match ip address 1

e8]l ololSU dieall uoliedl o (Suolys Jilw) 590 -
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192.168.0.0/24 (Hub LAN)
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192.168.102.0/24 Hub2
192.168.0.0/16 (summary)
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W &0l Jlasl olSay coMel, show crypto ikev2 sa oVl pgéy

FlexVPN Jiac ddas) all Al pgd dulSo] J9suall show crypto ikev2 client flexVPN LoVl zui

Spoke2# show crypto ikev2 client flexvpn

Profile : Flex_dient

Current state: ACTI VE

Peer : 172.25.1.1

Source : Ethernet0/0

ivrf : | P DEFAULT

fvrf : | P DEFAULT

Backup group: Default

Tunnel interface : Tunnell
Assigned | P address: 10.1.1.111

‘duaindl jledl e 213V A s "show logging 1055 placiuwl, Juisell 9l 2lai o

CRYPTO- 5- | KEV2_SESSI ON_STATUS: Crypto tunnel v2 is DOMN. Peer 172.25.1.1:500%
ld: 172.25.1.1

= FLEXVPN- 6- FLEXVPN_CONNECTI ON_ DOMN: Fl exVPN(Fl ex_Cient) dient_public_addr%
Server _public_addr = 172.25.1.1 172.16.2.2

LI NEPROTO- 5- UPDOMN: Li ne protocol on Interface Tunnel 1, changed state to down%
LI NEPROTO- 5- UPDOMN: Li ne protocol on Interface Tunnel 1, changed state to up%
CRYPTO- 5- | KEV2_SESSI ON_STATUS: Crypto tunnel v2 is UP. Peer 172.25.2.1:500%
Id: 172.25.2.1

= FLEXVPN- 6- FLEXVPN_CONNECTI ON_UP: Fl exVPN(Flex_Cient) Cient_public_addr%
Server _public_addr = 172.25.2.1 Assigned _Tunnel _v4_addr = 10.1.1.177 172.16.2.2
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