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aaa new node
aaa aut horization network default | ocal
aaa session-id common

crypto i kev2 keyring Fl ex_key

peer Spokes

address 0.0.0.0 0.0.0.0

pre-shared-key | ocal cisco
pre-shared-key renote cisco

11
crypto ikev2 profile Flex_I KEv2

match identity renpte address 0.0.0.0
identity local email Clientl@cisco.com
aut hentication renote pre-share

aut hentication |ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto | oggi ng session

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface Tunnel 1

i p address negoti at ed

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-nss 1360

tunnel source G gabitEthernet0/0
tunnel destination 172.25.1.1
tunnel path-ntu-di scovery

tunnel protection ipsec profile default

interface Virtual - Tenpl atel type tunnel
i p unnunbered Tunnel 1

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel path-ntu-di scovery

tunnel protection ipsec profile default
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aaa new node
aaa aut horization network default |ocal

aaa session-id conmon

crypto ikev2 authorization policy default
pool Fl exSpokes

route set interface

crypto ikev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renmote cisco

11

peer Cientl

identity enail Cientl@isco.com
pre-shared-key cisco

11

peer Cient2

identity enail Cient2@i sco.com
pre-shared-key cisco

crypto ikev2 profile Flex_|KEv2

match fvrf any

match identity renpte address 0.0.0.0

match identity renpte email domain cisco.com
authentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

no crypto ikev2 http-url cert
crypto | oggi ng session

crypto ipsec profile default
set ikev2-profile Flex_I KEv2

interface Virtual - Tenpl atel type tunnel
vrf forwarding | VRF

i p unnunbered Loopbackl100

ip nmu 1400

ip nhrp network-id 2

i p nhrp redirect

ip tcp adjust-nmss 1360

tunnel path-ntu-di scovery

tunnel vrf | NTERNET

tunnel protection ipsec profile default
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AAA Sloww dnsld ayax 1
aaa attribute list dientl
attribute type interface-config "ip ntu 1300" protocol ip
attribute type interface-config "service-policy output TEST" protocol ip

0S5 5 Wl 03D L9 Wlxo 159290 & lowdl dlauwlss cu=all OLSII 0sSs Ol vy ail LS tdlas Vo
pol i cy-map TEST

cl ass cl ass-defaul t

shape average 60000

Jio 2@ LI AAA Claw aasld (=i p .2
crypto i kev2 authorization policy Clientl
pool Fl exSpokes
aaa attribute list dientl
route set interface
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crypto i kev2 name-nangl er GET_NAME
emai | usernane

crypto ikev2 profile Flex_|KEv2
aaa aut horization group psk list default name-mangl er GET_NAME
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aaa attribute list dient2
attribute type interface-config "ip tcp adjust-nmss 1200" protocol ip
attribute type interface-config "ip access-group 133 in" protocol ip

crypto i kev2 authorization policy Cient2
pool Fl exSpokes

aaa attribute list dient2

route set interface
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FlexNPM responder

3. IKEvZ Frofile's authorzation staiement
requires rmangling o be done IKEVZ name mangler

2.9, mangle identity "Clent@ s .o om,

IKEWE profile
Local identity

1. Send local identiy
2.0 Client® Ciscd. con

4. Return a name to be used by

2. Daas this remate authonzation call
identity maltch any e.q. "Client"
of my profiles? | IKEw2 profile

ratch remote identity

5. Perfarm authrization call as defined

by “aam auvthorization network® statement
and using narme as eteinad by mangler
&g local authonzation for name “Client"

IKEv2 authelization policy

6. Return infarmation from
ARA attribute list
@ . attnbuie st "Clent”

Al artributa list
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bsns-asr1001- 4#show cef int virtual-access 1
(.-2)
Hardware idb is Virtual - Accessl
Fast switching type 14, interface type 21
| P CEF switching enabl ed
| P CEF switching turbo vector
I'P Null turbo vector
"VPN Forwarding table "I VRF
| P prefix | ookup IPv4 ntrie 8-8-8-8 optim zed
(Tunnel VPN Forwardi ng table "I NTERNET" (tableid 2
Input fast flags 0x0, Qutput fast flags 0x4000
(ifindex 16(16
Sl ot unknown (4294967295) Slot unit 1 VC -1
| P MIU 1300
Real output interface is G gabitEthernet0/0/0

bsns-asr 1001- 4#show policy-map interface virtual-accessl
Virtual - Accessl

Servi ce-policy output: TEST



(d ass-map: class-default (natch-any

packets, 620 bytes 5

m nute offered rate 0000 bps, drop rate 0000 bps 5
Mat ch: any

Queuei ng

queue limt 64 packets

gqueue depth/total drops/no-buffer drops) 0/0/0)
pkts out put/bytes output) 5/910)

shape (average) cir 60000, bc 240, be 240

target shape rate 60000

2 Lol
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bsns-asr1001- 4#show cef int virtual-access 2
(Virtual - Access2 is up (if_nunber 18

Correspondi ng hwi db fast _i f_nunber 18

Correspondi ng hwi db firstsw > f_nunber 18

Internet address is 0.0.0.0/0

(Unnunbered interface. Using address of Loopbackl00 (192.168.1.1

ICWP redirects are never sent

Per packet |oad-sharing is disabled

I P uni cast RPF check is disabled

I nput features: Access List, TCP Adjust MsSS

(...

bsns-asr 1001- 4#show ip interface virtual-access2
Virtual - Access2 is up, line protocol is up
(Interface i s unnunbered. Using address of Loopbackl00 (192.168.1.1
Broadcast address is 255.255. 255. 255
MIU i s 1400 bytes
Hel per address is not set
Directed broadcast forwarding is disabled
Qut goi ng access list is not set
I nbound access list is 133, default is not set
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debug IKEv2
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[debug crypto ikev2 [internal | packet
Wl oloVl 3ol o

show crypto ikev2 sa
show crypto ipsec sa peer a.b.c.d



debug J AAA douw jusi

80 clasVl 03 (S5 188 AAA Clow Lusi clasl aanas (8 ey S 3]

debug aaa authorization
debug aaa attr
debug aaa proto | ocal
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