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!

aaa new nodel

!

!
aaa group server radius |ab-AD
server-private 172.18.124. 30 key Ciscol23
!

aaa authentication |login default |ocal
aaa authentication |ogin AC group |ab-AD
aaa aut hori zati on network AC | ocal

!
aaa session-id comon
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!
ip vrf fvrf
rd 2:2
route-target export 2:2
route-target inport 2:2
!
ipvrf ivrf
rd 1:1
route-target export 1:1
route-target inport 1:1
!
!
crypto pki trustpoint AC
enrol | ment node ra
enrol Il ment url http://1ab-ca: 80/ certsrv/mscep/ mscep. dl
fgdn asr 1k. | abdomai n. ci sco. com
subj ect - name cn=asr 1k. | abdomai n. ci sco. com
revocation-check crl
rsakeypair AC
!
!
crypto pki certificate chain AC
certificate 433D7311000100000259
certificate ca 52DD978E9680C1A24812470E79B8FB02
!
!
crypto ikev2 authorization policy default
pool fl exvpn-poo
def - domai n ci sco. com
route set interface
!
crypto i kev2 authorization policy AC
pool AC
dns 10.7.7.129
net mask 255.255.255.0
banner ~CCC Wl conme "C
def - domai n exanpl e. com
!
crypto i kev2 proposal AC
encryption aes-cbc-256
integrity shal
group 5
!
crypto i kev2 policy AC
match fvrf fvrf
proposal AC
!
!
crypto ikev2 profile AC
match fvrf fvrf
match identity renote key-id cisco.com
identity local dn
aut hentication renote eap query-identity
aut hentication |local rsa-sig
pki trustpoint AC
dpd 60 2 on-demand
aaa aut hentication eap AC
aaa aut horization group eap list AC AC
virtual -tenpl ate 40
!
!
crypto ipsec transformset AC esp-aes 256 esp-sha-hmac
node tunne
!



crypto ipsec profile AC
set transformset AC
set ikev2-profile AC
!
!
i nterface LoopbackO
description BGP source interface
i p address 10.5.5.5 255. 255. 255. 255
!
i nterface Loopback99
description VPN termnation point in the FVRF
ip vrf forwarding fvrf
ip address 7.7.7.7 255.255. 255. 255
!
i nterface Loopback100
description | oopback interface in the | VRF
ip vrf forwarding ivrf
i p address 6.6.6.6 255.255. 255, 255
!
interface G gabitEthernet0/0/1
description MPLS I P interface facing the MPLS core
ip address 20.11.11.2 255.255.255.0
negoti ati on auto
mpls ip
cdp enabl e
!
!
!
interface Virtual - Tenpl at e40 type tunnel
no i p address
tunnel node ipsec ipv4d
tunnel vrf fvrf
tunnel protection ipsec profile AC
!
router bgp 2
bgp | og- nei ghbor - changes
redi stribute connected
redistribute static
nei ghbor 10.2.2.2 renote-as 2
nei ghbor 10. 2. 2.2 updat e- source LoopbackO
I
address-fam |y vpnv4
nei ghbor 10.2.2.2 activate
nei ghbor 10.2.2.2 send-community extended
exit-address-famly
I
address-famly ipvd vrf fvrf
redi stribute connected
redistribute static
exit-address-famly
I
address-famly ipv4 vrf ivrf
redi stribute connected
redistribute static
exit-address-famly
!
ip local pool AC 192.168.1.100 192.168.1. 150
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i p:interface-config=ip unnunbered | oopback100
ip:interface-config=ip vrf forwarding ivrf

Jliall 13D (3 aingo 6B LoS "aSui| ag" whslacl L3 cueSil oS, Microsoft NPS 8

Settings - Than the follawing seltings are applied:

S elting | Value |
Cigconan-Fair ipcinterface-configeip vif forwanding rf, ipdinteldface-conhigeip unnumbered loopback1 00 I
Access Permission Grant Access

Estenzible Authentication Protocol M. Microsoft: Secwured passwaord [EAP-MS CHAP +2)

Authentication b ethad EaF

MAP Enforcement Allewe full retwod, access

I pdate Moncompliant Clents True

Framed-|P-Hetmazk 28R 2854950

Framed-Faoal AL

Framed-Fiotocal FPFF

Servige-Type Framed

Estenzible Authentication Protocol T Configured

oo audUall Joogll dg>lg &uws o 131 .ip unnumber V1 s ip vrf forwarding LoVl sl ol woy udss
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ASR1k#show adj acency virtual -access 1
Protocol Interface Addr ess
(IP Virtual-Accessl point2point (6) (incomplete
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ASR1K#sh derived-config interface virtual -access 1
Bui | di ng configuration...Derived configuration : 250 bytes
!
interface Virtual - Accessl

ip vrf forwarding ivrf

ip unnumbered Loopbackl00

tunnel source 7.7.7.7

tunnel node ipsec ipv4

tunnel destination 8.8.8.10

tunnel vrf fvrf

tunnel protection ipsec profile AC

no tunnel protection ipsec initiate



end
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:show crypto sessiond Juolail ol o ol ,3all e Jlo 130

ASR1K#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - | KE Extended Authentication, F - IKE Fragnentation

Interface: Virtual-Accessl
Uptime: 00:23:19
Sessi on status: UP-ACTI VE
Peer: 8.8.8.10 port 57966 fvrf: fvrf ivrf: ivrf
Phasel_id: cisco.com
(Desc: (none
| KEv2 SA: local 7.7.7.7/4500 renote 8.8.8.10/57966 Active
Capabilities:(none) connid:1 lifetime:23:36:41
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 192.168.1.103
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 95 drop O life (KB/ Sec) 4607990/ 2200
Qut bound: #pkts enc'ed 44 drop O life (KB/ Sec) 4607997/2200

:show crypto IKEv2 session detail oVl 0 g5l le Jlo 13D

ASR1K#show crypto i kev2 sess detail
| Pv4 Crypto | KEv2 Session

Session-id:4, Status:UP-ACTIVE, |KE count:1, CH LD count:1

Tunnel -id Local Renot e fvrf/ivrf St at us
fvrf/ivref READY 8. 8.8.10/ 57966 7.7.7.7/ 4500 1

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:5, Auth sign: RSA, Auth verify: EAP

Lifel/ Active Tinme: 86400/ 1298 sec

CE id: 1004, Session-id: 4

Status Description: Negotiation done

Local spi: EE87373C2C2643CA Renpt e spi: F80C8A4CB4143091

Local id: cn=asrlk. | abdonmi n. ci sco. com host nane=asr 1k. | abdomai n. ci sco. com

Renote id: cisco.com

Renote EAP id: userl

Local req nsg id: 1 Renpote req nmsg id: 43
Local next nmsg id: 1 Renpote next nsg id: 43
Local req queued: 1 Renote req queued: 43
Local wi ndow. 5 Renot e wi ndow. 1

DPD configured for 60 seconds, retry 2

NAT-T is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.1.103

Initiator of SA: No

Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535

renote selector 192.168.1.103/0 - 192.168. 1. 103/ 65535
ESP spi in/out: Ox88F2A69E/ 0x19FD0823
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOVW_NONE, nobde tunnel
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