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* o209 wslule (LINA)
* e Snort

FTD Mgmt Interface

|
Firepower mgmt LINA mgmt
CLISH CLI (diagnostic)

Snort Engine (multiple instances)

FTD Data Interface LINA Datapath (multiple instances) FTD Data Interface

DataPath g9 Snort Engine opl IJgjclo 1d)iss0wslo Jpuvess wslule FTD.

wgwes 1dss [ehs wozse puwess Iduslole J FTD eds 9uoe 1dslzes. cdéwe [Juess IJeldss
laole 1glzod IJptodds pe lasole wui "wolee IJbuwld Slisd 1duw,es (FTD)™



FTD Deployment and Interface Modes

Deployment Modes: — Interface Modes:
NIt 4R09ted ~ from classic ASA
Transparent — Switched (BVI)

l I / — Passive -

from classic ASA — Passive (ERSPAN) | ¢ (locsic

— Inline Pair Firepower IPS

— [nline Pair with tap -

sdegue 1Jz29d ~¢J5;9 S99p FTD olelso L9ZSO IJzse Bs puwess Iduslole luveobl |Us 508
lJ9lzos. s IJsle lehe IJegzsoe puwe Il odso:

FTD Deployment FTD Interface mode Forwarding Mechanism
mode

Packet forwarding based on the following order:
1. Connection lookup
Routed Routed 2. Nat lookup (xlate)
3. Policy Based Routing (PBR)
4. Global routing table lookup

1. NAT lookup
2. Destination MAC Address L2 Lookup*

The packet will be forwarded based on the pair
configuration.

Routed or Transparent  Switched (BVI)

Routed or Transparent  Inline Pair
The original packet will be forwarded based on

Routed or Transparent  Inline Pair with Tap the pair configuration. The copy of the packet will
be dropped internally

Routed or Transparent  Passive The packet is dropped internally

Routed Passive (ERSPAN) The packet is dropped internally

" $d9p FTD Vs Idsog 1dundlVd Cldoze eu lpuwly Os weuo Ieldle:



MAC Address vs. Route Lookups

For traffic within a bridge group, the outgoing interface of a packet is determined by performing a destination MAC address
lookup instead of a route lookup.

Route lookups, however, are necessary for the following situations:

« Traffic originating on the Firepower Threat Defense device—Add a default/static route on the Firepower Threat Defense
device for traffic destined for a remote network where a syslog server, for example, is located.

= Voice over IP (VolP) and TFTP traffic, and the endpoint is at least one hop away—Add a static route on the Firepower
Threat Defense device for traffic destined for the remote endpoint so that secondary connections are successful. The
Firepower Threat Defense device creates a temporary " pinhole”™ in the access control policy to allow the secondary
connection; and because the connection might use a different set of IP addresses than the primary connection, the
Firepower Threat Defense device needs to perform a route lookup to install the pinhole on the correct interface.

Affected applications include:
« H323

« RTSP

= SIP

« Skinny (SCCP)

« SOL*Net

+ SunRPC

+ TFTP

« Traffic at least one hop away for which the Firepower Threat Defense device performs NAT-Configure a static route on the
Firepower Threat Defense device for traffic destined for the remote network. You also need a static route on the up
raouter for traffic destined for the mapped addresses to be sent to the Firepower Threat Defense device.

Jleg 2disd FMC JJeuosd eds piss pu ldeodluosd.

9Jpl 09 1Jzld pe luosl) 6.2.X $ogp wyulpz IULuwld Wlis@ IJuwygo (FTD) IJwszso IJpodled
sld,ob (IRB):

FTD Integrated Routing and Bridging (IRB)

* Available as from 6.2.x

« Allows an FTD in Routed mode to have multiple interfaces

(up to 64) to be part of the same VLAN and perform L2
switching between them

- BVI-to-Routed or BVI-to-BVI Routing is allowed

Switched i Switched
G0/0 witche Go DSWItChEd wi Go/1
GO0/1 BVI1 BVI2
inside2 utside
GO0/2 . . GO/3
Switche Routed GDRSwitched Switched /

Iole 1oz d po BVI:


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/device-ops-tfw.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/device-ops-tfw.html

Verification commands

firepower# show bridge-group

firepower# show ip

Interface Harme IP address Subnet mask Method
GigabitEthernet0/0 VLAN1ST6 G0-0 203.0.113.1 255.255.255.0 manual
GigabitEthernet0/1 VLAN1577_GO0-1 192.168.1.15 255.255.255.0 manual
GigabitEthernet0/2 VLAN1576 G0-2 203.0.113.1 255.255.255.0 manual
GigabitEthernet0/4.100 SUB1 203.0.113.1 255.255.255.0 manual
BVI1 LAN 203.0.113.1 255.255.255.0 manual
BVIZ2 LANZ 192.168.1.15 255.255.255.0 manual

« BVI nameif is used in L3 Routing configuration

firepowerf show run route
route LAM 1.1.1.0 255.255.255.0 203.0.113.5 1

« BVI member nameif is used in policies like NAT configuration

firepower# show run nat
nat (VLAN1576 GO-0, K VLAN1577 G0-1) source dynamic any interface
nat (VLAN1576_GO0-2, VLAN1577_GO0-1) source dynamic any interface

udbs HssUNSo
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VRF-203  ISP1 VRF-203
0 198.51.100.24/29
192.168.1.0/24 198.51.100.32/29
192.168.2.0/24 203.0.113.0/24
VRF-101 FPRA1xx OUTSIDE1
P01.203
Po1.101 4
18 3
INSIDE P01.202
192.168.0.0/24
e MEAN1O L OUTSIDE2 198.51.100.0/29
192.0.2.0/24 99 ISP2 ey
198.51.100.8/29
VAN203 198.51.100.16/29
- VLAN202 VRF-202 VRF-202
suepse lJuszso ol
BGP 65001 ISP1

198.51.100.24/29

203.0.113.99/24 _
198.51.100.32/29

wwiii’,-“'—_ ‘-

FPR41xx I

192.168.1.0/24
192.168.2.0/24 OSPF area 0

192.168.0.0/24 OUTSIE;El
) VRF-101 1 BGP 65000
“t B 1
INSIDE OUTSIDE2 EIGRP 1

198.51.100.0/29

ISP2

198.51.100.8/29
192.0.2.99/24 198.51.100.16/29
VRF-202

odysu wgso FTD:

firepower# show run router

router ospf 1

network 192.168.0.0 255.255.255.0 area 0
Tog-adj-changes

|

router bgp 65000

bgp log-neighbor-changes

bgp router-id vrf auto-assign
address-family ipv4 unicast

neighbor 203.0.113.99 remote-as 65001
neighbor 203.0.113.99 ebgp-multihop 255
neighbor 203.0.113.99 transport path-mtu-discovery disable
neighbor 203.0.113.99 activate

no auto-summary

no synchronization

exit-address-family

|

router eigrp 1

no default-information in

no default-information out

no eigrp log-neighbor-warnings



no eigrp log-neighbor-changes

network 192.0.2.0 255.255.255.0

!

firepower# show run route

route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1

Ilgx8 pedyple wozso FTD (RIB) - puwess 1oz de:

firepower# show route | begin Gate
Gateway of Tast resort is not set

C 192.0.2.0 255.255.255.0 is directly connected, OUTSIDE2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

C 192.168.0.0 255.255.255.0 is directly connected, INSIDE

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

0 192.168.1.1 255.255.255.255

[110/11] via 192.168.0.99, 01:11:25, INSIDE

0 192.168.2.1 255.255.255.255

[110/11] via 192.168.0.99, 01:11:15, INSIDE

S 198.51.100.0 255.255.255.248 [1/0] via 192.0.2.99, OUTSIDE2

D 198.51.100.8 255.255.255.248

[90/130816] via 192.0.2.99, 01:08:11, OUTSIDE2

D 198.51.100.16 255.255.255.248

[90/130816] via 192.0.2.99, 01:08:04, OUTSIDE2

B 198.51.100.24 255.255.255.248 [20/0] via 203.0.113.99, 00:28:29
B 198.51.100.32 255.255.255.248 [20/0] via 203.0.113.99, 00:28:16
C 203.0.113.0 255.255.255.0 is directly connected, OUTSIDE1l

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1l

229J w9zso puwh IUlelo 1Juwyse J FTD (ASP) 1Jpwsld @ - puwess ldoslole:

firepower# show asp table routing

route table timestamp: 91

in 169.254.1.1 255.255.255.255 identity

in 192.168.0.1 255.255.255.255 identity

in 192.0.2.1 255.255.255.255 identity

in 192.168.1.1 255.255.255.255 via 192.168.0.99, INSIDE

in 192.168.2.1 255.255.255.255 via 192.168.0.99, INSIDE

in 203.0.113.1 255.255.255.255 identity

in 169.254.1.0 255.255.255.248 nlp_int_tap

in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2

in 198.51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2

in 198.51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2

in 198.51.100.24 255.255.255.248 via 203.0.113.99 (unresolved, timestamp: 89)
in 198.51.100.32 255.255.255.248 via 203.0.113.99 (unresolved, timestamp: 90)
in 192.168.0.0 255.255.255.0 INSIDE

in 192.0.2.0 255.255.255.0 OUTSIDE2

in 203.0.113.0 255.255.255.0 OUTSIDE1l

in ff02::1 ffff:ffff:ffff:ffff:ffff:FfFrf:Ffff:FFf identity

in ff02::1:ff01:3 ffff:ffff:fIff:ffff:fFff:ffrf:FFff:FFf identity

in ff02::1:ff00:1 ffff:ffff:fIff:ffff:fFff:fFrf:FFff:FFf identity

in fe80::200:ff:fe0l1:3 ffff:ffff:ffff:ffff:ffff:fFff:ffrf:FFff identity
in £d00:0:0:1::1 ffff:ffff:frff:ffff: FHIff:ffff:FHff:fFff identity



in fd00:

out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out
out

255.
203.
203.
224.
255.
192.
198.
198.
198.
192.
224.
255.
192.
192.
192.
192.
224.
255.
224
255.
224.
255.
224.
255.
169.
169.
224.

0:0:1:: ffff:ffff:ffff:FFFf:: nlp_int_tap
255.255.255 255.255.255.255 OUTSIDE1

0.113.1 255.255.255.255 OUTSIDE1

0.113.0 255.255.255.0 OUTSIDE1l

0.0.0 240.0.0.0 OUTSIDE1l

255.255.255 255.255.255.255 OUTSIDE2

0.2.1 255.255.255.255 OUTSIDE2

51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2
0.2.0 255.255.255.0 OUTSIDE2

0.0.0 240.0.0.0 OUTSIDE2

255.255.255 255.255.255.255 INSIDE

168.0.1 255.255.255.255 INSIDE

168.1.1 255.255.255.255 via 192.168.0.99, INSIDE
168.2.1 255.255.255.255 via 192.168.0.99, INSIDE
168.0.0 255.255.255.0 INSIDE

0.0.0 240.0.0.0 INSIDE

255.255.255 255.255.255.255 cmi_mgmt_int_tap

.0.0.0 240.0.0.0 cmi_mgmt_int_tap

255.255.255 255.255.255.255 ha_ctl_nTp_int_tap
0.0.0 240.0.0.0 ha_ctl_nlp_int_tap

255.255.255 255.255.255.255 ccl_ha_nTp_int_tap
0.0.0 240.0.0.0 ccl_ha_nlp_int_tap

255.255.255 255.255.255.255 nlp_int_tap
254.1.1 255.255.255.255 nlp_int_tap

254.1.0 255.255.255.248 nlp_int_tap

0.0.0 240.0.0.0 nlp_int_tap

£d00:0:0:1::1 ffff:ffff:.ffff.FFfFf:FEFfFFrffifrff:ffff nlp_int_tap
£d00:0:0:1:: ffff:ffff:fFff:FFFf:: nlp_int_tap

fe80:: ffcO:: nlp_int_tap

ff00:: ff00:: nlp_int_tap

0.0.

out ::

0.0 0.0.0.0 via 0.0.0.0, identity
: via 0.0.0.0, 1identity

lJoslb |Jyissuvso

S>> FTD (wlbys§s puvlewoes Jzolj Uirolg, IJdlod JJodsas - ASA) glzos 1Jg 9z (1JE)92)
JJzies (J3JJ: Bluo sub, Ids Idb¢gldle 'in' Jzasd wozgsoe ASP). &p JJBL 1dpzss: seled
lIJe w9, eds 1Jgbgo IJoldss (J3JI: Blue suby [Js IJb¢ldle 'out' Jga9d wozso ASP). eds
wosd lJpold:

firepower# show asp table routing | include in.*198.51.100.0
in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
firepower#

firepower# show asp table routing | include out.*QUTSIDE2

out
out
out
out
out
out
out

255.
192.
198.
198.
198.
192.
224.

255.255.255 255.255.255.255 OUTSIDE2

0.2.1 255.255.255.255 OUTSIDE2

51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
51.100.8 255.255.255.248 via 192.0.2.99, OUTSIDE2
51.100.16 255.255.255.248 via 192.0.2.99, OUTSIDE2
0.2.0 255.255.255.0 OUTSIDE2

0.0.0 240.0.0.0 OUTSIDEZ2



_9i'a.§J|. lJouweo JJgbgo IJoldso Idos wpe zdol swzdd LINA oy 3156 wgiso ARP 1Jpe9 9w
Joels, weoldz.

89> 116 FTD Jowog Iese 030 IJg pdsé:

firepower# packet-tracer input INSIDE icmp 192.168.1.1 8 0 198.51.100.1

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 7582 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 8474 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 3

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Elapsed time: 5017 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433

access-1ist CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY: mzafeiro_empty - Default
access-1ist CSM_FW_ACL_ remark rule-id 268434433: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 4

Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Elapsed time: 5017 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 5017 ns
Config:



Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5017 ns
Config:

Additional Information:

Phase: 7

Type: INSPECT

Subtype: np-inspect

ResuTlt: ALLOW

ETapsed time: 57534 ns

Config:

class-map inspection_default
match default-inspection-traffic
policy-map global_policy

class 1inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

ETapsed time: 3122 ns
Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 29882 ns
Config:

Additional Information:

Phase: 10

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 446 ns
Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20962 ns

Config:

Additional Information:

New flow created with id 178, packet dispatched to next module

Phase: 12

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 20070 ns



Config:
Additional Information:
AppTlication: 'SNORT Inspect'’

Phase: 13

Type: SNORT

Subtype:

ResuTlt: ALLOW

ETapsed time: 870592 ns

Config:

Additional Information:

Snort Trace:

Packet: ICMP

Session: new snort session

Snort id 1, NAP id 1, IPS 1id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Phase: 14

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 6244 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 15

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 5 reference 1

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 1046760 ns

2>9d FTD ARP Yol sbo,) WOs puweys lJogde:

firepower# show arp
OUTSIDE1 203.0.113.99 4c4e.35fc.fcd8 3051
OUTSIDE2 192.0.2.99 4c4e.35fc.fcd8 5171

Jk_9_)u0 k9.)|.) ARP:



firepower# ping 192.168.0.99

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.99, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
firepower# show arp

INSIDE 192.168.0.99 4c4e.35fc.fcd8 45

OUTSIDE1 203.0.113.99 4c4e.35fc.fcd8 32

OUTSIDE2 192.0.2.99 4c4e.35fc.fcd8 1

239J FTD ARP Jpl sbo, B puwess lduslole:

firepower# show asp table arp

Context: single_vf, Interface: OUTSIDE1l
203.0.113.99 Active 4cde.35fc.fcd8 hits 2 reference 1

Context: single_vf, Interface: OUTSIDE2
192.0.2.99 Active 4c4e.35fc.fcd8 hits 5 reference 0

Context: single_vf, Interface: INSIDE
192.168.0.99 Active 4cde.35fc.fcd8 hits 5 reference 0

Context: single_vf, Interface: identity
:: Active 0000.0000.0000 hits 0 reference 0
0.0.0.0 Active 0000.0000.0000 hits 848 reference 0

Last clearing of hits counters: Never

oSy gpdsle FTD

o&Hue 1Jue9sd wyose IJgpdsle 9pdlu lz)le Weoole wozso ASP JJlsgld slJlg)lz:

ASP Routing input
table check Snort

Instance

)

Mo
Defrag *Mdlw&ﬂ *
DROF  Policy DROFP DROP SI"IOI't Verdict DROP DROP

| Fast Path ASP Routing output

table check

Defrag Policy VPN Decrypt DROP

lJodosy

IJzlde 1 -lebe IJeszse lgwoubl [ds Ideze go Idleold



BGP 65001

203.0.113.99/24 198.51.100.24/29

192.168.1.0/24 VRF-zoy o = 198.51.100.32/29
192,168.2.0/24 OSPF area 0 —
FPR41xx =
192.168.0.0/24 -
VRFE101 k1 BGP 65000
; - 3 e o
INSIDE
L OUTSIDE2 EIGRP 1

198.51.100.0/29

198.51.100.8/29
192.0.2.99/24 = < 198.51.100.16/29

VRF-202

9Jpl wpu IJlgilye puwedl VOlo IJpdss I)ssuws Jezyd FTD LINA o9 goJdso DataPath
:(,o&;,leo PUEIS Iu.u.::;obl IJs €35 v9s Idzoly). edles gds 3JI: sedyy DataPath (Ideg )99
lsuol Gluwe puwly Ilelo Idussse - ASP) o puwbsu:

1. e wbse = puwggd gu luuble loold 2283 (889 wede IJpuwl Iduwse)-
2. 1dpwh Iduwyse = selde 1deip Idos vowes s IJlouoldle 1Jpouuls.

Fast Path Slow Path Control Plane
ingress m I AcL
'Wn? yes | checks
3
o Create
Xlate o Audit info
3 |(Syslog/Netflow/SNMP)
Create i
L ” Conn > Fail
Policy |- o over | |
checks | d TCP L= App
| norm inspect
Apply
MNAT
1 Dyn
egress L2713 | routing
. lookup |e i Arp
resolve
Fast Path + Slow Path = Data Path (AKA Data Plane/Accellerated Security Path)

« wgyu2 I9le, ped show route 9 show arp peessle puvess lJoede.
« o0 ulpsd g8 weyu2 I9le, peJ show asp table routing 9 show asp table arp pzo9.sle ASP
(Datapath) 909 ol sep cbos@o Lldwed.

opdsu IIJedlb oluwesle lJooog eds 9lzos FTD Inside:



firepower# capture CAPI trace detail interface INSIDE match ip host 192.168.1.1 host 198.51.100.1

Wog gduws gpd Telnet oy ¢JIJ FTD:

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
Trying 198.51.100.1 ... Open

wboy Lo9) FTD IJgje pu wilss Idlouold (swpe IJodlb puoldzs TCP edless Idloglo):

firepower# show capture CAPI
26 packets captured

1: 10:50:38.407190 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: S 1306692135:1306692135(0) w
2: 10:50:38.408929 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: S 1412677784:1412677784(0) a
3: 10:50:38.409265 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128

4: 10:50:38.409433 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: P 1306692136:1306692154(18)
5: 10:50:38.409845 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128

6: 10:50:38.410135 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: . ack 1306692154 win 4110

7: 10:50:38.411355 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: P 1412677785:1412677797(12)
8: 10:50:38.413049 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: 1306692154:1306692157(3) a
9: 10:50:38.413140 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: P 1306692157:1306692166(9) a
10: 10:50:38.414071 802.1Q vlan#101 PO 198.51.100.1.23 > 192.168.1.1.57734: . 1412677797:1412678322(525

B

oot 1deies 1Jisds (TCP SYN). sp) 03l ol e ¢JIJ IJ FTD LINA Clbse pp) 99200 inled
STULd Swp YIS odo JzlJs:

firepower# show capture CAPI packet-number 1 trace
26 packets captured

1: 10:50:38.407190 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: S 1306692135:1306692135(0
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
ETapsed time: 4683 ns
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x1505f1d17940, priority=13, domain=capture, deny=false
hits=1783, user_data=0x1505f2096910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=INSIDE, output_ifc=any



Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 4683 ns

Config:

Implicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1502a7ba4d40, priority=1, domain=permit, deny=false
hits=28, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 5798 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

ETapsed time: 3010 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434433

access-1list CSM_FW_ACL_ remark rule-id 268434433: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268434433: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:

in id=0x1505f1e2e980, priority=12, domain=permit, deny=false

hits=4, user_data=0x15024a56b940, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any,, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 5

Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1505f1f18bc0, priority=7, domain=conn-set, deny=false

hits=4, user_data=0x1505f1f13f70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none



input_ifc=INSIDE(vrfid:0), output_ifc=any

Phase: 6

Type: NAT

Subtype: per-session

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x15052e96b150, priority=0, domain=nat-per-session, deny=false
hits=125, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 7

Type: IP-OPTIONS

Subtype:

ResuTlt: ALLOW

ETapsed time: 3010 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1502a7bacde0, priority=0, domain=inspect-ip-options, deny=true
hits=19, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Phase: 8

Type: NAT

Subtype: per-session

ResuTlt: ALLOW

ETapsed time: 52182 ns

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in id=0x15052e96b150, priority=0, domain=nat-per-session, deny=false
hits=127, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=any, output_ifc=any

Phase: 9

Type: IP-OPTIONS

Subtype:

ResuTlt: ALLOW

ETapsed time: 892 ns

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in id=0x1502a7f9b460, priority=0, domain=inspect-ip-options, deny=true
hits=38, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=0OUTSIDE2 (vrfid:0), output_ifc=any

Phase: 10

Type: FLOW-CREATION
Subtype:

ResuTlt: ALLOW



ETapsed time: 25422 ns

Config:

Additional Information:

New flow created with id 244, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer
snp_fp_translate
snp_fp_tcp_proxy
snp_fp_snort
snp_fp_tcp_proxy
snp_fp_tcp_normalizer
snp_fp_adjacency
snp_fp_fragment
snp_ifc_stat

Phase: 11

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 36126 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 12

Type: SNORT

Subtype:

ResuTlt: ALLOW

ETapsed time: 564636 ns

Config:

Additional Information:

Snort Trace:

Packet: TCP, SYN, seq 182318660

Session: new snort session

AppID: service unknown (0), application unknown (0)
Snort id 28, NAP 1id 1, IPS 1id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 7136 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14
Type: ADJACENCY-LOOKUP



Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 10 reference 1

Phase: 15

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

ETapsed time: 5352 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

out 1d=0x150521389870, priority=13, domain=capture, deny=false
hits=1788, user_data=0x1505f1d2b630, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=0UTSIDE2, output_ifc=any

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 721180 ns

1 packet shown
firepower#

COVE 2pd 3td 1S po uduw 1JoadG. 1zips IJos cblud louald vyl

firepower# show capture CAPI packet-number 3 trace
33 packets captured

3: 10:50:38.409265 802.1Q vlan#101 PO 192.168.1.1.57734 > 198.51.100.1.23: . ack 1412677785 win 4128
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 2676 ns

Config:

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x1505f1d17940, priority=13, domain=capture, deny=false
hits=105083, user_data=0x1505f2096910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000

input_ifc=INSIDE, output_ifc=any



Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 2676 ns

Config:

Implicit Rule

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x1502a7ba4d40, priority=1, domain=permit, deny=false
hits=45, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=INSIDE, output_ifc=any

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found flow with id 2552, using existing flow
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_snort

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_fp_snort

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 16502 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 5

Type: SNORT

Subtype:

Result: ALLOW

ETapsed time: 12934 ns

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 1306692136, ack 1412677785



AppID: service unknown (0), application unknown (0)
Snort id 19, NAP id 1, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

Time Taken: 36126 ns

1 packet shown
firepower#

podo IJogsse

NPTENE

spdu o $93s g3 luwedob Weuwb IJedde s logile lousldle UDP bysds IJlzd (¢luos
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Flrewall Mana_gemept@enter Overview Analysis Policies Devices Objects Integration
|
FTD4100-1
Enter Description
ARP Insp Console Timeout* V] D
Banner
Translation Slot(xlate) Default v
DNS
External Authentication Connection{Conn) Default M
Half-Closed Default i
uDP Default v 0:02:00
ICMP Access
ICMP Default v
SSH Ac
SMTP Server RPC/Sun RPC Default ¥
SNMP H.225% Default hé
H.323 Default v
sie Default .
Tirne Synchronization SIP Media Default i
Time Zone SIP Disconnect Default b
UCAPL/CC Compiiance SIP Invite | Default v
SIP Provisional Media Default v 0:02:00
S
I Floating Connection Default hé [ I
Xlate-PAT Default i

0 eoze 1JIsle):

floating-conn  When multiple routes exist to a network with different metrics, the ASA uses the one with the best metric
at the time of connection creation. If a better route becomes available, then this timeout lets connections
be closed so a connection can be reestablished to use the better route. The default is 0 (the connection
never times out). To make it possible to use better routes, set the timeout to a value between 0:0:30 and
1193:0:0.

Jeiss pu ldodluosd lee s)luwe 1Jeldo: suivd louoldle UDP wgs lgbo Idozesd pu zduwd
CiscolLive BRKSEC-3020:



Floating Connection Timeout

« The “bad” connectionnever times out since the UDP trafficis constantly flowing
— TCP is stateful, so the connection would terminate and re-establish on its own
— ASA needs to tear the original connection down when the corresponding route changes
— ASA 8.4(2)+ introduces timeout floating-conn to accomplish this goal

asa# show run timeout
timeout xlate 9:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout slp 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 9:00:00 absolute uauth 0:01:00 inactivity
timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
asa#

asa# configure terminal
asa(config)# timeout | floating-conn 0:01:00

Schedule the conn entry for termination
in 1 minute if a matching packet yields a
different egress interface on route lookup

peoJé Conn-holddown

IJ el J6
sowlo Ipuuly (op Lldeo): 3090 2598 Ipuss cblud legald Sl
lJeJ

opw luolWs psjo lpeods conn-holddown e Js ASA 9.6.2. sop wpdsu IJpsjé oundd
|k.9u_)|u06 _9.J-Ju al,J..sI (7 1.X) &SJ p)E}p u_9|u.u]00 _9|aoo puuut)p FMC I9 FlexConfig.

o0 3JsJ ASA CLI:

conn- How long the system should maintain a connection when the route used by the connection no longer

holddown exists or is inactive. If the route does not become active within this holddown period, the connection is
freed. The purpose of the connection holddown timer is to reduce the effect of route flapping, where
routes might come up and go down quickly. You can reduce the holddown timer to make route
convergence happen more quickly. The default is 15 seconds, the range is 00:00:00 to 00:00:15.

firepower# show run all timeout

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

timeout conn-holddown 0:00:15

timeout igp stale-route 0:01:10


https://tools.cisco.com/bugsearch/bug/CSCvv49847
https://tools.cisco.com/bugsearch/bug/CSCvv49847
https://tools.cisco.com/bugsearch/bug/CSCvv49847

1JzlJé 2 - |elsé IJwgzso luweobl |Us wee NAT

uwdJo o3l nat glgsé:

o 1Juse: olow

* 9lzod Ip o>, sled

* 1Jglgod IJggos: ghe 1

c 1Jpuos, IJisods: 192.168.1.1
* 1J9zos IJiLoJss: 198.51.100.1
* lJpuody ldpo,ze: 192.168.1.1
* 1J9zod lJpu,zpes: 198.51.100.1

lJzJ

NAT_FTD4100-1 m

________

91e36 NAT 1Jpouuu9yé gJs 9lgos ywb, IJi_9|roJ (CLI) 1IJgles o FTD:

firepower# show run nat

nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
firepower# show nat

Manual NAT Policies (Section 1)

1 (INSIDE) to (OUTSIDEl) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51
translate_hits = 0, untranslate_hits = 0

odysu 3 J¥blo:

firepower# capture CAPI trace detail interface INSIDE match ip host 192.168.1.1 host 198.51.100.1
firepower# capture CAPOl interface OUTSIDE1l match ip host 192.168.1.1 any

firepower# capture CAPO2 interface OUTSIDE2 match ip host 192.168.1.1 any

firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 0 bytes]

match ip host 192.168.1.1 host 198.51.100.1

capture CAPO1l type raw-data interface OUTSIDE1l [Capturing - 0 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 0 bytes]



match ip host 192.168.1.1 any

losl eduwé £pd eJs woulez Telnet po 192.168.1.1 |Js 198.51.100.1:

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface 1ol
Trying 198.51.100.1 ...
% Connection timed out; remote host not responding

oued IUgie IJs FTD. sddo Jl yvss soud ¢he 118 ghe 2 8o

firepower# show capture

capture CAPI type raw-data trace detail interface INSIDE [Capturing - 156 bytes]
match ip host 192.168.1.1 host 198.51.100.1

capture CAPO1l type raw-data interface OUTSIDE1l [Capturing - 0 bytes]

match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 0 bytes]

match ip host 192.168.1.1 any

CouE 25pd wble TCP. 9 oz 1Jpsedé 3 (UN-NAT) i NAT (UN-NAT o idd 2luo) 29U 12506
IJs IJglzos Outsidet JJoew gu 1Ugbys IJoldsé:

firepower# show capture CAPI

2 packets captured

1: 11:22:59.179678 802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S 1174675193:1174675193(0) w
2: 11:23:01.179632 802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S 1174675193:1174675193(0) w
2 packets shown

firepower#

firepower# show capture CAPI packet-number 1 trace detail
2 packets captured

1: 11:22:59.179678 4cde.35fc.fcd8 00be.75f6.1dae 0x8100 Length: 62
802.1Q vlan#101 PO 192.168.1.1.38790 > 198.51.100.1.23: S [tcp sum ok] 1174675193:1174675193(0) win 412

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

Elapsed time: 6244 ns
Config:



nat (INSIDE,OUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
Additional Information:

NAT divert to egress interface OUTSIDE1l(vrfid:0)

Untranslate 198.51.100.1/23 to 198.51.100.1/23

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 25422 ns

Config:

Additional Information:

New flow created with id 2614, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 8028 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 16

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 446 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Result:

input-interface: INSIDE(vrfid:0)

input-status: up

input-line-status: up

output-interface: OUTSIDE1(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Time Taken: 777375 ns

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame 0x00005577204a7287 flow (NA)/NA

1 packet shown



B 030 1JzlJé. seus Juee 290 Ilead 1o 9lz06 1Ug 92 IJos wp wpassol wsluvbs gpdsé NAT
(&bz1) cgodw e 9lzos 1UE )9z 1Jpee36 WO z29d 1b¢ld ASP:

firepower# show asp table routing | include 198.51.100.0
in 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2
out 198.51.100.0 255.255.255.248 via 192.0.2.99, OUTSIDE2

IUed IJossd Idpzopd 09 [uolds puwly uwldy luwelosds glise eds 1d9lzos IUghzss1:

firepower# show run route
route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1
route OUTSIDE1 198.51.100.0 255.255.255.248 203.0.113.99 200

N lpbs: 3l 2lsde [uolds puuly Slo wobuw IJedslon 1Jeszss LlJbed. sbo, ol 1J3bi:

Error - Device Configuration

Virtual router [Global] - Invalid IPv4 Route Configured.

The interfaces OUTSIDE2,0UTSIDE have ECMP eligible routes configured with
network address 198.51.100.0/29 and metric 1.

Routes with same netwaork and metric an different interfaces and gateway are
considered as ECMP eligible routes.

Please Configure ECMP with above interfaces.

N Ui Jo sep cmse 1 posl gkse wpdislus Ipuslds 255 Bis 229 Ioszse.

lode lu telnet v ould ol hgwde po ¢JIJ IJ FTD:

Routerl# telnet 198.51.100.1 /vrf VRF-101 /source-interface lol
Trying 198.51.100.1 ...
% Connection timed out; remote host not responding

firepower# show capture
capture CAPI type raw-data trace detail interface INSIDE [Capturing - 156 bytes]



match ip host 192.168.1.1 host 198.51.100.1

capture CAPOl type raw-data interface OUTSIDE1l [Capturing - 312 bytes]
match ip host 192.168.1.1 any

capture CAPO2 type raw-data interface OUTSIDE2 [Capturing - 386 bytes]
match ip host 192.168.1.1 any

S92z oot IUzies 1o 1dzie oo lehs oozsool [Us 9lz0s ISPT (3hz1) wadl po ISP2 wuuww
IJoze o NAT:

BGP 65001 ISP1
203_[]_113_95;24 e 19’3511“‘:}24!29
. 198,51.100,32/29

VRF
1
BGP 65000

192.168.1.0/24 ) o e V
192.168.2.0/24 O5PF areal
——5 R L xx /!’
OUTSIDE

192.168.0.0/24
e Pl VRF-101

uf"-i-..

4

INSIDE | 50
L J OUTSIDE2 —

ISP2

- 198.51.100.8/29
192.0.2.99/24 [ gt 198.51.100.16/29
VRF-202

198.51.100.0/29

firepower# show capture CAPI packet-number 1 trace
2 packets captured

1: 09:03:02.773962 802.1Q vlan#101 PO 192.168.1.1.16774 > 198.51.100.1.23: S 2910053251:2910053251(0) w

Phase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

ETlapsed time: 4460 ns

Config:

nat (INSIDE,OQOUTSIDE1l) source static host_192.168.1.1 host_192.168.1.1 destination static host_198.51.10
Additional Information:

NAT divert to egress interface OUTSIDEl(vrfid:0)

Untranslate 198.51.100.1/23 to 198.51.100.1/23

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 29436 ns

Config:

Additional Information:

New flow created with id 2658, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer



snp_fp_snort
snp_fp_translate
snp_fp_tcp_normalizer
snp_fp_adjacency
snp_fp_fragment
snp_ifc_stat

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 5798 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 16

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 446 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDE1

Phase: 17

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

ETapsed time: 1784 ns

Config:

Additional Information:

Found next-hop 203.0.113.99 using egress ifc OUTSIDEl(vrfid:0)

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 203.0.113.99 on interface OUTSIDE1l
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 106 reference 2

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 723409 ns

1 packet shown
firepower#



900 lJpes) JJlowple: B 030 IJelJs: Iy

firepower# show capture CAPI

2 packets captured

1: 09:03:02.773962 802.1Q vlan#101
2: 09:03:05.176565 802.1Q vlan#101
2 packets shown
firepower# show capture CAPOl

4 packets captured

: 09:03:02.774358 802.1Q vlan#203
: 09:03:02.774557 802.1Q vlan#203
: 09:03:05.176702 802.1Q vlan#203

packets shown

1
2
3
4: 09:03:05.176870 802.1Q vlan#203
4
.F

irepower# show capture CAPO2

5 packets captured

: 09:03:02.
: 09:03:02.
: 09:03:05.
: 09:03:05.
: 09:03:05.

v WN R

774679
775457
176931
177282
180517

802.
802.
802.
802.
802.

1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202
1Q vlan#202

PO
PO

PO
PO
PO
PO

PO
PO
PO
PO
PO

192.
192.

192.
192.
192.
192.

192.
198.
192.
198.
198.

ould 2ip p9oes eds IR 9dJl slzole 1U2)9z:

168.
168.

168.
168.
168.
168.

N e
R R R

.32134
.32134

.32134
.32134
.32134
.32134

168.1.1.32134
51.100.1.23 >
168.1.1.32134
51.100.1.23 >
51.100.1.23 >

> 198.
> 198.

51.
51.

100.1.
100.1.

198.
198.
198.
198.

51.
51.
51.
51.

100.
100.
100.
100.

VvV V VYV
R R R R

> 198.51.100.1.23:
192.168.1.1.32134:
> 198.51.100.1.23:
192.168.1.1.32134:
192.168.1.1.32134:

23:
23:

.23:
.23:
.23:
.23:

nwuvuunonm

wn

3031010184:
3031010184:

=

3031010184 (0)
3031010184(0)

=

3249840142:
3249840142:
3249840142:
3249840142:

3249840142 (0)
3249840142 (0)
3249840142 (0)
3249840142 (0)

194652172:194652172(0) win
4075003210:4075003210(0) a
194652172:194652172(0) win
ack 194652173 win 4128

4075003210:4075003210(0) a

ey oluosd IUgjes pedsple eugly MAC: 9sIdvld cowe Jdgie eds 9lgole OUTSIDE1
9 OUTSIDE2 pwl) 1Uz)pe:

firepower# show capture CAPOl detail

4 packets captured

1: 09:03:02.774358
802.1Q vlan#203 PO
2: 09:03:02.774557
802.1Q vlan#203 PO
3: 09:03:05.176702
802.1Q vlan#203 PO
4: 09:03:05.176870
802.1Q vlan#203 PO
4 packets shown

00be.75f6.
192.168.1.
4c4e.35fc.
192.168.1.
00be.75f6.
192.168.1.
4c4e.35fc.
192.168.1.

ldae 4c4e.

1.32134 >

fcd8 00be.

1.32134 >
ldae 4c4e
1.32134 >

fcd8 00be.

1.32134 >

198.51.100.1.23: S [tcp

198.51.100.1.23: S [tcp

.35fc.fcd8 0x8100 Length:

198.51.100.1.23: S [tcp

198.51.100.1.23: S [tcp

35fc.fcd8 0x8100 Length:

75f6.1dae 0x8100 Length:

75f6.1dae 0x8100 Length:

62
sum
62
sum
62
sum
62
sum

ok]
ok]
ok]

ok]

3249840142:3249840142(0)
3249840142:3249840142(0)
3249840142:3249840142(0)

3249840142:3249840142(0)

win 412

win 412

win 412

win 412



BGP 65001 ISP1

. - 203.0.113.99/24 198.51.100.24/29
192.168.1.0/24 o unr-zny 198.51.100.32/29
192.168.2.0/24 OSPFarea 9/

a

192.168.0.0/24

e F e VRF-101
I —

ouTs
|

BGP 65000

1

INSIDE OUTSIDE2 T

ISP2
-~ 198,51,100,8/29
192.0.2.99/24 RS it % 198.51.100.16/29
VRF-202

Shoy vove Idgips IJos wyee leld IJuggso |Js 9lzges OUTSIDEZ o wou Idoze g0 229J
lJogeso IUgle:

198.51.100.0,/29

BGP 65001 ISP1
203.0.113.99/24 198.51.100.24/29
192.168.1.0/24 o e mF.zny 198.51.100.32/29
192.168.2.0/24 OSPF area 0 //
OUTSIRG e
_ BGP 65000
1

UTSIDE2 ——
198.51.100.0/29
ISP2
~mspe— . 198.51.100.8/29

192.0.2.99/24 et < 198.51.100.16/29
VRF-202

192.168.0.0/24

' VRE-101
I -

INSIDE

N

firepower# show capture CAPOl packet-number 2 trace
4 packets captured

2: 09:03:02.774557 802.1Q vlan#203 PO 192.168.1.1.32134 > 198.51.100.1.23: S 3249840142:3249840142(0) w

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 7136 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 10

Type: FLOW-CREATION
Subtype:

Result: ALLOW



ETapsed time: 12488 ns

Config:

Additional Information:

New flow created with id 13156, packet dispatched to next module

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 3568 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1338 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 0 reference 1

Result:

input-interface: OUTSIDE1(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 111946 ns

1 packet shown
firepower#

Souwd p9z0 ISP2 1J,5 (SYN/ACK). 9JJu wop lelé wgzso 030 1Jzp6 |Js ISP il wlblu@
lJlouold 1dpousl. sop vl 1Jg5e6 w9luwbbd FTD ulb,l Jgse 929> wely) pu lJpuvess
IJelus W z29d 89z ASP:



The main problem BGP 65001 ISP1
is the redirection to ISP1 203.0.113.99/24

198.51.100.24/29
198.51.100.32/29

192,168.1.0/24 due to destination NAT (UN-NAT) VRF-203
192.168.2.0/24 OSPF area 0
FPRATGC -
192.168.0.0/24 OUTSIDEL
= il 1 BGP 65000

w.-rﬂi..

INSIDE

198.51.100.0/29

198.51.100.8/29
198.51.100.16/29

VRF-202

firepower# show capture CAPO2 packet-number 2 trace
5 packets captured

2: 09:03:02.775457 802.1Q vlan#202 PO 198.51.100.1.23 > 192.168.1.1.32134: S 4075003210:4075003210(0) a

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found flow with id 13156, using existing flow

Phase: 7

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:

Input route lookup returned ifc INSIDE is not same as existing ifc OUTSIDE1l

Result:

input-interface: OUTSIDE2(vrfid:0)

input-status: up

input-line-status: up

output-interface: INSIDE(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Time Taken: 52628 ns

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame 0x00005577204a7287 flow (NA)/NA



lJzldé 3 - lgbé ldwggso luweubl lds Idwsgse [JBkse eds Iduvsluwé (PBR)

W& wew w8 g IJleuold 9wze NAT 1Jgzos: s PBR o9 IJsuo) IJUU..S lJ3s spdu IU
SS9 £Js weass 9lzood IJpdrz. swp w9vs® PBR Ws: Lc

vldouwed Jodesu PBR gds FMC: oo lJpeope I od9u gds )lsé ol IJuggso:

op luweesle FlexConfig Jodsse PBR s FMC Jluoshle FTD God 7.1. Jl sld spdod
luwwgsle FlexConfig Jodesy PBR Vs zese IUluoshle. 9p8 3JY: wldugwes J9lgos 1Usgad: JI
spdud ©d9su PBR Llgwopsle IJ pu wodes IJogzse Ieuwensd [Js pusluws FMC s
FlexConfig.

B 3)luwé 1JzlJs 030, Bl FTD Jsso bysd wzy 198.51.100.0/24 s s, U ISP2:

firepower# show route | begin Gate
Gateway of Tast resort is not set

192.0.2.0 255.255.255.0 is directly connected, OUTSIDE2

192.0.2.1 255.255.255.255 1is directly connected, OUTSIDE2
192.168.0.0 255.255.255.0 1is directly connected, INSIDE

192.168.0.1 255.255.255.255 is directly connected, INSIDE
192.168.1.1 255.255.255.255 [110/11] via 192.168.0.99, 5d01h, INSIDE
192.168.2.1 255.255.255.255 [110/11] via 192.168.0.99, 5d01h, INSIDE
198.51.100.0 255.255.255.248 [1/0] via 192.0.2.99, OUTSIDE2

D 198.51.100.8 255.255.255.248

[90/130816] via 192.0.2.99, 5d01h, OUTSIDE2

D 198.51.100.16 255.255.255.248

[90/130816] via 192.0.2.99, 5d01h, OUTSIDE2

B 198.51.100.24 255.255.255.248 [20/0] via 203.0.113.99, 5d00h

B 198.51.100.32 255.255.255.248 [20/0] via 203.0.113.99, 5d00h

C 203.0.113.0 255.255.255.0 1is directly connected, OUTSIDE1l

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDELl

noornraon

odosu uwsluwé PBR Olgwwgsle odo IUguolis o

* Sew buwld 2)J6 1dpy9) pu IP 192.168.2.0/24 1Je9z06 |Js 198.51.100.5 |Js ISP1 (IJglogé
IJeldss 203.0.113.99) Lsupl szw 1o ouwegse Idpuols, 1JiE s slzes Outside2.


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html

BGP 65001 ISP1
203.0.113.99/24 b~ — 198.51.100.24/29

192.168.1.0/24 unmy i 198.51.100.32/29
192.168.2.0/24 OSFF area 0 PBR path v

FPR41xx

198.51.100.5/32

192.168.0.0/24

' VRF-101
| —

OUTSIDE1
1 BGP 65000

INSIDE ) Primary route

- 198.,51.100.0/29
ISP2
. 198.51.100.8/29
192.0.2.99/24 =g 198.51.100.16/29
VRF-202 .

lJzJ

S luoshle pl Bod 7.1 Jodsso PBR:

1. 8p wlogile Slises cede S Isuogd (ACL) powes wblud erdé 1ens) 1dees,s (eds
wosd lJpeld. PBR_ACL).

2. $p wlogule sbs puuly wblod Blises IJozde Os 1dsuosd (ACL) Ides wp lugulyel S
lJglo9é 1 gogssu lJgbys lJoldss |dplbdys.

3. 8p wluusle Jlisy FlexConfig 1Jss spdu PBR gJs 9lzod 1Usg9d Cluwegsle ¢slboé 1dpusly
lJos op logblgel Ws 1Ugbys 2.

Bs luodble pl wgs 7.1 spdud wdssu PBR Lluwogsle bysds ol Gud 7.1 0y spdod
lowele 2sb IJuszsoe IdBkse eds IUuwsluws 1Uzas> Lopu Idzols > Suwe IJoszse:

1. 9p wluuble $lsps wpde Ss 1Usuo9d (ACL) pouwes wblod 2596 1dey9) 1dees,d (eds
wosd lJesld. PBR_ACL).

2. 140w Lwsluws PBR ggas:

I 2yJ6 1pu9) IJpbolo s

w. 9lzod 1UsgsJ

2 - 1Jgbos 1Joldss

oJd9su PBR (o) 96 23536)

1J21096 1 - weass $lises 9,09d Jeuds 1dens) Ideble 6.

Edit Extended Access List Object

Name

l ACL_PBR

Entries (1)

Sequence  Action Source Source Port 3 Destination Destination Port Application

© Allow  192.168.2.0/24 198.51.100.5 rai




IUlo96 2 - |_jol b6 Lwslws PBR

loewd lJs |Jiao_j(") > hlhe I._Ji?__o_jés 92 eol; FTD. i'ao_) GI9ZSO > L9ZzSo puwewd IJs [Juwsluwé:
98Js LoWes IJugzsoe dpuwews [Js Idgusluws: 23> |uolws.

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers Policy Based Routing 2

= Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interface: audliao
ol [:
Configure Interface Priority Add

r Properties

Ingress Interfaces Match criteria and forward action

There are no PBR policles defined yet. Start by  defining the first one.

EIGRP

RIP

Policy Based Routing

esuw lIdpsgd Bhu:

Add Policy Based Route @

A policy based route consists of mgress mlerface list and a sel of match criteria associated to egress interfaces

Ingress Interface*

INSIDE 1 e

Match Criteria and Egress Interface
Specify forward action for chosen match cnteria m

There are no forward-actions defined yet. Start by defining the first one

Cancel | VS

oS lplele lebé IJogeso:



Add Forwarding Actions
Match ACL:* I ACL_PER I 1 v | 1
Send To:* I IP Address I 2 w
IPv4 Addresses 203.0.113.99 3
IPvG Addresses Eg: 2001:db8::, 2001:db8::1234:5678

2Ob suuL).

S pdlebé: | su8 oo lu supdd Swes etz Shu lve suob) lu sewe Vs 1Updd 'syuwd
IJs' I "oz SLu' esh (w9, wpl lu oo wosEs 7.04). Jeiss pu IJodluasd: wzdd pu

odosu PBR (IUb,s86 1J8>5p06)

IJglo96 1 - ooy $lises 9u09d Jouds 1desgs Ideble s

Edit Extended Access List Object
Name
[ Aci_per |
Entries (1)
Add
Sequence  Action Sauree Souree Port 3 Destination Destination Port Application
1 © Allow  192.168.2.0/24 198.51.100.5 rd i

1296 2 - ooass rsbs puuly wblod $lises ldeede Os 1Usuosd (ACL) soessu IJebss
lJoldsé.

ol Bp wogrsd ewbs IJpbluss:


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html#Cisco_Task.dita_b91f3118-f5a7-4208-b879-17169748fd0b

New Route Map Object

Mame
PER_RMAP

» Entries (0}

Sequance ko & Rediiribation

No records to display

Sillow Chidsineiies

Add Route Map Entry )

Sequence No:
'1
Redistribution;
© Allow -

2

Security Zones Address (2) Next Hop (0) Route Source (0)
i Select addresses 1o match as access st or prefix hst addresses of route.
IPv6 # Access List
BGP Prefix List
Others Available Access Lists
"1 Extended -
Available Extended Access List & Selected Extended Access List
a, Search ACL_PER §

| o —

eSS eolyo [pzpesgs:



Edit Route Map Entry
Sequence No:
1

Redistribution;
& Allow -

Match Clauses Set Clauses

Metric Values AS Path Community List Others

BGP Clauses

2

Local Preference .

Range: 1-4294867205
Set Weight :

Ranga: 0-65535
Origin:

Local IGP

Incomplete

IPvd settings:
Bext Hoo-

Specific IP -
Specific IP
203.0.113.99

COMTA [0 Separate multphe vales
Prefix List:

IPv6 settings:
luol9s 9e b,
1Jg o9 3. §p wodsse Jlse FlexConfig PBR.

loJle uuwe (puoleds) Jlisy, PBR 1Je9z95:

Devices

Fl.r?.wa l.l\;MﬁrP._g ement Center Overview Analysis Palicies

Objects Integration

Object Manage

—
-
AS Path

FlexConfig Object

Cipher Suite List

» Community List

» Distinguished Name
DNS Server Group

Name Damain
» External Attributes
File List Policy_Based_Routing Global
* FlexConfig Policy_Based_Routing_Clear Globial

FlexConfig Object
Text Object

Geolocation

Deploy Q @D £ @ mzafeiro | mzafeiro v

‘twds’ SECURE

=12

X]

FlexConfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices.

Description 3

The template is an ax...

Clear configuration of . Ba




222 luwe IJJIso 938 LUilJS Jlisu pebb Ideuwl) 1dpeess puvodl:

Add FlexConfig Object

MName: 1 .
l_FTDm.J_pBR Specify a new name
Description;

The template is an example -

of PBR policy configuration. It -

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » | Deployment: | Once L Type:

A
2 Specify the correct ingress i||1te ace
—===:=== | 3 Remove this route-map

interfacelPorc-channell,10]
policy-routs route-map

OIS Ssbé IJpuwl) 1Uz>s56:

Add FlexConfig Object

MName:

FTD4100_FPER

Description:

The template is an example -
of PBR policy configuration_ It - |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: | Once » Type: | Append

) Insert Policy Object Text Object

Inzert Systern Variable »  Nebtwork

Insert Secret Key Security Zones
Standard ACL Object

Extended ACL Object

! -




Insert Route Map Variable (7]

Vanable Mame:

|

Description:
Available Objects C Selected Object
a, Search 2 | “pBR_RMAP w

EEOEa

030 o lJuwsegs IJuolissé:

Add FlexConfig Object

Mame:
[ FTD4100_PBR

Description:

The template is an example -
of PBR policy configuration. It

& Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert « | 3 Deployment: | Opce - J Type: _ Append

interface Port-channell.idl
policy=-route route-map $FPER_RMAP

lJ¢logé 4. Lo Jlisy PBR |Js wog FlexConfig J FTD.



FTD4100_FlexConfig

Enter Description

3 Selected Prepend FlexConfigs

Available FlexConfig c FlexConfig Object " iame
X]

"3 no_ICMP
~ System Defined
"a Default_DNS_Configure
=0 Default_Iinspection_Protocol_Disable
"3 Default_Inspection_Protecel_Enable

"8 DHCPv6_Prefix_Delegation_Configure

=2 DHCPvE_Prefix_Delegation_UnConfigur

~ User Defined 1 -

.8 Selected Append FlexConfigs

8 Name

1 FTD4100_PBR

Owverview Analysis  Policies Devices Objects Integration Deploy Q f) £+ @ mzafeiro | mzafeiro v

‘tuth SECURE

Cancel

Policy Assignments (1)

Preview Config

Description

Description

The template is an example of PER policy configuration. i can notbe use.. Qg

2WOb oJdysy ldpelsus gogasso:

Select Device:

Preview FlexConfig

mzafeiro_FTD4100-1 v

route-map PBR_RMAP permit 1
match ip address ACL_PER
set ip next-hop 203.0.113.99

vpn-addr-assign local

INTERFACE_START
no logging FMC MANAGER_VPN_EVENT_LIST

INTERFACE_END

ONNd ADD

interface Pﬂrt—channel1-11
policy-route route-map PBER_RMAP

gl Sp wou, oo

N oUlpbs: Jlspdo cdsso PBR Ulwessle slzos suvessp FlexConfig s FMC Jowuw slzos

1Js29.



NJouwod Jodsso PBR SLA: 02808 o 03l lJpuwens: wdass PBR Ul wegsle IP SLAS J ISP
lJe339z £Js FTD I3 wwp blhwo Lol wls FMC

Jezdd eo PBR

IJo2dd pu slgosd 1ds¢sd:

firepower# show run interface Pol.101
|

interface Port-channell.101

vlan 101

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.0.1 255.255.255.0
policy-route route-map FMC_GENERATED_PBR_1649228271478
ospf authentication null

IJozdd pu sbs Ipuml:

firepower# show run route-map

!

route-map FMC_GENERATED_PBR_1649228271478 permit 5
match ip address ACL_PBR

set ip next-hop 203.0.113.99

firepower# show route-map

route-map FMC_GENERATED_PBR_1649228271478, permit, sequence 5
Match clauses:

ip address (access-1ists): ACL_PBR

Set clauses:
adaptive-interface cost OUTSIDE1l (0)

IJozdd pu puwly Iduwsluws:

firepower# show policy-route
Interface Route map
Port-channell.101 FMC_GENERATED_PBR_1649228271478

Packet-Tracer 9od 9og> lJogss):


https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217588-configure-pbr-with-ip-slas-for-dual-isp.html#anc11

w390 PBR

»& PBR

firepower# packet-tracer input INSIDE tcp 192.168.2.100 1111 198.51.100.5 23

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 11596 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

ETapsed time: 6244 ns

Config:

Additional Information:

Found next-hop 192.0.2.99 using egress ifc OUTSIDE2(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

ETapsed time: 2230 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 192.0.2.99 on interface OUTSIDE2
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 0O reference 1

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tline-status: up
output-interface: OUTSIDE2(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 272058 ns

firepower# packet-tracer it

Phase: 3

Type: SUBOPTIMAL-LOOKUP
Subtype: suboptimal next-h
Result: ALLOW

ETapsed time: 39694 ns
Config:

Additional Information:
Input route lookup returnec

Phase: 4

Type: ECMP Toad balancing
Subtype:

Result: ALLOW

Elapsed time: 2230 ns
Config:

Additional Information:
ECMP Toad balancing

Found next-hop 203.0.113.9¢

Phase: 5

Type: PBR-LOOKUP

Subtype: policy-route
Result: ALLOW

ETlapsed time: 446 ns
Config:

route-map FMC_GENERATED_PBF
match ip address ACL_PBR
set adaptive-interface cos:
Additional Information:
Matched route-map FMC_GENEF
Found next-hop 203.0.113.9¢

Phase: 15

Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop II
Result: ALLOW

Elapsed time: 5352 ns
Config:

Additional Information:
Found adjacency entry for |
Adjacency :Active

MAC address 4c4e.35fc.fcd8

Result:

input-interface: INSIDE(vr1
input-status: up
input-Tine-status: up
output-interface: OUTSIDEL(
output-status: up
output-line-status: up
Action: allow

Time Taken: 825100 ns




lRoob e Y6 £19) 29SI9So

odsu Idoglb 1Jgjeé wluwegsle oous:

firepower# capture CAPI trace interface INSIDE match ip host 192.168.2.1 host 198.51.100.5
firepower# capture CAPOl trace interface OUTSIDE1l match ip host 192.168.2.1 host 198.51.100.5
firepower# capture CAPO2 trace interface OUTSIDE2 match ip host 192.168.2.1 host 198.51.100.5

Routerl# telnet 198.51.100.5 /vrf VRF-101 /source-interface 102
Trying 198.51.100.5 ... Open

Sbo, IJIJoglb:

firepower# show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 4389 bytes]
match ip host 192.168.2.1 host 198.51.100.5

capture CAPO1l type raw-data trace interface OUTSIDE1l [Capturing - 4389 bytes]
match ip host 192.168.2.1 host 198.51.100.5

capture CAPO2 type raw-data trace interface OUTSIDE2 [Capturing - 0 bytes]
match ip host 192.168.2.1 host 198.51.100.5

SO 2jped ublp TCP:

firepower# show capture CAPI packet-number 1 trace
44 packets captured

1: 13:26:38.485585 802.1Q vlan#101 PO 192.168.2.1.49032 > 198.51.100.5.23: S 571152066:571152066(0) win

Phase: 3

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

ETapsed time: 13826 ns

Config:

Additional Information:

Input route lookup returned ifc OUTSIDE2 1is not same as existing ifc OUTSIDEl

Phase: 4

Type: ECMP Tload balancing
Subtype:

Result: ALLOW

ETapsed time: 1784 ns
Config:

Additional Information:



ECMP load balancing
Found next-hop 203.0.113.99 using egress ifc OUTSIDEl(vrfid:0)

Phase: 5

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 446 ns

Config:

route-map FMC_GENERATED_PBR_1649228271478 permit 5
match ip address ACL_PBR

set adaptive-interface cost OUTSIDE1l

Additional Information:

Matched route-map FMC_GENERATED_PBR_1649228271478, sequence 5, permit
Found next-hop 203.0.113.99 using egress ifc OUTSIDE1L

Phase: 15

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 4906 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 203.0.113.99 on interface OUTSIDE1l
Adjacency :Active

MAC address 4c4e.35fc.fcd8 hits 348 reference 2

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 222106 ns

S&u2 229J ASP PBR Lle Loyule IJuuslws:

firepower# show asp table classify domain pbr

Input Table

in 1d=0x1505f26d3420, priority=2147483642, domain=pbr, deny=false

hits=7, user_data=0x1505f26e7590, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.2.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=198.51.100.5, mask=255.255.255.255, port=0, tag=any, dscp=0x0, nsg_id=none
input_ifc=INSIDE(vrfid:0), output_ifc=any

Output Table:
L2 - Output Table:

L2 - Input Table:



Last clearing of hits counters: Never

~ edlebs: sjs5 IJ packet-tracer ls_ol 1Jgsls 1o,

ouoese lgble PBR

A OISy VIS wsiso IJluolze spdu I SUUZ Uu2eSe I.Ji'abls: lJIos) po ldy)uwlsd.

opdsu wuoese IJigble o3l

firepower# debug policy-route
debug policy-route enabled at Tevel 1

buvld 2,96 0,95 2889S6:

Routerl# telnet 198.51.100.5 /vrf VRF-101 /source-interface 102
Trying 198.51.100.5 ... Open

Sbo, vuozse Ui'a]olc:

firepower#

pbr:
pbr:
pbr:
pbr:

policy based route lookup called for 192.168.2.1/37256 to 198.51.100.5/23 proto 6 sub_proto O rece
First matching rule from ACL(2)

route map FMC_GENERATED_PBR_1649228271478, sequence 5, permit; proceed with policy routing

policy based routing applied; egress_ifc = OUTSIDE1l : next_hop = 203.0.113.99

) odlzbs: Jol s 89, Packet-tracer Lluuvle [¢)lz wuozse lgble.

SpIdu luwaesle 03l 1dpglbb IJlouwslos Jluve Juule gble PBR gl oJlzol:



FTD PER does not
work

v

Enable capture on the
ingress interface

Check the routing on
the downstream
device(s)

» Checkthe PER ACL
« Confirm tha the PBR ACL is
applied on the route-map

Check the PER route-map 'set’

BQress statements
interface?

» Check the FTD ARP table
» Check the upstream device(s)
interface

Mext-hop is
reachable?

Check connectivity from
nexi-hop to Intermet

e Al . DRDP




show asp drop

IJz1Js 4 - lebo IJegzso luvoubl IUs Idoee o ldoszso 1Ugle

w8 Idoee gu lUlouold wpe NAT. 9 PBR. s39u 1) euuo) Swp Weuoo Jopass 9lzos IUpd )z
09 229d IJoszse IUgle.

lJo2dd pu 229d IJoszso

seul vz uo 18)lz 229d wozso FTD:

Dest. Mask .
Metric

Dest. Network

Next Hop

Administrative o
Distance °

lJo>9 Iyissuvs Jepdso IJwgzsoe 09 Idgey) eds 1Ugbys IUoldss. wzass [Jpuul) ol
lJoyose:

1. 1bod pubylé wds;
2. AD IJl>os (u_:@o ouol3y w390999J IJegzso 1Jpgodwds)
3. IJpdsluw Idbus (Bs elds Idogde pu ldpuos) wbuwe - wu9e9dsd IUoszso)

Jsés6 pde zo9d IUwgzso:
-IGP(R9D9EX9O9IA9gN19N29ET19E2919SUgL19L291A90)
- BGP (B)

- BGP InterVRF (BI)

- wldo luwolosds

- w9999l InterVRF IJelo e (SI)

- poued (C)



- guldsu IP IJpedss (L)

- 1dubods 1Jgluoé 1dbloyss (V)

-lebé ldeyjse

“1JISe,lLos

Jerue pdeue 229d IJeszso: luvegse o3l 1Ulp):
<#root>

firepower#

show rout e summary

IP routing table maximum-paths is 8
Route Source Networks Subnets Replicates Overhead Memory (bytes)

connected 0 8 0 704 2368
static 0 1 0 88 296
ospf 1 0 2 0 176 600

Intra-area: 2 Inter-area: 0 External-1: O External-2: 0
NSSA External-1: O NSSA External-2: O

bgp 65000 0 2 0 176 592
External: 2 Internal: 0 Local: O

eigrp 1 0 2 0 216 592
internal 7 3112
Tot al 7 15 0 1360 7560

Spdud oedu wersele za9d IJogzse luwagsle o3l 1Jie):

<#root>
firepower#

debug ip routing

I P routing debugging is on

eds uwwosd ldpold: 03l ol sbojo v oese I._Ji'ablc ewd lJs pwly, OSPF 192.168.1.0/24 oy
229d IJugzsoe Idele:

<#root>

firepower#

RT: ip_route_delete 192.168.1.0 255.255.255.0 via 192.0.2.99, |NSIDE



ha_cTuster_synced 0 routetype 0

RT: del 192.168.1.0 via 192.0.2.99, ospf metric [110/11]NP-route: Delete-Output 192.168.1.0/24 hop_coun
RT: delete network route to 192.168.1.0 255.255.255.0NP-route: Delete-Output 192.168.1.0/24 hop_count:1
NP-route: Delete-Input 192.168.1.0/24 hop_count:1 Distance:110 Flags:0X0 , via 0.0.0.0, INSIDE

g pl wop luolVeo p)6 ibs:

<#root>
firepower#

RT: NP-route: Add-Qutput 192.168.1.0/24 hop_count:1 , via 192.0.2.99, |NSIDE

NP-route: Add-Input 192.168.1.0/24 hop_count:1 Distance:110 Flags:0X0 , via 192.0.2.99, INSIDE

9lzos NullO

sedo lgwedlp 1dslzos NUIO JluwSlle 2,98 1Je19) € 1psEsw Ssol. sdou Josl Iluw Sl
olos) eds IUble 19 pu IUluwsll W6 2yJ6 1dp,9) wluwegsle Vlgsxs guslyws ldogdpe Vs
IJse9d (ACL).

lJpobdole

950 puwly NUIO Je s 198.51.100.4/32.

FTD4100-1
Cisco Firepower 4140 Threat Defense Add Static Route Configuration (7]
Device Routing Interfaces Inline Sets DHCP VTEP Type & IPud Pk
Interface* ;
MNullg v
Network Interface (Interface starting with this icon [signifies it is available for route leak)
¥ IPvd Routes Avazilable Metwork C -+ Selected Network
Q, host_198.51.100.4 x host_198.51.100.4 ]
net_198.51.100.0_29bits OUTSIDET | B
hest_198.51.100.4 A
net_188.51.100.0_29bits QUTSIDE2 2
¥ |PvE Routes

Metric




lJog9e:

<#root>
firepower#

show run route

route OUTSIDE2 198.51.100.0 255.255.255.248 192.0.2.99 1
route OUTSIDE1l 198.51.100.0 255.255.255.248 203.0.113.99 200

route Nul | 0 198.51.100.4 255.255.255.255 1

<#root>
firepower#

show route | include 198.51.100.4

S 198.51.100.4 255.255.255.255 [1/0] is directly connected, NullO

2loJ 1Jsuo9d 1Js Idpuosd 1w gss:

<tfroot>
Routerl#

ping vrf VRF- 101 198.51.100.4
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.51.100.4, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wbo, yedle FTD:

<#root>
firepower#

show Il og | include 198.51.100.4

Apr 12 2022 12:35:28:

%-TD- 6- 110002: Failed to locate egress interface for ICVP from I NSIDE: 192. 168.0.99/0 to 198.51.100.4/0



£300 Epdsle [uullo ASP:

<#root>
firepower#

show asp drop

Frame drop:

No route to host (no-route) 1920

euwble pogsss pouwlyss IJodJwss (ECMP)
pulb 1Je)9)

* ouwet pub§s 2)d6 p)9, ECMP Jdpuweise wogese IUslzole pel (subh [Usel wluwe
pulb 96 ECMP).

* 903l suwpe wugese ECMP 9J3Jd p9l506 2ed 2096 IJe)g) e IUslzole Ideegsss.

o e lguslu ldslzole wpulb§s 2,J6 09, ECMP: spdy Jdpuweesp lugsle punble lows
powlyso lJodduis goy IJglzole. Idpuwble IJelows pouwless Idoddwds os puwble
lJs uvedo 1Jgzos udwol Jol udw 1 9sps 1Upw)ss.

Iod IJluosly 7.1 sogp [U>le g0 wosss FirePOWER w9zis0 ECMP oy ¢JIJ ywsluwle
FlexConfig. wael po luosl) 7.1 spdud wzese [Jolzole B pullbd 2yJ6 1Jp,9) 90d9su wozso
ECMP Ws 0,9 Ibl)6 Firepower.

Sep ©9sd EMCP (s: ECMP

Vs o3l ldpaeld: ould wozse &) poplod gop luvdlb 2,J6 o9, IUbele:

<#root>
firepower#

show | og

Apr 13 2022 07:20:48: %FTD-6-302013:
B

uil't inbound TCP connection 4046 for |NSIDE: 192.168. 1. 1/23943 (192.168.1.1/23943) to OUTSI DE1: 198. 51. 10(

Apr 13 2022 07:20:48: %FTD-6-106015:

Deny TCP (no connection) from 198.51.100.100/23 to 192.168.1.1/23943 flags SYN ACK on interface OUTSI DE


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-ecmp.html#Cisco_Concept.dita_805163a2-8567-48d2-b406-c327381b7888

ISP1

203.0.113.99/24
192.168.1.0/24

>
OUTSIDE1

Pol.203 198.51.100.100

=

VRF-101 192.168.0.0/24  FPRALxxx

Pol1.101

INSIDE B T g
OUTSIDE2

192.0.2.99/24

od9su ECMP oy 9lzoé puwegse FMC:

| Device Routing Interfaces Inline Sets DHCP VTEP

Equal-Cost Multipath Routing (ECMP)

Manage Virtual Routers

Virtual Router Properties
ECMP

OSPF

EIGRP
RIP
Policy Based Routing 3

“ BGP
There are no ECMP zone records] Add
IPvd

luold6 1glzole 2 Bes pzp9gs ECMP:



Add ECMP

Mame
| ECMP_OUTSIDE

Available Interfaces Selected Interfaces

INSIDE OUTSIDET

OUTSIDEZ

lJooses:

Device Routing Interfaces Inline Sets DHCP VTEP

Equal-Cost Multipath Routing (ECMP)

Manage Virtual Routers

Name Interfaces

Virtual Router Properties

ECMP_OUTSIDE OUTSIDEZ, OUTSIDEN
ECMP

OSPF

eSb suui.

IUc2dd oo pulbds ECMP:



<#root>
firepower#

show run zone

zone ECMP_QUTSI DE ecnp

firepower#

show zone

Zone: ECMP_QUTSI DE ecnp

Security-level: 0O

Zone nenber(s): 2

QUTSI DE1 Port-channel 1. 203

QUTSI DE2 Port-channel 1. 202

lJozos pu lJslzos:

<#root>
firepower#

show run int pol. 202

interface Port-channell.202

vlan 202

nameif OUTSIDE2

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

zone- nenber ECMP_QUTSI DE

ip address 192.0.2.1 255.255.255.0

firepower#

show run int pol. 203



interface Port-channell.203

vlan 203

nameif OUTSIDE1l

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

zone- nenber ECMP_QUTSI DE

ip address 203.0.113.1 255.255.255.0

Swe IJlo Idugwele wzuds 1dey9) 1Jelsré: 9sep wuvgsd Ileusald:

<#root>
Routerl#

tel net 198.51.100.100 /vrf VRF-101 /source-interface |ol

Trying 198.51.100. 100 . ..

Ooen

S &ds Swwp 8ds ISP 8L etz 9d p9):

<{froot>

firepower#

show capture CAP1

5 packets captured

Sho, lUIJoglb gJs 9lzos ISP2 2,36 0,9, lJLzle:

<tfroot>

firepower#

show capture CAP2

1: 10:03:52.620115 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.
2: 10:03:52.621992 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.
3: 10:03:52.622114 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.
4: 10:03:52.622465 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.
5: 10:03:52.622556 802.1Q vlan#203 PO 192.168.1.1.56199 > 198.

51.100.100.23:
51.100.100.23:
51.100.100.23:
51.100.100.23:
51.100.100.23:

S 1782458734:1782458734(0)
. ack 2000807246 win 4128
. ack 2000807246 win 4128
P 1782458735:1782458753(18
. ack 2000807246 win 4128



6 packets captured
1: 10:03:52.621305 802.1Q vlan#202 PO 198.51.100.100.23 > 192.168.1.1.56199:
S

2000807245:2000807245 (0)

ack

1782458735 win 64240 <mss 1460>
3: 10:03:52.623808 802.1Q vlan#202 PO 198.51.100.100.23 > 192.168.1.1.56199: . ack 1782458753 win 64222

euwe9s bLe FTD

Sewss FTD gds puwesssy Jdble:

* |Jglzos ManagementO - <99, 19 _o9J IJs IJuble IJ,es Firepower
* 9lzoo LINA IJoivgsuos6 - w99, 1Usuesd lJs IJuble IJw,es FTD LINA

Jodssy slzes Management0 9l oz 88 puol luwagse I9lo, odsse IJuvwIs 9lbol, I vwds
eJds ldoslds.

9p0 Ulesé 188 w9, glzole LINA |oJluss 19 o] [Js LINA g wol. spdu lewoly beldle
slz06 "o yolez IJbusld Blisd 1Jusgs (FTD)' B "wa9esdsd pedssle lJeszso (RIB)'
(wa90999d pedsple ldogesoe (FTD)" Jpwlile pedss:

<#root>
firepower#

show route | include L

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

L 192.0.2.1 255.255.255.255 is directly connected, OUTSIDE2

L 192.168.0.1 255.255.255.255 is directly connected, INSIDE

L 203.0.113.1 255.255.255.255 is directly connected, OUTSIDE1

uldped: spdu j9swol JbrglJle 0956 WO 239 w9zso ASP:

<#root>
firepower#

show asp table routing | include identity

in 169.254.1.1 255.255.255.255 identity
in



192.0.2.1 255. 255. 255. 255 identity

in

203.0.113.1 255. 255. 255. 255 identity

in

192.168. 0.1 255. 255. 255. 255 identity

in ff02::1 ffff:ffff:ffff:ffff:.FFff:FEFfF:FFFf:FFFf identity
in ff02::1:ff01:3 ffff:ffff:ffff:ffff:FFrf: i FFf identity
in ff02::1:ff00:1 ffff:ffff:ffff:fFff:FFFf:FEfFfFFEffFff identity
in fe80::200:ff:fe01:3 ffff:ffff:ffff:frff:frff:fEff:ffff:ffff identity
in £d00:0:0:1::1 ffff:ffff:ffff:fFff:FEFf:FEFfF It identity
out 0.0.0.0 0. 0 via 0.0.0.0, tidentity
: a

0.0.
out :: :: via 0.0.0.0, identity

IJodbs | ssumss

gorel wuod 2ips [Js FTD. ssblud guslo IP Jdszos o> gulssy IP JJosss: seyd FTD I
gJeso lveodld 1z 06,

w9zso 9lzod FTD LINA IJobgsuoséd

Sewdb FTD (pod ASA I.JS:§ Suvgd s pl wEs 9.5) Lzasd wozse Subwo VRF Jis 9lzoé wpe
odgsuwol bl V@b, 9pu leeds o030 IJglzos 1Uglzes 1Uglzos IJobgsuoss.

V§Qp| Jl ogwee JJ 9206 I.Joaleo s IJblys I.Jiu.uluu..;.;é (FMC) (90 ECMP) Lodysy pozosu
low)lypsse eds sleole peodus wlgwosle vy IJpdsluw: spdod vdssu puwly
lwe,luos 9lzs eds 9lzos wslule FTD 909z0 el os 13 eds 1J9lzos IUoivgsuoso:

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global A Metwork & nterface Leaked from Virtual Router Gateway Tunneled Metric
Virtual Router Properties ¥ |IPvd Routes
ECMP ,
any-ipvd diagnostic Global ow_10.62.148.1 false
OSPF
OSPFv3 any-lpvd QUTSIDET Global 203.0,113.99 false

Cuwoede s p)9) puvess Idoslule IJeols IJloe,luoss Jdeasd IUgle: wsupl ouwegse
6 0)9) puw s IdbLe GW Ve, )luos Idegbvgsuos:

<#root>
firepower#

show rout e nanagenent-only



Routing Table: ngnt-only

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.62.148.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.62.148.1, diagnostic

w9lwé ga9d IJwggsoe IUglpe:
<#root>

firepower#

show route | include S\ *| Gat enay

Gateway of last resort is 203.0.113.99 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.99, OUTSIDE1

gwpl souwd loe 2296 019) p0 I FTD (eu IJpswe 2098 009): Iptrz Sbu suwds eds luvluw:

1. 229d IJwgzso IUgleo
2. z>9d Idwgzsoe 1Jgluo wldble Wb

lve suwobse luvowdo etz Bbo wpass 1o lue weso e9s! 1dpérz Bhu.

2lod lRoob louald wolwd IUslzos Idoyigsuoss. I3l Je oz slzed Idpues): sOuid ool
IJlouold Jlo FTD sgweése l9dl 229d IJwszse 1Jgle 91Uds Sgwss WOs odo 1Jzlds gds puwly
lWeslgos. Bl de sdo ould puwly B 1dz29d Iele: s 990 FTD woe Ideuwh eds 229J

IJeszso 1JEluo oldbls B @l

<#root>
firepower#

ping 10.62.148.1

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 10.62.148.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
firepower#

show capture CAP1 | include 10.62.148.1

1: 10:31:22.970607 802.1Q vlan#203 PO

203.0.113.1 > 10.62.148.1 icnp: echo request

2: 10:31:22.971431 802.1Q vlan#203 PO

10.1.1.2 > 203.0.113.1 icnp: host 10.62.148.1 unreachable

<#root>
firepower#

pi ng di agnostic 10.62.148.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.62.148.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Sbud vdwo b3l elade b wouwg pd po CLILINA lguegsle IJie, copy.
lJoulee |gho Idegzsoe euliss IJleglo (BFD)

P |uo|-.90 el BFD ng ASA UU@J&S IUluoshy 9.6 908 6b Ju 9939 BGP: ¢92.50

W FTD:

o 929399J15 IPV4 9 BGP IPV6 039,06 (IJuyolez 6. 4).
. 9299l OSPFV2 9 OSPFV3 9 EIGRP g5, p3£906.
+ BFD Jdpuwble IJelocs £s) pogsp.

IJpszole IUblo,sé (VRF)

opw luolos SEp lJess Il wdds (VRF) W UI,_p.)I_, 6.6. Jojs> pu lJodliosd: vzl pu
O.)l L_JIDUAJuu.) | < 0 I ud 3



https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/route-bfd.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/route-bfd.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-vrf.html#Cisco_Generic_Topic.dita_bb771ecd-75c0-4ed6-b2fb-98639864d675
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-static.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-static.html
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