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oi'as tsbo pwl) PBR G)Lle lele wozso luwoubl |Us guslu IP 1Jeuos) O8b (Szw wozso
JJ ubse op luwodeldo oo VLAN2813 |Js 10.88.243.1 s VLAN230) 9swp wbwsgo Vs
9lzos GigabitEthernet 0/1 oo, FTD.

99 199w v wor suwedpe wovlpe FTD Jeuldsle puuess 1Jgse6 (SLAS) IUgleé o IP
Jpol§0b 1Jlouold wdd wslus ISP. B 21Js 2390 s Buivd B Lbudd VLAN230. sep ozl
Sivd FTD 1Jes 2kis)6 1douwe IJlzoslbos gds gbods VLAN23Z.



VLANZ830 Primary ISP
Giof2:

10.88.243.60

Primary
GW:10.88.243.1

VLAN2813 Secondary

v Gio/1: GW:10.31.124.1
192.168.13.2 192.168.13.1 T
Gio/o: s dary ISP
10.31.124.25

IJodosulo
IJglegs 1. cdosu Slisps 1Usueed |Us PBR

B 1Jebss IUlsds pu wdasw PBR. 235 1Jzp IJos sew lu wiuoe Juwsluws lJogzso.
Suvwgde PBR glisb 1dpeuwl) 98106 1U909d Jozass 2yds 1Je)s).

Juzsss Blsesé 9,09d Jdeglss) Idpblo$é loo9d |[Jsol Objects > Object Management 925> Extended
wgw Access List [J9is6 WO 229 [Jpzugsle.

Overview Analysis Policles Devices Qelbfdeasy AMP Intelligence

Object Management Intrusion Rules

Extended

&n access list

Mo records to display

4 B sgdress Pools
Lo Pocls
5 1ot pocas
Lt Application Filters
Y as pat
2 Clph
B3 Comm ity List
4 Ef pistinguishad Hams
Individeal Objects
= Object Groups
@ons

4 [ et

Ho, data i display, Fage |1 of 1 c

|8y Add Extended Access List . «9.S New Extended Access List Object | bl (90 wUESSU luwe JJlisu &p
T Add jy Jduse vodosy Blisped 1UsLo9d.



MNew Extended Access List Object

L PRR_ACL

No records to display

Allow Qvarrides [

9.5 Add Extended Access List Entry |bol ). e IJdlsy 1Uss spod IJuveds [Uslgdsé. WO 030 lJelJé
VLAN2813.

|8y Add to Source Jo g0 Jpod) J8lises 19 09J.

lody Add Jlogble 1J121J.

Add Extended Access List Entry
Action: o Allow v
Logaing:
Log Level: Infermaticnal -

Log Interval: Sec.

e

duallable Hetworks & o Source Netwarks (1) Destination Hetworks (0]

i, Search by m il | B vianze1z
B, 1Pva-Private-a8-AFC1918
B PG IPv A Mapped

BB iPv-vink-Local

B 106 Drivate- Unique: Loeal-Addrasses
B 1PvE-Re-1Pv4-Belay-Anycast

B PR _best

- vanz0

B vLanzaz

S VLANZBED - Enter an IF address Add | Enter an I address

b9, Save. Sgw luolwe IJJlsy 1Js Blispes [JIlsulw.



Overview Analysis Policies Devices JelHElae AMP Intelligence % Deploy System Help v dperezve v

Object Management  Intrusion Rukes

Extende 4 Add Extended Access List

Hame Walue Override

i

[ aceass ust
B extondod
L standard

# O address Fools

o Application Filters
" a3 path

3 Cipher Sulte List

IJ¢b9s 2. odosu grsbd puwl) PBR

wee? odIsu Vlises 1Usuesd [Js PBR: §p wogssuol gds Ersbs puuly. ©89p sk
lJpuwh vodsse 296 1Jprs) pdlod s 1Upblo$s 1Upess6 O $lisesd 1J9o9d.

W82 2298 whblu B @9 pebb IJpuwl) woudss Ilp)lele 1Jpes36 Bs oz IJeszse.

Jouzsss Ssbo eyl luedd |Js Objects > Object Management 925> Route Map .S 239J lJpzw9slo.

Overview Analysis Policles Devices AMP  Intelligence

Object Management Intrusicn Rules

1y Deploy System Help v dperezve v

Route Map & Add Bouts Map

a Geolocation
) interface
B Mo records to display
Kay Chaln
etk
Pl
L3 Policy List
Part

| g Prefix List

# URL Lists and

% LA Monitor

e range

g Time Zons

& vaL

o data by disph Page i 1
varlable Set - data by display age 1 o ¢

|8y Add Route Map >. «9.$ New Route Map Object (§p wogSSU luwpe JJIlisu: &p lo@) Add Jlouble
eld pebb puwl) 23s>.



New Route Map Object

No records to display

9. Add Route Map Entry lblyc §p wogrsd )8p wundunds Jpsde IUbeld 1z so.
loodd [Js IPV4 > Match Clauses 9235 p9 € O S Available Access List IJ§lis00 1JpowsJs.
22> Jlisy Blisps 1d9uoed 1ss wp lugilge s 1Jgbys 1.

lod, Add Jlogsle 1J1glJ.

pdlebd: soep wyvlez IJbuwld Slis§ 1duwses (FTD) ol suod Ids 65536 (o0 0 1Js 65535)
beldle peedds. ddpl logdoo 1dyde: Idel Il 1Jodsse 59 1Jisdsss IJigds.

Add Route Map Entry

Sequenc ;.

Redstribution: | o sow ~

Match Clouses | Set Clauses

Sscurity Zones IS vestion (0) | Paute Soarce (0)

[Pvd
Ilwn_l SHHEE BRI [0 Fateh B BCCess S0 or prefix 1 addresses of route.

BGp
Others

) acenss Ut ) Preix Uit
Suallable Access Lists ©

Available Extended Access Uit &
| & search

FETe—

g, save. |uolws IJIlsy IUs Blisps IIJlsule.
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7, Deploy System Help v  dpererve v

0 44 Route Map

IJ¢b9s 3. vdysy Jlisule uue FlexConfig

couopu ldEbys IJoeldse og)sw Jlisule uue FlexConfig IJos ceped wlule 1ol oso
JJJ slisy6. sop lgwedsle Jlsole IJouue 030 Jlgdl Ws odysy Jlisy FlexConfig IJss sywlb
PBR vwy9w9d9dle puwe9s [Jgsed (SLAS).

Jozsss Jlisu uue FlexConfig luw9d |Js Objects > Object Management 923> Text Object g FlexConfig
lJoisé s z29d Idpzesslo.

Overview  ARE Polickes  Devices AMP Intelligence

System  Help v dperezve v
Object Manage

Taxt Object £ Add Tt Object

T 45 Path

Name value Type Override
defasltDNSN E LLL1 System Defred €
1
idual Otjes E
Object Groups defaultDNSParameters A System Defined
abe.com
Thare ang | moog iteerd.,
List
2.2
sParameters o Sy d &
RS
{5 Poiicy Lst Fakse
Port
4 [ Prefi List false
§ P4 Predix List "
15 1Pvs Prefix List
5 Reoute Map 180

4 @ 5ac

Diphrying 1Y 20 of 43 rows Page 1 #33 M &

|8y Add Text Object . 9 Add Text Object B IJlbl): §p wuESssu luwe JJJlisy 1Uds spod
lJosles [Jluulguss 9235 goslo IPV4 Josl 1Jzols.

oy save Jluolwos Jlisy gass.



Add Text Object

Dezcription:

VarableType  [Single | Coumt 1 2

1 I 10.55.245.1 |

Hiow Qvenides [

o] o

o) Add Text Object o6 ié)s Jlouble Jlisy eluc 9030 1dp,6 JJgol,6 gds slis,yé Idouwg
lJlewslbs.

9p wugwsé IJdlisy 1Jzass oldluwe 98wslo IP 1Jpoluve Slu@, save .

Add Text Object

vardsble Trpe  [Single ~|  Gownt 1 B

1 | 10.31.124.1 i

Mlow Overrides [

| I

Sew luolws IJJlsusu 1Js [J@lises pg 1ddlsole IUI el os6.



AMP  Intelligence

IJ¢b9s 4. od9su Julybé SLA

Joegsss Jlisule SLA [Jpgwegsed Jpilgws IUleuold odd wylué: [ 9d [Js Objects > Object
Management 925> SLA Monitor 9 2>9J lJpzw9slo.

22> Add SLA Monitor Jlisy.

W9 New SLA Monitor IJ| bl §p wopds> luwe pg perd Jgpdss SLA ggusly IP Jdgols IUss szw
oldwwo (Vs oo Idzlds IUwslws [Jlgulguss) 9ldslzoes 19 1dpulb 96 IJos Spdu 1sue9d pu
edldol |Js 1Jzols.

9uldluolwes |Js 3JdY pu Idppdy |§uo| wowlb lJpodd 9ldswwé. lug,) save.

pdlebd: s>ep woulee IULuwld Ol IJuw,ed (FTD) ol suod |Js 2000 gpdséd oo gpdsle
ol 9s6 puwegs [Jg>e6 (SLA). wuslsz Sspe peyd SLA pu 11Js 2147483647.

pdlelbo: 3l Jp swp wpdsd 9spe ldpodsd 9ldewud suwegse FTD gesle IJosgse
IJIe,)loss: 5000 pdds eluss vs JJ glJs.



MNew SLA Monitor Object

o E=——

Description:

Frequancy (wecondi): # (1-604800)

e —

Threshold (miliseconds): (0-60000)

Timeout (miliseconds)i 5000 (0-804800000)
Data Sire [brbes): s (0-16384)

-
Bumber of Packets: 1
e

dvailabie Tonis €

5, Search

T>> Add SLA Monitor j p,6 ié)..s Jlogule Jlisy Slue 9030 1Jp,y6 JJewlh6 gds slis,6 IJogwe
lJleoslbs.

Gp wogwiss [Jdlisy IUzss> Wldpedssle IJpoluvd: 9olds pu lgadicd pg,d SLA £u 1dpg,d
lJgloo wldosles [Jlpulguss wp leb IJogss)lo.

MNew SLA Monitor Object
Hame: [Secondary_cw
Description:

Fregeancy (decsadd): 0 (2-504800)
e ] co—

Threshold (milliseconds): (0-60000)
Timeout (millzeconds): 5000 (0-504800000)
Daita Size [botes): = (0-15384)
TS

Pumber of Packets: 1

Meonltor Address™:

dvailabie Tones G Selected Torwi/rniaces
4 Seach ioa VLANZIZ
L f VLAN230

=]

Sew luolws IJdlsusu s 1J8ksps.
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&3 Add SLA Menitor

IJ¢b9s 4. odosu lJpusble IJSluws pg push) [Jpusl)

wew? luouvle Jlisule IP SLA §p wwedss puwl) JIJ wilué 9 ubol woy9egdsdlie SLA.

9dl @99, 030 Idpwble Idlouold Beds! po IR s 1Ughz (swp ©odss zpse Uoga_qo PU
eI PBR) 90odl oo 5dde sdse 1o 0@9p vogde Idlouald cldecble po gdld lovldsle
29 1Jg>06 (SLAS).

Jodosu ldpuwble lJolowsd: oo 9d |Js Devices > Device Management « 90 wweys) FTD IJpe9z9>
VO IJpoulad 9g3> static Route Vs z9J IJpzwssle Lo eu Routing gdled owu9sow.

Overview Analysic Policies [N Objects | AMP  Intelligence

Device Management Dovice Upgrade  MAT  WPH¥ Qo5  Platform Settings  FlexConfig  Centificates

ftdvha-dperezve ) Cancel

Device Interfaces  InlineSels  OHCP
» Mamage Virtsal Routers 3 Add Reen| o
e = Network « Intertace Loaked from Vitual Router  Gateway Tunneled Matric Trocked
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O5P

05eR * IPVE Routes.

RIP

{l BGP

1Pl

# {J Multicast Rooting
IGHMP
FIM

Hulticast Routes
Huiticast Boundary Filter

9 Add Static Route Configuration VOGS ulW3s puwsdo Vs IJ9lzed: 235 luwpe IJ9lzos IJos Sew IO
50 1Wusles Ilgslauss Blods JUsuesd po eidel

Sp 233 1JuboJs 1J9zos alduslus Il wluuss B Gateway | §lb.

oSS pdSluw JJpuwl) 9096 Route Track §p wlJlBJle 925> Jlisy SLA JJgwlyo IJiwlw§6 lJos
op logilyel s 1Jgbgs 3.
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cies QUSHISEE Objects AM| ntelligence peploy  System  Help v dperezve v

Dowica Managamant Davice Upgrade HAT WP T Qo5 Platfcem Sattings FlanCeonlig Canificates

ftdvha-dperezve i |\ Cancad. |
Cisoo Firepower Theeat Defense for Viimare

pevice [N totcrfoces  inlinesets  bHcR

® Masage Virtsal Routers

= e

wirtual Router Properties ¥ 1P Reutis
05PF
O5PFe)
LH
PR
1B
IPvs
» Static Route
4 ) Multicas Reuting
IGee
M
HMuhicast Routes
Multicast Boundary Fiter

O Rt o

General Settings
Bae

Sew wdasu puwl) vlow olo Jeohs IJouwg lJlzoslbs.
|Qk§_) Add Route LJUC)kS) PL}‘UlJ uluu T2S>.

.Jc Add Static Route Configuration vluwodsle IJpgdyple |.Ja|uoo ww9lud UUU“E_ Jlzosllbs 9,0p0l0
Iu SY9u Wslyw 03l ldpuwl) I(C_..J5 pu 138 wp wdgsuo Vs Idpuwl) |._J|_9.J

Overview  Analysis  Policie: JUSUISSE Objects  AMP  Intelligence Daploy  System  Help v dporerve v
Davica Management Davice Upgrade NAT VPN ¥ QoS Platfonm Settings FlaxCenfig Cartificates
ftdvha-dperezve ou havew ursaond chaeges | [ Sivm | | ) Canced |

Ehnco Firepower Threat Dufense for Vitware

Dervicn m Interfaces  Inling Sets  DHCP

* Manage Virtual Routers

i add Reuta| =

1 Primary_oW 78

virtual Router Properties ¥ 1P Renter
oseF - VLANZSS

Sew luols ldpuwhso 1ds 1USlkses.



icies [OIIOIHEN Objects  AMP Intelligence 7, Deploy System Help v  dperezve v

Dovice Hanage

nt  Device Upgrade  HAT  WPNw QoS Flatform Settings  FlexConfly  Certificates

ftdvha-dperezve ot untived chan 5 save || D Cancel

bovice [[ERCRl Interfaces lnline Sels  DHCP

* Masage Vichaal Routers A Reute
Glokal & Metwork » Interface Leaked From Vietsal Router Gatuwiy Tunaeled Matric Tracked
virtual Router Properties al o L
O5PF any-iged VLANZIZ okl talse a8
05PFe3
any-iped VLANZ30 Global false 1 ]
RIP
+ (Jeee ¥ 1S Foutes
1B
1Pvs

v Static Route
4 ) Multicast Roeting
1GMP
PIH
Muiticast Routes
Hulticast Boundary Fiter

General Settings
BGP

IJ¢b9s 5. wdysu Jlisy PBR FlexConfig

Bp wpdsu SLAS Lopo 2rsbs Ieuwly IJpuweses J PBR 9bod &sbs IJeusly 030 O
slzoé FTD.

ees o op sob gsbs ldpuwl B3l wBlises 1Usuosd Ies w2 pelss) Idpblo$s. 9pe
sdde Jlsop sgp ldogssdle 1Jigs)6 oo eI 8lzos 1Jpuucése lJyuuspssé (GUI) J FMC. JsJ
SJje 929> Jlisy FlexConfig.

Juogsss Jlisy PBR FlexConfig: oo 9d |Js Objects > Object Management 923> FlexConfig Object W
FlexConfig |J9¢s6 9 z29d ldpzusslo.

%, Depky  System  Help v dperezve v

0 Add FlasCenfig Objedt

[l Geolocation

&) Interface
f ain

22> Add FlexConfig Object j. 9 Add FlexConfig Object (§,0 CUESSU luwpe JJdulweis 9Quo;'92_ lJs Insert >
Insert Policy Object > Route Map .




Add FlexConfig Object

9. Insert Route Map Variable §p wo&SSU luwe JJpogs) 923> Jlisw PBRIJ3S wp lugblgo W
lJ¢logs 2.

lod, save Jluolds gskbos Idpuuly dzje pu Jlse FlexConfig.

Insert Route Map Variable




Add FlexConfig Object
Mame: waR

Description:

¥, Copy-pasties any rich bext might intreduce ine breaics while generating CLL Please verify the CLI befone deployrment.

@ Inset = 7]

PER_RouteMap ROUTEMAP-FER false

wlJlolss l_J..S f&é@_; sbé |_~Jr°u*‘|.)‘ Sew luolwes Jlsule uue FlexConfig ldos wpod JJ
ewlyo (pgy 96 Vs IJEb9é 3). WS Add FlexConfig Object luw9d Il |Js Insert > Insert Policy Object >
Text Object .

Add FlexConfig Object

oy Copy-padting any rich bisd might introduce B brasks while generating CLL Paase virfy the CLI befone degloymant.

& Insert |~ B2
@ lnsert olicy Object & Taxt Gt

O Dnsert System Variable » Petweek
QD Brmert Secrmt Key

9 Insert Text Object Variable & 990 IJolwesse vogssu luve JJpogs) 920 Jlisu Iduue 1U3s sped
lJwslwo IJluwlgwss 1dpeg 96 Vs 1Ugbgo 3.

o, save i) Jluoleo IUs Jlisy FlexConfig.



Ingert Text Object Variable

J)) 030 IJgbsle IJi'a.__s_,é Jevbo ldouwi Ilzoslbs. Ws wolss Idgpdso: szew 1Jzl8
lJpogsisu wdlisy FlexConfig.

Add FlexConfig Object
Hame: PaR

Cescrigtion:

v, Copy-pasting amy rich text might introduce line Breaks while gersrating CLI. Plesse verify the CLI before deployment.

10.31.124.1
FOR_Reutitin

Sew o wdoy IJuoslEs Jodssy PBR os wbwol 1Jp92956 b Cisco ASA. szw o soblud
IS e IJouudunds Jsbd Idpuuly pg 1bde 1d3s e odssuo B 1Ugbss 2 (10 B oo
IJelJe) wldluolws |Js peydle SLA.

Jodso PBR JJduzdd pu lJo9us, JJgbes IJoldss. O]y, set ip next-hop verify-availability Sev
oveesle ies.

Sev ob;_;@ké sbo ldpuwl) eds 1Jglzoo [Uslgdso: s o030 IJzldo VLAN2813. | uegsle policy-
route route-map | o) wew IJ9LY wuvIdsd.

by save gud [Jopld IJodssu.



Add FlexConfig Object

i PR

Dicripfion:

1, Copy-pasting amy rieh Lt sight introduce line Breaks whily gesdrating CL1. Measa writy the CLI befers Seploymant.

Sl a Degloyment: |[Evervtime w | Tipei [Append

ZautaEe SERR_RSuieMAR Rammas 10

set ip asseche weridv=availabilisy SErimazy G 1 szesk 2
set ip pemi=he wsridy-availabilizy ¥Sscondazyv @M I sxagk 1

zsashabaliz

FRLENTERNE ISESRTEAR FERE_RauselaE

PAR_RouteHag ROUTEMAR:PRR.
10.88.243.1 FREEFORM: Prim
10.31.124.1 FREEFORM:Seco

Sew luolus Jlisy FlexConfig |Us 1J8lkis p6.

Object Management Intrusbon Rubes

s PER
FlexConfig Object | £ Add Fiexcontig blez | [ 4
PexConfiy Obfect include dinice configoration commands, varables, ded soripting 1anouaon ingtructions. It i used in FlaxCoefig polices.

4 5 ana server
B8 RADIUS Server Group
38 Single Sign-on Server
[ access List
L Extended
1§ standard
4 O addrass Pocly.

gw fucls
= 1Pt Posis

L Applcation Fisers
¥ &5 Fath
£ Cipher Sulte List
& Commurity List
# K] Distinguished Name
3 individual Ohjects
T, Object Groups
@ DS Server Group
4 [ External Attritutes
[ bvramk: Dbject
ol Security Group Tag
File List
4 G FaxConfi
5 RlexConfig Objedt
€3 Tast Object
[l Gentecation

iy - Displafing ¥ Lot 1 rows Pages  Jof s <

IJ¢bgs 6. ogssu Jlisu PBR FlexConfig Juwslywé FlexConfig

loe@d |Js Devices > FlexConfig 9oz sy wwsluwé FlexConfig lJpewlzs.

2>> Jlisy PBR FlexConfig «9.s Available FlexConfig g39J IJpzw9sle 9edb IJogssilo 9oy
lJogssile eds FTD.



Cwerview  Analysis  Palicies Objects | AMP  Intelligence @, Dephoy System  Helpw  dperezve v

Device Management  Davice Upgrade  HAT VAW Y | QoS Flatform Settings Centificates

ftdvha-dperezve

Available FlaxConlig & 3 FlexConfig Object ™ Solucted Propend FlexConfigs
- Hanse Description

Saluctad Append FlaxConfigs
" Nanse Deescription
—

lJoedd po lJuoes

w2 lowole Moy szw 1o wiuwd FTD bdo (o35 ICMP 1Jeocbe s IJizess IJesldws
Juoelu lpdluss 1Jguosd. Ws oo lJleule: sgw luolWs puwly pocwe IUs IJwsles 1l guss
lJs 229d IJwgzso.

firepower# show route-nap route-nmap PBR_Rout eMap, pernit, sequence 10 Match cl auses: ip address
(access-lists): PBR_ACL Set clauses: ip next-hop verify-availability 10.88.243.1 1 track 2 [up]
ip next-hop verify-availability 10.31.124.1 2 track 1 [up] firepower# show route Codes: L -
local, C- connected, S - static, R- RIP, M- nobile, B- BG D- EICRP, EX - EIGRP external, O
- OSPF, |A - OSPF inter area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 El1 -

OSPF external type 1, E2 - OSPF external type 2, V- VPNi - ISIS, su- ISIS sumary, L1 - IS
IS level-1, L2 - IS-ISlevel-2ia- IS ISinter area, * - candidate default, U - per-user static
route o - ODR, P - periodic downl oaded static route, + - replicated route SI - Static InterVRF

Gateway of last resort is 10.88.243.1 to network 0.0.0.0 S* 0.0.0.0 0.0.0.0 [1/0] via

10. 88.243.1, VLAN230 C 10.31.124.0 255.255.255.0 is directly connected, VLAN232 L 10.31.124.25
255.255.255. 255 is directly connected, VLAN232 C 10.88.243.0 255.255.255.0 is directly
connected, VLAN230 L 10.88.243. 60 255.255.255.255 is directly connected, VLAN230 C 192.168.13.0
255.255.255.0 is directly connected, VLAN2813 L 192.168.13.1 255.255.255.255 is directly
connect ed, VLAN2813
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firepower# packet-tracer input vlan2813 icnp 192.168.13.2 8 0 8.8.8.8 detailed Phase: 1 Type:
PBR- LOOKUP Subtype: policy-route Result: ALLOW Config: route-nap PBR _RouteMap permit 10 match ip
address PBR _ACL set ip next-hop verify-availability 10.88.243.1 1 track 2 set ip next-hop
verify-availability 10.31.124.1 2 track 1 Additional Infornation: Matched route-nap

PBR_Rout eMap, sequence 10, permt Found next-hop 10.88.243.1 using egress ifc VLAN230 Phase: 2
Type: ACCESS-LI ST Subtype: 1og Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list
CSM FW ACL_ advanced trust ip ifc VLAN2813 object VLAN2813 any rule-id 268437505 event-1log flow
end access-list CSM FWACL_ remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-
list CSM FWACL_remark rule-id 268437505: RULE: Internet_Traffic Additional Information:
Forward Fl ow based | ookup yields rule: in id=0x1461708f7a90, priority=12, dommi n=permt, trust
hi t s=172250, user_dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255. 255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output _ifc=any Phase: 3 Type: CONN- SETTI NGS Subtype: Result: ALLOW Config: class-
map cl ass-default match any policy-map gl obal _policy class class-default set connection



advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=176701, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 4
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168893, user_data=0x1461af 306540,
cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 5 Type: NAT Subtype: per-session Result: ALLOW Config

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188129, user_data=0x0, cs_i d=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input_ifc=any, output_ifc=any Phase: 6
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176710, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 7 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl owend access-list CSM FWACL_
remark rul e-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172250,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 8 Type: CONN- SETTI NGS Subtype: Result: ALLOW Config: class-
map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=176702, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 9
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168893, user_data=0x1461af 306540,
cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 10 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
donmai n=nat - per - sessi on, deny=true hits=188129, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input_ifc=any, output_ifc=any Phase: 11
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176710, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 12 Type: ACCESS-LI ST Subtype: | og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rul e-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172250,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol=0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 13 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=176702, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,



port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 14
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168894, user_data=0x1461af 306540,
cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 15 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188129, user_data=0x0, cs_i d=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 16
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176710, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 17 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172250,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255. 255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 18 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy gl obal Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=176702, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 19
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168894, user_data=0x1461af 306540,
cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 20 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188130, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 21
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176710, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 22 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172250,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 23 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=176702, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 24
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168894, user_data=0x1461af 306540,



cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 25 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188130, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 26
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176711, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=anyError: not enough
buffer space to print ASP rule Result: input-interface: VLAN2813(vrfid:0) input-status: up
input-line-status: up output-interface: VLAN230(vrfid:0) output-status: up output-Iline-status:
up Action: allow
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firepower# show route-nap route-nmap PBR_Rout eMap, pernit, sequence 10 Match cl auses: ip address
(access-lists): PBR_ACL Set clauses: ip next-hop verify-availability 10.88.243.1 1 track 2
[down] ip next-hop verify-availability 10.31.124.1 2 track 1 [up] firepower# show route Codes: L
- local, C- connected, S - static, R- RIP, M- nobile, B- BGP D - EIGRP, EX - EICGRP external,
O- OSPF, A - OSPF inter area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 El

- OSPF external type 1, E2 - OSPF external type 2, V- VPNi - ISIS, su- IS IS sumary, L1 -
IS 1S level-1, L2 - IS-ISlevel-2ia- IS ISinter area, * - candidate default, U - per-user
static route o - ODR, P - periodic dowl oaded static route, + - replicated route SI - Static

InterVRF Gateway of |ast resort is 10.31.124.1 to network 0.0.0.0 S* 0.0.0.0 0.0.0.0 [2/0] via
10.31.124.1, VLAN232 C 10.31.124.0 255.255.255.0 is directly connected, VLAN232 L 10.31.124.25
255.255.255.255 is directly connected, VLAN232 C 192.168.13.0 255.255.255.0 is directly
connected, VLAN2813 L 192.168.13.1 255.255.255.255 is directly connected, VLAN2813
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firepower# show logg | i 622001 %TD-6-622001: Renoving tracked route 0.0.0.0 0.0.0.0
10.31.124.1, distance 2, table default, on interface VLAN232%TD- 6- 305012: Teardown dynani ¢ UDP
translation from VLAN2813: 192. 168. 13. 5/49641 t o VLAN230: 10. 88. 243. 60/ 49641 duration 0:02: 10

IJlo. IJ IJo 09 pou VLAN2813 suvges Juw iJouo eu edld [Jouuwes lzoslbss ISP slis)é.

firepower# packet-tracer input vlan2813 icnp 192.168.13.2 8 0 8.8.8.8 detailed Phase: 1 Type:
PBR- LOOKUP Subt ype: policy-route Result: ALLOW Config: route-map PBR _RouteMap pernmit 10 match ip
address PBR_ACL set ip next-hop verify-availability 10.88.243.1 1 track 2 set ip next-hop
verify-availability 10.31.124.1 2 track 1 Additional Infornation: Mitched route-nap

PBR_Rout eMap, sequence 10, permt Found next-hop 10.31.124.1 using egress ifc VLAN232 Phase: 2
Type: ACCESS- LI ST Subtype: 1og Result: ALLOW Config: access-group CSM FWACL_ gl obal access-Ii st
CSM FW ACL_ advanced trust ip ifc VLAN2813 object VLAN2813 any rul e-id 268437505 event-1og flow
end access-list CSMFWACL_ remark rule-id 268437505: PREFILTER POLI CY: ftdvha-dperezve access-
list CSM FWACL_ remark rule-id 268437505: RULE: Internet_Traffic Additional Information
Forward Fl ow based | ookup yields rule: in id=0x1461708f 7a90, priority=12, domai n=permnit, trust
hits=172729, user_dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst

i p/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_id=none

i nput _i fc=any, output_ifc=any Phase: 3 Type: CONN- SETTI NGS Subtype: Result: ALLOW Config: class-
map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM _STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=177180, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,



port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 4
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8251, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 5 Type: NAT Subtype: per-session Result: ALLOW Config

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188612, user_data=0x0, cs_i d=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input_ifc=any, output_ifc=any Phase: 6
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177189, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 7 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172729,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255. 255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 8 Type: CONN- SETTI NGS Subtype: Result: ALLOW Config: class-
map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy gl obal Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=177181, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 9
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8251, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 10 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188612, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input_ifc=any, output_ifc=any Phase: 11
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177189, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 12 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172729,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 13 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=177181, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 14
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8252, user_data=0x1461af 306740,



cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 15 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188612, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 16
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177189, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i fc=VLAN2813(vrfid:0), output_ifc=any Phase: 17 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl owend access-list CSM FWACL_
remark rul e-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172729,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255. 255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 18 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=177181, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 19
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8252, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 20 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188613, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 21
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177189, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 22 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172729,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 23 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy gl obal Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=177181, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 24
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8252, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 25 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,



domai n=nat - per - sessi on, deny=true hits=188613, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 26
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177190, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,

mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=any, dscp=0x0,

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Result: input-interface:
VLAN2813(vrfid:0) input-status: up input-line-status: up output-interface: VLAN232(vrfid:0)

out put-status: up output-line-status: up Action: allow
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firepower# debug policy-route debug policy-route enabled at level 1 firepower# pbr: policy based
route | ookup called for 192.168.13.5/45951 to 208.67.220.220/53 proto 17 sub_proto 0 received on
interface VLAN2813, NSGs, nsg_id=none pbr: First matching rule fromACL(2) pbr: route nap
PBR_Rout eMap, sequence 10, permit; proceed with policy routing pbr: evaluating verified next-hop
10.88.243.1 pbr: policy based routing applied; egress_ifc = VLAN230 : next_hop = 10.88.243.1
pbr: policy based route | ookup called for 192.168.13.5/56099 to 208.67.220.220/53 proto 17
sub_proto 0 received on interface VLAN2813, NSGs, nsg_id=none pbr: First matching rule from
ACL(2) pbr: route map PBR_Rout eMap, sequence 10, permt; proceed with policy routing pbr:
eval uating verified next-hop 10.88.243.1 pbr: policy based routing applied; egress_ifc = VLAN230
next _hop = 10.88.243.1 pbr: policy based route | ookup called for 192.168.13.2/24 to 8.8.8.8/0
proto 1 sub _proto 8 received on interface VLAN2813, NSGs, nsg_id=none pbr: First matching rule
fromACL(2) pbr: route map PBR Rout eMap, sequence 10, pernit; proceed with policy routing pbr:
eval uating verified next-hop 10.88.243.1 pbr: policy based routing applied; egress_ifc = VLAN230
next _hop = 10.88.243.1 pbr: policy based route | ookup called for 192.168. 13.5/40669 to
208. 67. 220. 220/ 53 proto 17 sub_proto O received on interface VLAN2813, NSGs, nsg_i d=none
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