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S 03l lJpuuows poldl Jodssy pss) lzojé FirePOWER (FDM) Lluwegsle wdled
lJeob 8§06 [Juuulbs (Captive-Portal). suuwésp o3l ldodysy g6 Active Directory (AD)
Juwoblo 1dpuod) 9ldwsgse IUslos.

IJecbdule IUIlguluss
IJpobdolo

w9os Cisco vig oJ9y s pgy9s wldpesluose 1Joldse:

- Id>slg Jo> woss> FirePOWER (FTD) oo Cisco
- ¢>p06 Active Directory (AD)

- wwoble p99eé dlusl.

+ bods eles IJesuosd Ilews (SSL)

lJedyule IJpuuwcsped
ouwows Idpgdyele 1Uglyo WO o3l ldpwens 1Js luosh Idoyolez IJelds:

- Id>slg Jo> woss> Firepower 6.6.4

- ¢>p06 Active Directory

- lRooh Iddposye,
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oS pl Bl Juo uuouob@ lJpuwwgse 1U3s ol wxd @ 296 py9) Idwslule pdlod 1Usdsd
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J>50 0956 lJpuwegspe lUds wpe puobguo.

Jlspug IJBSuvd O 1dpuols 86 9u09d Ipuwese lds Idubeds. wzas @gles 1Uguesd 1JElues
wJ Vs wolss Idpblu 1Ug o 1Uss uwswe w9ds o Jogdle lJpuwegspsu.

lLuwe IJotbgsbs JJuveodé
FDM

Vo

Internet

PC

lJodosy

OQJ..S') ,_Ju;$|uu5 |.Jo_9.,$6

Joedsu ldzuesd eds 09s6 IJpuwespr wzse $Idou Idpuweise Idedoso wewslu IP pg 93,
weolz lds odasy €6 euluo)

IJ¢bgs 1. ©dysu vl g 0956 AD

osle e e 0986 Ipuwetsp wuvdd wuib (pu eI IJISED weuol§6 IJpumegspe) Is
vuvdd wdos: ceolz Ids odsso ¢be Active Directory (AD) 1U3s Szegs eJs pedople 0956
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loodd Ids Jlsole > gple 1Je9gss 923> [Jgsh AD Jluolde Active Directory.



Identity Sources

2 abjects Q
Server

E MAME TR VALUE

1 LaocalldentitySource LOGAL

A KE Policies

& |PSec Proposals

luolwo wdgsy Active Directory:
e

@ Identity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use
this realm.

MName Type
Active_Directory Active Directo D

Directory Username Directory Password
sfua P

Base DN AD Primary Domain
CN=Users,DC=ren,DC=lab ren.lab

Directory Server Configuration

H 172.17.4.32:389 Test

Add another configuration

IJgb9s 2. |uuble boble 09986 3lusl

Jlouile odsse prgd luvs) ceole [Js guvobosu: 9lzss Jpsed Iluws) slJig s Jbd

Spdud lugile Jiolss 0986 slosl ped o3l Ipeld.

luodd lJs Jlsule > gvoble



sifvanfne . La L = == O . O @ . achemin
Firepower v Manager > = - y ’
cisco Moniteding Policies Objects Device: firepower e : Administrator

1 NGFW-Default-InternalGA [ CA E——
2 ssl_captive_portal Internal CA

3 DefoultimternalCortificate [ ol Certific

4 DefaultWebserverCenrtificate [ ol Certificat

Jwobé 1Jes e IUsles JJpsgd Idpoudd:

Add Internal Certificate

Name
captive_portal

Country State or Province
Mexico (MX) v Mexico

Locality or City

Mexico
Organization Organizational Unit (Department)
MexSecTAC MexSecTAC

Common Name

fdmcaptive

uwol>s SSL 3luss IJuwsse:



Add Internal CA

Name

ssl_captive_portal

Country State or Province

Mexico (MX) v Mexico

Locality or City

Mexico
Organization Organizational Unit (Department)
MexSecTAC MexSecTAC

Common Name

ss_fdmcaptive

IJglo96 3. luuble Slgs6 0956
loedd IJs Iduvsluwle > 1Jo9ss > 235 [+] ) Jluolds §lgrs 0986 23826.

ioo weole i Sed 1Jo9gss ywslyws inorder to yuvdde Logsd 0986 uuvbé Iduwslwé suvgs
o sJdyu Jol Idguluo, IJeldss:

< puod)y weHsY IJledlvle: o IJgbse 1Uds ouosdo B 1JEbys 590 1

I Jlle: 1ol 86 1ol

- Uiolxé 1Jghp: uduw I iolss 1Je98e6 slos! IJos lugilool Gud [Be o3l 1l wsobss
captive_portal]

- IJuge: HTTP Basic (B o3l Idpeld IJuusol)ss)



Order Title AD Identity Source ACTIVE AUTHENTICATION
. For HTTP connections only, prompt for usermame and password and
1 ad_captive Active_Directory authenticate against the specified identity source to obtain the user
idantity for the source IP address.

& PASSIVE AUTH

Source / Destination Active authentication S ECU I O captive_portal:885 +

@ ACTIVE AUTH
SOURCE ! :
+ +

Networks Networks Ports/Protocols

Fi  no AUTH

Zones

wvee lugile wog 1Jogséd dpyol>36 oublbé sop logvle 8lgss SSL wdilissl 9swp lesls 030
lJsless wuvdd 1Vu,)luos Jls $lgss pe |UEle oubds)-Resign: ppel seus 30 929> wedsdle
SSL W 030 IJBless.

=h > ° SSL Decryption G Identity ¥ 2 Y o Access Control > Q Intrusion

[ESL Decryption 1 rule O. a +

APPLICATIONS RS

<[] identity Policy Active Authentication Rules ()
1 ad_captive = N $ A A AN M ! N Pending
B
Fie - Giggn

B ssthativeRules @

CREATE 551 RULE ADD PRE-DEFINED RULES

h 2 o Identity > y Int 4 o Access Control Q Intrusion

Q

DESTINATION

ZONES PORTS/PROTO...

APPLICATIONS  URLS

' [ identity Policy Active Authentication Rules ()

1 ad_capiive - Al N A N AN ' N ; Pending
B

Re-Sign

B ssLNative Rules )

GREATE SSL RULE ADD PRE-DEFINED RULES

IJgbb9s 4. |oile $lgss 1Ugo9d Vs wog IJoede wldyuosd

o weolz Ids [duwelz JJpeowds 885/tcp 1Jss ses> L9ZSO oJdé £I9) U-_.,a..___slolo IJs puol> o
lJoslod 1Jpds26. loogd IJs Idussiuvle > Idoedp W 1Jsuosd sluow $Sless 1Use9J.



Order Title

1 » ad_captive

Applications URL:so

Source/Destination Users
SOURCE
Zones " MNetworks + Ports

Action
Bl atow ~
Intrusion Policy File policy Logging
DESTINATION
Zones + Networks + Ports/Protecols

Bl oo weled Ids Iozdd po cuisd ldpuwedrpsu po AD Osedud oos) Sless Isosd
ldooudd [ds Suve Idpuwcrpu: op eds IJpuwcdpsu IUpolzsu: Sspdud 1dezlds pu g2>
IJpuweéspsu lJ3su Jssop FDM Cldded.

Order Title

1 ad_captive

Source/Destination Applications

AVAILABLE USERS *

Identity Sources Groups

L Active_Directory \ luis

L Active_Directory \ ngfwtac

Users *

Action

Intrusion Policy

L.IFELE.“ Users File polic',rﬂ

1t CONTRO

If you config
address, yo
membershij
appropriate
different ad
- network acq
from one g

Special-ldentities-Realm \ No Authentica...

Active_Lirectory \

Active_Directory | sfua

? Active Directory | testuser

= new_|dentity Realm

w3y Juu) wessole [dodgsu.

IJo2dd po lJuoes

-

22d3 pu ©dds 2ol Meuwetse Jerwe Wizesh eos oo dld [Us psde HTTPS.



Y hitps//10.115.117.43:885/vauth. X -+

= C @ 10.115.117.43:885/x.auth?s=dOF7LRChg4FKX2BCIK46wfd QK DIMAXeaL

m Sanesl

i.)é_d eun9tele AD Jdpuwegse.

@ httpsy/10.115.

x

< C @ 10.115.117.43:885/x.auth?s=dOFTLRChgd FKX2BCIK46wid OKDIMAXeal GeyYeiycuc®3DEw=http33A%2F3%62Fy m%2F
Sign in
hittpe://10.115.117.43:885
Username ngfwta
Passward | sesessend ]

m ot

L C @ ciscocom

Cisco Platiom Sule »

31 L1 Creoon
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ting inclusive
It's time to take the

=
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lweduld IJizble 9] oJlzol

SpIdud |gwedsle ldoyulez IJuues user_map_query.pl JJoez 98 pu i, FDM o wessu IP
Jdpuwctoe

user_map_query.pl -u username ---> for users



user_map_query.pl -i x.x.x.x ---> for ip addresses

root @i repower: ~# user_map_gquery.pl -u ngfwtac

WARNI NG This script was not tested on this major version (6.6.0)! The results nay be
unexpect ed.

Current Time: 06/24/2021 20:45:54 UTC

Getting information on usernane(s). ..

User #1: ngfwac
1 D 8
Last Seen: 06/24/2021 20:44:03 UTC
for_policy: 1
Real m | D 4

Dat abase

##) | P Address [Real m | D]
1) ::ffff:10.115.117.46 [4]

##) Goup Name (ID) [realm Realm Nane (1D)]
1) Domain Users (12) [realm Active_Directory (4)]

B 9uoe Idoede spdod odssu:

$3&p IJublp ouozse ldble lJogss JJozdd pu wele lehs IJogzso.

> system support identity-debug

Enabl e firewal | -engi ne-debug too? [n]: y

Pl ease specify an | P protocol

Pl ease specify a client IP address: 10.115.117.46
Pl ease specify a client port:

Pl ease specify a server |P address:

Pl ease specify a server port:

Monitoring identity and firewall debug nessages

10. 115. 117. 46- 55809 > 72.163.47.11-53 17 AS 1-1 1 1 deleting firewall session flags = 0x10001,
f wFl ags = 0x100

10. 115. 117. 46- 55809 > 72.163.47.11-53 17 AS 1-1 | 1 Logging EOF as part of session delete with
rule id = 1 ruleAction = 2 rul eReason = 0

10. 115. 117. 46- 50611 > 142.250.138.94-443 6 AS 1-1 1 0 Got end of flow event fromhardware with
flags 00010001. Rule Match Data: rule_id O, rule_action O rev_id O, rule_flags 2

10. 115. 117. 46- 50611 > 142.250.138.94-443 6 AS 1-1 | 0 Logging ECF for event from hardware with
rule id = 1 ruleAction = 2 rul eReason = 0

10. 115. 117. 46- 50611 > 142.250.138.94-443 6 AS 1-1 1 0 : Received ECF, deleting the snort

sessi on.

10. 115. 117. 46- 50611 > 142.250.138.94-443 6 AS 1-1 1 O deleting firewall session flags = 0x10003,
fwFl ags = 0x114

10. 115. 117. 46- 65489 > 72.163.47.11-53 17 AS 1-1 1 1 deleting firewall session flags = 0x10001,
f wFl ags = 0x100

10. 115. 117. 46- 65489 > 72.163.47.11-53 17 AS 1-1 | 1 Logging EOF as part of session delete with
rule id = 1 ruleAction = 2 rul eReason = 0

10. 115. 117. 46- 65489 > 173.36.131.10-53 17 AS 1-1 | 1 deleting firewall session flags = 0x10001,
f wFl ags = 0x100

10. 115. 117. 46- 65489 > 173.36.131.10-53 17 AS 1-1 | 1 Logging EOF as part of session delete with
rule id = 1 ruleAction = 2 rul eReason = 0

10. 115. 117. 46- 53417 > 72.163.47.11-53 17 AS 1-1 |1 O deleting firewall session flags = 0x10001,
f wFl ags = 0x100

10. 115. 117. 46- 53417 > 72.163.47.11-53 17 AS 1-1 | O Logging EOF as part of session delete with
rule id = 1 ruleAction = 2 rul eReason = 0

10. 115. 117. 46- 63784 > 72.163.47.11-53 17 AS 1-1 |1 1 Starting authentication (sfAuthCheckRul es



parans) with zones 2 -> 3, port 63784 -> 53, geo 16671760 -> 16671778

10. 115. 117. 46- 63784 > 72.163.47.11-53 17 AS

2, returning realmid 4 auth_type 2 user_id 8

10. 115. 117. 46-63784 > 72.163.47.11-53 17 AS
4

10. 115. 117. 46-63784 > 72.163.47.11-53 17 AS
8 realmid = 4

10. 115. 117. 46-63784 > 72.163.47.11-53 17 AS
10. 115. 117. 46-63784 > 72.163.47.11-53 17 AS
Action', action Allow and prefilter rule O
10. 115. 117. 46-63784 > 72.163.47.11-53 17 AS
10. 115. 117. 46-63784 > 72.163.47.11-53 17 AS

10. 115. 117. 46- 50619 > 142. 250. 138.94-443 6 AS
parans) with zones 2 -> 3, port 50619 -> 443,
10. 115. 117. 46- 50619 > 142. 250. 138.94-443 6 AS
auth_type 2, returning realmid 4 auth_type 2
10. 115. 117. 46- 50619 > 142. 250. 138.94-443 6 AS

realm4

10. 115. 117. 46- 50619 > 142. 250. 138. 94-443 6 AS

=8realmid =4

10. 115. 117. 46-50619 > 142. 250. 138. 94- 443
10. 115. 117. 46-50619 > 142. 250. 138. 94- 443
Action', action Allow and prefilter rule
10. 115. 117. 46-50619 > 142. 250. 138. 94- 443
10. 115. 117. 46-50619 > 142. 250. 138. 94- 443

lJesze:

(o)l M@ e )R e)}

e

AS
AS

=
e

AS
AS

=
e

1 I ooked for user_id with realmid 4 auth_type

found active binding for user_id 8 in realm
mat ched auth rule id = 2023803385 user_id =

new firewal |l session
using HWor preset rule order 4, 'Default

Hi t Count data sent for rule id: 1,
all ow action
0 Starting authentication (sfAuthCheckRul es

geo 16671760 -> 16671778

0 | ooked for user_id with realm.id 4

user_id 8

0 found active binding for user_id 8 in
0 matched auth rule id = 2023803385 user_id

0 new firewal | session
0 using HWor preset rule order 4, 'Default

0 HitCount data sent for rule id: 1,
0 allow action

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-quide-660/fptd-

fdm-identity.html#id 71535

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-

fdm-identity-sources.html#task 83008ECDODBF4E388B28B6247CB2E64B



/content/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-identity.html#id_71535
/content/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-identity.html#id_71535
/content/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-identity-sources.html#task_83008ECD0DBF4E388B28B6247CB2E64B
/content/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-identity-sources.html#task_83008ECD0DBF4E388B28B6247CB2E64B
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