vl lglole oz 986 IU>Ble g0 w0382
FirePOWER (FTD) sl_oJlzol

ool ol
lJedoule | 300
o Il w56
lodasy
lowlowsle Lezeoed
w56 NGFW
IJo dlb oble L ez 6

ol 2 8oh wble | 6
wuble lJo vgs) FXOS Traceback
WK o dis
lJzplisé o> w98
lJo _og | b

pe ool o o Jé

lJp 95,00

Suod 03l Ip uwews luvaduled Igble [esls wblo pzeogs sluodlzol eds 2ol 2plss IJzsd
IJelds (NGFW) o FirePOWER.



IJecbdole 1Jlul jusé

lJpobdolo

w90 Cisco yio oJ9u s pg 96 wldesluose IJoldss (lze Guve IJpedsple slo 1duodo
Jslob):

© wuss IJoble 1Jigwlus Firepower

* oJ9su peeEd Firepowerggc,uhgggkjol

* ldog)w gds 9lzos gl 1UJIgle, (CLI) IJgl oo o FTD 9 FirePOWER
+ wedle puwess lJoslolo/NGFW

« NGFW/pwess IJwslole Packet-tracer

s 1Joglb pwess ldoslulo/FXOS

lJpdovlo Idpuweispd

* 0S¢ dudsy: Firepower 4125
* woslus: 6.7.0 (Guso 65) - puwess Idoslule 9.15(1)

ope logvle Idpgdgple 1U9l)6 Bs o3l IJpuwows pu Uiao_jé 1J 92956 WOS wSis6 pgpdso ¢luos.

o zese IJizess IJpuweerps B 03l lJpuwons vodssu ppuwsz (ISelos). bl Jloe
drodod 9es Idogvgsd Bolds pu Wopd Jdoles) Idpzoed Jls le).

ped9ple Ivluss

Jol o pebop IJguluoy Idos sébsol o3l lpuwens wubud wlddlpd gds luved bl Teble
pee9es lzosé 1Jlelu IdpgsJs (ASA) sluadlzol.

lJodosy

Sup wEbss zie IJodssy pu wuiy wble |Jezess B 1bJs wJdssy FMC g FXOS:

lwlpusle 1dpzeses
wuso6 NGFW

20 1Jpop Bop J5ds6 peldzé FirePOWER 41xx iy 93xx series Jzjp lJodJ:


https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html%20
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-4100-9300-cluster.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-4100-9300-cluster.html

—

TD Snort engine

Internal
Switch

FTD data plane

1. eopd 1z5e6 9lz06 10589 9seldz wldpzsd IUslsds JJosdd.

2. opy 1dgips ey IINIC 33s. I3l wp lJEle cppsd e @ (ouvyse HW): zsuss wop
pelJes 1Jz5p6 B8b pu Sud NIC 1335 & sop buwldel 008 1) [Js IJubods.

3. Bl dp swp ldéle cepsd IJzies Bluol wigd puweys wslule FTD IJss s@9e luvluwl
wdz o L3/L4.

4. 31 oo Iusluws cobdo 3Jd sop Beuo 1Uzies woluwbs pz,d Iuvgs, (Beuo LT
e dd Iuwlgws).

5. suze pood Idubgs) edel (eds uvwsd Upeld Iduwelz 19 1zb)) JJz5p6.

L 890 puwess Iuslole wluwslb 1Jz5e6 19 lehs wozseol wule eds &b IJuie.

7. ogpd Idzies eds wrdse ldosdd pu gdld pred lJosdd IUsleds.

»

lIJowlb QJb|ro |Jpap_9£<")

98, Iz036 FirePOWER 48l IJo@lb oo ©98; |edloss 1956 B wrddle IJudd. gus
luweduulod Igble uble 1Upzeses sluodlzol sepdsuoli oy Ideesslo Iyissunss os:

. .,__sJ')I)ﬁe» cpdsle IUIdoBlb Jdel Sl £33 1dgzsle Bs wble 1Upze9es.
* Sew lo wdsu gds s)lss wldbysds Idos sogled wol wble lJpezeses pg 039§ peSU
Jooedu pu vede 1Jeies gw vble 1dezeses.

S9uog 03l lJpgblb pzp9e6 pd9us pu 9zd30SU (8ds uwesd lJpeld. FP941xx/FP9300):



unit-1-1

Po1.201
(INSIDE)

FTD data plane

HW Accelerator

Internal Switch (FXOS)

Pol.201
(INSIDE)

unit-2-1

1 Pol.202
(OUTSIDE) Host-B
|F’048 (CCL) — :
Pod§ (CCL) .i
Pol.202
[OUTSIDE)

Internal Switch (FX0S)

|

HW Accelerator

FTD data plane

Vs elde lugvle louold TCP g6, poplod: Sw9 wble TCP: wolbd SYN/ACK Yol sds:

unit-1-1

Host-A « TEP SYN/ACK Pol.201

ol.2

HW Accelerator

E1/10

Ezfomtprare

Ihternal Switch (FXOS)

Pol.201

Pods (CCL)

048 (CCL)

[INSIDE)

unit-2-1

TEP SYN/ACK
Reinjection

Pol.202
{OUTSIDE)

TCP SYN

po1.202 TCP SYN/ACK

[OUTSIDE)

nternal Switch (FX0S)
E1/10

El:@«kplarﬁ
Accelerator

FOI.EOII

CCL

FTD data plane

lelé w9zso 2yJo 1Jey9)

1. sop Luwld TCP SYN o0 Iposs-A lUs IJeuosd-B.
2. suod TCP SYN |Js IJosdJ (igs lgole Pot).
3. swp huwld TCP SYN ey gJdId Ieas slzole 1dJsze 1UgJwdss JJosdd (eds uwesd

IJpelde E1/9. E1/10. 50l |Jes 3J9) [Js puwess Ioslole.

4. su0J TCP SYN |Us 51206 p38J puwess lduslole (Po1.201/Inside). B o3l IUpeld: o@9p
19236 1-1 0 pdIss [Jes8§ 90 89pe wldesose Idebsliss Jhode IJouwduvds 1dlsds
(IS) 50@9p wwyps) pedsple IUpdIdss (o wgrsd IULhoulb) Vs 1U)8e 1JW)s:.



5. swp Luwld TCP SYN o Po1.202/0utdoor (9lz06 pg )z puwess lduslule).

6. sued TCP SYN |Js Izas glzole 1Jd9ze IUgJse JJosdd (eds uvesd Idpeld E1/9 9
E1/10. 90! [Js 3JY).

7. sop Lhuwld TCP SYN o0 1J9lzo6 1Jelssé JJosdd (Izs e ole Po1) Llezlo Host-B.

Liele 298 1Jess)

8. swp Luwld TCP SYN/ACK pu 1dpLos8-B 9suod lJs 19es6-2-1 (Izs Ig Lole Po1).
9. swp buwld TCP SYN/ACK g leds 9lzole 1JJges 1JgJso JJosIdd (eds uwvewsd
IJpoldc E1/9. E1/10. 90l |Js 3J9) [Us puwess Iduslule.

10. suod TCP SYN/ACK gJss 9lz0d ps¢d puwess IJuslole (Po1.202/0utdoor).

1. sop bLuwld TCP SYN/ACK o0 Loulb Idopde B 1Juble 1wl gus (CCL) [Js 19z26 1-
1. sop wpdsu IS cuvdd I8uluos. soldolds: sz pd3p IJesu2 pedsple 1Upldd
IJ¢lo6 o TCP SYN+ACK 590 wogd pu Idpss) wldouwes Jdege IJig)s 19 euspl sop
websd IS sup ldluveedle go Ipos).

12. suod TCP SYN/ACK |Js less slzole 1UJozs IJedbss Josdd (eds uvwsd IJpald.
E1/9 9 E1/10 95l |Js 3J9).

13. swp Luwld TCP SYN/ACK oy 1Jslzos 1Jplbss JJosdd (Izs Ieole Po48) welo 1gesé 1-1.

14. suod TCP SYN/ACK gJs 198 1-1 (Iz> Ie Jole Po48).

15. cwp leboe w9zso TCP SYN/ACK oy gJIJ 9220 pu 9lzole IJJses IUgJso JJosIdd |Js
9lzoo Yulo CCL Jpuwwss Idoslule (uble ez esso Namelf).

16. sgpd puwwss duslole gds gl Ibgld zieé TCP SYN/ACK |Js 9lzod puwess ldeslole
P01.202/Outdoor.

17. swp huwld TCP SYN/ACK po Po1.201/Inside (9lzod pére puwwss Idoslule) uze Host-A.

18. szl TCP SYN/ACK [z slzole 1JJ9zé 1JgJdsé JJosId (eJs pwosd Idpeld. E1/9.
E1/10. 90! |Js 3J9) 95,008 Izs Ig Lole Po1.

19. sued TCP SYN/ACK gJs Ip o su8-A.

Jeiss pu ldovdlosd 29d o3l lduwsulss I&Ji lJOuwe 38 Iduodo Vs s)luwle 1dzlds 1Jglos
V!Ouﬂc |QUD|J Qbho |.Jroap_9£6.

lwoobl lds owubd 1dg)e o3l Vlu zpse ullb IJoblb ble 1Uezesed Jpzwpedod os:



CP SYN/ACK
Reinjection

L
FX0S)

Pol. 202
{OUTSIDE)

TCP SYN/ACK FPol.201

Host-A Host-B

TCP SYN

48 [CCL)

048 (CCL)

nte Switch (FX0S)
E1/5 s ackplane I E4/10

HW Accelerator

po1.202 TCP SYN/ACK
(OUTSIDE)

Pol.201
(INSIDE)

unit-2-1 ‘”'z‘“l

FTD data plane

Joyds oy9) Idoslule IJos swp wogsoeol (eds uvesd Idpeld: TCP SYN) gds:

1. 1Jslz06 IJpbsé JJosIdd (s uwosd Ipeld: lgole Po1). sop wdssu o3l 1UIJodlb oo
3208 puwcse "er8) IJosdJ" (CM) s 9lzos Lulo, 1Jigle, (CLI) IJgl o6 o CM.

2. 91206 p3¢d puwess IJuslule (8ds uwosd IJpeld. Po1.201 INSIDE).

3. 9lg0d pirz puwwss IJuslule (eds uwosd lJpold: Po1.202 gle).

4. 9lzolw 1JJ9eo IJgJso JJosId. eds FP4100 ould 2 §Lu J9go gJdss. s FP9300
o0l pl pze9go 6 (2 JIJ 9236 Lpbss). wel lulve Jl wgyud Vs s Bho wuad 1wl
lue SuvEs pdue uuwp eds JJ dhu.

ldowos Jords o9, Idbzle (8Js uvosd Ideeld: TCP SYN/ACK) IUes o p lJedlbol gds:

5. 1Jslz05 1Jpl>58 JJowsId (£ uwansd IJpeld: lgusle Pol). sep cdsss o3l IUIJedlb po
3208 puwese "3y IJosdJ" (CM) s 9lzos Lulo, 1Jigle, (CLI) IJgluo6 o CM.
6. 91206 p3eJ puwess Idoslole (8Js wwwsd IUpell. Po1.202 OUTDOOR).
7. opl io Iyl sIdsu ig_)o sgouw IJolds IJodlb u@bs o9 IJ CCL pweys Idoslule.
8. slzole 1UJ9zs IJg b ss JJosdd. oluss: lue suvés pdoo eds JJI Blo.
9. glzole lgole $lisps IJopdp Bis IUs o] (CCL) JJsgss-1-1 JJosIJ.
10. 5lz06 CCL Jpww9es lJuslole (oble 1oz eoes Namelf).
11. 9lgoé 1U>g9d (P01.202 ¢l,2). 030 o Iz [Jos we lebwol pu CCL IUs puwe9s
lJoslule.
12. 91206 ptrz puwe9s Iwslole (8Js pwwsd Ideel. Po1.201 INSIDE).
13. 9lzolw 1JJ9zs IJgJds6 JJosIJ.

Jsso wpdsy lJodlb uble lJpzeses
lJodllb FXOS

Swpe 9,29 IJgpdso Vs >dsd wdysu FXOS: Lo dlb 1z e


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED

%leabé: Spdu Idod@lb FXOS v gb Ws loglo 1Upsgd pu 9206 wby Idpzad IUsIEJs.

lJoglb puwess IJoslole

U586 1dpsuos wol Jopdso IUIJodlb eds zese leuols [Jpzeses os wluvesle e, cluster
exec.

sducled oul pze9es weldd pu ol gl

unit-1-1 {id 0)
OUTSIDE

;®_ Pal.202

INSIDE
Pol.201

Podd

Control Unit
192.168.240.x/24 192.168.241.x/24

switching

switching unit-2-1 (id 1) infra

infra

Pal.202

——

CCL

Data Interface

JJozdd pw 929 IJodlb uuul Bs JJ 9esle wble IJpze9es: luwagse o3l 1l

<#root>
firepower#

cluster exec show capture

unit 1 1(LOCAL)-******************************************************
unit 2 1-*************************************************************

1-*************************************************************

unit-3-
firepower#



Jopdso IJodlb puvoss wslole gds zese IUsesle gdis Po1.201 (INSIDE):

<#root>
firepower#

cluster exec capture CAPI interface | NSIDE

SILPS w6 Luasy ey IUIJedlb: 99 2lds wede IdJdes) pu 20dd 1dea9): Jislss pgsu
IJlIdodlb 1Jeddo:

<#root>
firepower#

cluster exec capture CAPlI buffer 33554432 interface |INSIDE match tcp host 192.168. 240.50 host 192. 168. 2¢

lJozdd

<#root>
firepower#

cl uster exec show capture

un-lt 1 l(LOCAL) e e e e e e e e e e e e e e e N A N NN R NN T AN N NN A AN
capture CAPI type raw-data buffer 33554432 interface INSIDE [Capturing - 5140 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un-lt 2 l B R R R R R R R R R R R R R R R R R R R kR o S A Rk R ok LR o A R R R Tk R T

capture CAPI type raw-data buffer 33554432 interface INSIDE [Capturing - 260 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

R R R R R R R R R POROPOR)

unit-3-1:%%*3 * ok ek sk e e e * e gk
capture CAPI type raw-data buffer 33554432 interface INSIDE [Captur1ng - 0 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Ju9s6 peessle JJ IUIJedlb (spdu I Sy o3l IJIg)lz bosd gol):

<#root>
firepower#

term nal pager 24

firepower#

cluster exec show capture CAP



unit_l_l(LOCAL):******************************************************

21 packets capture

N WN R

unit_z_l:*********n**«*n*

0 packet captured
0 packet shown

d

A

o

oo

: 11:33:09.879226 802.1Q vlan#201 PO 192.
: 11:33:09.880401 802.1Q vlan#201 PO 192.
: 11:33:09.880691 802.1Q vlan#201 PO 192.
: 11:33:09.880783 802.1Q vlan#201 PO 192.

168.240.50.45456 > 192.168.241.50.80:
168.241.50.80 > 192.168.240.50.45456:
168.240.50.45456 > 192.168.241.50.80:
168.240.50.45456 > 192.168.241.50.80:

Teddehfdeh Nl Nl ddhfdhfdhddhddht

unit_g_l:********* EE SR SR SR R R

0 packet captured
0 packet shown

S 2225395909:2225395909
S 719653963:719653963(0
. ack 719653964 win 229
P 2225395910:2225396054

Bl Joe orge OGS )86 JsWOS6 peldzd 2ipe IJ.)E_%J w9luwbé puwess Idoslule gds JJ 9226«
Oluwegse IJIdpes IUlusluss trace. o3l soowg 19d 50 ,ob p3gd. Spdud coog zos 1000

eipd e3¢



pdlzbo: Vs z2lds whbosy 36 JIdod@llb gds 9lzos Spdud wowg 2)po 916 )6 9126
B

Joowg I8d 1000 2508 p3gd eds Sbu ehas eds I spole uble IUpzeses:

<#root>
firepower#

cluster exec cap CAPO int QOUTSI DE buff 33554432 trace trace-count 1000 nmatch tcp host 192.168. 240. 50 hos

e IJodlb wxd [Jilksss ould alao IJs IJelds 3%, ol LOVED e lJlkss>e gds JJ
96, IJuuse I._J,oo,o lJ3s sgw wdd,0 09 I lJz)ped 1Jpes36 Spdu i odyo #1 eds 1Ugers-1-1.
JIJu #2 eds 96 |2)6 903l

B 03l pold: lue syuolbse Jlse 1o 1 syn/ACK jub #2 gJs 926-2-1. s, 1o ub #1 gds



9¢>6-3-1:

<#root>
firepower#

cluster exec show capture CAPO | include S. *ack

un1t 1 l(LOCAL) B R R R R R R R R LR T S R A R ARk b T S L A R R AR T LR T
1: 12:58:31.117700 802.1Q vlan#202 PO 192.168.240.50.45468 > 192.168.241.50.80: S 441626016:441626016 (0
2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S
301658077:301658077(0)
ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
unit_z_l:*************************************************************

UNT T3 =1 ; fe v dode s dededodode oo s e e s e e do e e e s e e d e e de e e e d e e db e e de e de e d e e b e e e e e e e e e e
1: 12:58:31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S
301658077:301658077(0)
ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>

Jooog 1256 18e 2 (SYNJACK) £ 1926 U pps6:

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 2 trace

un 1 t- 1 - 1 ( LOC AL) . TehR NN NS S S ddddddedededededdededededhh RN RN RN hfddddedededededededd

2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:



MAC Access Tist

Jooog 1256 oduwol (SYN/ACK) g 19256 lJogss6:

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace

1: 12:58:31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access 1ist

IJe@llb COL

Jopdso IdIdedlb gds hoolb CCL (eds zese IUszolw):

<#root>
firepower#

cluster exec capture CCL interface cluster

unit_l_l(LOCAL)-******************************************************
unit_z_l-*************************************************************

unit_3_l:*************************************************************

lelso I>gld [gdle

wurdd loolpos seuo IUIedlb 1Uss wp wpdsuo gds 9lzes wslole puvess Idoslule
zese lJeie:



c lJos vued pu lduveds 1Jplrsé
s 1Jos wp lgbwol oo CCL

Il Joo Jl enss 1o ous 1dee Idos op lebs @l luvagsp IJgsl reinject-hide. spdy 1o
SY9u 03l pdsl Bl Yoo eyss Ideedd pu lo 1wy g6, popled:

<#root>
firepower#

cluster exec capture CAPI _RH reinject-hide interface INSIDE match tcp host 192.168. 240. 50 host 192. 168.°

Sbo)y JJ o3l IUIJe @l W yb ol cod@le 1J9eo lJpedsé oldoed eJds 1Uslzos 1Jpess6 polyiys
pu IJubods 1debsé 9dsuw pu ool Idpzeses IJIE)s.

gpdsle luwlb ASP

Bl doo coge IS 1dozdd pu gpdsle luvdlb 1doslee Jordd pesur Sspdod cpdsy
lJo@llb ASP-DROP. |51 Je oy o) wow IJluwdlb 1Uss sew IJoyds) edsor Oluwaedse
lJJJpd IJiuuluu§6 all. lJlgolwss |Js 3JYe bl Jp ody pocpl wldzesds Os 1Uejeé Spdoud
e 1JJJeé Il owss 1d,990w B@b. 903l sese JJ IJodlb 2je 1de, o 20 |Js 30 o)6:

<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

unit_l_l(LOCAL):******************************************************

Unit 2 l.*************************************************************

Unit 3 l.*************************************************************

9lJluols |Js 3 spdoud wpass gulssu IP p9Log IUlowple B IUe$lb ASP:
<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

match ip host 192.0.2.100 any

puve IJoglb



Jewwe IJetsiu IJpdde pu s IJodlb soe cubgsde B zase 92lo wble IUpzeses. Jl sdos
o3l [Js sl gpdsle IUIJo@lb: sJJdue sgpd SGb eds puve Ideelio [Jpddws:

<#root>
firepower#

cluster exec clear capture /al

unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit oz e dde e vt d e de d e de S e de S g e g e e e e S e b e e e S S e e e e e e e e e e de e e e e

lsslw IJoslb
ould bysdoly Jlsdlw Ido@lb vyl JJJ spsle uble ldezeses. Jlizgdl spdud [uwosolas.

IJb, 586 1

<#root>
firepower#

cluster exec cap CAPlI stop

unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit 3 1-*************************************************************

Suveluwd

<#root>
firepower#

cluster exec no capture CAPI stop

unit_l_l(LOCAL):******************************************************

un _I LoD r et et e dede e de de g e g e e S e e g e S e S e S e e e e S e de e de e de S e e de e de e e e e

unit o r et deded e de d e de S e de S S e g e e e e S e e e e e S e e e e e e e e de e de e e e e



lJbys96 lJeluss

<#root>
firepower#

cluster exec no capture CAPlI interface |INSIDE

unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit 3 l-*************************************************************

LSLJ“"ulL,H._Q

<#root>
firepower#

cluster exec capture CAPl interface | NSIDE

unit_l_l(LOCAL):******************************************************

1 sk hhhhh R RN R hdhdddddedededededededededededdh RN R NN fddeddedededededededed
unit-2-1:

1 sl de e dedede RS dede A defe el defhdde R dde RNl dde Al hdde AN dde Al dehddddhd
unit-3-1:

oeese Joglb

ould by 9 pugrsé Juoss) lJuglb.

IJb)s96 1-1Js Ebe wes>

903l swse JI wgesd IJodlb po puness Iduslole [Js ehe vess (eds pwwsd IJecld.

TFTP). coés) luvele IJIUeBlb oddlkss! Jogdow 1936 1Upuos):

<#root>
firepower#

cluster exec copy /pcap capture: CAPI tftp://192.168.240. 55/ CAPI . pcap

unit_l_l(LOCAL):**** Fedehdhe T vk
Source capture name [CAPI]?
Address or name of remote host [192.168.240.55]7

Destination filename [CAPI.pcap]?



INFO Destination filenane is changed to unit-1-1 _CAPlI.pcap !!!!!1!1

81 packets copied in 0.40 secs

unit_z_l-*************************************************************

INFO Destination filenane is changed to unit-2-1_CAPI. pcap

unit_a_l-*************************************************************

INFO Destination filenane is changed to unit-3-1_CAPI. pcap

pJVle PCAP IJos wp wepsdol:

Mame =
wis UNit-1-1 CAPI.pcap

a8l UNit-2-1 CAPI.pcap
w8l UNit-3-1_CAPI.pcap

U586 2 - leuoly IJedlb po FMC

Jl eubod 030 IUbysds [Jl gds FTD. sl ©@9p wouw IUIUedlb 1Us $yue FTD:

<#root>
firepower#

cluster exec copy /pcap capture: CAPl diskO: CAPI. pcap

un-i t—l—l(LOCAL) . TehR AR NS A S ddddddedededededdeddeddhhh NN NN NN fddddedededededededd
Source capture name [CAPI]?
Destination filename [CAPI.pcap]?

62 packets copied in 0.0 secs



0 90528 IJgws) louwg IJpd po Imnt/disk0/ |Js /ngfw/var/common/ directory:

<#root>

>

expert

admin@firepower:~$

cd / mt/di skO

admin@firepower:/mnt/disk0$

sudo cp CAPI . pcap /ngfw var/conmon

9zl £Js FMC. loeid 1ds Suve IJoble > 1Juo2s > Iuslubs. ige) 00 Ioble sodlosd
wed il IUigble sloadlzel > Iuved uld IUigble sl odlzol IUpdse s2de pdud 1JIJeélb:

alhiale  Firepower Management Center

Onrendiew Anahysiy
CISCD

Health: 10.62.148.228 | @ Normal

1] =

Monitoring e

o = 5;. I = rl-.:l. =1

1 Home Onvendiew CPU Memory Int

aliali, Firepower Management Center Crarview Analysis Podicis Dievicas Obdacis AMP Ineligence

L : : : 0

Advanced Troubleshooting

10.62.148.228

File Dorvmioad Thireat Defense CLI Packet Tracer Capiure wWiTrace
e ———
Flli
CAP.peap
- -

230 IJoylb

Ji1Js 1Jodlb po I 9psle wble IJpzeses: [uuegsp 03l 1Uie):

<{froot>

firepower#




cluster exec no capture CAPI

unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit_B_l:*************************************************************

w98le wpe lJgle wppsdol

B wdéle FP4AXx/FPI300 spdy o séol [Js puwse 1Uizoss ol wuvdd olow (8Js yuwsd
IJpeld: @9les> FastPath) l9 wuvdd ssulpsds. Jpiss pu ldodluosd 29d 1Ugle wepsd
lJos @ wzdd pu 03l Idpuwows:

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-
threat-defense-acc.html#anc22

Blop lJéle ozpsd ©oB88 Sewsss wuodd Tip Jsds SEb pu el puwess wslule FTD.
Isop ldogled pe IUolBs woluwbs puwse 1Ulzoj6 (Lol 96 9lzos IUbods 1U5Iss).

eu u9bé IJoglb g, 0. 03l SEUS ivo I3l Ipo wopdsu IJodlb puwess wslule FTD W @b,

BJU oS 2pse IJeie IJos oy o Idzols. B 030 1elJs sdjpd lsol wpdse IJodlb
e w9s osId FXOS.

owvlisd bhoolb IJozde Os uble 1Jezpesso (CCL)

Il Bpo wldodlb IJoslb gds CCL: olleh o gesle uble 1Jpzeses ool lusle ppodlds pu
lJyuwlisd. sldlowplple os:

lJea9e9dsd lJs o

veuele Id8de 1deudsrss Guwlsd wogusb Iloall)
w& - L3 (255.255.255.255)

" Sop buwld 030 1dzgse woluwlbs JJ 9236 wble pzesgs Os 1/3 o0 Sspd
UDP 49495 6o IUloebly Jbzuo IUuudles.

-Jleb io 2jp UDP 49495 |Jos wyvles s IUIJodlb Jsywe JJol
vwwrle §do

cogw9s d8le Idde eds ul8e ouvduvds.

huwlisd puwb wslole w9esdad Ideede B wblp lJpzeses
UDP 4193 ]
lJoo [Jlgbs -



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22

" oS oo ldgje eds pedsple (wslule o@@é? 29d pldY IJenrs g
9lJp>s) 91U IJouwe IJlzoslbs 9pl [Us 3JY. 1Ulpeds os:

" Sop buwld Huwlds "luols wble 1dezeses” oo Ipldd [ds IUpss) 0o
logile ©>99 zo8>

" Sop bhuwld Huwlds "238 Oblp 1Jpzeses" pu Idpldd IUs IUpss) g0d
luole IJwsw9 8

e lduslole

e doslole IJos cucps IUs exd@le 2,96 1Je,9) Idpgeds ldos
weob uble 1dpzeses

vouole Idyde IJeudsss

ff
g
ff
&a
51
Ga
1]
Ba
a9
&
Ba
5153
a1

314 23.95434%
315 23.954364
IGE 28.958976
IeH 28.950993

ff ff ¥
bf ad 1f
ff ¢l 57

ff
&
cl
oa
a8
T4
2d
a4
B4
ai
]
a8
a8

152.222.1.1
192.222.1.1
192.223.1.1
152.232.1.1

Data: @leledfeddal

ff
B
a7
o
a7
2d
3
B8
B
ff
de
ea
aa

a8
zf
8l
i
55
a8a
88
a8
e
&
]
e
a8a

|255.255.255. 255

255.2553.255.255
255.255.255. 255
255, 255, 255, 255

| UDF 205 45455 = 25295 Len=1G63
Lk 285 49495 -+ 49495 Len=163
unp 285 49495 -+ 49495 LenmlE3
upe 205 45455 - 45495 Len=163

Frame 314: 285 bytes on wire (1548 bits), 285 bytes captured (15648 bits)
+ Ethernet II, 5rc: Dell 88:01:8F (0@:15:c5:08:91:8F), Dst: Broadcast (Ff:ff:ff:ff:FFifF)
+ Internet Protocol Versiom 4, See: 192.222.1.1, Dat: 255.255.255.255

User ﬂntngrul Protocal, Src Port: 49495, Dst Port: 45485
4 Data (163 bytes)

B0 1 eBa s boaaegRdTA TS 2455583 LODaa..

8f @8 B8 45
de @1 a1 ff

Ba
f
a3
1e
5153
G

m

Heartbeat
5eqUEHEEFHHﬂbEF

surlisd L6 wedp Wbl IUpzeses (CCP)

CAJluolds |Js Huwlisd Idoouplo: s9s €33 pu suwlisd IJoedp Bs wble 1dpeeses sop
owbdel g, Slispd IJozede Os 1d9uesd (CCL) Os uvsubssole pza38. weuool Huwlisd Jwo
lJlzbs vsupl Idoguo IUIE) swpe BBlewe.

CLUSTER_QUIT_REASON_PRIMARY_UNIT_HC

Jdpl V@G>0 9220 3 wlisd pocldss Juwuole Id8dw pu £920 IJoede w9d> Huwldo
CLUSTER_QUIT_REASON_PRIMARY_UNIT_HC g, $lisps Idoedpe Bs 19 o9d (CCL). 030
1wl Js:

* 09 unicast.

© sop bhuwldol IUs JJ 9226 wBluod jpus 1 eluss.




© gwpl vodds leds IUsesle odo IUyuwlds: §p Lluole wble IUpzeses (pelod) &p Gp wleldd

o b.
(. switching infra Heartbeats \ ( switching infra
Site-A DCl _
g —
3 Health Check (HC)
Keepalives did not reach unit FTD3
-!:LscrEn_c:rr_E.a.n_Mn*
ATD3 asks FTD1 and FTD2 to quil iae
cluster
Site-B ,
. FTD1 FID2 ) e— (CCL . FTD3 g
Cantral Linit Data Unit m—— Data Data Unit

ou- ol 09 1JE 00 po wble IUpzesss_QUIT_REASON_PRIMARY_UNIT_HCS

. pw 9206 L, 1J9226-3-1 (IJps8e-w): o> IJlouold wdd pu 1J9z26-1 91U9236-2-1 o0 1988
L suldelds Gluol weole IJs Lildwoe pu Blises igub|:§o| Auwe ol sedosldl B> wds
lJ2je0 p98956 I3l Jluw 1J9e»6-2-1 JI ojld Ws Blispeo lgolisol 9,015 1o 1U9zr6-2-1 gy
>3y louold ssyvd IJlgwogdle 1Jpo>9 @ [Js [J9ere-2-1.

cluster_quit_reason_unit_hc

Jdpl V8> g906 IJozdpe 3 ,uulisd pocldss Jowuole IU8Je pu £856 wslule Wluel wyyud
Juvldé CLUSTER_QUIT_REASON_UNIT_HC g, CCL. 030 IJ,uulJé o unicast.

¢ I e g . ™
Site-A switching infra el - 5wntc|ng |nfr
3 Health Check (HC)
Keepalives didn't make it to the
Control Unit
CCP_MSG_QUIT f
résagon CLUS
: - CCL
. Site-B
. FTD1 p Data L FTD3 )
Control Unit Data Unit Data Unit

CLUSTER_QUIT_REASON_STRAY_MEMBER



gwpl oo lghsé louold Suve pOUWE vOOUWSE UL S wup pelded 8956 IJuslole [Ugys>6
Jeuos uwbzs woluwbs 9226 Idozde IUpuwslo,é 9suwedpe Huwlds CCP Quit pg wvow
CLUSTER_QUIT_REASON_STRAY_MEMBER.

(. switching infra Heartbeats | el L e switching infra

Recovery after a split brain

and rejoin)
CCL
Data
Site-B
.. FTD1 r. . Y,
Control Unit Data Unit Data Unit
(priority 9)

CLUSTER_QUIT_MEMBER_DROP

oowlds o sop lugulyel uoluwbs £956 wslule 9sepe Luwldol dv\:}:. v’ o wuwadpe 9228
030 lHuwldé: cuwdd IJs zlds "eelbbd". Cldluols [Js 3Jd. Jl wosl lghe 1Uyob IJod@lss:

<#root>
firepower#

show cluster info trace | include DROPOQUT

Nov 04 00:22:54.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-1-1 for reason

CLUSTER QUI T_MEMBER_DROPOUT

Nov 04 00:22:53.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-2-1 for reason

CLUSTER QUI T_MEMBER_DROPOUT

Ssbo, ywed vble lJpzeses:

<tfroot>

PRIMARY DISABLED Received control message DISABLE (

nmenber dropout announcenent

)



1Js6 IJozdd pu Lozs IUpzesele

IJodlb 1Jl gl usé

089 JJ 9226 pu 9pole wble IUpzesed chuwld wosvle Id8de JJ 113 oo Gspd 95
cedsd IUbzo IUuoes IUs zese 1Usesle IUIE)s (oo 255.255.255.255) 9o ucdsp puds
UDP 49495 Ju8J g, CCL.

©89p IJ 9228 Lblp pzeses vogde IJ 9238 s wubdd puvedd wluveesle 928
9dsw IUlgwobdlg 986506 wesh IUlgwoguole.

15l Jp cuwede 9226 wble 1Jpzeses ks 2506 (vwuo IJEJe 19 2508 IJuslule) pu 928
b, uble l1Jpzeses Lopu Sluod jpus Juwuale IJdde: Sluel &jss pu Bspd £
lJlwoguols.

ewdpl Luowz Jspd £ Idlpweduole Jggas wbs) wble Ipzesesd os 3 swp lewol
lJoubs,) pebdl.

Idpl ©p ©dBS Lwupd Gdu sop IJozdd puude wuvduvdel 98 2ldé ige i
IJowuole Idos op luvodoldel wlod@l go 10 Bl b Iduwuole &)l 998l J3JJ.
Bl Ily gsbs g3 IUlgweduole 1UEluo wulb) uble 1Jpezesed pgoddl o 0090 odds
IJ2ipd woluwbs IJubs)c wwp lehs wessu IJesh 1Us $speo 0.

Iwegse 03l 1Ule, JJozdd pu esble zelss wble |pzeges:

<#root>

firepower#

show cluster info health details

Unit (ID)| Heartbeat| Heartbeat] Average | Maximum | Po11]|

| count| drops| gap (ms)| slip (ms)| count|

unit-2-1 ( | 650 0] 4999 | 1| (o}
unit-3-1 ( 2)| 650 0] 4999 | 1| (o}

900 g 38 1,5 umss

£09>

lJy oS

1J9236 (Idpe,d) P& ubs) uble 1Jpzeses IUogs>.

e vouuole IJedu IJus op odysol pu ldubs) IJog s>




luesble vouole IJgde

&3 vwuole IJgde IJos oo ®@s. sop zuvle 03l 1Jgsl
luweobl lJs L)8e vuwdurd v IUSJe 1U3s wp oddse.

eyl 1Joz96

puywl 1IJ e, 1Jjpuse JJuwuole IJos we oddsol.

e lJlgwouolele

el suowe 03l Idesh 3c wwpe [51J6 1U9er6 pu whble
IJezeses. IJSlod 1djpus Jigwogdle IJluveduole o9
I IJBlLod 1508 Juwuole 1UWsluod 1Jjpuss 9JJu
Swp wyvEsdo vuvdd puwodd.

Jlglss ool IJgshle Igwagse o3l 1Jle):

<#froot>

firepower#

clear cluster info health details

- ISV wozdd pu vl vouale IUSJLS

IJS - 1Jezdd pu posuwb $sps 1Jd296:

<#froot>

firepower#

show cluster info health details

[ Unit (ID)| Heartbeat| Heartbeat]

Aver age

| Maximum| Pol11 |

I

gap (ns)

| sTip (ms)| count|
o init21 (D]
999

count| drops|

3036 0l

o sV spIdud wEss) 98w wedsd uble lJpzeses W s FTDS




I. luwegsle FlexConfig
W PU SLPwE E926 Idorde wed luduwle 1D>pleS

IS - 19226 3le IJisdsss IJeds! (18 e»d):

<#root>
firepower#

show run cluster | include priority
priority 9

Jlee wvsobsy Buvd HC 1 Jdeuesd eds piss pu lJodluosd.

&2 1Jss 1dooumsd wsuo [pzesele

Poll Poll
Query Query
1/3 1/3 1/3 1/3

holdtime haldtirme haldtime haldtrme

. ved I Cluster peer
CCL pack k=4 HC failed

lJpsole IdLsbse: sgwes 1de> 1JI>os 9ldg> IJi,juo._s eds Té) 9u29d Jzipe CCL wpe luwadlpeo.

Poll
Query

et veéoole 2 IUbos Jsde [l Iiduas Jsse
(w3)
3 oslos ~1 losd ~3.01 Elosa ~3.99 &losa
(IJILQU_)luo.,S) olugso . oluso . oluso




4 o9lus ~1.33 vluséd ~4.01 olusé ~5.32 ulusé
5 w9lus ~1.66 vluséd ~5.01 wluséd ~6.65 wlusé
6 o9lus ~2 olyso ~6.01 elusé ~7.99 olusé
7 &9lous ~2.33 olusé ~7.01 elusé ~9.32 olusé
8 wolus ~2.66 vlusé ~8.01 wlusé ~10.65 vlusé

wsubsgole WUbd HC Juble 1Jpzpe9eo
l03108 031 IUBuwp 05 w9 oSE:

* uvsubsgole peodss JOuvd wble IUezeses.
* I spdu yub Iduwedle 1dpgeduds 9pgzle 1Ul9le,.

|Jpabb

switching infra Dl

switching infra

7

Site-A

&

7 N\

_®_

i

. FTD1 FTD2 ) hSlte-B FTD3
Control Unit Data Unit ccL ata Unit
Data
odosu wble IUpzeses
lJ9g>6 1-1 o206 2-

cluster group GROUP1l cluster group GROU




key K key Thhk%k
local-unit unit-1-1 local-unit unit-2
cluster-interface Port-channel48 1ip 10.17.1.1 255.255.0.0| cluster-interface
priority 9 priority 17
health-check holdtime 3 health-check hold
health-check data-interface auto-rejoin 3 5 2 health-check data
health-check cluster-interface auto-rejoin unlimited 5 1 | health-check clus
health-check system auto-rejoin 3 5 2 health-check syst
health-check monitor-interface debounce-time 500 health-check moni
site-id 1 site-id 1
enable enable
2lds uble lJpze9ed
lJ9z>0 1-1 lJ9z>06 2-1
<#root> <#root>
firepower# firepower#
show cluster info show cluster info
Cluster GROUP1l: On Cluster GROUP1l: On
Interface mode: spanned Interface mode: spanned
This is "unit-1-1" in state PRI MARY This is "unit-2-1" in state SECONDARY
ID : 0 ID 2
Site ID 1 Site ID 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247LNK Serial No.: FCH23157Y9N
CCL IP : 10.17.1.1 CCL IP : 10.17.2.1
CCL MAC : 0015.c500.018f CCL MAC : 0015.c500.028
Last join : 20:25:36 UTC Nov 1 2020 Last join : 20:44:46 UTC
Last leave: 20:25:28 UTC Nov 1 2020 Last leave: 20:44:38 UTC
Other members in the cluster: Other members in the cluster:
Unit "unit-3-1" in state secondary Unit "unit-1-1" in state PRI MARY
ID 1 ID : 0
Site ID 1 2 Site ID 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247MKJ] Serial No.: FCH22247LNK
CCL IP : 10.17.3.1 CCL IP : 10.17.1.1
CCL MAC : 0015.c500.038f CCL MAC : 0015.c500.018
Last join : 20:58:45 UTC Nov 1 2020 Last join : 20:25:36 UTC
Last leave: 20:58:37 UTC Nov 1 2020 Last leave: 20:25:28 UTC




Unit "unit-2-1"

ID

Site ID
Version
Serial No.:
CCL IP
CCL MAC
Last join :
Last leave:

in state SECONDARY

1 2
1
: 9.12(2)33

FCH23157YON

: 10.17.2.1
: 0015.c500.028fF

20:44:45 UTC Nov 1 2020
20:44:38 UTC Nov 1 2020

Unit "unit-3-1" in state SECONDARY

ID
Site ID
Version

Serial No.:
: 10.17.3.1
: 0015.c¢500.038

CCL IP
CCL MAC

Last join :
Last leave:

1
12
: 9.12(2)33

FCH22247MK]

20:58:45 UTC
20:58:37 UTC

lJuovsubss 1

O Ply IJlogold CCL Jpss 4+ wluso w@ysel ws JJl Idlozlosu.

Sod [Jdud

FTD1 FTD2 FTD3

uul..so-i uul@u-i wlso o

€926 lJogdp €926 IJoslule £936 IJuslole
w8 Iluwe,sls (Ul o9z céssle Bs bl 1szsle)

FTD1 FTD2 FTD3

omlsel omlsel wlse o

€936 lJozdp £ lduslule €936 ldoslule
wedsd

lJogvd (0p V8> loold CCL).



unit-1-1 unit-2-1 dreent ypjt-3-1
Control Unit = Data Unit : Data Unit

ouwldé 9236 wedp puwwss Idoslule gds 1U9g»6-3-1:

<tfroot>

firepower#
WARNING: dynamic routing is not supported on management interface when cluster interface-mode is 'spann
If dynamic routing is configured on any management interface, please remove it.

Cluster unit unit-3-1 transitioned from SECONDARY to PRI MARY

Cluster disable is performing cleanup..done.
AT11 data interfaces have been shutdown due to clustering being disabled.
To recover either enable clustering or remove cluster group configuration.

wvedlo woog uble lJpzeses JJgess 1-1:

<#root>
firepower#

show cluster info trace | include unit-3-1

Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8918307fb 0x
Nov 02 09:38:14.239 [INFOJFTD - CD proxy received state notification (DISABLED) from unit unit-3-1

Nov 02 09:38:14.239

[ DBUG Send CCP nessage to all: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QU T_MEMBER DK
Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8917eb596 0x
Nov 02 09:38:14.239

[ DBUG Send CCP nmessage to id 1: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QUI T_REASON_U

Nov 02 09:38:14.239 [CRIT]Received heartbeat event 'SECONDARY heartbeat failure' for member unit-3-1 (I

luGuwle IU>ele

IJozs6 1-1 IJoz6 2-1




<ttroot>

firepower#

show cluster info

Cluster GROUP1l: On
Interface mode:

This is "unit-1-1"

ID

Site ID
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:

Unit "unit-2-1"
ID
Site ID
Version
Serial No.:
CCL IP
CCL MAC
Last join :
Last leave:

spanned

in state PRI MARY

: 0
1
: 9.12(2)33

FCH22247LNK

: 10.17.1.1
: 0015.c500.018f
: 20:25:36 UTC Nov 1 2020

20:25:28 UTC Nov 1 2020

Other members in the cluster:

in state SECONDARY

12
1
: 9.12(2)33

FCH23157Y9N

: 10.17.2.1
: 0015.c500.028fF

20:44:45 UTC Nov 1 2020
20:44:38 UTC Nov 1 2020

<ttroot>

firepower#

show cluster info

Cluster GROUP1: On

Interface mode: spanned

This is "unit-2-1" in state S
ID i 2
Site ID 1
Version 1 9.12(2)33
Serial No.: FCH23157Y9N
CCL IP : 10.17.2.1
CCL MAC : 0015.c¢500.028
Last join : 20:44:46 UTC
Last leave: 20:44:38 UTC

Other members in the cluster:

Unit "unit-1-1"

ID

Site ID
Version
Serial No.:

CCL IP

CCL MAC
Last join :
Last Teave:

in state PRI MARY

: 0
1
: 9.12(2)33

FCH22247LNK

: 10.17.1.1
: 0015.c500.018

20:25:36 UTC
20:25:28 UTC

pr99ble ublp IJpzesed

lJ9z26|[ld9e6

11 o1 l[J9g>6 3-1

<ffroot>

JI Ji

wie ||wSe?
l2ole |[lesle

SECONDARY

09:38:16 UTC Nov 2 2020

PRI MARY_POST_CONFI G

09:38:17 UTC Nov 2 2020
PRIMARY_POST_CONFIG

Primary

Primary relinqui sl

Primary post config d

lelxs louold CCL



©@9p 192268 1-1 Lo il £836 IJoede Ieldss: swel o 19226 1-1 Jol I9doss leds cyuwd
IJes 19256 3-1 ,uwlJé CLUSTER_QUIT_REASON_STRAY_MEMBER Joyigsd &pdusé
looglesod 23826, 998 IJuolss: wg9gs 196 3-1 Jdywb Jg§so wslule.

gws lehé louold Suwe pduwe woBurse VBS) Cop peldes 926 IJuslule Jgoy punled
w9luwbos £856 IJopde Idpuwslo,s 9suwede CCP QUIT msg pg puow
CLUSTER_QUIT_REASON_STRAY_MEMBER.

i AR ™, .
Site-A switching infra Heartbeats Dal 1m,lhm switching infra

Recovery after a split brain

ER
- Xou need to quif and rejoin)

CCL
Data

. FTD1

Control Unit Data Unit Data Unit
(priority 9)

<#root>

Unit-3-1 console logs show:

Cluster unit unit-3-1 transitioned from PRI MARY to DI SABLED

The 3DES/AES algorithms require a Encryption-3DES-AES activation key.
Detected Cluster Prinart.

Beginning configuration replication from Primary.
WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.

Cryptochecksum (changed): a9ed686f 8e2e689c 25532104 7a2bd33a
End configuration replication from Primary.

Cluster unit unit-3-1 transitioned from DI SABLED t o SECONDARY

wboy Jdol IUgerosy (9236-1-1 99256-3-1) Vs ywedle wble lJpzpesgs 1UglLos wopl:

<ffroot>



firepower#

show cluster info trace | include retain

Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima
Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima

ould lsol syslog ) wlJs 9ds>e J 1J split-brain:

<#root>
firepower#

show log | include 747016

Nov 03 2020 21:20:23: %FTD-4-747016: Clustering: Found a split cluster with both unit-1-1 and unit-3-1
Nov 03 2020 21:20:23: %FTD-4-747016: Clustering: Found a split cluster with both unit-1-1 and unit-3-1

prd9ble uble |Upzeoed

lJ9g>6||lJog>é e
11 51 lJ9g>6 3-1
<#root>
09:47:33 UTC Nov 2 2020
Primary DI SABLED Detected a splitted cluster
09:47:38 UTC Nov 2 2020
DISABLED ELECTION Enabled from CLI
09:47:38 UTC Nov 2 2020
ELECTION SECONDARY_COLD Received cluster control
Ji Ji 09:47:38 UTC Nov 2 2020
w9g> |lwsee> ||SECONDARY_COLD SECONDARY_APP_SYNC C(Client progression d
iaﬂa iaﬂa 09:48:18 UTC Nov 2 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY applicatio
09:48:29 UTC Nov 2 2020
SECONDARY_CONFIG SECONDARY_FILESYS Configuration replic
09:48:30 UTC Nov 2 2020
SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression d
09:48:54 UTC Nov 2 2020
SECONDARY_BULK_SYNC
SECONDARY
Client progression done




lIJuvsobss 2

CCL v ply Idlouold Jpss 3-4 wluss w@)sel ws JJl dloglosu.

Swd lJsud

FTD1 FTD2 FTD3

wwlse wlso-l wlse o

€926 lJogdp €926 IJoslule £936 IJuslole

w83 IJlowahs (Ul ogzs wissle B Ibl) 1dgesle)

FTD1 FTD2 FTD3
owlhse-l wwlse- wlse o

€826 lJogdpe £826 lJoslule €956 lduslole
wedsd

lJeg>o I.Ji_9J: 99> £936 1w 3 9zsle HC oy 1U9256-3-1 9y wd Huwldo |Js 1U9z>6-3-1
Jegl,s uble IUpzesgs.

;ite-A switching infra DCl 51.n.r|ti:h|r1g infra

&' —
i 3 Health Chec (HC) @

Keepalives dld 't make

hele Lunit-3- it to the Contrpl Unit

ro quit

Site-B
LS I, \




IJzs& IJelos: wp luwessls $lses Idoede B 1U9uo9d (CCL) wuwies Jos,é: Jpel 1o 5uwlds
CLUSTER_QUIT_REASON_STRAY_MEMBER p0 £ lJozdpe &> suode Us Izlow IJogss.
19256 3-1 wiow poluiyé lds IUsuoe Ideglbd 91 s9zs luduwle IUsple

[ i i i E il - - .
Site-A switching infra DCl switching infra

Ask unit-3-
Lo quit

CCL
Data

eJds 1dser6 1-1 (IJ sl 9w0) oygu:

<ffroot>

firepower#
Asking SECONDARY unit unit-3-1 to quit because it failed unit health-check.

Forcing stray nenmber unit-3-1 to | eave the cluster

eJs 1J9ers 3-1 (£86 Idoslule) o)s:

<ffroot>

firepower#

Cl uster disable

is performing cleanup..done.
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-3-1 transitioned from SECONDARY to DI SABLED

Sop 0dd 9236 Lble IJpezeses -3-1 1Js 21Js "eebd" 9w pe)d luwoehs louold CCL. swp lelss



<#root>
firepower#

show cl uster history

20:58:40 UTC Nov 1 2020

SECONDARY DI SABLED Recei ved control nessage DI SABLE (stray nenber)

20:58:45 UTC Nov 1 2020

DISABLED ELECTION Enabled from CLI

20:58:45 UTC Nov 1 2020

ELECTION SECONDARY_COLD Received cluster control message
20:58:45 UTC Nov 1 2020

SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

20:59:33 UTC Nov 1 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration sync done
20:59:44 UTC Nov 1 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished
20:59:45 UTC Nov 1 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

21:00:09 UTC Nov 1 2020

SECONDARY_BULK_SYNC SECONDARY

Client progression done

IJowsoliss 3

CCL v @ly IJleusld Jess 3-4 &luss o@ysel Vs JJl Idleglosw.

Sod IJd .

FTD1 FTD2 FTD3

wlso-l ol wlso o

€926 IJoedp €936 ldoslule €820 IJoslole

& Ilgwesb (v vess) 8826 IJoedp).

FTD1 FTD2 FTD3

uul.;o-i uul@;;.-i wlso o




£ lduslule €96 IJuedpe €96 lJoslule

wedsd
Heartbeats n i i 1

Slte-A switching infra Del " switching infra

. &
@) e—| 3 Health Check (HC)
. Keepalives didn't make it to and
from the Control Unit

.__FTD1 )
CCL
Data

1. L§|.‘,S{::u¢3 IJoaer g_95 lJoo9J uuaduo

2. Jl couod 1sess 1-1 £dis 3 sumlisd HC a0 1923631 90 suwlJs QUIT [Jis Isgsd-3-1.
Jl wuod oo 1) uwlds [Js 1J9g26-3-1 ool

3. wyuwd 1J9g»é 3-1 ,uwlds QUIT [Js 1J9zsé 2-1. Jl o uod 0o 1, uwlds iv.)| IJs [J9g»é 2-1.

I2036 luwesl Blispes IJoede B 1U9Le9d (CCL).

4. &) Unit-1-1 1o Unit-3-1 lg Joo g0 oduwol Jg8s8 wedp 9¢,uud Huwldé
QUIT_REASON_STRAY_MEMBER |Js Unit-3-1. w0z, lo wzuod 1J9g26-3-1 gJs 030
luwlds cowdd 1Js 29J6 pebds. 90958 IJ9 9w wdwor eyuwd 1J9gso 3-1 ,uwldo
QUIT_REASON_PRIMARY_UNIT_HC |Js 1d9z236-1-1 9o bde pwol luole IJgpd. ol |
Stued 9226-1-1 eds 03l ,wlJs Sou [Js 29J6 ,ogb.

pr9sble ublp |Upzesed

IJgzs6 1-1

<{troot>

19:53:09 UTC Nov 2 2020

PRI MARY DI SABLED

Received control message DISABLE
(primary unit health check failure)

19:53:13 UTC Nov 2 2020




DISABLED

19:53:13 UTC Nov 2
ELECTION

19:53:13 UTC Nov 2
SECONDARY_COLD
19:54:01 UTC Nov 2
SECONDARY_APP_SYNC
19:54:12 UTC Nov 2
SECONDARY_CONFIG
19:54:13 UTC Nov 2
SECONDARY_FILESYS
19:54:37 UTC Nov 2

SECONDARY

SECONDARY_BULK_SYNC

ELECTION Enabled from CLI

202(S)ECONDARY_COLD Received cluster control message
200 SECONDARY_APP_SYNC  Client progression done

2029 SECONDARY_CONFIG SECONDARY appTlication configur
2029 SECONDARY_FILESYS Configuration replication fini
2222 SECONDARY_BULK_SYNC Client progression done

Client progression done

lJuvsobss 4

CCL W¥slu IJleuold Jess woslez pu 31ds 4 elussé o@ysql

Swd lJsjud

FTD1 FTD2 FTD3

wwlse-l wwlso- wlso o

€928 lJogdp £928 lJoslule £86 lJoslole

> IJlugwennb (Bleo 8856 IJorde wogss) 1Upslde)



FTD1 FTD2 FTD3

ol wwlsed wlse o
£626 lJuslole £926 lJoslule €926 lJoedpe
cedsd

IJsud

uJdos pgoduds JQQ,J: I bd. B oo IJglJs: 1J9zss-1-1ls ol Jp weuod eds 3 uwlisd HC
o0 1U9226-3-1. 9uper U euode £ds puued 23836 glade bbys 1U9e»6-3-1 Lluweésle Huwldé
205 9090 1roulds Jp ouod 10 19pré-3-1:

a I i H Heartbeat g g a
Site-A SWItChlng Infm DCI switching infra
x r

ﬁ 3 Health Check (HC)
Keepalives didn't make it from

the Control Unit

CLUSTER_ QUIT_REASON_MA

1. suowe CCL Izl Idlezlo Juuog wolo. Jl oodds 1J9ess 3-1 3 5 wlisd HC oo 1J9z6-1-1



IuLoLE £9°6 wedp.

2. ©99p Unit-2-1 o, uwld Huwldé CLUSTER_QUIT_REASON_RETIREMENT (o).

3. wyuwd UNIT-3-1 ), wldé QUIT_REASON_PRIMARY_UNIT_HC |Js UNIT-2-1. o guedpol
Unit-2-1 9QE|.)_) |Jpap3&6.

4. &y uwd UNIT-3-1 ), wlds QUIT_REASON_PRIMARY_UNIT_HC |Js UNIT-1-1. o guwedpeol
Unit-1-1 9o gl 1Jpzpe9es. i@_o_jé luwesb Blispes IJoedpe Bs 1J9oed (CCL).

5. w99p IJgesle 1-1 9 2-1 Llghé Lop Oble lJpgesed Je 9> vsluloe.

edlebo: o Jl suve,s |J CCL Vs glbgs 50 wgd 3JY BOs p9de ald FTD1 suove IJzass
wedp £826 908> |J CCL Juweghs: 09 W89 IJ luwigle gass.

ouwlisd Syslog eds 1J9g26-1-1:

<#root>
firepower#

show | og | include 747



Nov 03 2020 23:13:08: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:09: %FTD-4-747015: Clustering: Forcing stray member unit-3-1 to Teave the cluster
Nov 03 2020 23:13:09: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-4-747015: Clustering: Forcing stray member unit-3-1 to Teave the cluster
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering:

State nachi ne changed from state PRI MARY to DI SABLED

Nov 03 2020 23:13:12: %FTD-7-747006: Clustering: State machine is at state DISABLED
Nov 03 2020 23:13:12: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MY_STATE (sta
Nov 03 2020 23:13:18: %FTD-6-747004: Clustering: State machine changed from state ELECTION to ONCALL

wvedlo voog ublp 1Jpzeses eds 1Ugers 1-1:

<#root>
firepower#

show cluster info trace | include QUT

Nov 03 23:13:10.789 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 for reason CLUSTER_QUIT_R
Nov 03 23:13:10.769 [DBUG]

Recei ve CCP message: CCP_MSG QUIT fromunit-3-1 to unit-1-1 for reason CLUSTER QU T_REASON_PRI MARY_UNI T_

Nov 03 23:13:10.769 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
Nov 03 23:13:09.789 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
Nov 03 23:13:09.769 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
Nov 03 23:13:08.559 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
Nov 03 23:13:08.559 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C

suwlkisJ Syslog gJ.s 1J9z28-3-1:

<#root>
firepower#

show [ og | include 747

Nov 03 2020 23:13:09: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering:

St at e machi ne changed from state SECONDARY to PRI MARY

Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_FAST to PRIMA
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_DRAIN to PRIM
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_CONFIG to PRI
Nov 03 2020 23:13:10: %FTD-7-747006: Clustering: State machine is at state PRIMARY_POST_CONFIG

Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_POST_CONFIG t
Nov 03 2020 23:13:10: %FTD-7-747006: Clustering:



State nachine is at state PRI MARY

pe9sble wble |Upzeoed

IJozs6 1-1

<ffroot>

23:13:13 UTC Nov 3 2020

PRI MARY DI SABLED Recei ved control nessage Dl SABLE
(primary unit health check failure)

23:13:18 UTC Nov 3 2020

DISABLED ELECTION Enabled from CLI

23:13:18 UTC Nov 3 2020

ELECTION ONCALL Received cluster control message
23:13:23 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ELECTION SECONDARY_COLD Received cluster control message

23:14:48 UTC Nov 3 2020

SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

23:15:36 UTC Nov 3 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY appTlication configuration
sync done

23:15:48 UTC Nov 3 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

23:15:49 UTC Nov 3 2020

SECONDARY_FILESYS  SECONDARY_BULK_SYNC Client progression done

23:16:13 UTC Nov 3 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done

lJovsobss 5

KIONANE N

FTD1 FTD2 FTD3




,J.U|§Cf|

u.u|§¢'r|

wlse o

e96 lJugdp

£ ldoslule

€936 lJoslole

w8 IJlgwenh (Jl egssole)

FTD1 FTD2 FTD3
wwlso-l wwlso- wlse o
e ldugdp £9 ldoslule £936 IJoslule

NN

Lhowdo 1J9z»6-3-1 ) wlisd QUIT |Js JJ pu 1d9e»6-1-1 9ld9z»6-2-1. JIu v wew punldd
IJlouold Je suvede ouwlds QUIT |JI H9g»6-2-1.

wvedlo soog uble lJpzeses JJggré 1-1:

<tfroot>

firepower#

show cluster info trace | include QUT

Nov 04 00:52:10.429 [DBUG]Receive CCP message:
Nov 04 00:51:47.059 [DBUG]Receive CCP message:
Nov 04 00:51:45.429 [DBUG]Send CCP message to
Nov 04 00:51:45.429 [DBUG]Send CCP message to

wedlo voog ublp 1Jpzeses JJggré 2-1:

CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO
CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
unit-3-1(1): CCP_MSG_QUIT from unit-1-1 to unit-3-1 for r




<#root>
firepower#

show cluster info trace | include QUT

Nov 04 00:52:10.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:47.019 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_R
Nov 04 00:51:46.999 [DBUG]

Recei ve CCP nmessage: CCP_MSG QUIT fromunit-3-1 to unit-2-1 for reason CLUSTER QU T_REASON_ PRI MARY_UNI T_

Nov 04 00:51:45.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CLUSTE

pe99ble uble |Upzeoed

lJ9g>6

s [Msees 2-1

<ffroot>

00:51:50 UTC Nov 4 2020

SECONDARY DI SABLED Recei ved control nessage DI SABLE
(primary unit health check failure)

00:51:54 UTC Nov 4 2020

DISABLED ELECTION Enabled from CLI

00:51:54 UTC Nov 4 2020

ELECTION SECONDARY_COLD Received cluster control message
00:51:54 UTC Nov 4 2020

SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done

JI 00:52:42 UTC Nov 4 2020

<92 SECONDARY_APP_SYNC  SECONDARY_CONFIG SECONDARY application configul

I sync done

'~ 100:52:54 UTC Nov 4 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication fin-
00:52:55 UTC Nov 4 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done
00:53:19 UTC Nov 4 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done
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oot s $pdu b ptzle IUble) 1degodds.
|._J|oabb

unit-1-1 {id 0}

INSIDE NN  OUTSIDE
Pal. 201 _Cf_’)_. Pol.202
& N
POAE | ——
:FI:
Cantral Unit
192.168.240.x/24
switching unit-2-1 {id 1)
infra : g "
&0 Poda
. iE Pal.201

switching
infra

oL oA ‘@—

Data Interface

192.168.241.x/24

9odlo uble 1Upzesed sldps yle:

lJ9g>6 1-1

lJ9z>6 2-1

<ffroot>

Cluster GROUP1: On
Interface mode: spanned

This is "unit-1-1" in state PRI MARY

ID 0
Site ID 1
Version : 9.15(1)
Serial No.: FCH22247LNK
CCL IP : 10.17.1.1

<{froot>

"unit-2-1"

Site ID
Version
Serial No.:
CCL IP

CCL MAC
Last join :
Last leave:

in state SECO

1
: 9.15(1)

FCH23157Y9N
10.17.2.1

. 0015.c500.02

02:04:19 UTC
N/A




CCL MAC : 0015.c500.018f
Last join : 02:24:43 UTC Nov 27 2020
Last leave: N/A

e wpdsu IJoglb uble |Jpzeses:

cluster exec cap CAPI int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq 8
cluster exec cap CAPO int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq
cluster exec cap CAPI_RH reinject-hide int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 19
cluster exec cap CAPO_RH reinject-hide int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 1
cluster exec cap CCL int cluster buffer 33554432

%,odlal'oéi op lple odo IJIZooble u_9;5 w56 pEpdsé e 1Jes IUbus pu 296 1Up)9) ew)
uble ldpzpses. Vs lJlovle 2lad 1o suveged Jeruiz IJodlb Eluo w8, Iledl (eds
wwosd ldpeld: Elss psule 9ddel ledo puos) psule) lo sEJJ "TJoyusuv” S
IJoylble.

olows 1Jz21ds 1. 2536 1U s, 1deceleds (1Ideldd o9 isuol 1ess,)

IJpdlglbs 1. sbo, |Jo@l 1UsIEJs 2ip S8 gJs 9226-1-1. 03l sgus i lJoss g s JJI
IUlozlosy ey gwn 9226-1-1 (I8 p)9) pupledo):

<#root>
firepower#

cluster exec show cap

un 1 t- 1 - 1 ( LOC AL) . Fedededededede NN e NSNS NNl dehdedehdede el SNl SNV SNl NS Nedde NNl dhdt

capture CCL type raw-data interface cluster [Capturing - 33513 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

reinject-hide
buffer 33554432 interface INSIDE [Buffer Full -

33553914 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO_RH type raw-data
reinj ect - hi de
buffer 33554432 1interface OUTSIDE [Buffer Full -

33553914 Dbytes



]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

unit 2 1-*************************************************************

capture CCL type raw-data interface cluster [Capturing - 23245 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

unit 3 1-*************************************************************

capture CCL type raw-data interface cluster [Capturing - 24815 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

IJpdlzbs 2 - wedsd edles 1Jsuods JJwsBd§ wpuds Ideuos, 45954

<{froot>

firepower#



cluster exec show conn

unit_l_l(LOCAL):******************************************************

22 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 2 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
45954

, idle 0:00:00, bytes 487413076,

flags U O N1
unit_z_l:*************************************************************
22 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 249 most enabled, 0 most in effect

Unit—B—l:*********** Fedededededede NNk
17 1in use, 20 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:443 NP Identity Ifc 192.168.240.50:39698, idle 0:00:23, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

45954
, idle 0:00:06, bytes 0,

flags y

9226 Dlso pdlebs

- pldI 1o - ougds 1J9ere 1deswe§
ldoz2s -1 loess Ndpasy - ob,l Jio 19236 3-1 Jol "Lo" 9w "Lo” Bl o3l sgws Io
1J9z>6 1-1 9> wpe lgoshoel Jess) Jodl IJesd 8. 9093l wpl luo




lJpelJd i..___su'ol‘ lowgow 9g26 it,s (1J9g>6 3-1 W o030 1JzlJs) JpldI
leeslbs

lJ9g>6 2-1 - -

lJ9g>6 3-1 Y lJ9z>6 05 pldd JJuuwg IJlzwslbs

95pJ0 wposd 3JY eds IJuzy Idelds:

nit-1-1 (igQ
TCP SYN owrat'4'HDirector
INSIDE SR T OUTSIDE
Po1.201 ‘@_ P01.202
L
Pods --‘*--
. Contral Unit
Cluster Add e 192.168.241.x/24
LDRHIOS SN mgssage: unit-3-1 is TCP
tHie Backup onwer
§ SYN/AC

unit-2-1 (id 1)

- SUMiT

:J!!!!l-ﬁu ‘IIIIIII

Host-A e Cluster Delete

message: The flow is
terminated

= F0l1.202

v unit-3-1 (id 2)
—_— -
Po48 -_® Backup owner

cCL

Pol.201 = 1 =
Data Interface 0 i —— ], ()2

1. wuoed gjpd uble TCP oy IJpuos9-A lJs 1J9zre-1-1. ouowe 1U9er6-1-1 plJY IJer d.

2. Jpl sop locgle 1J9z36 1-1 Jpss) I8, 90 e Bluo suwgw ksuol [J9gsé 3-1
Joldd Jdouwe IUleeslbs Guwlds [uolss oble I ez e988).

3. wuod ¢jpd TCP SYN/ACK ey Idpuosd-B |Js 1U9256-3-1. [Jesd 9§ popled.

4. Lpzyd luole IUlouold syuwd 1UpldY Huwldo 2308 uble pzesed JIIJs pedsple w9 3§
U pldd IJouwes IJlzoslbss.

IJedlzbos 3 - IJIJedlb voous susw lu lloglose Jl sozoly Ul po ¢dIJ 1Ugess 1-1.

IJgbgo 1. weass [Jwsdd 9ldzipe Slo IJiop§6 WIS gpSE 9ol uwble [Jpzeses luveobl |Us
roov_.95 |J|puo.)_)i



<#root>
firepower#

cluster exec show capture CAPlI | i 45954

UNTE=1-1(LOCAL) : # s sdedesodesde s de o desdodedesioddoio el o de o deiodedeolo el dedo s de o e dedo e deoiode o

1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: S 992089269:992089269(0
2: 08:42:09.363521 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45954: S 4042762409:4042762409
3: 08:42:09.363827 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 4042762410 win 22

Unit 2 l.*************************************************************

Unit 3 l.*************************************************************

<#root>
firepower#

cluster exec show capture CAPO | i 45954

unit-1-1(LOCAL):* S S S SRR RS R R RS RS R R R R e
1: 08:42:09.362987 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: S 2732339016:2732339016
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954: S 3603655982:3603655982
3: 08:42:09.363903 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 3603655983 win 22

unit_z_l:******ﬂ TehhhhhNN NN N hdddddddddddddddhhh RN NN NN hfddddeddedddd

unit_B_l:*************************************************************

lJglbogs 2. ulbbo)l Jio o3l 09 w399 TCP. Vluol wuwg 2jp IJpuoldzo edlese IUleglo. 9pl
Spduul o uys WS 03l 1Upg)z: BOlu 1J9ero 1-1 o5 1UplJY. pu lzd IJowuvsb: sop 239 p)led
lJoooe es) sl Iduadé:

<#root>
firepower#

show cap CAPI packet-nunber 1 trace

25985 packets captured
1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.

45954

> 192.168.241.50.80:
S

992089269:992089269(0) win 29200 <mss 1460,sackOK,timestamp 495153655 0,nop,wscale 7>

Phase: 4



Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'

Fl ow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

>,3J6 0,9, IULzle (TCP syn/ACK):

<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

25985 packets captured
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954:

S

3603655982:3603655982(0)

ack

2732339017 win 28960 <mss 1460,sackOK,timestamp 505509125 495153655,nop,wscale 7>

Phase: 3



Type: FLOW LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 9364, using existing flow

lJedlgbs 4. u9 o2 wbe puvess vslule FTD |ogole IJlouold sluolise gds zpse 1dgesle:

<#root>
firepower#

cluster exec show log | include 45954

unit-1-1

(LOCAL):******************************************“******“****
Dec 01 2020 08:42:09: %FTD-6-302013:

Bui It inbound TCP connecti on 9364

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302014:

Teardown TCP connection 9364

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024000440 TCP FIN

unit Dz deddede sttt s et e de de e v de A e de S e de S e de S d e d e e S e e S e g e e e e S e S e e e de s e

unit-3-1

Dec 01 2020 08:42:09: %FTD-6-302022:
Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302023:

Teardown backup TCP connecti on

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

solaws 1216 2. 2,36 1 s, Idpepleds (IJpldd ppodad eo ldpss))

o pod luwo IJzlds 58pe 10 JJu B >)lyws 1Jzlds o030 plJI IJe>9§ 09 9236 pgodudo gu
|JP)§J
© zese ldpoele publood Js)lws 1l 18 1. 18,8 Isssums wldpldbus pe 2luwé



IJ2lJs 59 109 £dp "Y" IUds sSuwewsd ede "Y" 8Os Iduwsobss 1.
pdlzbs 1 - IJaldd ppods 0 [Jess).

C;CJ..S.J E_Jhoé |J|uu0|J JJu.)k.9L9 u._;|uuot.)|ro pot_é.') IJPUD-)J 46278.

<#root>
firepower#

cluster exec show conn

unit_l_l(LOCAL):******************************************************

23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46278

, idle 0:00:00, bytes 508848268, flags

U o N

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46276, idle 0:00:03, bytes 0, flags aA N1

unit_z_l:*********** Tehhfn NN hfdddddedededededededdedhhh RN NN hdddddddedddd

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

unit_B_l:*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:46276, idle 0:00:02, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46278
, idle 0:00:06, bytes 0,

flags Y



926 hlsé pdlelbs

|J9g>6 1-1 1959 eI 1desd 8 - oods 1J9ess [Jessd§

IJ9gs6 2-1 - -

- 23Sy 9pld 9236 IJuuwe IJleeslbs - wepd 1J9es6 3-1 1dedlps Lo

IJ9z>o 3-1 Y
e (035))-

98pIJu wposd 3JY eds oy IJolds:

TCP SYN

INSIDE
Pol. 201

UUTSILE
Pel.202

L4

@
D :

Podl  —
Control Unit
Cluster Add e 192.168.241.%/24
192.168.240.x/24 - 'SHI_JE; unit-3-1 is TCP xf
thle Backup onwer
1 SYN/ACH
SWCHir g unit-2-1 (id 1) Ew' ching >
- 50 — ol . — 50
! EiE 1201 EEm— 01202 @
HBSE e Cluster Delete Host-B
message: The flow is
terminated
v unit-3-1 (id Zb-
>, \ irector +
ccL post —@_ Backup owner
Data Interface Pol.201 3'5-_'3 Pol.202

1. wuod gjpd uble TCP oy IJpuos9-A lJs 1J9zre-1-1. ouowe 1U9er6-1-1 plJY IJerd d.
2. sup lgosl 1J9zss 3-1 Jess) IJwsw . Unit-3-1 i@u'ol elJI Idouwes IJlzuslbss (Huwldé
ol uble IJpzeses eJs UDP 4193 e, CCL).
. ouod gjped TCP SYN/ACK pu ldpuosw9-B |Js 1U9er6-3-1. 1w 3§ popled.
4. Loy luole IUlouold: syuwd 1JpldY gw) Blisesd [dopdpe s IJ9o9d (CCL) Huwlds "z3es
oble IJpzeses" eJs UDP 4193 JI51Js pedsple 1Jwrdd§ oo pldY IJows Idlzoslbss.

w

IJedlzbos 2 - IJlJedlb uldooos sbo, lo lJlozlosy Jl sezoly [l po gJId 1Jgess 1-1




lJglbgs 1. iuuo'@p lJouoz udwo Jpl WS >)luwe IJzlds 1 Jogsss IJwsd @ 9ldzie slo 1dlow ple
VOS zpSE Idlo 1dpzesgsd luvoubl [Js pounds IUpuos):

<#root>
firepower#

cluster exec show cap CAPlI | include 46278

unit-1-1

(LOCAL):******************************************************
3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460,sackOK,timestamp 503529072 0,nop,wscale 7>
4: 11:01:44.842317 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46278:

S
3524167695:3524167695(0)
ack

1972783999 win 28960 <mss 1380,sackOK,timestamp 513884542 503529072,nop,wscale 7>
5: 11:01:44.842592 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80: . ack 3524167696 win 22

unit Dz dedde ettt et e de de e v de A e de S e de S e de S S e e d e e S e e S e e e e e e S e S e e e de s e

unit_3_1:******% B R R e R R e R R
firepower#

ol gds lJglgod 1UEDzss:

<ttroot>

firepower#

cluster exec show cap CAPO | include 46278

unit-1-1

( LOCAL) : Fedhdhhhhhhh R RN R hfddddddededededededededededededhh NN RN dhddddd

3: 11:01:44.841921 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

2153055699:2153055699(0) win 29200 <mss 1380,sackOK,timestamp 503529072 0,nop,wscale 7>
4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46278:

S

3382481337:3382481337(0)



ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
. ack 3382481338 win 22

5: 11:01:44.842638 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80:
unit_z_l:*************************************************************

unit_B_l:*************************************************************
firepower#

Uz 1696 2. 1,35 £Jss 25 1Usg9J (TCP SYN 5 TCP syn/ACK):

<#root>
firepower#

cluster exec show cap CAPlI packet-nunber 3 trace
unit_l_l(LOCAL):******************************************************

824 packets captured

3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460,sackOK,timestamp 503529072 0,nop,wscale 7>

Phase: 4

Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner



ooog SYNJACK gds 1Jszss 1-1:

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 4 trace

unit_l_l(LOCAL):******************************************************

4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46278

S

3382481337:3382481337(0)

ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
Phase: 3
Type: FLOW-LOOKUP
Subtype:
Result: ALLOW
Config:
Additional Information:

Found flow with id 9583, using existing flow

lJedlglbs 3. wbo, pgbble puwess vslule FTD logsle IUlouold gluoliso gds 1Jpldd 9pldd
lJouwesd IJlzoslbsé:

<#root>
firepower#

cluster exec show log | include 46278

unit-1- 1(LOCAL) TR T TR L L
Dec 01 2020 11:01:44: %FTD-6-302013:

Bui |t i nbound TCP connecti on

9583 for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 11:01:53: %FTD-6-302014:

Teardown TCP connection

9583 for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024001808 TC

unit-2-1:%**

unit_3_1:***x***f Tede T TSk



Dec 01 2020 11:01:44: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 11:01:53: %FTD-6-302023:

Tear down director TCP connection

for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

3lwd 1zl 1J19)s6 3 - 2,96 1Jpu9) £ Ipwpleds (s89p IUpss) lehs wozso 2ydd
1Je190)-

IJedlzbo 1. sbo, [Jo @b [0le 280 2ip eds 1J9gr0 1-1 9 19226 2-1 (1w £s) Idpwpled):

<#root>
firepower#

cluster exec show cap

unit-1-1(LOCAL) :* et e e e o e e o 5 o o e o S o o o o o A o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554320 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinj ect - hi de

buffer 100000 interface
I NSI DE

[Buffer Full -

98552 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinj ect - hi de
buffer 100000 interface

QUTSI DE

[Buffer Full -

99932 bytes

1

match tcp host 192.168.240.50 host 192.168.241.50 eq www
un 1 t-2-1:* dedededededefdededehdededehdde NN dde NNl dde Al A dhddedhddefhdde NNl Al

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553268 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www




capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de

buffer 100000 interface
QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un1t 3 1 FedededededdehdhhhhNh NN NN NN NN de S dededededededdeddhdhhhhNh NN NN NN N hde S dedededededdd

capture CCL type raw-data buffer 33554432 +interface cluster [Capturing - 53815 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 658 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - 658 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

lJedlzgbs 2. vedsd edlesd 1Usuods JJwsd 8 wpuds Idp o>, 46502.

<#root>
firepower#

cluster exec show conn

unit-1-1

(LOCAL):x*******{ Fededededede SN ddeNdd NNk
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46502

, idle 0:00:00, bytes 448760236,

flags U O N1



TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46500, idle 0:00:06, bytes 0, flags aA N1

FTeddehddhddfdddhhdhNdeh Nl NdhNdhFdhddhddeddhddNdd Nl d TNl fdhdd

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 1 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46502
, idle 0:00:00, bytes O,

flags Y

Unit 3 1.*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

9226 Dlso pdlebs

1J9z>6 1-1 1959 - plJI IJodB 8 - oo9ds 1J9e36 [Jws .

1dpss) - wpl 1619258 2-1 wepd edlps "Y" Blo 3JY sgus 1o
1J9220 2-1 9> wpe lgoshol Jess) Josl Ides>d .

eldd IJoyw Idlzoslbs -

el seds Ige po lue Jsuw slusel pu o3l lJuloz: Seu I
[Jlbol) glbool) Iduwed: pu lU9loe [0 1d9er6 2 -1 wes> wogso oil
IJesdd 1ds 1Jpldd (8ds 1doép pu lue Jl sgow) po lJuless
IJSuss oo, Ugw S o3l Iduwsulis).

IJozs6 2-1 Y

pdlebs: Jl spdy i o9y 1Jgess JJl pu 1dpss, (Y flow) 9ld ey und
(z flow): 903l I>9)le Jl sgopelo. I sild wlepdlo Ides)le (IJw>9d
Y) leo w9zso 2yIo 1Upy9). Jlze 18,1z show log Jlz 8l W 55l uws
lJglJé odo.




IJ9gs6 3-1 - -

9spdu wpisd 3JY gds IJugy IJolds:

TCP SYN

TSk

INSIDE

Pol. 201

UUTSIUE

@_. Pol.204

L4

192.168.240.x/24

4y
- J

Cay

Host-A

PoAR

2

trol Unit

1)

wnit-2*1 (id

Director +
Backup owner

unit-3-1 {id 2)

CCL

TCP

6 SYN/ACK

192.168.241.x/24

swillchin

Data Interface

Pol.202

1. ouod gipd uble TCP oy IJpuosd-A lJs 1J9zr0-1-1. oo 1J9er0-1-1 pldd IJes>8 .

2. sop lgosl) 196 2-1 Jess) Jdwsd @ 9eldd Jdouwg Idlzoslbs. syuwd pldd 1dessd
Holds loolds Gble IUeze9es" JJoo izl gl UDP 4193 Jlgdle pldd Idowe
IJlzoslbs wldesg.

3. uod 256 TCP SYNIACK 00 1p osd-B 1Ues 1J9226-2-1. 1JeaB £y IJpopled.

4. ©89p U926 2-1 Llehé wozso IUzses pu ¢lJ CCL IUs Idpldd (Guvow o0 oersd

ool TCP SYN).

5. 589 IJpldd Clehss el 1Jzsp6 s 1Uslzo6 1Ughzss & lehs cozse IUzies wzs

IJpos-A.

6. oz luole IUleuold: syuud 1deldd 5uulds 238 ble pzeses JLiIJs pedsple 1o

e pldd IJouwgs IJlzoslbss.

IJpdlzbs 3 - sbo, IJoywesd wldowwe 20d8 1dps9) €y Idpoplods glelss Idusese pu 1d9grs

2-11Js 19z 1-1.

IJglb9o 1. 225 1dzip Idos cowps [Js wr9@ 1JBlsse (IJeuwds 46502):

<#root>




firepower#

cluster exec show capture CAPI | include 46502

unit-1-1(LOCAL) : ##%**

R R R R R R R R ROROSOROROFORCROR)

T dhd

el fdehfdhddhddhdhn

3: 12:58:33.356121 802. 1Q vlan#201 PO 192.168.240.50.46502 > 192.168.241.50.80: S 4124514680:4124514680
4: 12:58:33.357037 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46502: S 883000451:883000451(0
5: 12:58: 33 357357 802 1Q v1an#201 P0 192 168 240 50 46502 > 192 168. 241 50.80:

Un1t I L  E e T L P e L
Unit 3 1.****************************************n********************

loglo IdLele:

<{froot>

firepower#

cl uster exec show capture CAPO

i ncl ude 46502

unit_l_l(LOCAL):*********************************** Ted Sl S S S S S ddedededededededede

3: 12:58:33.356426
4: 12:58:33.356915
5: 12:58:33.357403

802.

802

1Q vlan#202

.1Q vlan#202
802.

1Q vlan#202

PO
PO
PO

192.
192.
192.

168.
168.
168.

240.
241.
240.

50.46502 > 192.168.241.
50.80 > 192.168.240.50.
50.46502 > 192.168.241.

UNTT=2 =T x Fessedesesedesededesedede s de s de e e e de s de de s e e e e e e e e e de s dede s de e de e e e e e de e de de e e o
1Q vlan#202
1Q vlan#202
.1Q vlan#202

1: 12:58:33.359249
2: 12:58:33.360302
3: 12:58:33.361004

unit-3-1:%*

802.
802.

802

PO
PO
PO

192.
192.
192.

168.
168.
168.

241.
241.
241.

50.80 > 192.168.240.50.
50.80 > 192.168.240.50.
50.80 > 192.168.240.50.

. ack 883000452 win 229

50.80: S 1434968587:1434968587
46502: S 4257314722:4257314722

50.80:

. ack 4257314723 win 22

46502: S 4257314722:4257314722

46502:
46502:

. ack 1434968736 win 23
. 4257314723:4257316091

1Jg 96 2. cowe IUegie: wuvdd lBe)luos: sop wowe isJ 50 2ipd ped VWb, 9JJow sl

Swpe 239 pled IJoowe 6, 3l IUuads.

1J926 1-1 (IJplJ):

<tfroot>

firepower#

cluster exec show capture CAPI

unit-1-1(LOCAL) : #¥%%**

R R R R R R R BT S ORORORORCROR)

T dhd

packet - nunber 3 trace

Feddehfdehfdhddhddhdhn

3: 12:58:33.356121 802. 1Q vlan#201 PO 192.168.240.50.

46502

> 192.168.241.50.80:

S



4124514680:4124514680(0) win 29200 <mss 1460,sackOK,timestamp 510537534 0,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:

Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

1J9236 2-1 (pyuwd)

Yo 059, Idbzle (TCP syn/ACK). 9256 1Jwlis>o os UNIT-2-1 9ldws o5 1Jp>s)/pldd IJoywgo
lJleoslbss 9099 wlehsé wogso erdé 1Upy9) IJs 1Jpld:

<#root>
firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 12:58:33.359249 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.
46502

1 S 4257314722:4257314722(0) ack 1434968588 win 28960 <mss 1460, sackOK, timestamp 520893004 510537534,no0
Phase: 4

Type: CLUSTER-EVENT

Subtype:

ResuTt: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.



Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

lJpdlzbs 4. o9 0z wbe puvess vslule FTD |ogsle IUlouold gluoliseo gJs gese 1Ugeslo:

<#root>
firepower#

cluster exec show log | i 46502

un-i t_l_l(LOCAL) ::‘::':-k-.'r:'::“::'::':-.'r-k:'r:'::“::'::':-.'c-k»‘::':3“::':-k-.'r-ks‘::'::'::':-k-.'r-ks‘::’::“::‘:-k-k:'n“::'::‘::‘:*7‘::’:*:’::‘::‘:*:‘::’:*:’:

Dec 01 2020 12:58:33: %FTD-6-302013:
B
uilt inbound TCP connection

9742 for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 12:59:02: %FTD-6-302014:

Teardown TCP connection

9742 for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 bytes 2048000440 TC

unit_z_l:*****************************************“******“************
Dec 01 2020 12:58:33: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46502 (192.168.240.50/4650
Dec 01 2020 12:58:33: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46502 duration 0:00:00 forwarded bytes 0 Forwa
Dec 01 2020 12:58:33: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 12:59:02: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 forwarded bytes 20483163

unit_3_1:*******f TR S S S dedededededededededededed ek
firepower#



solowé 1zl Js 1UI1586 4 - 2,36 1 p,9, £ Idpepleds (IJeldd 09 1Jpss))

lJpdlelbs 1. sbo,y |Jodl [gle 280 2ip eJs 1U9z26 1-1 9 1J9z56 2-1 (IJws @ g6 Idpwpled):

<#root>
firepower#

cluster exec show cap

UNTt-1-1(LOCAL) z # s dededededededosddedededede e et e e e dede e e e i o

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554229 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinj ect - hi de

buffer 100000 interface
I NSI DE

[Buffer Full -

98974 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinj ect - hi de
buffer 100000 interface

QUTSI DE

[Buffer Full -

99924 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq www

unit-2-1:* sk dededededede el dededededede el de e dedede et e de e dedede e e e de e dede de e e de e de dede

capture CCL type raw-data buffer 33554432 1interface cluster [Buffer Full - 33552925 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinj ect - hi de
buffer 100000 interface OUTSIDE [Buffer Full -

99052 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq www



un-lt 3 1 Fedededededdehdhhhhhhs Tededededededdeddddh ededededehhn

capture CCL type raw-data buffer 33554432 <interface cluster [Captur1ng - 227690 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 4754 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Jedlzbs 2- cedsd ed1ps 1s,ods JJosd s wposs Ieos, 46916.

<#root>
firepower#

cl uster exec show conn

unit-1-1

( LOCAL) : Tedededde SN NSNS NS A Nde S NS S hdedeNdedeNdede VA de NN de NS Ndhde Nl dddhddh

23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46916

, idle 0:00:00, bytes 414682616,

flags U O N1

unit-2-1

21 in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:



46916
, idle 0:00:00, bytes O,

flags z

unit-3-1

17 1in use, 20 most used

Cluster:

fwd connections: 0 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46916
, idle 0:00:04, bytes 0,

flags y

9226 Dlso pdlebs

cpldY 1Jese @ - ougds 1J9ere 1Jeswe§

1dess) - wbl Jio 19gss 3-1 Jol "o" sdsuw "uo" Blu 03l sgws T
1J9z>6 1-1 9> wpe lgoshoel Jess) Jodl IJesdd§. 90Ul wpl luo
IJplJd lsuol loogow 9236 1,6 (1J9z26 3-1 B o030 1JelJs) JplJ

lJ9z>6 1-1 ig@g

lzoslbs
lJ9z>6 2-1 z " pound
lJ9z>6 3-1 Y - pldI IJoywe IJlzeslbs

98pIJu wpisd 3JY gds IJugy Idelds:



TCP SYN owndt'4'Director
-4

LILITSILIE

;@_ Po1.202

152.168.240.x/24

192.168.241.x/24

PR i

Host-A
Forwarder
unit-3-1 (id 2)
Pods Backup owner
ccL

Pol.201 Pol.202

Data Interface

1. ouod 23pd TCP SYN oy Idpuos-A lJs 1J9zr6-1-1. cuowe 1J9226-1-1 0 pldd IJe>9§
9swp ltushoel Jpss,.

2. sop lgosl 1des 3-1 Jeldd Jdouwt IJlzoslbs. sHuvd pldY 1> @ juwlds "l olds
uble pgeyed" JJoo IJiab@ eJs UDP 4193 JleJlp plJY IJouwi IJlzoslbs wldeswdg.

3. wuod gjpd TCP SYN/ACK pu ldpuos9-B 1Us 1U9er6-2-1. 1w @ &) [dpopled.

4. ©89p U926 2-1 Llehé wozso IUgses pu ¢lJ CCL IUs Idpldd (Guvow o0 oersd
ool TCP SYN).

5. 8990 IJplJY Clglo [5¢ld 1Jzse6 geds [J9lzos 1Ughzsse e lelho wozso IUeies w9
lJpos9-A.

6. vz luole IUlouold: syuwd IJpldY Huwlde 2308 uble pzeso JIJo ped9ple [Je>99
e pldd IJouwgs IJlzoslbss.

IJpdlzbs 3 - sbo, IJoywesd wldowwe 22d8 1dps9) € Idpoplods glelss Idusese pu 1d9grs
2-1 |Jss 19226 1-1.

19256 2-1 (ox0wd)
<#root>

firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 16:11:33.653164 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.



46916

S

1331019196:1331019196(0)

ack

3089755618 win 28960 <mss 1460,sackOK,timestamp 532473211 522117741,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

lJedlgbs 4. u9 o2 wbe puvess vslule FTD Jouole IJlouold sluolise gds zpse 1dgesle:

¢ 126 1-1 (el )
© 1928 21 (p30md)
o 19236 3-1 (plJd 1Uouwgs Ul eslbss)

<#root>
firepower#

cluster exec showlog | i 46916

dededddede Sl ddedefdde N ddefhdde NN dde RNl de Al dhdddhd

unit-1-1(LOCAL) :#¥ ¥
Dec 01 2020 16:11:33: %FTD-6-302013:

Bui |t inbound TCP connection

10023 for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:11:42: %FTD-6-302014:

Teardown TCP connection



10023 for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024010016 T

dedededededodedededdoddededded e dedde de ke dededede ke de dededed de ke de ke de ke e de ke de e ke ke

unit-2-1;%%%*3
Dec 01 2020 16:11:33: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46916 (192.168.240.50/4691
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46916 duration 0:00:09 forwarded bytes 1024009

UNT = 3= 0 2 % v e s e e e e e e e e e e e e o e e e e e e B0 S e e e e B S e e e e B S S e e e e e S e e de e e e e e

Dec 01 2020 16:11:33: %FTD-6-302022:
Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

31w 1elJs 5 - 2058 1 s, s I poelads (Jeldd ppedos g0 1Jpas.).

IJedlzbo 1. sbo, [Jo@b [30le 280 2ip eds 1J9e20 1-1 9 19226 2-1 (1w &) Idpwpled):
<#root>

firepower#

cluster exec show cap

unit-1-1

(LOCAL) : * e e 45 5o 56 o o e 55 56 56 o o e 55 56 o o o o 5 o o o
capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553207 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 99396 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99224 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinj ect - hi de

buffer 100000 interface
I NSI DE

[Buffer Full -

99396 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data



reinject-hid
e buffer 100000 interface

QUTSI DE

[Buffer Full -

99928 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

unit-2-1

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554251 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinject-hide

buffer 100000 interface
QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un 1 t- 3 - 1 . Fedededededede NN e NN de T de NN Ndedehdede e dededeNdedeNdededdede NSl S NNl ddedeTehdNddeNd

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 131925 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 2592 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

lUpdlzbs 2. cedsd ede Ileuold JJesdd wposs [Jpuos, 46994:

<#root>
firepower#

cluster exec show conn

unit-1-1



(LOCAL) ¢ # s s s dededede e di de e dedede e oo e s e e e e oo b e e e e el i e e de e e e e oo
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46994

, idle 0:00:00, bytes 406028640,

flags U O NL

B e R R R T e R kT S S S e R kA e T R R Rk Sk Sk R S L

22 1in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:
46994
, idle 0:00:00, bytes O,

flags z

TeddehddhddfdddhhdhNdeh Nl Nl NdhFdhddhddehddhddNdd Nl dh Nl fdhdd

17 in use, 20 most used

Cluster:

fwd connections: 2 1in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46994
, idle 0:00:05, bytes 0,

flags Y



926 hlsé pdlelbs

1J9z26 1-1 1959 - plJI 1Jes @ - oosds 1d9ess IJosd @

lJ9z>6 2-1 z Fpound

eldId ldogwg Idlzoslbgs -
lJ9g>6 3-1 Y

PIS)

98pJ0 wposd 3JY eds Idugs IJolds:

TCP SYN

INSIDE
Pol.201

192.168.240.x/24 Sontrol Unit e 192.168.241.%/24
e SYN/ACK
unit-2-1 {u:l 1} = ‘h'”
* 1
Host-A Host-B
Ba‘ckup owner
ccL + Director

Fol. 200 |—m———

Z==e=s

Data Interface Pol.202

1. ouod gipd uble TCP o0 Idpuosd-A lds 1J9gro-1-1. wuowe 1J9gro-1-1 pldJ [Jws>8§.

2. sup lgosl) 1J9ess 3-1 Jess) 9pldY Jdouwt Ilzoslbs. syuwd pldY 1Jesd§ ,uwlds
"luolo uble 1Jpzesed" JJowo Uiab@ eJs UDP 4193 JleJlp plJY IJowg IJlzoslbs
olJooru .

3. wuod gjpo TCP SYN/ACK pu IJpuos9-B [Js 1d9zr6-2-1. 1Jesw @ gs) Idpwpled

4. &89 19220 2-1 Llebo wozso 1Uz)jpd pu ¢JId CCL IUs 1UpldY (vuwew pdd og)ysed
Looll TCP SYN).

5. 899p IJplJY Llels [5¢ld 1Jzse6 eds [J9lzos 1Ughzss e lels wozso IUeieé w9



lJpuosB-A.
6. v luole IUloLolde syuwd IJpldd Huwlde 2300 uble pgeses JIilJo pedyple IJw>99
U pldd IJouwgs IJlzoslbss.

IJedlelos 3 - sbo, Jowwesd wldowwe eds 1desg) s Idpwplads slglhs Idoszso pu ldozrs
2-1|Js 1dgg»s 1-1.

9226 1-1 (IalJ)

<#root>
firepower#

cluster exec show cap CAPlI packet-nunber 1 trace

um' t_l_l(LOCAL) . FehR N R R hhdddddddedededededdededededhhh RN h NN h S ddddedededededededd

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

19228 2-1 (eru0J)

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 1 trace

1: 16:46:44.232074 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46994



: S 2863659376:2863659376(0) ack 2879616990 win 28960 <mss 1460,sackOK,timestamp 534583774 524228304,no

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

lJpdlzbs 4. o9 02 wbe puvess vslule FTD |ogsle IUlouold gluolise gJs gese 1Ugeslo:

* 19z 1-1 (IJpelJY)
* 1J9226 2-1 (eyuwd)
* 1J9226 3-1 (plddlpos) Iduuwes IJlzoslbsd)

<#root>
firepower#

cluster exec showlog | i 46994

un1t 1 l(LOCAL) Fededededede eSS hde SN hde eSS de eSS SN hdedefehde e Skl
Dec 01 2020 16:46:44: %FTD-6-302013:

Bui |t i nbound TCP connecti on

10080 for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:46:53: %FTD-6-302014:

Teardown TCP connection

10080 for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024000440 T

l B R R R R R R R R R R R R R R R o o R R kS L L R kR kAR ok L T o R T R

unit-2-
Dec 01 2020 16:46:44: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46994 (192.168.240.50/4699
Dec 01 2020 16:46:53: %FTD-6-302023:



Teardown forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46994 duration 0:00:09 forwarded bytes 1024000

un-i T3 -] FFdkdididfddhdhdhdidididd il dhdhdkdhdkdiddd il il dhdkdkdndx

Dec 01 2020 16:46:44: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:46:53: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

Joluwle 1delds IJoldss: ogwows IUbosdsgs! lJpuwespd [Js oble pzp9gd wpzpssle
slgdse:

wmit-1-1 (id 0]
INSIDE 4 QUTSIDE
PodR
Control Unit
Tl 197,168.240.x/24
EWit-Ehir'IE wunit-2-1 (id 1) i tfhi“E

infra infra

HQSI'A in |E' Et

unit-3-1 (kd 2]

—_

L

Data Interface

2lows 1elJs 6 - 2088 1 pss, .55 I poelods (azeses sleduss: Ieldd o9 IUpas))

IJedlebs 1- wlbo, o, leslu Ulguls eip eds 1Usess 1-1 51dszss 2-1 (IJeaBd3 )
Jeweled). oldluolws |Js 3JdY: sYsu 1dpldd 09 1U9zs6 2-1 (ould 25p eds JJI 1Uslzole
l>12Js6 9ldghzso Jobldle IJIgldNdlgBle csupl 1d9ers 1-1 wewss eds IJslzole 1JEDzso
WBYb):



<#root>
firepower#

cluster exec show cap

unit-1-1

(LOCAL) :* dedededdekdokdoddhdedhddhdddddhdhdkdhdhhhhhhhdhddhdhdkdkdkddk

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553253 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523432 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

rei nj ect - hide
interface

QUTSI DE

[Buffer Full -

523432 bhytes

]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

7':*7':7‘::':7'::‘:7':7‘:7‘::‘::‘:7’::“:7’:*‘.‘::“::‘:7’::‘:7’:7‘::‘::‘::"7’::‘:7‘:7‘::‘:7‘:‘ R R o R R R R T A o A R Rk kS ok kS

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554312 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinj ect - hide
interface
QUTSI DE
[Buffer Full -

524218 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

reinj ect - hide
interface

I NSI DE
[Buffer Full -

523782 byt es]



match tcp host 192.168.240.50 host 192.168.240.51 eq www

un-lt 3 1 FededededededehdhhhhNh NN NN NN NN de S dededededededdeddhdhhhhNh NN NN NN NN feddedededededdd

capture CCL type raw-data buffer 33554432 +interface cluster [Capturing - 53118 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

IJpdlebs 2. wedsd edlpé 1Usuods JJwsd 8 wpuds lJe o>, 51844,

<#root>
firepower#

cluster exec show conn addr 192. 168. 240. 51

unit-1-1

(LOCAL)) 1 # s dededesededede e dede e dedede s dede e s de e e e el dede e e de e el e de e de de e de de e

30 in use, 102 most used

Cluster:

fwd connections: 1 in use, 1 most used

dir connections: 2 in use, 122 most used

centralized connections: 3 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
51844
, idle 0:00:00, bytes O,

flags z

unit-2-1

23 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 4 in use, 26 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:



51844

, idle 0:00:00, bytes 231214400,

flags b N

unit-3-1

20 in use, 55 most used

Cluster:

fwd connections: 0 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:51844, idle 0:00:01, bytes O,

flags y

9226 Dlso pdlebs

lJ9z>6 1-1 z pound

lJ9z>6 2-1 o U cpldY 1o - wosds 1U9ess IJwswe g
lJ9z>6 3-1 Y plJY IJowi IJlzoslbs -

9spdu wpisd 3JdY gds IJugy IJolds:



it-1-1 (id 0
forwardar + backu
INSIDE — DUTSIEE TCP SYN/ACK
Pol _@_ O
Pod8

Control Unit
192.168.240.x/24

o owner

TCP SYN switching nit-2-1 (id 1)

192.168.240.x/24

inline set

backup owner
unit-3-1 (id 2)

CCL

Data Interface

1. ouod 2pd TCP SYN oy Idpuos9-A lds 1J9zr6-2-1. o uowe 1J9236-2-1 0 pldd IJe>9 9§
9swp lzushoel Jpss,.

2. op lgosh 1J9g»o 3-1 Jpldd Jdouwe IJlzeslbs. syuwd pldd 1Jesd§ ,uwlds "luolds

oble 1Jpzp9es" JJue IUlzhbs eds UDP 4193 JleJle oldd Idouwe IJlzoslbs wldosd .

. oued 2jpo TCP SYN/ACK ey IJpuosw9-B [Js Id9ere-1-1. [desd @ gs) Idpwpled.

4. 0 99p 19226 1-1 Clebs 1Uzip6 pu el Blised ldopde S 1Jsuosd (CCL) [Js 1Jess)
(IJ9e>6 2-1).

5. Jol Iu UNIT-2-1 09 1JplJd 9589 wlelss 1¢ld IUz506 eds 1Uslzos 1Uglzs6.

L od9p 1J9226 2-1 Llels wozso 1Jejpes wloglo IJposd-A.

7. wpe) luole IUloold: syuwd 1Jpldd 5uwldo 2308 wble pzeses JIiIJs pedyple IUe>99
U pldd IJouwes IJlzoslbss.

w

»

IJpdlzbé 3 - sbo, lJouwesd wldoooe I8 1Upig) sy Idpopleds slels IUoszso pu 1d9ead
1-1 1Js 1Jggo6 2-1.

1J9z26 2-1 (IJpldIJ/dp>s))

<tfroot>

firepower#

cluster exec unit unit-2-1 show cap CAPI packet-nunber 1 trace

1: 18:10:12.842912 192.168.240.50.51844 > 192.168.240.51.80:



S

4082593463:4082593463(0) win 29200 <mss 1460, sackOK,timestamp 76258053 0,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

19226 1-1 (puuwd)

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

un-i t_l_l(LOCAL) . TehnhRNfhdddddededededededededededededeh NN h NN N hdddddedededddd

1: 18:10:12.842317 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: NO FLOW

I (0) am asking director (1).

oJs 0,9, ILzle (TCP SYN/ACK)

19226 2-1 (Il p>s,)



<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 18:10:12.843660 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: FULL

I (1) am owner, update sender (0).

Phase: 2

Type: FLOW-LOOKUP
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Found flow with id 7109, using existing flow

lJpdlzbs 4. o9 0z Ube puvess vslule FTD Jogsle IUlouold gluoliso gds gese 1Ugesle:

* 19z 1-1 (IJpelJY)
* 19226 2-1 (pyuwd)
* 19226 3-1 (pldd/prs) IJouwis IJlzoslbss)

<#root>
firepower#

cluster exec show log | include 51844

unit-1-1(LOCAL) : s dedededodsis e 3t 3¢
Dec 02 2020 18:10:12: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/51844 (192.168.240.50/5184
Dec 02 2020 18:10:22: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/51844 duration 0:00:09 forwarded bytes 1024001

un-lt 2 l B R R R R R R R R R R R R R R R R R R R kR o S L o S R R T kAR ok L T o R T R LR
Dec 02 2020 18:10:12: %FTD-6-302303:



Built TCP state-bypass connection

7109 from INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240
Dec 02 2020 18:10:22: %FTD-6-302304:

Teardown TCP st at e-bypass connection

7109 from INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024001888 T

unit-3-1:-° Yededededededededededededededededededededededededededede
Dec 02 2020 18:10:12: %FTD-6-302022:

Bui It backup stub TCP connection

for INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 02 2020 18:10:22: %FTD-6-302023:

Tear down backup TCP connecti on

for INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

2olowd 1Jelds 7 - 256 a9 55 Ipepleds (szeses Sledss: 1Jeldd ptodod g0 1Jeas))

lJpldY 09 U-2-1 (o0l 25 eds JJI 1Uglzole IUs1EJs06 9ldglzse JIJe @l Reinject-hide. wsw el
1J92>6-3-1 J>sol Wb gds IJELR):

<#root>
firepower#

cluster exec show cap

UNTT-1-1(LOCAL) 7 # s desosdededosodedede sl desode dedoside desdosiodedede il dedesdolde dedoide dedoiodededeioe

capture CCL type raw-data buffer 33554432 +interface cluster [Capturing - 13902 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 90 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

R L L e L e L e

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553936 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hid
e

interface



QUTSI DE

[Buffer Full -

524230 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

reinject-hide
interface

I NSI DE
[Buffer Full -

523126 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit-3-1

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553566 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523522 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hide
interface
QUTSI DE
[Buffer Full -

523432 bytes

]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

IUpdlzbos 2. cpdsd gdles 1U9uods JUesdE weods IUp 0, 59210.

<#root>
firepower#

cluster exec show conn addr 192.168. 240.51

unit-1-1

(LOCAL) PR dededededededededededededededededededededededededededededededededdedededdedede e de e dede e hdden



25 1in use, 102 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 2 in use, 122 most used

centralized connections: 0 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:

59210
, idle 0:00:03, bytes 0,

flags Y

B e R R R T e R kT S S S e R kA e T R R Rk Sk Sk R S L

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 28 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:
59210
, idle 0:00:00, bytes 610132872,

flags b N

Feddehddhddfddfdhhdh NVl RdhNdhfdhddhddRddhddNdd Nl d Nl Ndhdd

19 in use, 55 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
59210
, idle 0:00:00, bytes O,

flags z



926 hlsé edlzlbs

lJ9g>6 1-1 Y 038, 1pldId IJoywes IJlewslbsé
lJ92>6 2-1 v U cplJI o> - oosds 1J9ese [Jwss
lJ9g>6 3-1 z * pound

98pJu wposd 3JY eds IJuzy IJelds:

. it-1-1
director + bac
INSIDE "

ﬂdlﬂs owner
: OUTSIDE

Pol
Control Unit
192.168.240.%/24 192.168.240.%/24
owner o
TCP SYN switching unit-2-1 (id 1) .S\:Itchms
“'I A
- 4!{ _ 5P

Pol

(A =

TCP SYN/ACK

forwarder 6

e unit-3-1 {id 2)

SLES

| |
inline set

CCL

Data Interface

1. ouod 23pd TCP SYN oy Idpuosd-A lds 1J9z26-2-1. o uowe 1J9226-2-1 0 pldd IJe>9§
Iswpe lgosh 1Jggre-1-1 Jpss,

2.1J9z>6-1-1 suwgyw pldd UOLJ*{E‘:’ lJlzeslbss (wel 1 IJe>s)). Syuwd pldd 1Jesrs g
ouwlde "luoles uble pgesed” Izhbso oo eds UDP 4193 |Js. ledle pldY Idouwgs
IJlzoslbss oldesdg.

3. wuod gjpo TCP SYN/ACK pu ldpuos9-B 1Us 1U9er6-3-1. 1w @ &) [dpopled.

4. 0 39p 105256 3-1 Llghs Izsps po 2l Blises IJezde s Idsuesd (COL) IUs Ipses,
(Idgz>o 1-1).

5. 19256 1-1 (p38)) sE8 10 1JplJY 09 1J9z36 2-1. 9.5 0w 1Jz506 0,6 185 1Js 1 esuwd



(9226-3-1). sswdgo o IplJ o9 1J9pr6-2-1.

- opuwd 1U9226-3-1 1Ue e [Js 1d9ess-2-1 (IJpelJY).

oo 1deers 2-1 1Jgjped eds 1Uglzod 1Ughzsé.

L o@9p 1J9grs 2-1 Llglbs wopso 1Uz)jps wloglo IUp osud-A.

cwpy luole IUloold: syuwd 1JpldY Huwlds 2308 wble pzeseo JIilJs pedple IJwr8§
o pldd IJouwes IJlzoslbss.

© 00 N O

N oz bo6: po IJpop I cpse 1Jsbss 2 (1Jz5p6 e 31 COL) God 1Jpbo9s 4 (2095 p9,
lJoslole). 909s 2lds ié)s (ped 2lJs 1de)8) Jl sYsu 1dpss) eds edp wldord . JsJd.
wpl luol pgeses Vs 1wl Blgs wozso IUzipé vz 1U9zos. I3l Jp oJu Idslzole B
pze9ed luwb) soe luwdlb 25p8 IJuslole.

IJpdlzbs 3 - sbo, IJoywesd vldooog 096 1dei9s e IJpopleds sgpdsle ldoohd go)
CCL:

oJds o9y Iduslule JJisle (TCP SYN)

1J9z>6 2-1 (IdplJ)

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPlI packet-nunber 1 trace

1: 09:19:49.760702 192.168.240.50.59210 > 192.168.240.51.80: S 4110299695:4110299695(0) win 29200 <mss
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'INSIDE'

Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner



Js 0,9, ILzle (TCP SYN/ACK)

oomd 10922631 (IUperd 2 - 1Jes20) IWeips g Slises IJozde B 1sesd (CCL) s
1J9z36-1-1 (IJpg s 0 - IJpss)).

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace

1: 09:19:49.760336 192.168.240.51.80 > 192.168.240.50.59210:
S
4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (2) am asking director (0).

l9z38-1-1 (Ip3:s)) - w88 1U9226-1-1 (IJperd 0) To plJd 18 09 1J9238-2-1 (1Jpgsd 1)
9Souwd IJzies g Slises Idopde B 1d9uo9d (CCL) p)6 128 1Js 1U9z26-3-1 (Idpe 0 2 -
IJp9z0).

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

UNTE-1-1(LOCAL) z # s s dedestente dodedestedodedestedede et dede e dede el e et e el e de e dedede sl e de et i
1: 09:19:49.761038 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT



Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (0) amdirector, valid ower (1), update sender (2).

wewod 1J9226-3-1 (IJpe,rd 2 - 1Jpgzo) eds 1Jzps pu ¢JIJ CCL 9o uwdol [Us 1U9z26-2-1
(IJperd 1-1JplJY).

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.761008 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0) ack 4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,w
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (2) am beconming forwarder to (1), sender (0).

S$&9p I pldd Clelss 1sgld 1Uzse6 9lelss oozsool wes lUszos:

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.775701 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>



Phase: 1

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: FULL

I (1) am owner, sender (2).

lJpdlzbs 4. o9 0z wbe puvess vslule FTD |ogsle IUlouold gluoliseo gJs gese 1Ugeslo:
* 1J9z26 1-1 (IJpss)/pldd IJogwes IJlzeslbss)

* 19z 2-1 (IJpelJY)
* 1J9226 3-1 (pyuwd)

<#root>
firepower#

cluster exec show log | i 59210

un-lt 1 l(LOCAL) R R R R R R R R o R kL R O ok L o A AR ok L
Dec 03 2020 09:19:49: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

R R R o R e R kR ek L T A kAR Tk ok L T AR R R R T

unit-2-1;%%%3 e dede de 3 o s
Dec 03 2020 09:19:49: %FTD-6-302303:

Built TCP state-bypass connection

14483 from INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.24
Dec 03 2020 09:19:59: %FTD-6-302304:

Teardown TCP st at e- bypass connection

14483 from INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024003336

un-lt 3 l B R R R R R R R R R R R R R R R R R R R R S R R kR kAR o L T R R LR T

Dec 03 2020 09:19:49: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/59210 (192.168.240.50/5921
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/59210 duration 0:00:09 forwarded bytes 1024003



lweduuld IJlgble gl oJlzol

29306 29J luwedulld Tgble 1 ez 0986 9luodlzol
SeJU wLouSS puBld] Uble IJpeees Bs:

* publdd puvess IJozde (puildd poedBs wluwo gl uble Ipzesed)
* publdd puwoss ldoslole (publdd poed§sé wuds p)9) IJudd)

punldd puwoss wslule uble 1pzesed
IJduols! IJpgbe,d6 wso NAT/PAT

lecoble IJodsse [Joles

* Sew lo weess creele wozes euslo IJewds (PAT) eds £33 IPs pusd) eds IS pod
£33 1Jszsle B ublp Ipzeses 9s5B8Lod Io sdsu £33 9z3le IP 1, pu 8> wble
IJpzpsgs.

« Sew wud bl xlate 1JIé e )l osé JIJ eduws god Bs pdluol ol Jp sIU 0uld Guow ppd
Jogbsdol. swp slsel pelded Ls PAT Xlate wp logvlge Jleuold wpe websd IULuvld JIJ
eduwb gpd w9luwbs 9226 £938 IJoedp Bis wble IJpzesgs: sldes $pdu lo cogwon
S lopddluo IUble.

luvesle ubld wepee PAT IJglds wuvww 2096 1Upss) Idos sope lJzuesd edsol oo 1dpeolds
IJpugd o6 ldos vougmow Bs 30 wibiu IP JJpzeses

$89p FTD voduwse IP Loy lds ubléle sselad IJesib eds Xlate B ol 1deuoo,
OO wo. Suds 03l blads Jsd o3, psule S0 wozew IJs psule Uiled opu IJ v Suwo
PUP) POS-

o083 SRC IJILods  [lewds SRC IJpe 20

1-511 1-511
512-1023 512-1023
1024-65535 1024-65535

gwpl puo) lsuus Jlpd 92lz8 1s Losw 2283 psule 10 $I90 Esve pu lu e FTD suwdd
s ldelds iplo stuoue wored eas> J 1 puos) psule pos.

IJig,l o



euvddlo IUlouold Jeydé py9) NATed Idos ceols 1dpeessd

lJozdd

<{froot>
#

show nat pool

wbo) ywedlo puwess vslole FTD |gwoodld wepee PAT:

<#root>
Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:
PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.150/49464 to Outside:192.0.2.250/20015
Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:

PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.148/54141 to Outside:192.0.2.251/443

09SO

I wodssu ubl@ 1Jpeuwds IJeloo NAT 9o opsu Idpullds Idlzoslbss.

NIl [Js 3J Bs pypds pl e 6.7/9.15.1 spdoud b suwes wd IUle) pg w9jse Jod
IJpulds &g, IJposliv B8k gwpl i) IJedr/ouuoe lds wble IUpzeses pe 2I6 09,
wslulo gJwss Joges wiuoe Jugsdsple woyu. IUbysds 1Jgesso IJos woglds ol
cudwol o gwdpl Swp wzys) Jod ldpulds Jlglhe wyjseol euy IJg8o.

cluvedsle IJogise 1U8lse eds ) 1Jpulds: gus cguosuwe €826 pg 10 Jod pulds eds
owosd IUpeld pod PB-19 PB-2 ... PB-10. cusl 1Jg 86 sksel wlsd dods poldd pe9s,é
9otuoue pudl guislissl puol pos cuweus. suodd IJoguosue IJs Jods [deodds
IJoldss bbb guspl swp luvooudh zese Jod 1dpuds zos odd IJodbsé.

eds uwwosd Idpeld: 5l Sl 1o Clogile 512 logold Blu 1936 ©@9p woguosSue
1ol 1dpgsos JIJ oo IUlouoldle 512 po PB-1 wuindd euislises. 1Jlo: pe JJ 030
IJlouoldle 1d 512 o b guspl Idposd sdwuw 1J 513 w9uosd wel 1o PB-1 s uoouds.
Souodd IJs PB-2 9sguouo psule guuslss pwe. 1UIG 06 18560 po wso 513 9,06 [de,uo 1o
IJlouold IJeluiy lowos 9puwe el 92l p9ud,l s PB-1. WS o030 IJu@bo: |31 Jly
lJpos9 S9uwuw IJlouold 5140 Vly 9236 bl IUpzpsgs wiuoue pud3l pesul po PB-1
9dsuw PB-2 Jio PB-1 Jsso 116 p0ds 25 (913 wp lbdlgo Jzie o0 Lils IUleuold 1Jgluin).

IJzie IJpoe 1Uss Szw supg0 B gl 09 1o Idoguosue sere pu lad Jods pulds polzs



wpuld’ 2,0 vese wdyy Jod Idpeunds |Jia§J6 polzo slisel Jlgho 1Jwyjse Ws wble pged
elss. 9ulJlol8s 1Js 3JI: suwegse Losw ebé Jlouoldle IU8uas,6 Iep). Sleweld 1o
ouowt Jods IJpuds posd s Bs 98w lBuoy Jus) 2ol J3Jde spdu 1o sozuwe Idsde
IJelbdye JIs suove wasse Idoree pushiul pe wosse Idorgee 1USkse eds Jod 1deolds.

908 3JI: Bs 2lJs luwouldh zese Jod 1dpulds: oo PB-11Js PB-10. Iy o IJ Jods polds
o2w9s £Js pud Jlouold bysd 1Jlgd: WJI SUP LTSI Jod Idpolds losl ouuygd 9swpe
lebo w9jsgol. 998 ped 030 IJzlJs: W)y IJuog IJI8 welbsdl oy:

1. 1dog)d eds 1Je B> Slo Jdod lJpulds 1Jjlis0 (Ibol)y pdi e pzesso lJogpes nat).

2. 235 Jod 1polds IUIEJ luvoeslel eds odd 1géss (Iboly oBdluosd <addr> 13l os
vldogese sy ldpuwogpd).

3. leuwe 1Je29> JIdod IJpulds 030 (leuwe 1295 1Ug e9ps6 <addr> gport 'start-end’)
Juwodsjol Jlghbs 1Jwyjse.

A oISy 8938 3JY IJs pdlbgo IUlouoldle Sle Iduads.

Esr 8 eds Ilweesluo 1Js e9l8e 95w £52928 IJSusle (pod IJwnss IdIJIesos o 1lg el
lJpuoy9s6: 1JE) 19 [Js p9lde SSO gds 1U9sw gu 2298 lele IJwgzso |Js 9206 pgoduds.

IJig )l o

sy I eds IUluwog)luo 1Us p9lde 9sw 030926 IJBwsle (pod 1w IUIJIe 906 909198
IJood 5pl lJs 3JY). guspl souod puwcdre wesde dsw sobde pu lJepsd Vot
pdowllogold lu 9see wriss ldleuald Idelus [s euos wble pzeses peods e ldeuoy
IUss wp Blog IJlouald 1Jlsd 1dso: Jpl ouuegse 296 o) IJuslule weee IP PAT. wop lelé
CESSU I8 p9) Idoslule wilywbs IUebe zse luel wodds IUleuold pu guslo IP glp
paan_é.

lJozdd

Ip .._,ié_s e@_pgg_lo puww9s Idoslule Joys dsdse IJegled pg w99 IJudd IJ,ooicLJ. W9 030
lJzldé: elos lglhs wgsso TCP oo p98e 1J9zod eds 1Ussw.

lJogds (ol 9od 6.7/9.15.1)

o Jlzb ol 3l Jlpe bs obousdle pogssé IJeduvle ouueese guldsy IP pogssé op
UE_LS\SUOI

. quu@,o IJI,oJ show nat pool cluster summary JJdwg 9l pu w9ise ldogpes wldouwls.

. quua.)ro ||o_) show conn IJ¢luo wou9wsdad wble 1dezeses Jozuo ol Bl Jlue 2yJ0 p)9)
IJoslule poslius wuvdd Lozse.

* luwegse Ile, show nat pool cluster ip <address> detail JJwe 838 po luveesle IJozes J IP
IJJluos.

* Gp wupdsy syslog 305021 (6.7/9.15) pu peyd6 IUlooldle IJos Wuvde WS luvegsle
IP 1JJloé.

+ Jed 030 IJpuind s $e luolds 1psss pu gulssy IP IJs czeg PAT Is $p wupwb
esbipss psbué ldoepsd eds Idpesdlie Ideoods.



29d 29bps6 p9liué gpd Ether-channel:

* oldogwes Jesy FP9300 95l o Idpuols 96 gu b 912t Gp wuowlo 2915086 p9lius
lJozesd pu Ether-Channel gJs 1Jeeod 1Jezley pu IJpues, IP/Port 9ldsgoes IP/Port [Js
pu2d) IP slJggos.

¢ ldoguns Jgs) FPI300 sl eae Ipuolsds o 25lop pog3s: $e wupwb £905pss
291306 IJozpesd oo Ether-Channel g 1Jpzod IUpzls) po ldeuos, IPIPort 9lszos IP/Port
IJs 1Je 05, IP.

o Cldouwos Jepsdle FPI300: £Js osdd FPI300. sep oiuss 8915056 e9l506 1Uiz el
vlegoolol roum)-top port source-dest-ip source-mac 9JI spJdu wess,ol. IJ workaround.
Bis 030 IzlJé. o sumegpd FlexConfig i suose xlate JdJ zduws suo ley IJs IJ FTD
cubdsd 1o szw Y6 e19) JElus Elss pesu Elsé guglo (JJElss luvdldsélgs) pusldd
wbusd) o sdsu e9dze © BEb 1 cedp £5°8 B IJosdd Islgdis pzeses. IJed slus
pg odo IJlel) IUzluwse:

- Jls9es 9lius 2ed Jords 1desg) Idos wee wigewel wuvdd pgodd ($dou JJ
ouse s 856 ldogdp).

- lzopeld il wezle xlate @IJoiQQJ wwdul eds wyeedé NAT Jz,Js 1Je)9,) Uibs
eds e926 IJogdp).

~ledloss oouwe 18d Jezeses IJosdd Islgis.

ble wble pzeses pug b vuvww I8 pr9) Iduslole IJos sop buwldol [Js £858 IJozdp
wwow 830 9290 ol SIS pu Eolisu IP 1JElL06 wldpzesele.

IJig 1o

Jl s92> ol SISs pu guldsy IP 1Jgluos olds)luws 1Jpdes (PAT) Bs Idpzesgs Jotuosuo
el IP 2 1ds e8> Idoslole soldolds: cop lehs wozsoe zese dle IUe)g, IUElungd
Jodosy PAT [Js £86 Idezde Jegldzwol.

lJozdd

Iuwegse IJie, show nat pool cluster Jg o £ pdsle lJoguosue JIJ 9226 sldelds oy lwol
2esel wpodd IP gles eds IUISJ B 1dpzeses.
et

NJouwes Jel 8ud 6.7/9.15.1, olds pu 1y s ozee PAT Leze pumls eds IJI8d Jess 1Je B>
O IJpzpaes. Os pl we> 6.7/9.15.1 pg yJo PAT: lue wguoue Jod lsuw) po JJ IJ PAT
wdo. Bl Uly luwesle wgpe PAT pyosel a&gl ppl 89338 1Js luwoudh pod)) Jdogpes: Vlud
weled lJs jshs zze wzee PAT Glzge Suwe Idluuisds Ipwoleds).

ble pugde wuwow I Il 1des) IUpauwds 1ds £856 Ioede Jlu @olse Ioede Jsuve
pedus JJJ eduws gpd.

IJig,l o

owp peldes IJJos) pu wrddle IJouwi Itjlao§lb§ J UQP eldsé Iduwygd po edld £956
IJoede WS uble 1Jezeses: sldos spdu lu wie, eds IUble.



lJgJdso

Spdu V9 pgldzo IJl?uolJlo Ug,.___s ouwwede Xlates JJJ edwéd ppdus w9luubé £.956
wslule ouuegse PAT. luuegse IJle, show run all allLate Jg, o wdysu xlate JIJ gdwé.

SEUS wpdso JJ aduws gpd 1uo swp wdunse Xlate gds 1JBd9, gudel sop Bbog Ilouold
|Jp_)uub ssuwles o3l gds ceuwsu IJlouold Vs IJeluss gus og)yuo L_JluuoUIu lJs gpdso
OIS IJisle (PAT). W zlds g3p 929> eduwd gpd puluiyé Jess 30 wluss Ia)s wgd I SUp
oduwse IJlouold IJpdeso 1ds Tuwdd. 9lsl Jig pesd Ileuold pyoldel uoyzs JIbss: BspIdy
luwwgsle polds TCP/UDP IJewlzs wuwyeo 65 Jsdy eds JJ guslu IP gl B 98¢ $uo8)-

u_a_ubdd lWe,Hluos: wd9u zpse 2)ds p39) TCP ppdus JJJ xlate 9o dgy 2,96 )9, DNS J UDP
OIb ppIdus JIJ eduwé gpd. 903l seus lehs wozse zese wYIs 19, wslule UDP g,
lJ¢luoé o DNS |Js 936 [dogdp Jpgldzwol.

lJozdd

Iwegse 03l lJle) JJozdd po llouald 9o9sse IJeie wsu seale uble IJpzesgs:

<#root>
firepower#

show cluster info conn-distribution

firepower#

show cluster info packet-distribution

firepower#

show cluster info | oad-nonitor

luwegspe 1oy show conn Jcluster" Jpg ;096 &8> wble 1pze9es Idos wpodd lousalle UDP.

<#root>
firepower#

cluster exec show conn

lwegse o3l 1Jlp) JBop [wedle IJozee evs €8> wble IUpzeses.

<#root>
firepower#

cluster exec show nat pool ip



| in UDP

et X

rdde JIJ eduws sosw (JIJ 2duws Suwer udp le)) Jeuds pa9) 1deuodes (el UDP). J
ICMP: luo suvobsg Jl ses) pu lJogues, multi-session Loyo J3JIJ ICMP pgldzé 2,96 o9,
displ o ldogdp £956 gudpl ould Loyo sULIU.

2958 wepe PAT suowt ) posbio ese o Ideds wéblovuoe lJs uble IJezeses.
IJig )l o

+ pubddlo Ileuold ub)l Jlu cguosue IP Jdupsw $pdo 1o supwe £ peslio pe pa9)
lJs9w vuwww IJgpsle ldos g, 1dpzesed 9ou e lJsol.

* VIS pl LE>B6.7/9.15.1 SpIJy i SY9u ould 2ldle Jl spdu Vsl JJg 96 IJpoodo
osol ldzuesd eds Jod pullds Jlvss. w@9pe ldgdrs Idos Jl wpess eds i@ JoJo
pul3 Olghs wogso eyds pi9) IJoslule IUs 8268 IUoedp. ©@9p 1UeB26 IUos wewss
eds Josb ran_éb 9lzxé eds Ui,jJ wpeslded 2yJé 1dp,9) sluvillbol L) v o
IJozee.

lJozdd

© wbo, pgbble puwess ldoslole Huslsd pod:

<#root>
%ASA-3-202010:
NAT pool exhausted. Unable to create TCP connection

from inside:192.0.2.1/2239 to outside:192.0.2.150/80

« lgwegspe 1Jle, show nat pool cluster summary Jogsss w9jse IJozee.
« luwegse IJle, cluster exec show nat pool ip <addr> detail J o, |uegsle Idozpe £u) €85
wble IJpzeses.

oS



c oldouuwes Jel 9od 6.7/9.15.1 sep 9,0 weuo 1Jedad [Jwssds B pgyd wuoese

IJizole oo, Cisco CSCvd10530

© 8BS predd pl we> 6.7/9.15.1. Iucgspe IUle, clear xlate global <ip> gport <start-end>Jeuz
w2 Jod Idpulds eds 1de s IS a9l Jlgbs Idogjse eds 1Jgds Idplbdss.

il o

pubddle Idlouald I)ssuvss Jords Ideus) Idos wop peldzeol woluwbs wble IJpzesgs.
95JI JIu puwess wslole FTD. JJJ euopse: JI suuwd GARP Jeulsso NAT IJgldpss.
IJozds

sbo, zx9J ARP 1J¢gl o ;_,I.Jiao_jé lJpwuodé polyi,ys gusglo MAC 1UElLe wolgos wslule wble
lUpzesed wuvdd peodd wes Ess) 8826 Ioede:

<#root>
root@kali2:~/tests#

arp -a

? (192.168.240.1) at f4:db:eb6:
33:44: 2e

[ether] on ethO
root@kali2:~/tests#

arp -a


https://tools.cisco.com/bugsearch/bug/CSCvd10530

? (192.168.240.1) at f4:db:eb6:

9e: 3d: Oe

[ether] on ethO

e X

wdysu MAC clow (bloys) eds gleole wslule whble ldezesgs.

Suivd Idlegoldle 1Ugluoes Jeols "ol

IJig,l o

publdd ldloold Jopds 1desg) Idos sop uddol wyluulbsd wble Idpzeses.
lJoz88/lJogdses

- olds po uuwg IJodsso ol popledl wuvdd Lozse.

+ olds po wosse Jozee wldouslss.

« olds pu Loes pJIsé 1oz pt.

o Jlogzs jsble Ws el |.Ji(c_Jo|.J WO es3b uble IJpzpeoes J ASP.

o olds pu logile wrdBle 1Jpszo/ldeszo wlguwegsle IJeedsple IJpuluwus.

* 1Jozdd pu woed el Bl wpe lugble 9plo Idouwg Idlzoslbs 9oesseol soulbsdol Jel o9
PUIIE-

* 1Jozdd po Loes el I3l op lugble 9zole xlates gluolyol 9981 Juwded "JIJ eduws gpd".

* Op wopdsy "debug nat 2" JJlyvlhe |Js Ls ié_blc. pdlebs: 03l ldpg)z spdu o SJY90u
woléol ol gds uvesd IJpeld:

<#root>
firepower#

debug nat 2

nat:

no free bl ocks available to reserve for 192.168.241.59, proto 17

nat: no free blocks available to reserve for 192.168.241.59, proto 17
nat: no free blocks available to reserve for 192.168.241.58, proto 17
nat: no free blocks available to reserve for 192.168.241.58, proto 17
nat: no free blocks available to reserve for 192.168.241.57, proto 17

Jlsslsd wuopse IJigble:

<{froot>

firepower#



un all

* S wopdsu lUlogold 999kise oz de Idpyowlbs o NAT J)ub ldeedyple wloold
Ol .

wzuwsule ASA 9 FTD Jezpesgle PAT (ol wg>9.1596.7)
ol 1J3s wgs)t

oo lehs wuopse gediss PAT. Jp e euldse IP 1JB,086 09568 eds JJ g9 pu leole
IJpzeogs. wadl pu 3dd: swp wduwse IP (Io) vosw s Jod lsuwy 9osise odd Jod lsum
cldounlys (92 IJlpdlo) wsu leusle Ipzesgs: pe pdss Juoy IP.

Seldz IJowopse [Jzass 030 1J9s9s Olee IUSuve IJuwlod):

c wole,) ldobosdle poess lJedusle wuvww 830 929> Juolds IP eJs puwess
IJpzeses.

+ sobdo Jle) 929> wzee PAT Cldeze suwlss eds 118 £ 1Je > Bs wblp 1ezegs.

* ©9sE oz PAT suoue és posbiv 2w lu IJeds wébiloogoe [Js wble 1dpzeses.

« Jlsyslogs o suisy 1Js &30 w9y wepe PAT.

v 1Julzso 1IJeuss: wodl pu ubly@le 1deolwds IUIe,)loss 1-511 9 512-1023 9 1024-65535.
ould IUly 1024-65535 Jy, bl $ IJewwds IJle,)lgos J PAT. spdo wyuwse o3l Idubl @
IJIe,)luos Jsuved ubl@ 1o Idees) 1-1023 J PAT IJgls (Minclude-reserve” gsb)).

o3l pold gds wdssu wepe PAT eds FTD 6.7. JJzue9d eds wdluosd luoldss. Hlze IUduwe
IJpyowl Vs sdsd IJodsu:



MAT Rule:
bdanual MAT Rule v

Insert:
In Category v ] MAT Rules Before v

1
Dynamic - ]
Enable

Description;
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source;* Translated Source;

net_192.168.240.0 v| + | Address v
Criginal Destination: | v | <

Address *
. . Transiated Destination:

| + | v| +

Original Source Port: Translated Source Port:
' v + [ v +
Owiginal Destination Part: Translated Destination Port:
' v + | v| +

Interface Objects Translation PAT Pogl Advanced

B
Enable PAT Poal
FAT:
| Address v | | ip_192.168.241.57-59 v | +
| | Use Round Robin Allocation
| | Extended PAT Table
[ | Flat Port Range i This option always enabled on device from v6.7.0 irespective of its configured value.

ude Reserve Ports

|: Block Allocation

pedople luoldss zoJ luuwaduled 1Jigble 9l odlzol z9J PAT
lubed puwess wslule FTD (POST-6.7/9.15.1)

Swp logble syslog Jlobld sodlzso Idpduod guspl sop luvoodh zpse 1Upulds Bs IP



IUJILod eds 8856 wble pzeses 9sudd IJosise [Us IP IJelds Ideolz pg 1Jpolds 1z)s.
eds wosd ldpeld:

%ASA-4-305021: Ports exhausted in pre-allocated PAT pool IP 192.0.2.100 for host 198.51.100.100 Allocat

swp logble syslog Jese wsbiu ldegee eds €526 gus luupplee [ds wble Idpzeses 9l szued
eds ls po Jod 1deulds s 2u0d Es) pouwlass puol eds wosd Ideeld:

%ASA-4-305022: Cluster unit ASA-4 has been allocated 0 port blocks for PAT usage. All units should have
%ASA-4-305022: Cluster unit ASA-4 has been allocated 12 port blocks for PAT usage. All units should hav

[bol, 1Jigla,
elJo wyjse ldozee

B [ole pdewe crese IJubeds (NAT). JJJ eoslu IP oo sew 1l sdso eold B)8 s>
g0 Jodsd e 9lzs gy IJed> S wsubsy waise pusliv. leeds eds wjse Jod IJpolos
IJposlbio 988, Idewslio.

<#root>
firepower#

show nat pool cluster summary

port-blocks count display order: total, unit-1-1, unit-2-1, unit-3-1
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.57 (126 -

42 | 42 | 42

)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.58 (126 - 42 /

42 / 42)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.59 (126 - 42 / 42 / 42)

U9ISE €Sy puslius

<#root>
firepower#

show nat pool cluster summary

port-blocks count display order: total, unit-1-1, unit-4-1, unit-2-1, unit-3-1
IP outside:src_map 192.0.2.100 (128 - 32 /



22 | 38

/ 36)

elJo pddse IJogpee

B [elz uble 1Ueze9es NAT Jozpe 100 Sew 1l sdow ould Jods puds sles |l plJd Ig
ouwe leosllbs J UNKNOWN. 131 Uiy ould 9lzs: Wlue suvs) IJs puvdds Vs Idlouold
weddsé IJogpe. pold:

<#root>
firepower#

show nat pool cluster | in

[3072-3583], owner unit-4-1, backup <
UNKNOMN

>
[56832-57343], owner <UNKNOWN>, backup <UNKNOWN>
[10240-10751], owner unit-2-1, backup <UNKNOWN>

peluved gpdsle wiuosue IJpuwds Vs Jod ldpouds

Sop wpuwsw lJie, show nat pool g gshle [Lolbdss Jgrue 1Jpedople IJodLosdss 9d3JY
Iz 1J3s wpo wuodswo. pold:

<#root>
firepower#

show nat pool detai

TCP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0

TCP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 18
UDP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0

UDP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 20
TCP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated 0

TCP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 18
UDP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated 0

UDP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 20
UDP PAT pool OUTSIDE, address 192.168.241.58

range 1024-1535, allocated 512

range 1536-2047, allocated 512

range 2048-2559, allocated 512

range 2560-3071, allocated 512
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unit-2-1:

UDP PAT pool OUTSIDE, address 192.168.241.57
range 1024-1535, allocated 512 *
range 1536-2047, allocated 512 *
range 2048-2559, allocated 512 *

* subsy s lue Jods pouds uuwg leeslbs

Jed 030 1dpuvdJé. luwagse I, clear xlate global <ip> gport <start-end>J e wz weo Jod
el eds 1deds IJIE)s 29! Jlghbs IJegise [Js 1Jeds 1dplbdyws.

lelhs wyjse Jod IJpulds $x9.l

© O ubeds luolz Sle I8 p)9) puwepss: gudpl GED) €826 IJuble 9oes> suodo Hopl
wuvwyw traceback). 8> wJgy ould pldle Jl spduel Vol IJzue9d £Js 2o pouwless
po oo I B Iuwsl 1eldle: Jl spduol IJpuosd edis s Jods puds.

* luwese IJlp) show nat pool cluster summary Jogsss 1Jg 96 ldos weodd Jod pulds
9o, pu IJpbdse. g :

« eds ldeds Idos wpodd 1dess pu Jod [dpolds lguegse IJle, show nat pool ip <addr>
detail JJoze go Jod Idpolds ldos cress eds 18 £33 pu gpdsle Idogosue.

* luwegse Idle, clear xlate global <address> gport <start-end>Jpwe lJosgpelo IJos wp
logbldol po Jod Ieulds 0do wzse wuowe pe9d,s Jlghs IJugise eds IJed>
lJplodycé: eds wwosd Idpeld:

<#root>
firepower#

show nat pool detail | i 19968

range 19968-20479, allocated 512
range 19968-20479, allocated 512
range 19968-20479, allocated 512

firepower#

clear xlate global 192.168.241.57 gport 19968-20479

INFO: 1074 xTlates deleted

IiguisJs IJpeslsds (FAQ) J ol wgs 6.7/9.15.1 PAT

- IS 2ldo 9295 £33 pu gulasu IP IJpwlzs Jess Idgpsle 1dpelzs WS 1dpezpesgs: od spdudd
luvegsle goslo IP glgs JIJ 9826 Jgsht

a. Jp s> 9dl 92> worsd Jdowssd wsu pebble wyjse ldogee IJppwowss s golso IP
edlod Jod IJpulds.



ooz eu ldoble 1J183e Jogise wzee IP 1deuwens 1Js guslo eldle Buvd cbosdle pogsss
lJzduwle 288 sop p9lius zed Idleualdle Ieoesss (Ios wes giel po pelpds wlousd 9lz26)
o0 Idp oS [Js 895 peodds pu ldpzesed: soldolds cop oigpool woluubs gulysy IP
PESUO pEod9o w9ds IJs IJghbe 1Ugzes JJub) [Jsol Jpols) pu Jslule pgoduds.

9p€ pbob IJogsse IJpdss I8lse eds el IUpods zos slo doo ogwelbse 1o 1Uged
cluwegsle eudly IP Loy 9z Wb s9,06 slisel vl sJ9u Jrsd gulssy IP JIvsse Loyo
lwoobl |Js g3 IJlogoldle 1delbdsco J PATed.

- od Jl sild Jssd presesd pu eoldsu IP Jogee PAT IUglue wldpzesess

L ugp: Spdud. sop 09ise Jod Ipuds pu zese euldse IP 1Ugluos wogee PAT e, e8>
bl IJpzeses.

g. bl Juo ouwegse £33 pu guldsu IP Joges PAT: Bod swp ©99s) uduw Jodsd IJpulds
JJJ euoy Jdd ewslo IPE

LJlsop w9ise IJ IP wuvdd puvedd.
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IUigole B wble IJpzpses. J3JI. I3l o Josd Bisé C pu lJeolosy B wzpe PAT.
Buusdou JIJ guey wble pzeses wrpgle pulds pu Jd guslu pu guldsu weee PAT.
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Client
192.0.2.10

fagnie [t¢Ewn El;

nnection own

outside

Server
203.0.113.10

unit1-3

Jop ooy Idgpdsloould 1o @l 2 eds puwess [Jpzesed eds 1Jslzole 1UsIgdss
9lJebzss 99lzole hoolb ldopde B 1dpzeses o op wdasvel wluwedsle tsh IJooue.
olJluols |Js 3dde wp wdssu Idodlb gies uluwegsle sl reinject-hide g Js 1Jslzos
lJ>lgJso.

<#root>
firepower#

cluster exec capture capi interface inside trace match icnp any any

firepower#

cluster exec capture capir interface inside reinject-hide trace match icnp any any

firepower#

cluster exec capture capo interface outside trace match icnp any any



firepower#

cluster exec capture capccl interface cluster trace match icnp any any

ose Idepdsle sl 1dpzesgs:

1. oodds 1Ugess-1-1 Bs 1Jpsde 1 2jp bdule Loss ICMP 1Jeg .

<#root>
firepower#

cluster exec show cap capir

uni t - 1- 1( LOCAL)

R R R kT S e o R ok R T o L T S A R R R Tk ik S Sk o S R AR S Tk Sk S R R

2 packets captured

1: 20:13:58.227801 802.1Q vl an#10 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.227832 802. 1Q vl an#10 PO

2 packets shown

2. ool 1Jgess 1-1 10956 2-2 B 1Jpsde 2 Jeldd JJeie 9o,uwd IJso 1Jzse 1Jpzsls.
lJelsé {upperimac address pu |l ol SHuvd pu 9226-1-1 [Js 9226-2-2 1| MAC gosly pu IJ CCL
2lb9o WO 92>6-2-2.

<#root>
firepower#

show cap capccl packet-nunmber 1 detai

7 packets captured

1: 20:13:58.227817

0015. ¢500. 018f 0015. ¢500. 029f

0x0800 Length: 1509

192.0.2.10 > 203.0.113.10



icmp: echo request (wrong icmp csum) (frag 46772:1475@0+) (ttl 3)
1 packet shown

firepower#

show cap capccl packet-nunber 2 detai

7 packets captured
2: 20:13:58.227832
0015. ¢500. 018f 0015. ¢500. 029f

0x0800 Length: 637

192.0.2.10 > 203.0.113.10
(
frag 46772

:603@1480) (tt1 3)
1 packet shown

firepower#

cluster exec show interface po48 | i MAC

unit_l_l(LOCAL):******************************************************
MAC address 0015.c500.018f, MTU 1500

unit 1 2-********'*' R R R R ko S Uk o S o Ak kS R T A o AR ok R o o SR e R R R

MAC address 0015.c500.019f, MTU 1500

unit-2-2

MAC addr ess 0015. ¢500. 029f, Mru 1500

Unit 1 3.*************************************************************

MAC address 0015.c500.016f, MTU 1500

Unit 2 1.*************************************************************

MAC address 0015.c500.028f, MTU 1500

Unit 2 3.*************************************************************

MAC address 0015.c500.026f, MTU 1500

3. 28 ouwodud 1J9e6 2-2. 90uess weese IJeie Ipeils sououe pldds IJesd .

<#root>
firepower#

cluster exec unit unit-2-2 show capture capccl packet-nunber 1 trace



11 packets captured

1: 20:13:58.231845 192.0.2.10 > 203.0.113.10 icmp: echo request
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (2) received a F\WD_FRAG TO FRAG OMNER from (0)

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) have reassenbl ed a packet and am processing it.

Phase: 3

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 5

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 203.0.113.10 using egress ifc outside(vrfid:0)

Phase: 6



Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) am beconi ng owner

Phase: 7

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced trust ip any any rule-id 268435460 event-log flow-end
access-1list CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: digasimov_prefilterl
access-1list CSM_FW_ACL_ remark rule-id 268435460: RULE: rl

Additional Information:

Phase: 19

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 1719, packet dispatched to next module

Result:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: allow

1 packet shown
firepower#

cluster exec unit unit-2-2 show capture capccl packet-nunber 2 trace

11 packets captured

2: 20:13:58.231875



Phase: 1

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) received a F\WD_FRAG TO FRAG OMNER from (0)

Result:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

1 packet shown

4. ouwpe 1J9226-2-2 Uldese luwaobl [Js gusluws IJlelo 9e,umwdole g, 1dslzos IUgbzss: pu
IJesde 2 |Js IJpode 1.

<#root>
firepower#

cluster exec unit unit-2-2 show cap capo

2 packets captured

1: 20:13:58.232058 802. 1Q vl an#20 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.232058 802.1Q vl an#20 PO

IJedlzblo/ldozisilo

* eIV g Ideosyc Jl spdu wuzed pldd Izie Jopu 98E pESU. STp G382 plJY IUgse
wSluwbs 1J9zss Idos wodds B IUluod 1Jzse 1 ezsis Jlouold 2385 98pd0 weass
p9de0l Ssls pode. : n

* gupllu pldY 1dgie spdu lu suowe lsuol pldd IJloold: wgs 3JY inorder to hwdo
Iob 1S [Jpuosed 109206: 09 Suwés Juo Spdu lu sed etz Shu: slJees) eds
golosy IP 9 MAC o0 1JElss puosd I9 1Jgbes IJeldss. sde,uo 03l live szu lu wpass



IJglogs (I osle) IJelss lsual eds ledloss 1Jsued s euosed Iozoes.

o Jlghe wgpse IJeie Ideeilo szl ASA/FTD (9230 lelho wepese zie IP JJJ 9lzosd
euwpls. Jeruo IJuslole IJouugsdss Jogss lels wepse e IP dguegsp 1, show
fragment:
<#root>

Interface: inside
Configuration:

Si ze: 200

, Chain: 24, Timeout: 5, Reassembly: virtual

Run-time stats: Queue: 0, Full assembly: 0

Drops: Size overflow: 0, Timeout: O,

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP len: O,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0

Bes epdslo wuin uble 1dezeses: sd9p plJd 1Jzie 9 pldd Ilouold wsoe IJze
IJpzsl6 B @lises loobl) 1Jizle. pep Blisps loobl, lJeie 02290 wsp8 e3> Ieze
(wubdd lu,luos 200) IJ3s wp wdgsuo vluwodsle IUle) zep IJze <size> <nameif>.
ewel suad tee Slises luc bl IJIa)ls: IJs 213 pu Idzee: sop leowl) 25 Blisps lowbl,
I.Jla)ls: ewelyjliasop luwslb ks Ia)lc 22826 Jsuww giel po uwd v Jo Ile)Ic lJzlJse. Ws
030 lJglJé: sop jslhs g Blised luwbl) IJogiséc sswp lugsle ,uwldé syslog FTD-3-
209006.

<#root>
firepower#

show fragment inside

Interface: inside

Configuration:
Size: 200

, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats:

Queue: 133

, Full assembly: 0
Drops: Size overflow: 0, Timeout: 8178,
Chain overflow: O,

Fragnment queue threshol d exceeded: 40802

Small fragments: 0, Invalid IP Ten: 0,

Reassembly overlap: 9673, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0O



%-TD- 3- 209006: Fragnent queue threshol d exceeded, dropped TCP fragnent from 192.0.2.10/21456 to 203.0. 1’

Jod wrsd: Bp wishs IUpze B oy Ilys FrePOWER > 1Jizoj6 > sl 1Jlzoj6 > [wess) IJzols]
> [ousy Ideoli] > 1dglgole > [IUglzos] > sl po@sp6 > wdssy IJi,oIo > welgy [Jlesls
lUlwe,lgos Jdeis sledb pusluwle IJodsso sldugi. Se Se weil§ws b Blises IUluebl,
Vs 1g)lz 1Jle, show fragment 9ol boy, ,uwlJo syslog FTD-3-209006.

puuldJ ACH

povddle ldososd ldecdbe po edld Idezeses cuvow Idords lduuib eu lezese
lJlgochs pu ldpuwess IU)log s ACI Pod

IJerue

* pobddlo IJesuosd Idpodbe pu el presesd ASAIFTD IJos op wuiel Bs udbsé
9u29d (ACI) ¢luos wldouss IUlgwluwss IUpyodss eds Idobos@le.

* WO 2lJo 929> 9236 91226 WY Vs IJpgpsgd: Jl wop pdlelbs puvddle IUlouolJ.

» Jloboy IUgse Iderunds eu 9238 wble pzeses Sless IUs 9228 19 198 pu 1szale IJig)s
@5 ublp lJpgeoed -..95 FXOS gldoylb puwess doslole Jdsgsle UPQ‘”QONSE"

Rl
Tlaa

AC| FABRIC

oEOSW

© Jlozoss s ldegs Ides weo lghs wozsool oy bovlb Idoede S wble Ipzesed
eds Idpzese IJIoubs Iduozse Jdpuwess 4 9031 Iduwdsd Idpesde. sew Ul ooedd
IUpzodle 1Jesz9:8 eds puwb bowlb Idozde Os wble 1Upzesed pu ldpzese IUlRoobs
L4, spJdo 1o vouwou Ipesdle IJos oozdd pu ldpeese IJlzouls L4 Bs |uudlb
D96 1Jp19). 02d8 pu 0d9sU p29d wuss Blises IJozde B Idsuesd (ACH) selds e
&30 wodss Idprese IJIEoubs L4 eds IUeie Ipumwedpes 19 1psuwds eos boulb
IJoede Os uble IJpzeses.

punldd pwoss IJoede B wblpe 1Upzesgs

sogd) eds 1Uoess Iluuoele [ds wble Idpzeses



eep MTU gJs CCL

unit-1-1
Po48
137.2.3.1
Po12 L
switching switching
infra infra
Po13
157.2.1.1
Po48
CCL
Data Interface

IJig 1o

swed) eds 1dogss lJlugoele IUs wble 1pzesed 9sep 8502 030 I,uwlds:

The SECONDARY has Teft the cluster because application configuration sync is timed out on this unit. Di

Cluster disable is performing cleanup..done.
Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is SECONDARY application co
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

IJoz9@/ldegdsy

o luwogse Il show interface g Js FTD. JJerzds pu I 9258 IJes IJIBLos JJudd (MTU)
eJds 9lzos houlb Idogdpe BOs uble 1Upzeses leds wpddh 100 Clse gds 1ULE pu 9256



lJe> IJiéuoﬁ JJudd (MTU) 1J¢gluoé wilges Iduslule:

<#root>
firepower#

show i nterface

Interface
Port - channel 1

| nsi de

, is up, Tline protocol 1is up
Hardware is EtherSVI, BW 40000 Mbps, DLY 10 usec
MAC address 3890.a5f1.aa5e,

MIU 9084

Interface
Port - channel 48

cluster

, is up, line protocol 1is up

Hardware is EtherSVI, BW 40000 Mbps, DLY 10 usec
Description: Clustering Interface
MAC address 0015.c500.028f,

MIU 9184

IP address 127.2.2.1, subnet mask 255.255.0.

* Yp vlple ool logald po ¢JId CCL: Lluwwesle sl [Jzze: JJQ&écj oYU [P o .
odosu el bl e cdsue gds CCL MTU L vdd wozse s zese [Jlzoss 1Jp9e936 S
lJeuwl).

<tfroot>

firepower#

ping 127.2.1.1 size 9184

« luwegspe IJie, show interface gJs Ipesd JJozldd po wdsso MTU

<ttroot>



Switch#

show i nterface

port-channel 12
is up
admin state 1is up,
Hardware: Port-Channel, address: 7069.5a3a.7976 (bia 7069.5a3a.7976)

MIU 9084

bytes, BW 40000000 Kbit , DLY 10 usec

port-channel 13
is up
admin state 1is up,
Hardware: Port-Channel, address: 7069.5a3a.7967 (bia 7069.5a3a.7967)

MIU 9084

bytes, BW 40000000 Kbit , DLY 10 use

e3p wblo@ 1Jglzos wsu 9zsle ublp lezpe9ed

IJig 1 o

Swed) eds 1dozss IUlugople IUs wble lJpzesgs 9sop erup 030 1dyumlJs:

Interface mismatch between cluster primary and joining unit unit-2-1. unit-2-1 aborting cluster join.
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is Internal clustering erro
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

lJoz88/lJogdses

S wouwesd 1d>ead Ids sleed Idpuwesp Id,um9ess (GUI) Iglues o FCM eds JJ osdJ.
9oz lJs edled IJowsse IUslzolo sldezdd pu lu zese leuole wble IUpzpses Josop
oJdysu 1J9lzos ydwo:

o IJslzole IJos wp vesswol JJeols IUpulb9s
© oEd ldpw9sd JJsleole

* bé Idggole

o 2lJé 1Jslzod



euudJé 9lzos Yulé IJuslule/Port
loBumle 103l wovon pusldd ledloss 1Js,e9d gw) CCL

IJeruwo

092> 9l wedp poErro VS Idpzesss. &3 wesu Idlgcol) 03l lJosdJ:

Fo Pod VPCA SW1 Pl VPCA % Pal
Eth2/1-2 3 Eth1/17-18 Eth1M3-20 | L Eth2/3-4
DATA I 2 TA

LTS
rey,

=Pod3 VPC 48 CCL

1 Eth1/49-50

Pod3 VPC 49 »
Eth1/51-52

Pods :
Etha-2

T Eth33-4

PodS VPC 49

Eth1/43-50 Eth3H-2

EmEEEEEEEIE S nan
—— [L LT —

Eth3ii-4

——C C L
—— ) A TA
Foi Poi VPC1 Pol VPC1 x g Pad
Eth2/3-4 % § EthiMs: g9 EthiM7-18 % 7 Eth2/1-2

IJosdd 1:

<ttroot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-1-1" in state PRI MARY

ID : O

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUSH

CCL IP : 127.2.1.1

CCL MAC : 0015.c500.018f

Last join : 07:30:25 UTC Dec 14 2020
Last leave: N/A

Other members in the cluster:

Unit "unit-1-2" in state SECONDARY
ID : 1

Site ID : 1



Version : 9.15(1)

Serial No.: FLM2103Tu4D

CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019f

Last join : 07:30:26 UTC Dec 14 2020
Last Teave: N/A

Unit "unit-1-3" in state SECONDARY
ID : 3

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2102THIT

CCL IP : 127.2.1.3

CCL MAC : 0015.c500.016f

Last join : 07:31:49 UTC Dec 14 2020
Last Teave: N/A

lJosIdd L 9p 2:

<{froot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-2-1" in state PRI MARY

ID : 4

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUN1

CCL IP : 127.2.2.1

CCL MAC : 0015.c500.028f

Last join : 11:21:56 UTC Dec 23 2020
Last Teave: 11:18:51 UTC Dec 23 2020
Other members in the cluster:

Unit "unit-2-2" in state SECONDARY
ID : 2

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2102THR9

CCL IP : 127.2.2.2

CCL MAC : 0015.c500.029f

Last join : 11:18:58 UTC Dec 23 2020
Last Teave: 22:28:01 UTC Dec 22 2020
Unit "unit-2-3" in state SECONDARY
ID : 5

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUML

CCL IP : 127.2.2.3

CCL MAC : 0015.c500.026f

Last join : 11:20:26 UTC Dec 23 2020
Last Teave: 22:28:00 UTC Dec 22 2020



lJozdd

o lwegse IJle) ping Jdoedd pu Idlouold wso golsse IP 1Ugluos choulb 1Idopde B
IJezesgs (CCL) 1JElLos wopdle Idezde:

<#root>

firepower# ping 127.2.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 127.2.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

* Lzl pu 29d ARP:

<tfroot>

firepower# show arp

0015.c500.026f 1

cluster 12 3
2 0015.c500.029f 1

7.2.2.
cluster 127.2.2.

* Vs opdlo ldogdp §p vodssy gpdsle IUIJoBlb 9ldoz 88 puol gJs slgole CCL:

<tfroot>

firepower# capture capccl interface cluster
firepower# show capture capccl | i 127.2.1.1

2: 12:10:57.652310 arp who-has 127.2.1.1 tell 127.2.2.1
41: 12:11:02.652859 arp who-has 127.2.1.1 tell 127.2.2.1
74: 12:11:07.653439 arp who-has 127.2.1.1 tell 127.2.2.1
97: 12:11:12.654018 arp who-has 127.2.1.1 tell 127.2.2.1
126: 12:11:17.654568 arp who-has 127.2.1.1 tell 127.2.2.1
151: 12:11:22.655148 arp who-has 127.2.1.1 tell 127.2.2.1
174: 12:11:27.655697 arp who-has 127.2.1.1 tell 127.2.2.1

OIS

* LPPUY io, IJ CCL psule YL Hobo |Js puduod Yuls Lo eds Uegéola.
* e luwodsle Busle 1Jeuwds IUbloyss (VPC) eds peodle Nexus: bolds py louold
9lzole Yuls pud3 CCL o VPC pgedud 9pu &30 Wyvd wdysy VPC Vs zlds IJoulwd.



* LPPUY io, IJ CCL psule 9o Vs IJ vdywo Lo peld _9ig |J CCL VLAN ¢Jw guwpeew
eds IJsbu.

o3l upgde Jodssu Idpzad:

<ffroot>
Nexus#

show run int po48-49

interface port-channel48
description FPR1

swi tchport access vlan 48

vpc 48

interface port-channel49
description FPR2

swi tchport access vlan 48

vpc 49

Nexus#

show vian id 48

VLAN Name Status Ports

48 CCL active Po48, Po49, Pol00, Ethl/53, Ethl/54

VLAN Type Vlan-mode

48 enet CE

1 Pol up success success 10,20

48 Po48 up success success 48



49 Po49 up success success 48

<#root>
Nexusl1l#

show vpc bri ef

Legend:
(*) - local vPC is down, forwarding via vPC peer-1ink

vPC domain id : 1

Peer status : peer adjacency formed ok

vPC keep-alive status : peer is alive
Configuration consistency status : success

Per - vl an consi st ency status : success

Type-2 consi stency status : success

vPC role : primary

Number of vPCs configured : 3

Peer Gateway : Disabled

Dual-active excluded VLANs : -

Graceful Consistency Check : Enabled

Auto-recovery status : Disabled

Delay-restore status : Timer 1is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)

vPC Peer-1ink status

1 Po100 up 1,10,20,48-49,148

vPC status

1 Pol up success success 10,20

48 Po48 up success success 48

49 Po49 up success success 48

wble pzpsed pelod wuww Slzole JUls PSS Iduslule 1Jped$d



IJerue

Swp lsBI 91206 91236 19 19, pu slzole Buls puds IJouslole pddel. g0 LsSId cubvésd
Slzos wslule we wpdsvel bhsl sop luvoceh zese s2dle Uble IUpzeses 1Jp9z936 S
uSuw IJosdd pu wble IUpzeses cuvow Suvd 1oz dd pu LoRs IJslzos.

&> vesu ldlgoul) o3l lJosdU:

Fo1 Pol VPC1 SW1 Po1 VPC1 *, Pol
Eth2i1-2 £ o Eth1/17-18 Eth1/13-20 § L Eth2/3-4
) A, TA

L]

<Fods VPC 48 Pod3 VPC 49 & CCL

T Eth1143-50 Eth1/51-52 T Ethiri4

LT
s

o4 VPC 48 Pod3 YPC 43 Podd

pepmAmEEE TR
wmE®

Ethzr3-4 .- : Eth1i51-52 Eth1/43-50 Ethi1-2
—CC L
: ix DATA
Po . B Pod VPCA Po1 WPCA i : Pod
Eth2/3-4 % i Eth1/13-20 SW2 Eth1/17-18 5 F Eth2/1-2

lJozdd

* U288 PU 926 e 9236 Idepde:

<#root>

firepower#
Beginning configuration replication to

SECONDARY unit-2-2

End Configuration Replication to SECONDARY.
Asking SECONDARY unit

unit-2-2
to quit because it
failed interface health

check 4 times (last failure on

Port - channel 1

). Clustering must be manually enabled on the unit to rejoin.



© 02dd pu piozle peisble wble IJeze9e6 9l9le, show cluster info trace module he s
lJ9z>6 (Idozslw) ldpewle,é:

<#froot>

firepower# Unit is kicked out from cluster because of interface health check failure.
Cluster disable is performing cleanup..done.
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-2-1 transitioned from SECONDARY to DISABLED

firepower#

show cl uster history

From State To State Reason

12:59:37 UTC Dec 23 2020
ONCALL SECONDARY_COLD Received cluster control message

12:59:37 UTC Dec 23 2020
SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

13:00:23 UTC Dec 23 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration sync done

13:00:35 UTC Dec 23 2020
SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

13:00:36 UTC Dec 23 2020
SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

13: 01: 35 UTC Dec 23 2020

SECONDARY_BULK_SYNC DI SABLED Recei ved control message DI SABLE (interface health check failure)

<#root>
firepower#

show cluster info trace nodule hc

Dec 23 13:01:36.636 [INFO]cluster_fsm_clear_np_flows: The clustering re-enable timer is started to expi
Dec 23 13:01:32.115 [INFO]cluster_fsm_disable: The clustering re-enable timer is stopped.

Dec 23 13:01:32.115 [INFQ Interface Port-channell is down



c Beoow lJluole po ldesruo psule-channel ¢JlLos 1o, B IJ fxos 1o, shell:

<{froot>
FPR2 (fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

Switched R - Routed

Up (port-channel)

- Not 1in use. Min-Tlinks not met

=Cwv
1

1 Pol(SD) Eth LACP Eth2/1(s) Eth2/2(s) Eth2/3(s) Eth2/4(s)

48 Po48(SU) Eth LACP Eth3/1(P) Eth3/2(P) Eth3/3(P) Eth3/4(P)

09SO

- ol pulu zese 1osIId Jol 0w luup pzeses wble 1pzeses 99Jps 1Je)9).

o olds pu o lzole Buls 1Jpuwds wpes eds slzole £L09 plbsé ppdus sl pg wdosy
lJuwyeo/ldLuwld euliss IJleglo udwo Vs zpse [Josldd 9ldpzdlw.

.« B ldpzpsele sled 1Jpsde: wuopo o wdLw IJuslule psole-channel §lLo bs JJ
osYd Y9y Hobo IUs IJ udywe Yulo Lo gds IJpel?. : g

* g luwedsle Susle IUpwds IUblo,sé (VPC) B peodle Nexus: Wolds oo lu wdssu
VPC Jl szwos eds glds Ideolwd [Jolgnde.

o B ldpzeogle slgd 1Jpsde: olds pu o 0w 9lzos Yol puds IJuslule bs JJ
lJos Y poodé oS w VPC.

puvlId luwodob uble ldezeses
uble lJoubgsd FXOS Traceback
IJe,ue

1J9z»6 wend Idpzeyes.
IJoz9@/ldegdsy

* luwogse Il show cluster history” Jeg ;86 pos £lo,0 1J9g36 wble 1Jpze986

<tfroot>



firepower#

show cl uster history

e lgwegse 030 IUIslo, JJozdd ppl 131 iy J FXOS traceback

<tfroot>
FPR4150#

connect | ocal - ngnt

FPR4150 (local-mgmt)#

dir cores

e oepst IJpdd Iiuwlgus 1Uss op loguldo 29J 1J9 e 1Uss gl Bso 1J9ess wble
lJpz 966 90,99 0 |Js TAC.

9o peedis

VIS 2ldsé 9ua9d luwesle Id8iue B Suwe INgtw IUZIue 9236 Lblp IJpzeses |Js 947 w89
IJ9z26 Cldledle pu wble IJpzeses. swp ldoedd pu luveisle IJosue JJ 3 wolu:

<{froot>

> show di sk

Filesystem Size Used Avail Use% Mounted on

rootfs 81G 421M 80G 1% /

devtmpfs 81G 1.9G 79G 3% /dev

tmpfs 94G 1.8M 94G 1% /run

tmpfs 94G 2.2M 94G 1% /var/volatile

/dev/sdal 1.5G 156M 1.4G 11% /mnt/boot

/dev/sda2 978M 28M 900M 3% /opt/cisco/config
/dev/sda3 4.6G 88M 4.2G 3% /opt/cisco/platform/logs
/dev/sda5 50G 52M 47G 1% /var/data/cores

/dev/sda6 191G 191G 13M

100% / ngf w

cgroup_root 94G 0 94G 0% /dev/cgroups

WO odo IJglder shboy 181z pedgble wble |Jpzpses show:

<tfroot>



15:36:10 UTC May 19 2021
PRIMARY Event: Primary unit unit-1-1 is quitting
due to

di skst at us

AppTlication health check failure, and
primary's application state is down

14:07:26 CEST May 18 2021
SECONDARY DISABLED Received control message DISABLE (application health check failure)

ould by 86 18y JJozdd po lJSuid 9os:

<#root>
firepower#

show cluster info health

Member ID to name mapping:
0 - unit-1-1(myself) 1 - unit-2-1

0 1
Port-channel48 up up
Ethernetl/1 up up
Port-channell2 up up
Port-channell3 up up

Unit overall healthy healthy
Service health status:
0 1

di skstatus (monitor on) down down

snort (monitor on) up up
Cluster overall healthy

CNJluols |Js 3J. bl Ul 1IJEy0e 29lds 1007 W 9> e9lzo 1Ugess Logsule Bs luwezle uble
lJpzp986 2os Swp s vEue puwlzd IUSuue.

lJzelss uos IJwse g

JJ 5538ls8 w99 JJ 9226 p2e9es wldoeldd pu 9226 Ipeldes Ie,diss (CPU) 99226 IJubs,
Ipzdss JJozdd oo luwoesle 9236 IUpeldzs 1pydisé (CPU) slUsld,s. 15 g Idlguaésle



leds pu 2293 IJuble (LINA CPU 507 Iy LINA 31,6 597) swe &502 suwlds ledless Bs:

+ Syslogs (FTD-6-748008)
« pJu log/cluster_trace.log. eJs ywosd ldpeld:

<#root>
firepower#

nore log/cluster_trace.log | i CPU

May 20 16:18:06.614 [INFO][
CPU | oad 87%

| memory load 37%] of module 1 in chassis 1 (unit-1-1) exceeds overflow protection threshold [
CPU 50% | Menory 59%

]. System may be oversubscribed on member failure.
May 20 16:18:06.614 [INFO][CPU Toad 87% | memory load 37%] of chassis 1 exceeds overflow protection thr
May 20 16:23:06.644 [INFO][CPU Toad 84% | memory load 35%] of module 1 in chassis 1 (unit-1-1) exceeds

SULS) UJh{ulJé |Jes Ioo Vs 2ldo Buvd 9236 el spdu jshe IJlgbe)ld Bs psl)ys 196
(Idozsle) IJIR)s.

lJyuoe Idpouwlo

lJuowded Bs luosble el od 6.3 FMC

* Spdud oywesd IJ €856 uble pzeses wuvdd Vs eds FMC.
* Op 0¥9p oIS preses pub¥ss Vs FMC.
© JIJ|old6 22536 Je§s6 Lble Idpzeses: Sew edsd ouvesd 1Jeds6 $x9l.

o> 6.3 FMC

* wost Y psié ldsuoe Idpouwb lpdluss wuwesd uble Idpzeses wlddled eds 9226
IJezde Os bhé IJosdd (FMC) O glbogé 91236 (Gp B8 vogwpsd s £956 91236 pu
wble IJpze9es).

IJes Idbos Jluesh
IJzols 1desly 1Jesese
IJplbdse

12> Idbus Jdpss)

leble
lJpoe90 eie

IJIz0;6 1Jpsl)6

FMC 6.3

peeoele FTD O
FP9300 9 FP4100
Bob

6.2.0

030 pSj0 IS 9236
IJoede W o
lJosdd (FMC) W b




A O3S wpr? wdasu uble IJpzeses Bs FTD. szw IJlowkl zos swil ldouszsd
IJoddlkss. see 830 peladé cuvesd e8> uble 1Jpzeses $295! (Iuol96 zob) 9JIu
lowosle gsh IJogusss.

IJe,ue

eldle Buvd ouvesd IJeds

Il Sund ouwesd 8828 IJozde Jis proo Sumsce 23 wble 1ezeses po FMC.

TR

I3l Gund ouvesd £86 IJuslole Jis uvow: Would gsblu:

1. pe JJ £pJS0 LUy Swpe lplool eds uble IJpzescs: ooz dld FMC ppl 31 i ould g9
oblp pzeses weolz IJs IJouvesd: 9p0 &p wwsl Bs IJouwesd IJoddliss Joso 1Ug 8o,

2. 00l gl cumsss e, Lopw EJlps IJowssy pdeue wble Iezeses (112056 > 16
2036 > edlps Iowsse oble Idezeses > eruo bovlb 2lds wble 1pzeses). vz
oubgsd lple [Joyuss. owsl FMC lJouwesd IJodyliss JJdgds Idos sdje ouvgsdol.

pedyple dlo LoJs

s IJozese lglo ld>dlg <
* pzp9e6 ASA Josd. ] Firepower 4100/9300

e 29J Loz ese £s o5 Firepower 4100/9300
o g p58 Jpusit Loz ese s 2l Lz elsé po Lzs Lel s Firepower - BRKSEC-



https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
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