oJ9so SNMP gl wed il Igblise 9l odlzol
£Js FirePOWER FDM

lJpzogsle

SNMP v3

SNMP v2¢c

LilJs o dase, SNMP
lep 8.8 0| 5

Iz 9.9 o0 SNMP v3

Iz 9.9 o0 SNMP v2¢
lowedildd iz ble gl o, Jl>ol

Lwis Jé 9lz9u6
pedople o o Jé

lJp 95,00

S9uoz 03l ldpuweows JsWdss wpdsy wy9e9dsd bho Iduveds IJoywsl (SNMP) eds 1Uluosl)
6.7 pu >,6 golj FirePOWER Ul uwgsle 9lz06 w)pes wbos@le REST.

IJpclbdole Il ulusé
lJpolbdolo

9008 Cisco iy oday Jrsd pe,uds Lldpsluose IJoldss:

« 1J>Wlg Jo> woss> Firepower (FTD) IJesl) po Sowd FirePOWER Device Management
(FDM). IJlo>l, 6.7

* 08,96 REST API

* p&, 96 SNMP

lJpdyole |dpuuegspd

lJ>Sle Lo> wosss Firepower wop blyoo wyluwlbs FirePOWER Device Management. 1]l ool
6.7.



oe logble IJpgdsple 15,38 Bes o3l 1Jpuuows pu 1Ulzej8 1Up9z926 Bes wisisé pgpdiss ¢luos.
wlo gpse 1Jlgojé UPuUOE-_’PiE WO ol .IJ,ouqu{vong.___sg PPUMIT (ﬁIx.é-;;_,I@;__g). I3l oo
wedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzepd Jis le).

pedople Il st
uv9 lJerss Js 6.7

S>8p FTD Device REST APl o J9sw 916 gl e SNMP 9ldpweéspsu 9ldpuos 00 9oz 098w
IJI2036 1Jp o596, o 380 91208 wyped IJobusdle Jgol; SNMP FTD G FP. IJlosl, 6. 7:

* SpIdu Jdpuwegsde odasu SNMP o gJIJ 9lzod wyped wbosdle FTD REST API Jsl,6
I i s,

* spdoluals/opase I bhs ebe SNMP sldpwcgspsu 9pzesels
IJeos9s0/ldposOs0 pu ¢l 91206 wypzd wbosdle REST Jgol; FTD.

ORI UipoJé lJeuoput Vs Idpuvows gble IUodssy IJos wp logldel wyluubs
pvod v 9lzos wyprs IJobousdle (API) J FDM.

N plebs: Il sedo ©d950 w299950 SNMP Ul a0 21 Slz0s wipzs wlbowsdle REST
gwpl sd9e FTD wogvgsd luosl 6.7 sowe bloo wslyvlos FDM.

b6 glpd eds Ipssle -8 9lzed wyprs IJobosyle (API) glzos w)ped IJobosdle
(REST) Jzol; SNMP FTD

* LU 03 ldps)io uidll wolss gugly URL zas> J FDM ¢l o6 o SNMP.

o SpJdu luwwesle glgole wyped lJobousyle 1Jgsssé 030 Jodesy SNMP Jlgwebdlgle
Il 9lJdgle Jpsldwé 1Jiubes.

¢ Sop 9BS) wIdIsu pl wed wy9u9d9d SNMP g, glzole wypzs IJobousdle (API).
938sle> pedsele 1J15Ls (MIB) gJs izojé FirePOWER. Jgpdsle IUlgesle Iy Jigbl IJsz 0
eJs gpsJ NMS/SNMP.

udlb yolsé SNMP API/URL

URL IJlowlJsw IJlo,;
/devicesettings/default/snmpservers leuol) SNMPServer
/devicesettings/default/snmpservers/{objld} UPE« & SNMPServer
/object/snmphosts buwld Idzuosd eJs [SNMPHost
/object/snmphosts/{objld} 9,08 239« IJzuo9d |SNMPHost




eds

/object/snmpusergroups buwld Idzuosd eJs [SNMPUserGroup

dPE: 2> Iewasd SNMPUserGroup

/object/snmpuserGroups/{obijld
j P ps/{objld} e U

/lobject/snmpusers buwldd Idzuesd eJs [SNMPUser

oot 23 Iewesd Ionvpuser

/object/snmpusers/{objld} e U

lJodosy

Se 9 pusS SNMP gJs 3 |uosble Tpuluss:

1. SNMP v1
2. SNMP v2C
3. SNMP v3

JIJJ 9lz> pu 030 wouuwsy glue J securityConfiguration. ldouves Jdlueshso V1 9 V2C:
S2w9S 8Js uwduwds proee 9edd g s&HY IJodssy olue V1 1y V2C.

wlJouwed J SNMP V3! szess eds puwaese SNMP V3 Loldz s28d wse s&d Idodsso eds
oo V3.

SNMP v3

1. 1d9u09d 1Js puwed v 9lzos wypeo IJoboséle (API) J FDM.

Jg 051U pumodind sleos wapes 1o busisle (API) J FOM REST e sigos Upuuu'@ro

alvale o b . == 6 admin
ClIsco o ' ' i Manitoring Palicies Objects Device: FP1120-1 Administrator

APl Explorer

2. o dose s [J o s,

logile sy Gvwds 238> Jpuosd SNMP. s o yulez Explorer FDM AP 25> NetworkObject
O 9p vouldlisulgvedle:


https://FDM_IP/#/api-explorer:
https://FDM_IP/#/api-explorer:

s . = . i 1] o= =
il Firepower Device Manager - 0

CISCO Monitoring Paolicies Objects Device: FP1120-1

FTD REST API NetworkObject
E fobject/networks
AP1 Explorer

I.m fobject/networks I
Error Catalog

Jobject/networks/{objld}

SuuwSd JSON Jeosd SNMP o9 o3l. IJo§ JSON o3l WBs Suwpe IJuue |Jiuu|u.u.,§ SUESS)
ew9lu IP gds 1U8spd Jpblo s gusly IP Jpuosd SNMP:

{

"version": "null",

"name": "snmpHost",

"description": "SNMP Server Host",
"subType": "HOST",

"value": "192.168.203.61",
"isSystemDefined": false,
"dnsResolution": "IPV4_ONLY",
"type": "networkobject"

}

e Manaager i i == =D @ @ 6 admin
o Mcniting Policies Objects Dewice: FP1120-1 Administrator

Response Content Type | appheation/|son

Parameters
Parameter Walui Description Pararmater Type  Data Type
bedy { - Bady

“varsden”s "nell®, Model Example Value
“nama”: “pnepHost®,

“dapsription”: “HMP farver Hest®,
“pubType™: “HOST", [
“value®: “19%.36%. 200.81°, =

“ieSyrtemDatingd™: falss, £ “werslon®; “string®,

“name”: “string”,
“desirlption™: “stelng™,
“subType™: “HOSTT,

“valwt™; “strieg”,
“LaSystesDefined: true,
“dnagesoletion™: “IFve_omy™,
“1d%: “string”,

“type”: “retesrkobject”

Parameter conent type: | opkcabonson

Bp wldoprs) IJs Tuwdd 935 15, 1 eelods! Jooudss luvasgle 9lzosé wypes lJobusdle (API).
w99p pIlJpd wlzzs whzle Les IJluwerlos 200.



TRY IT OUTI

louwg wslole JSON ey zoo IJluwogles IUs > pdlzble. Jlzdl ceole lJs pde Idpedypelo
29d puosd SNMP.

https: /10,62, 148, 231 apd /da/vEfobject networks

FTD REST APl
Response Body
AP Explorer
Ermror Catalog { .
= “wersion®: “bshalbhghulve™,
“name™: "snspHost™,

“description”: "SMHP Server Host",
“subType™: “HOST",
“walue™: “191.168.203.51°,
“isSystemDefined”: false,
“dnsResolution™: “IFV4_OHLY®,
=id": "1d1Bcebd-49de-11eb- 2432 -e320cd56d508",
“type™: “networkobject™,
“Links™: {
“self": “https:f 18.62.148. 230/ apis fdm/vhifobject inetworks /1d18cebd-4%de-11eb-ad 32 -e320c d56d5a "
1
¥

Response Code

288

3. lugule puwegse 238> Jdluesh IJelde pou wy9w9ded bhé IJuveds Idouusl (SNMP).

s FDM API Explorer. 255 SNMP &p $§p woszsd/dlisu/snmpusers.



-
31l ~rr

I o =TT [ ==
kbonstoring Policias Obgacts Device: FP1120-1

i
CISCO

SNMP
m [devicesettings/default/snmpserers

FTD REST API

el E Idevicesettings/default/snmpservers/{objld}

Emor Catalog m /devicesettings/default/snmpservers/{objld}
E Jobject/snmpusers

Im fobject/snmpusers I

louwg wslole JSON oo |Js 09,6 99 wogdsd IJI8uwle IJos sopd (s uvwsd IJpold.
authenticationPassword |9 encryptionPassword Ig 1Jg9l,eslw):

{

"version": null,

"name": "snmpUser",
"description": "SNMP User",
"securitylLevel": "PRIV",
"authenticationAlgorithm": "SHA",
"authenticationPassword": "ciscol23",
"encryptionAlgorithm": "AES128",
"encryptionPassword": "ciscol23",
"id": nulT,

"type": "snmpuser"

}

.& wedst ddele 1dess) Ideuwetses B IJleeds os JIE)luo IJesue 1Jesgoses Béb. B
oS luole: olds po luwesle Jdple p)9) 9956

louwg wslule JSON IJpegsds IUs Suwe IJuue Uiuuluu..g

p— e .

il - . o 4 0 = = @ @ @ @ 0 admin
Firepower Lievice Manage . ==

CISCO Manitoring Policies Oigects Dervice: FP1120-1 L ] Administraior

FTD REST API Response Content Type | appicationjson v

Parameaters
il Paramoine Walug Dascription Parameter Type  Data Type
Error Catalog bady { = body

“werdisn™: null, Modal Exarnphs Wk
“nEmeT: "snmpUser”,
“gescriptionT| TSHMP Usar”,
“pecuritybevel”; PRIV, {
suthenticationdlgoritha™: “3HA", 2

"suthenticationPasswerd™: “sigealdd, - “warsloa™: "seelng®,
“mame”! “steing”,

“descriptlon”: “string,
“lagerliylane]l™: TEITHT,
“atkantieatlosdlpae itha™: TIHA",
“autkenticatlosPassword ™z TstringT.

Parametsr content type: | applicalion [son ~

“encryptlond]lgerithe™: “AES128",
“aneryptloaPuiienrd™: "itrisg”,
"Ed7: Tstring”,

“type™: “srmpuser”




Bp wldoprs) IJs Tuwdd 935 15, 1eelods! Jooudss luvasgle 9lzosé wypes lJobousdle (API).
w99 pIdldpé vlzes whele Les Idluveeles 200. luuwg wslule JSON ey zod IUluweelws [Js
> pdlgble. Jlzdl ceole 1Us pde ldpgedsple 29d puvegse SNMP.

alvalee oo il o)l -0 =m
Firepower Device Manager =
CIsCoO Firel s Monitoring Pclicies Objects Device: FP1120-1 (

Request URL

FTD REST API

https://10.62.148.231/api/fdm/v6/object/snmpusers

API Explorer Response Body

Error Catalog

"version": "bmwzwdiwFphp?",
"name": “snmpUser”,
"description™: "SNMP User”,
"securitylevel™: "PRIV",
“authenticationAlgorithm": “SHA",
"authenticationPassword": "ciscol23",
"eneryptionAlgorithm": “AES128",
"encryptionPassword": "ciscol23",
"id": "65dabc50-49df-1leb-2432-27823%944dabe”,
"type": “snmpuser",
"links": {
“self": “"https://19.62.148.231/api/fdm/v6/object/snmpusers/65dabc50-49df-11eb-2432-27823%944dabc”

}

}

Response Code

288

4. lewod edis pedsple 1sleos.

&J:s puvod i 9lzos wypzs Idobosdle (APl J FDM: 235 1Jglzod e lzued eds
NJlzoj6/default/interfaces. wewlz |Js wepse lJpedple po ldslzos IUos wouod wilp SNMP.

_ HiT '.
il Firepower Device Manage: - ﬂ
CISCO - Monitoring Policies

ﬂ fdevices/default/interfaces

Bp wldoprs) IJs Tuwdd 935 15, 1 eelods! Jooudss luvasgle 9lzosé wypes lJobousdle (API).
w99 pIdldes ulzes whzle ses Idluweeles 200. louwg wslule JSON ey zos IUluwozlws |Us
>3, pdleble. Jledl weolz lUs wewiss pedyple 2od 1Jslzos.



https:/f18.62, 148, 231/ api ffdm/ve/devices fdefault/interfaces

FTD REST API

Response Body

API Explorer "wersion™: “kkpkibjlubgro®,
“name®: “inszide",
Error Catalog “description”: null,
"hardwareMame”: “"Ethernetlf2",
"monitorInterface”: true,
“ipwd®: {
“ipType™: “STATIC®,
“defaul tRoutels ingDHCF®: false,
“dhepRouteMetric”: null,
“ipAddress”: {
“ipAddress”: "1%2. 168 303.71%,
“netmagk™: "I56, 355.255.8%,
“standbyIpaddress™: null,
“type”: “haipvdaddress®
|
"dhcp™: false,
"addressiull”: false,
"type™: “interfaceipwd”
¥e
g 1-1

“enabled®: false,

Response Code

208

o3y ooy 1Uslzos 9ldlgw e 9ldpeyd 9lduge pu wslule JSON. peld eds wslule JSON py
lJ9lzoé IUsIgJsé:

<ffroot>

{

"version": "kkpkibjluéqro",
"name": "inside",
"description": null,
"hardwareName": "Ethernetl/2",
"monitorInterface": true,
"ipv4": {

"ipType": "STATIC",
"defaultRouteUsingDHCP": false,
"dhcpRouteMetric": null,
"ipAddress": {
"ipAddress": '"192.168.203.71",
"netmask": "255.255.255.0",
"standbyIpAddress": null,
"type": "haipv4address"
}!
"dhcp": false,
"addressNull": false,
"type": "interfaceipv4"
}!
"ipve": {



"enabled": false,
"autoConfig": false,
"dhcpForManagedConfig": false,
"dhcpForOtherConfig": false,
"enableRA": false,
"dadAttempts": 1,
"linkLocalAddress": {
"ipAddress": "",
"standbyIpAddress": "",
"type": "haipv6address"

1,

"ipAddresses": [

{

"ipAddress": "",
"standbyIpAddress": "",
"type": "haipvbaddress"

}

1,

"prefixes": null,

"type": "interfaceipv6"

1,

"managementOnly": false,
"managementInterface": false,
"mode": "ROUTED",
"TinkState": "UP",

"mtu": 1500,

"enabled": true,
"macAddress": nulT,
"standbyMacAddress": null,
"pppoe": null,

"speedType": "AUTO",
"duplexType": "AUTO",
"present": true,
"tenGigabitInterface": false,
"gigabitInterface": false,

"id": "fc3d07d4-49d2-11eb-85a8- 65aec636a0fc",

"type": "physicalinterface",

"Tinks": {

"self": "https://10.62.148.231/api/fdm/v6/devices/default/interfaces/fc3d07d4-49d2-11eb-85a8-65aec636a0
}

1,

o0 wslule JSON: spdud 59656 1Jglzos Vs IUsEJ weess eds Ideslule IJos sdie l§w)luol
wel>p SNMP:

* |Jluesly: kkpkibjlubgro
o 1Jlgwp: slgd. iid: fc3d07d4-49d2-11eb-85a8-65aec636a0fc.
« 1Juse: 1Uglzos IUB s slisso.

5. lugile puos® SNMPV3 2.80.



OGS "puwed v 9lzos wypzs IJobosdle (API) J FDM" 255> SNMP &
e sJldliso/SNMPhosts/ [ wedJ SNMP.

i
Monitoring

m /object/snmphosts

Iuweese JSON 03l JBlde. vuws 9Juod Iduslole po IUgbsle 1duwleds [Js 1JBlde 986!
JsJd:

] = |
repower Device Manage
cisco * anag

FTD REST API \

{

"version": null,

"name": "snmpv3-host",

"description": null,

"managerAddress": {

"version": "bsha3bhghu3vmk",

"name": "snmpHost",

"id": "1d10ce6d-49de-11eb-a432-e320cd56d5af",
"type": "networkobject"

}!

"pol1Enabled": true,

"trapEnabled": true,

"securityConfiguration": {

"authentication": {

"version": "bmwzw4iw7php7",

"name": "snmpUser",

"id": "65da6c50-49df-11eb-a432-e7823944dabc",
"type": "snmpuser"

: "snmpv3securityconfiguration”

"interface": {

"version": "kkpkibjluéqro",

"name": "inside",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

}l

"id": null,

"type": "snmphost"

}



roJ|2_Jb6:

¢ luwowsd 1U8ses Vs pg 9 ManagerAddress glduge 9ldluosl) 9ldlw e
wldeedsele ldos luwedpool oo 1Ugbss 1.

¢ luwowdd 1U8ses Os Idpuolb 86 wldpedsple IJos luvedecol pu lJgbys 2.

¢ lgwowsd 1IJdsps Vs 1Jslzos wldwslule IJos luvedewol oo 1Jglbgs 3.
wldouwed Joygesdsd SNMP2, Ul w9y puol> 86 9lduse o9
snmpV2csecurityConfiguration w>Jl oo snmpv3securityConfiguration.

louwg wslule JSON IJegsdd |Us Suwe IJuue |Ji,_}u|u.u.§.



e - I i 8] - =5

Firepower Device Manager
CISCO ¢ Vialias Monitoring Policies Objects Device: FP1120-1
FTD REST API Response Content Type | applicationjson v]
Parameters
API Explorer Parameter Value Description
body i{ -

Error Catalog

“wersdon”: mull,

"name”: "snmpv3-host",

“descriptien™: null,

“managerfddrass”: {

"wersion”: "bshaibhghudwmk”, e

name”: "snmpHost™, v

Parameter content type: | applicationson |

Ip wldoprs) lJs iou.J 92 1ds) Idpelede! Joudss luwwsgle 9lzos ypzo lJobosdle (API).
od9p pdldps lezs whzle Les IUluveelos 200.

Request URL

FTD REST API
https: /f18.62.148.231 api/fda/vE/object/snmphost s
APl Ex
plorer Response Body
Ermor Catalog
{
"version": "gneswdaddiisp”,
“mame" : "srmpv3-host®,

“"deseription®: null,
“managerdddress™: {
“wersion®™: “"bsha ibhghudvm™,
“mame”: “snmpHost",
“ud™: "1d10cetd-4%de-1leb-ad432-e320cdS6d5at",
"type™: "networkobject”
b
"udpPoert": 162,
"pollEnabled™: true,
"trapEnabled®: true,
"gecurityConfiguration™: {
“authentication™: {
“wagrsion™: “bmwzwdiwlphp?",
“namg” : "snmplser”,
"id™: "65dabc50-4%df-11leb-a432-e7823%44dabc”™,
"type": "snmpuser”

b

Response Code

288

loodd [Js slzos IJpuwegse Idyuuspess (GUI) J FDM suui) IJogssole. spdud IUIbJlg eds




oJ9sU SNMP pg b pe:

Pending Changes

& Last Deployment Completed Successfully

M. See Deployment History

Deployed Version (20 Dee 2020 02:32 PM) Pending Version ) LEGEND

ﬂ Network Object Added: shmpHost :

- subType: Host

- value: 192.168.183.61

- isSystemDefined: false

- dnsReselutien: IPVA_ONLY

- dagcription: SHMP Server Host

= name |l snEphost

) snmphost Added: snmpv3-host

- udpPort: 162
- pollEmabled: trus
- trapEnsbled: True

- namei snepvi-host

snmpInterface:

- inside

managerdddress:

- snmpHost

securitylonfiguration. authentication:

- snmpliser =
MORE ACTIONS CAMNCEL m

SNMP v2c

dogwes Jv2e Jl weole s logsle puwegse sddo JI osld oelzs lJs:

1. louble odsy Jlisy g Is (ped 1Jpsuo9d Vs Guwpe SNMPV3)
2. 1Jzwosd eds pedsele 1Uslzos (Jel 09 p9 02 Os Suwe SNMPVI)
3. louble Jlisy puosd SNMPV2c 2os>

030 £5U6 puU 2p9Jdé JSON lJos wuyuiss Jlsy SNMPv2c:

{

"version": null,

"name": "snmpv2-Host",
"description": null,
"managerAddress": {
"version": "bsha3bhghu3vmk",
"name": "snmpv4hostgrp",
"id": "1d10ce6d-49de-11leb-a432-e320cd56d5af",
"type": "networkobject"

}!

"poll1Enabled": true,
"trapEnabled": true,
"securityConfiguration”: {



"community": "ciscol23",

"type": "snmpv2csecurityconfiguration"

}!

"interface": {

"version": "kkpkibjluéqro",

"name": "inside",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

1,

"id": null,
"type": "snmphost"
}

Iowegsp luwdsw POST Juuis, 2e9Jé JSON:

i o 3= ==

NI _
Monitoring Policies Objects Device: FP1120-1

CISCOo

[ v a e B ket i il = o
Firepower Device Manager

Response Content Type | applicationjson ~

FTD REST API
Parameters
AP Explorer Parameter Value Description
body { -

"wersion™: null,

"name”: “snmpvi-Host",

"description™: null,

"managerAddress": {

"wergdeon™: "bahadbhghudumk®, *
"name”: “snmpvdhestgrp”, -

Error Catalog

Parameter content type: | application/json |

e WIJoers) 1Js Tuwsdd 9235 15 "ows IJgse"! Joudss luwesgle 9lzos wpzé
lJobossle (API). ©99e pdlded ulegzs wbele ues IUluwezlus 200.




Request URL
FTD REST API
https: //18.62.148. 231 apl/ fdo/vE object/snephosts

API Explorer

Response Body
Error Catalog ar
“wdpfort™: 162,
“pellEnabled”: trus,
“trapEnabled”: trus;
“securitylonfiguration™: {
“community"; Tesesssssss
“type”: “snmpvlcsecerityconfiguration”
]'r
“interface™: |
“wersion™: “kkpkibjlubqro”,
“namg”: “inside”™,
“hardwarelame™: “Ethernetl/ /2™,
"idTr Tfo3d@idd-d9dl - 1lek-85a8-65aecbibanfoT,
“type”: “physicalinterface”
}J
“1d™: "lbfbdlf@-dact-11eb-a432-a75cd3TEbCaT™,
“typeT: TsrmphostT,
“1inmks™: {
"gelfT: Thttps://18.62. 148, 231/ apl fFds S vbfobject fansphosts /1B Fbdl FR-4acb-11eb- 3432 -e76cd3TEbcaT™
}
H

Response Code

208

I51Jé oJ9ss SNMP

1Jg 1096 1.

lJzue9d eds pedsele puosd SNMP (SNMP > /object/snmpHost):

NImir - il
CISCO

Monitoring

Firepower Device Manager

FTD REST API /object/snmphosts

Sp Idoprsy [Js Iuwsdd 9223 1)) "opws IJgse" Joudss luwesgle 9lzos wypzs
lJobossle (API). ©99e pdldesd ulegzs whele bes IUluwezlws 200.

wewed eds Blispo wlddlisole. Jlizb pgy0 IJJlisy snmphost 1Uss )6 bldwoe:

{

"items": [

{

"version": "ofaasthu26ulx",
"name": "snmpv2-Host",
"description": null,
"managerAddress": {



"version": "bsha3bhghu3vm",

"name": "snmpHost",

"id": "1d10ce6d-49de-1leb-a432-e320cd56d5af",
"type": "networkobject"

}!

"udpPort": 162,

"pol1Enabled": true,

"trapEnabled": true,

"securityConfiguration": {

"community'": "EEEEEAkEl

"type": "snmpv2csecurityconfiguration"

}!

"interface": {

"version": "kkpkibjluéqro",-

"name": "inside",

"hardwareName": "Ethernetl/2",

"id": "fc3d07d4-49d2-11eb-85a8-65aec636a0fc",
"type": "physicalinterface"

}!

"id": "1lbfbd1f0-4ac6-11leb-a432-e76cd376bca7",
"type": "snmphost",

"Tinks": {

"self": "https://10.62.148.231/api/fdm/v6/object/snmphosts/1bfbd1f0-4ac6-11eb-a432-e76cd376bca7"
}

}!

IJ 96 2.

I, gl 1Jzss s SNMP > /object/snmphost{objld}. IJod 1Jee d 1J3s zpgwo B 1Jgbos 1:

/object/snmphosts/{obijld}

FTD REST API
API Explorer Implementation Notes
This AP call is not allowed on the standby unit in an HA pair.
Error Catalog Parameters
Parameter Value
objld

1bfbd1f0-4acé-11eb-ad32-e76cd3IT6beaT|

e lJopss) Is luwdd 525 1) "ozpws IUgse"! Joodss luvesgle slzos w)ypzs
lJolbosdle (AP). oyze 1Jpedldped o) IUluuwozlué 400.



Response Code ‘

400
Response Headers ‘

{
“accept-ranges”: “bytes”,
“cache-control”™: "no-cache, no-store”,
"connection™: "close”,
"content-type”: “application/json;charset=UTF-8",
“date": "Wed, 30 Dec 2028 1B:88:41 GMT",
“expires”: "@%,
“pragma®: “"no-cache",
"server™: "Apache”,
"strict-transport-security”: "max-age=63872000; includeSubdomains; preload, max-age=3153608¢ ; includeSubDomains",
"transfer-encoding”: "chunked",
“w-content-type-options™: “nosniff",
"w=frame-options™: "SAMEORIGIM, SAMEORIGIN",
"s-xsg-protection®: "1; mode=block™

IJg 96 3.

ouw IJogssy:

Pending Changes

alieil Deployment is in progress...

ke a few g5 to complete. Go to Deployment History to see what is deg

Deployed Version (30 Dec 2020 06:42 PM) Pending Version O LeGEND

D senmphost Removed: snmpvd=Host

sacurityConfiguration, commanity .maiked: falie -
dadurityConfiguraticn . commanity  anerypteditring: =*° -
udpPert: 152 =
pollEnakbiled: trus =
trapEnabled: true -
name; Srepyl-Hoit -
enmplnterface:

inside -
managerAddreds:

snmplost -

Sepd IJuuivy eds LlJs pedsple ldpLosud:

<#root>
FP1120-1#

show run snnp-server

snmp-server group AUTH v3 auth
snmp-server group PRIV v3 priv
snmp-server group NOAUTH v3 noauth
snmp-server location null



snmp-server contact null

snmp-server community %%

WubdJ SNMPwalk J v2c:

<#root>
root@kali2:~#

snnmpwal k -v2c -c¢ ciscol23 -0S 192.168.203.71

Timeout: No Response from 192.168.203.71

clJouwes JJluosh 3¢ sge 239 IJdlisule wosl Ideyose.

1. puosS SNMP (e Idbzle IJulze 09 204)
2. puwodde w92999d SNMP (e 1dbzle 1dulee 09 204)

I3l 2lode 238 IJJlsole wldeyose IUglbis: wpuod eds o3l 1Ugbl:

{

"error": {
"severity": "ERROR",
"key": "Validation",
"messages": [

{

"description": "You cannot delete the object because it contains SNMPHost:

snmpv3-host2, SNMPHost: snmp

You must remove the object from all parts of the configuration before you can delete it.",

"code": "deleteObjwithRel",
"lTocation": ""

}
]
}
}

IJozdd pu lduogs

IJezdd po SNMP v3

o> 1o loedd 1Js slzos yulo, 1UIsle, (CLIY 1Jglu06 o FTD JJozdd po wdsse SNMP.

Jigb oo op logule 9sp6 enginelD oJ@lissl.

<tfroot>

FP1120-1#



con

>

nect ftd

system support diagnostic-cl

Attaching to Diagnostic CLI ...

Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.

FP1

ena

Pas
FP1

120-1>

bl e

sword:
120-1#

show run al

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
no
no

snnp- server

group AUTH v3 auth
group PRIV v3 priv
group NOAUTH v3 noauth

user snmpUser PRIV v3 engineID 80000009febdf0129a799ef469aba2d5fcflbfd7e86135al1f8 encrypted
Tisten-port 161

host inside 192.168.203.61 version 3 snmpUser udp-port 162

Tocation null
contact null
Communi ty Yk dkdk
enable traps snmp authentication linkup Tinkdown coldstart warmstart

snmp-server

enable
enable

traps

no
no
no
no
no
no
no
no
no
no
no

snmp-server enable

ltooh uvsy ules

roo

iso.
iso.
iso.
iso.
iso.
iso.
iso.

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

t@kali2:~#
3.6.1.

w w wwww
oo oo oo
Y
NN N
T
N
Nonawn
cooocoo
I

enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
snmp-server enable oid mempool

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

syslog

ipsec start stop

entity config-change fru-insert fru-remove fan-failure power-supply power-s
memory-threshold

interface-threshold

remote-access session-threshold-exceeded
connection-Timit-reached

cpu threshold rising

ikev2 start stop

nat packet-discard

config

failover-state

cluster-state

snmpwalk -v3 -1 authPriv -u snmpUser -a SHA -A ciscol23 -x AES -X ciscol23 192.168.203.71
0 = STRING: "Cisco Firepower Threat Defense, Version 6.7.0 (Build 65), ASA Version 9.

1.

OID: is0.3.6.1.4.1.9.1.2663
Timeticks: (1616700) 4:29:27.00
STRING: "null"

STRING: "FP1120-1"

STRING: "null"

INTEGER: 4



lJozdl® oo SNMP v2e

FP1120-1# show run snmp-server

snmp-server host inside 192.168.203.61 community ***** version 2c
snmp-server Tlocation null

snmp-server contact null

snmp-server community ¥¥¥%%

SnmpWalk J v2c:

root@kali2:~# snmpwalk -v2c -c ciscol23 -0S 192.168.203.71

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Firepower Threat Defense, Version 6.7.0 (Build 65), ASA Version 9.
1i50.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.9.1.2663

is0.3.6.1.2.1.1.3.0 = Timeticks: (10482200) 1 day, 5:07:02.00

1is0.3.6.1.2.1.1.4.0 = STRING: "null"

is0.3.6.1.2.1.1.5.0 = STRING: "FP1120-1"

1is0.3.6.1.2.1.1.6.0 = STRING: "null"

150.3.6.1.2.1.1.7.0 = INTEGER: 4

lpwod ol IJIzble 9] odlzol

wedsu IUldollb oldooog gds 2ol [Jgplss:

<tfroot>
FP1120-1#

capture CAPlI trace interface inside match udp any any eq snnp

luwegse bls Ideodd Jouwsb 90288 po Gaood eds 1986 1Jze:

<tfroot>
FP1120-1#

show capture

capture CAPI type raw-data trace interface inside

[Capturing - 3137 bytes]

match udp any any eq snmp



pewssle IJIJoglb:
<#root>

FP1120-1#

show capture CAPI

154 packets captured

1: 17:04:16.720131 192.168.203.61.51308 > 192.168.203.71.161: udp 39
2: 17:04:16.722252 192.168.203.71.161 > 192.168.203.61.51308: udp 119
3: 17:04:16.722679 192.168.203.61.51308 > 192.168.203.71.161: udp 42
4: 17:04:16.756400 192.168.203.71.161 > 192.168.203.61.51308: wudp 51
5: 17:04:16.756918 192.168.203.61.51308 > 192.168.203.71.161: udp 42

CTldd pU i esble lzuolissle gbe SNMP wlbo, bdole gluweglole SNMP 1Jzuo9d s
bdolo glgwoglole SNMP g IJzuosd eds olds:

<tfroot>
FP1120-1#

show snnp-server statistics
62

SNVP packet s i nput

0 Bad SNMP version errors

0 Unknown community name

0 ITlegal operation for community name supplied
0 Encoding errors

58 Nunber of requested variables

0 Number of altered variables
0 Get-request PDUs

58 Get-next PDUs

0 Get-bulk PDUs
0 Set-request PDUs (Not supported)

58 SNWP packets out put

0 Too big errors (Maximum packet size 1500)
0 No such name errors

0 Bad values errors

0 General errors



58 Response PDUs

0 Trap PDUs

SOoE 2ipbd papd. Idyub un-nat |Js 1UslzJs NLP $lo:

<tfroot>
FP1120-1#

show capture CAPlI packet-nunber 1 trace

30 packets captured

1: 17:04:16.720131 192.168.203.61.51308 > 192.168.203.71.

161

: udp 39

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: UN- NAT

Subtype: static

Result: ALLOW

Config:

Additional Information:

NAT divert to egress interface nlp_int_tap(vrfid:0)

Untransl ate 192.168.203.71/161 to 169. 254.1.3/4161

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:



Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: NAT

Subtype: rpf-check
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 1078, packet dispatched to next module

Phase: 10

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

Config:

Additional Information:

Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:O0)

Phase: 11

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

Config:

Additional Information:

Found adjacency entry for Next-hop 169.254.1.3 on interface nlp_int_tap
Adjacency :Active

MAC address 3208.e2f2.b5f9 hits 0 reference 1

Result:

input-interface: inside(vrfid:0)



input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:O0)

output-status: up
output-line-status: up

Action: allow

Swp uuy Vlesxs NAT wdilissl Jgjie po wdssu SNMP:

<tfroot>

FP1120-1#

show nat

Manual NAT Policies (Section 1)
1 (nTp_int_tap) to (inside) source dynamic nlp_client_0_192.168.203.61_1intf4 interface destination stat
translate_hits = 0, untranslate_hits = 0

Auto NAT Policies (Section 2)

2 (nlp_int_tap) to (inside) source static nlp_server_0_snnp_intf4 interface service udp 4161 snnp

translate_hits = 0, untranslate_hits = 2

B Idpuwds IJgJBs. suuapee UDP 4161 Jz,J6 0,9, SNMP:

<ttroot>
>

expert

admin@FP1120-1:~$%

sudo netstat -an | grep 4161

Password:
udp 0 0 169.254.1.3:4161 0.0.0.0:*
udp6 0 0 fd00:0:0:1::3:4161 :::*

S elds IJodssu Eso Idusesel/és) Idled sop luwdlb 2506 SNMP 106 Cldestd ub,l
Jesp 929> pyeds unnat:



<#root>
FP1120-1#

show cap CAPI packet-nunber 1 trace

6 packets captured

1: 18:36:35.868485 192.168.203.61.50105 > 192.168.203.71.

161

: udp 42

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination 1is locally connected. No ECMP load balancing.

Found next-hop 192.168.203.71 using egress ifc identity(vrfid:O0)

Phase: 4

Type: NAT

Subtype: per-session
ResuTlt: ALLOW

Config:

Additional Information:

Phase: 5

Type: ACCESS- LI ST

Subtype:

Resul t: DROP

Config:
Implicit Rule
Additional Information:



Result:

input-interface: inside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x0000557415b6347d fl| ow

sbo, FTD LINA syslogs Iu IJes¢d ol poed:

<tfroot>
FP1120-1#

show log | include 161

Dec 30 2020 18:36:38: %FTD-7-710005: UDP request discarded from 192.168.203.61/50105 to inside:192.168.
Dec 30 2020 18:36:39: %FTD-7-710005: UDP request discarded from 192.168.203.61/50105 to inside:192.168.

luwisdo 9lg9eo
o 0d $pdous luwetsle slzos 15hé FTD Jluwld suslsd SNMPS

Jlc o3l g, p389p 2lJsl.

csw IJozwsu 39 1Juodé: » >
lJo9b sy, J9lzoo NGFW-MGMT

pedyple Sl LoJs

* >Jisd odasy Firepower Threat Defense o, Cisco JIsl,6 I>0 ;6 Firepower. Il 051, 6.7
* |200 w)pz0 wbousdle Lblg g0 woxs> Cisco Firepower
. ,oJI?Jqu |, ,05l, Cisco Flrepower‘ Il 051, 6.7.0
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https://www.cisco.com/c/en/us/td/docs/security/firepower/670/fdm/fptd-fdm-config-guide-670.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/relnotes/firepower-release-notes-670/m_features_functionality.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/relnotes/firepower-release-notes-670/m_features_functionality.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/relnotes/firepower-release-notes-670/m_features_functionality.html
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