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adm n@MC:. ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
129 statistics lines read

host limt: 50000 0 50000

pcnt host limt in use: 0.01 0.01 0.01

rna events/second: 0. 00 0. 00 0. 06

user cpu tine: 0. 48 0.21 10. 09

system cpu tine: 0. 47 0. 00 8.83

menory usage: 2547304 0 2547304

resi dent nenory usage: 28201 0 49736
rna flows/second: 126.41 0.00 3844.16
rna dup flows/second: 69.71 0.00 2181.81
i ds al erts/second: 0. 00 0. 00 0. 00

i ds packet s/ second: 0. 00 0. 00 0. 00

i ds conm records/second: 0.02 0.01 0.03

i ds extras/second: 0. 00 0. 00 0. 00

fw_stats/second: 0. 00 0. 00 0.03

user | ogi ns/ second: 0. 00 0. 00 0. 00

file events/second: 0. 00 0. 00 0. 00

nal war e event s/ second: 0. 00 0. 00 0. 00

fireanp events/second: 0. 00 0. 00 0. 00
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Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_ch_util [INFO] Delay for heartbeat
reply on channel from 10.62.148.75 for 609 seconds. dropChannel...

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_connections [INFO] Ping Event
Channel for 10.62.148.75 failed

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState
dropChannel peer 10.62.148.75 / channelB / EVENT [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState
freeChannel peer 10.62.148.75 / channelB / DROPPED [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_connections [INFQ Need to send SW
version and Published Services to 10.62.148.75

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_peers [INFQ Confirm RPC service in
CONTROL channel

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFQ >> Channel State
do_dat ai o_for_heartbeat peer 10.62.148.75 / channel A/ CONTROL [ nmsgSock & ssl_context ] <<

Sep 9 15:41:48 firepower SF-1MS[5458]: [5464] sftunneld:tunnsockets [INFQ Started |listening on
port 8305 | Pv4(10.62.148.180) managenent 0

Sep 9 15:41:51 firepower SF-1MS[5458]: [27602] sftunneld:control _services [INFO Successfully
Send Interfaces info to peer 10.62.148.75 over managenen

Sep 9 15:41:53 firepower SF-1MS[5458]: [5465] sftunnel d:sf_connections [INFQ Start connection
to : 10.62.148.75 (wait 10 seconds is up)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_peers [INFO Peer 10.62.148.75
needs the second connection

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Interface managenentO is
configured for events on this Device

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Connect to 10.62.148.75
on port 8305 - managenent O

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Initiate | Pv4 connection
to 10.62.148. 75 (vi a managenent 0)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Initiating |Pv4d
connection to 10.62.148. 75: 8305/tcp

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFO Wit to connect to 8305
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adm n@MC: ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now

129 statistics lines read

host limt: 50000 0 50000 pcnt host linmit in use: 100.01 100.00 100.55 rna events/second: 1.78
0.00 48.65 user cpu tine: 2.14 0.11 58.20 systemcpu tine: 1.74 0.00 41.13 nmenory usage: 5010148

0 5138904 resident nenory usage: 757165 0 900792 rna flows/second:

101.90 0.00 3388.23
rna dup fl ows/second: 0. 00 0. 00 0. 00
i ds al erts/second: 0. 00 0. 00 0. 00
i ds packet s/ second: 0. 00 0. 00 0. 00

i ds comm records/ second: 0.02 0.01 0.03


/content/en/us/td/docs/security/firepower/hw/maintenance/firepower-management-center/management_center/management_interfaces.html

i ds extras/second: 0. 00 0. 00 0. 00
fw_stats/second: 0.01 0. 00 0.08
user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00
mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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adm n@MC. ~$ sudo perfstats -C < /var/sf/rna/correlator-stats/now

<QUTPUT OM TTED FOR READABI LI TY>

Wed Sep 9 16:01:35 2020 host limt: 50000 pcnt host limt in use: 100.14 rna events/second
24,33 user cpu tine: 7.34 systemcpu tine: 5. 66 nmenory usage: 5007832 resident nmenory usage:
797168 rna flows/second: 638.55

rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/second: 0.02
i ds extras/second: 0. 00
fw stats/second: 0. 00
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAWP events/second: 0. 00



Wed Sep 9 16:06:39 2020

host limt: 50000
pcnt host limt in use: 100. 03
rna events/second: 28. 69
user cpu time: 16. 04
system cpu tine: 11.52
menory usage: 5007832
resi dent menory usage: 801476
rna flows/second: 685.65
rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/ second: 0.01
i ds extras/second: 0. 00
fw stats/second: 0. 00
user | ogi ns/second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00
Wed Sep 9 16:11:42 2020
host limt: 50000
pcnt host limt in use: 100. 01
rna events/second: 47.51
user cpu time: 16. 33
system cpu tine: 12. 64
menory usage: 5007832
resi dent menory usage: 809528
rna flows/second: 1488.17
rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/ second: 0.02
i ds extras/second: 0. 00
fw stats/second: 0.01
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00
Wed Sep 9 16:16:42 2020
host limt: 50000
pcnt host limt in use: 100. 00
rna events/second: 8. 57
user cpu time: 58. 20
system cpu tine: 41.13
menory usage: 5007832
resi dent menory usage: 837732
rna flows/second: 3388.23
rna dup fl ows/second: 0. 00
i ds al erts/second: 0. 00
i ds pkts/second: 0. 00
i ds comm records/ second: 0.01
i ds extras/second: 0. 00
fw stats/second: 0. 03
user | ogi ns/ second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00

197 statistics |ines read



host limt:

pcnt host limt in use:
rna events/second:

user cpu time:

system cpu tine:

nenory usage:

resi dent menory usage:

rna
rna
i ds
i ds
i ds
i ds

flows/second:

dup fl ows/second:

al ert s/ second:
packet s/ second:
comm r ecor ds/ second:
extras/second:

fw_stats/second:

user | ogi ns/second:
file events/second:
mal war e event s/ second:
fireanp events/second:
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sop lledIg guol ol pu Gud v IJpuwoubg) (IUss weluw pedsele 9lzos 1Usgsd slUgise
Spedu lu cupse [ds pdlu glogle o3 Idesd$le). lz)lele [uoldso:

- 02dY pu Syslogs eds v §bs volss 1Ugzos. ; :
- ouds) Ideplss yos 8o 1Uése6 (DOS),8 o 1Uése6 (DOS): g el wiles) 98lisso 13)s.

IJI@IU i) U,oguao sluadizol. luw@,o ol U,OUU hping3 .J[uuulc o388 TCP SYN (s

lJgh e 1Jggoes. Jdzuesd eds bLuvble Jog)s) zoly FTD 1Uglue o el pu 2Jisd 9956
lJ>Olg o> w0385 wors> FirePOWER oy Cisco

IJeuluos IJos uvsoe creseol dod lUlouold werd; Ideuwless IJoduss (TAC)
J Cisco

SULOT wuUdb wepts odo ldeuluey Yod IJleuold o Cisco TAC:

- JBbs uluus JJoowsele IJuozss IJos wp 298 wol. :

clgwedgnls Bble 1Jpdd 1U3s wp logilgo pu 9236 IJoede O o IJJees IUluwlwss
(FMC) sluoJlzol. c :

Clowed il Tgble 1Updd 15s p louilio po bbls 1Jluueuigl IJpole,s sluadlzol.

- obst 998w L3S [JpundJs Jisd 6.

- pedople 2od ls vEssile wp loldel pit)l eds Iduuslowle (o ledo).

- poele IJle, stats_unified.pl Jel 09 902 BS Guwe peldzo IUlzole pg 39, Iz0j0
IJluvo el Idpole,s.

IJoged

Sebs 03l IUduwe Uivel pogpdl Jpgod ldpdsule Idos spdu io oubhd Vs 03l IJyge pu


/content/en/us/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html
/content/en/us/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html

cuwsole 1duogs. 9subed 3J9 el sds:

- peldes 1Upae - sEbs Tole Ipuwh) IJos sop cudssel sds JJ pu lzojs IUlpvovel)
99236 ldopde B blys 1JJoes [Jluwluss (FMC). 9sJ9y 03l pdssl L ivdd Hissuws Euspl
Subs) wuwse Iduozs Ids etjo woe ldeso. c

. Disk Manager (31,6 IJl8,l,0) - sélos £pJss 1Ls 1JI8,1uo slduosles 9Jsbsé
ouPdSsol.

- Health Monitor - sgbs Js9s6 [vwgsle 923l Health Monitor Jloile oowsole IJzelss.

- ouwesd [Js RamDisk - sgbs o556 lJouvesd lJs RamDisk seles ol lJppoed eds
cuwsolu 1Jgpelss.

Jbop wuusele 1Uzplss [Jgluos wluwausld 1dizsle 9l@s,6 sds wpass udlb 1IJw v
lJpeopdo ould gles JJulb) Vs Jsdso gpd 030 Idpdyule 9ldevdled Wspl wsuwol.

pelJes IJgre

eJds U_)E_,O PU |u0 Spdu uu-UE_gSJ u9g lJoovosoele IJuoess "Idoujsd IJpod)," woluubd
w29lpg £s) puvbd ulJlt—)lui 1JI I lJeldosé Idgbps pu ldeldle [Jos o)lel Cisco TAC
owedd wuise Idpedsple Idpoed 96 oldere. [uolws |Js 3Jd: JSop el suvdd luoshl
J._JI@.)l-;‘;. es) ldpeldzs: ould gled JIJsle vlb,6 gds wuséd pelded 1Uzxe 9ldpedsule 1o s
de}LJg§ p\)oL

FMC

Event

Handler SFDataCorrelator

SFTunnel

| 2

Unified
Events

B e e
Database

gwpl spwoded puwouvg) FirePOWER 2506 pu louold 2383 w9ds gpdss Iduivg) el _
couuwsd Unified2 909 couwsd culiss suvee wldéled/lddolos ouvdd Igue oldluslos
IJs IJlgsle 1JIg .

SEHUP JIglz OOWE g uble |_9|p) FTD zse Spdud H9s0 louold 238> wp lugvlge. souwdb
IJI,_,a_9Is: eds IJI@I;: lJoled 9o i)e:

192.168.0.2-42310 - 192.168.1.10-80
192.168.0.2-42310 - 192.168.1.10-80
192.168.0.2-42310 - 192.168.1.10-80
unknown (0)

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 T 0 new firewal|l session

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 T 0 using HWor preset rule order 4, 'Default

I nspection', action Allow and prefilter rule O

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 I 0 HitCount data sent for rule id: 268437505,
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 I 0 allow action

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Firewall: allow rule, 'Default Inspection',

-1 CID 0 Packet: TCP, SYN, seq 3310981951
-1 CID 0O Session: new snort session
-1 CID O ApplD: service unknown (0), application

o oo
&6
e



al | ow
192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Snort id o, NAP id 1, IPSid 0, Verdict PASS

Swp lugule pdle snort unified_events JJJ posd Lopu Idpeusl)
[/ngfw]var/sf/detection_engine/*/instance-N/. z sv:

* 69 Snort uid. o3l W55 JIJ zols.
- N 09 pg,d pissd Snort IUss spdo puwluo gds luo pgy8 IJposd po 1JIElz Iduslod
(I35 op wpssio vpddh 0 Vs ldecld) +1 ;
SeIdu lu sJ9u ould vagly pu pdle unified_events W |s ped> posd Short peas:

. unified_events-1 (IJss szwos £ds lzo1e sle lodoss gldss).
- unified_events-2 (IJ5s Sze9s e lale sle 19d9ss pugdob).
IJzse 39 1J19J9s6 1JglJs6 09 28 se9lid@ pe louald Uol) pewed.

igglg I.Ji@lo _9i_9J_9§Q°I;

: . . i3J3$6
I o egldso (1 e
9J9s6 gldss (1) poEBD6 (2)
Ijualp I.ch,uou
|a>|u IJluuolJ |.JrOL9uJUO leuolsslo

seue Ullz 1delds 2ol sueps lds IUlouald 1z sy 1Uss wp cowgo Bs Idpeld Iduwlod.

IJoouwsd £92> 2 909 #1295 pu ptuele uved Idlsle Ipses IJElue wdd sl 1pse9s weo
[/ngfw]/var/sfidetection_engine/*/instance-1/ zs& sY9u 1 perd posd Iduivgs) wIJeb IUs1dy
Vs IJIB)lz Iduvleo® 1. sows luwpe uuuusd u“CJ I.Jla)lu lJe9z> wule IJgedsé unified_events-
2.109.1599654750 zs& spod ool lsdass IJizsle Jel 09 090z B 1Uza9d sldzse 1JIgs,
CNJgbo 1Jgle S (1599654750) o9 IUblug 1Ujp0s (99w Unix) Jsdw logvle Idpdus.

odpse: spdud luvegsle ley Linux date Jozosd 98w Unix [Js obsg spdu @lewo:
admin@FP1120-2:~$ sudo date -d@1599654750
woupw ldpajge 9:32:30 Lo 2020

Uni fied2 Record at offset 2190389

Type: 210(0x000000d2)

Ti mestanp: 0

Length: 765 bytes

Forward to DC. Yes

Fl owSt at s:

Sensor ID: O

Service: 676

Net Bl OS Donmi n: <none>

Cient App: 909, Version: 1.20.3 (linux-gnu)
Protocol: TCP

Initiator Port: 42310

Responder Port: 80

First Packet: (1599662092) Tue Sep 9 14:34:52 2020
Last Packet: (1599662092) Tue Sep 9 14:34:52 2020

<OUTPUT OM TTED FOR READABI LI TY>

Initiator: 192.168.0.2
Responder: 192.168.1.10



Oiginal dient: ::

Pol i cy Revi si on: 00000000- 0000- 0000- 0000- 00005f 502292
Rule I D. 268437505

Tunnel Rule ID: O

Monitor Rule ID: <none>

Rul e Action: 2

welow JJd pdud Unified_events: ould pJdod |Lul)6 pyze86¢ 91U3s S2wss Js BSposy
POPUSU:

1. eoluwd Idblog 15008 Jpdo unified_events IUzlds JsJd9 IJeesd 9lJioJ9.sé.
2. 1dpsuoe wldolse Jere 1d@)les IJIgs) Ws pJwd unified_event.
Swp Iuod IJdspe wluods Jel 09 9oz Vs 03l Idpeld:

root @TD. / hone/ adm n# cat /var/sf/detection_engines/d5a4d5d0-6ddf-llea-b364-
2ac815cl1l6717/instance-1/unified_events-2.log.bookmark.la3d52e6-3e09-11ea-838f-68e7a£919059
1599862498, 18754115

903l suwpz Jepdss 1Ls IUIG,lue wegr s Il Idos weo peldewel wldded Bldos wp
Luwldol |Js FMC) slJizsle 1dos Je wop peldzeol.

Jleo luo g0 Busle "bLs 1JIGLILe" wpuwe pio IIzaler Sluol wésp wIilJs pdIle IJipsle
IJp9226. JJewesd eds pis> pu lpedsple 29d gpdss wuosé spdle Idogisu: 1)l Guwe
"s1,6 118, 0",

S8 1dpd 1Jeses 1U3s wp luvoulte szoss eds 2318 Jp wop peldzeol guspl 9y Ies 030
lJlesle wogsel:

1 1dblog 13eus JJluvhs 1Jerzess 16 po 95w lousle IpJs.
2. sdyu Idblog 15008 JJlunlis [Jezess 09 udw 98w lugsle IJed sldesoe Cldolse
s 1Jed B 18 po zzpo.
od)l £pdsé EventHandler 1Jlzsle oo 1dpdWle 1Je9258 9w ol |Us FMC (gJs 0556 wslule
l5J56) £y SFTUNNEL. 905 IJg pJe56 156 0 IIcLold 1puinsy wso 1 puscuies 9
FMC. o3l louold suweows IJs TCP J3JdY sop Idogrd eds >99 1Jz>e wylywlbs FMC

e suwobse Hlse o3l ,uulds B IJ [Ingfw]ivar/logl,uwlJs pos:

sfpreproc: QutputFile [INFQ *** opening /ngfw var/sf/detection_engines/77d31ce2-c2fc-1lea-b470-
d428d53ed3ae/ i nstance-1/uni fi ed_events-2.|0g. 1597810478 for output" in /var/l og/ nessages

EventHandler: Spool Iterator [I NFO| Opened unified event file /var/sf/detection_engi nes/77d31lce2-
c2fc-1lea- b470- d428d53ed3ae/ i nstance- 1/ uni fi ed_events-2.10g. 1597810478

sftunneld: FileUtils [INFO Processed 10334 events from log file
var/ sf/ detecti on_engi nes/ 77d31ce2- c2f c- 11ea- b470- d428d53ed3ae/ i nst ance- 1/ uni fi ed_event s-
2.1 0g. 1597810478

S99, 03l IJIg)lz IJpedsple IJoldss:

- Wog snort pJud unified_events JJpgzle (JJJolus Wbso).

- 8le "pelde IJlzsle" wbeg 1JpJd unified_events o wo (JJ@8)les pwo).

- 8l sftunnel ldledle g0 £33 IJizsle 1dos wpo peldzeol po pJd unified_events osl.
Swp v 3JY wpdse pd IUluulis 1dpszess 9981 J3JY. suwwgse SFtunnel Sulosy
peodosy wieslu Yuls IJlgsle [deseso (UE) 09 1 Jdlesle slo 1dlsdess IJgldss
sldpogdues eds Idogldss.



Nuwegsle oy 9lz0é Lwlb, 1Jigle, (CLI) sfunnel_status s Js FTD. spdud 1956 £33 IJlesle 1Jos
op wdB 8ol

Priority UE Channel 1 service

TOTAL TRANSMITTED MESSAGES <530541> for UE Channel service
RECEI VED MESSAGES <424712> for UE Channel service

SEND MESSAGES <105829> for UE Channel service

FAI LED MESSACGES <0> for UE Channel service

HALT REQUEST SEND COUNTER <17332> for UE Channel service
STORED MESSACGES for UE Channel service (service 0/ peer 0)

STATE <Process nessages> for UE Channel service

REQUESTED FOR REMOTE <Process nessages> for UE Channel service
REQUESTED FROM REMOTE <Process nessages> for UE Channel service

bs FMC sop luvedle IJizsle wgluulbs g oJsé SFDataCorrelator.

Spdu 986 2lJs IUlzsle IJos e peldzool pu JJ puuouie) wluweésle IUle, stats_unified.pl:

adm n@MC: ~$ sudo stats_unified.pl
Current Time - Fri Sep 9 23:00:47 UTC 2020

R O S O S O S O S O

* FTD - 60a0526e- 6ddf - 11ea- 99f a- 89a415¢c16717, version 6.6.0.1

R R O S O o O S O O O O O O S kO O

Channel Backlog Statistics (unified_event_backl og)

Chan Last Tine Bookmar k Ti me Byt es Behi nd
0 2020- 09- 09 23:00: 30 2020- 09- 07 10:41:50 0
1 2020- 09- 09 23:00: 30 2020- 09- 09 22:14:58 6960

Sw 03l oy 1J2lJs po o)ldp l2sle Jzolj peso JIJ $uls: IJBuls id sgueged IJ uduwo vl
lo, 1J sftunnel.

Sedu vl Bspd splo ldulse 1Ugdod J0,6 wsu Idesuoe Idblo, B pdo 1luulyé
IJeszese JJeao [pses seee pdw 1dea e 1dpgea: ldluolws [Us ls pdw wlds 39 blog jeus
leds oo 1dpd 1Upges> Bs pdw 1Jlublis [pszess.

o@89p £pJsé SFDataCorrelator ks ol wogiso leuolssle Idble. slJos sop pdbol B
Ivar/sfimalcorrelator-stats/. s p louile pJd 9les Vs IUs9p Jogisu leuolssle [Uble J3Jd
IJs9e couuwsd CSV. suwegse luwe ldpdod IJoougwsd YYYY-MM-DD" 9sep luveogle
ooluwd 1Jpdos 1Jzlds Ul

gugpee dlzuolele IJ 5 538lis @ (ould b 9lz> JIJ Be)o gouw 28158).

Spdu Boles peizle 03l 1dpdd wlumagsle oy IUblels. Jizbs o 03l 1die) sop luvegsleo isual
Jéles pdudle lzuolissle ble Igvgsy I3l sgo luwwdsle Idedlple [Jpolguweo:

-C: syuivs IJpdssu o IUbgId 09 pJod 2lJs-boolb (w390 o3 Igdles sde,uo 1Ueds90 Tu
IJI>¢ld 09 pJud Jeuolissle ble snort).

-Q: sog IJosse: sboog Wb IUpdiue JJpdoS.

admin@FMC:~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
287 statistics lines read

host limt: 50000 0 50000



pcnt host limt in use: 100. 01 100. 00 100. 55
rna events/second: 1.22 0.00 48.65
user cpu time: 1.56 0.11 58. 20
system cpu time: 1.31 0. 00 41.13
menory usage: 5050384 0 5138904
resi dent menory usage: 801920 0 901424
rna flows/second: 64.06 0.00 348.15
rna dup fl ows/second: 0. 00 0. 00 37.05

ids alerts/second: 1.49 0.00 4.63
i ds packet s/ second: 1.71 0. 00 10. 10
i ds conm records/second: 3.24 0. 00 12. 63
i ds extras/second: 0.01 0. 00 0. 07
fw_stats/second: 1.78 0. 00 5.72
user | ogi ns/ second: 0. 00 0. 00 0. 00

file events/second: 0.00 0.00 3.25
malware events/second: 0.00 0.00 0.06
fireanp events/second: 0. 00 0. 00 0. 00

Sge9s Jd uod Vs Idpdeue eds 3 Bsp woil Idososet Idpuygwb. 1z IJbos: 1Jg>
IJISos.

Bl $pe wldboles w90 edlps -0 pwens ksuol Bsp IJSIuad 15008 Jp28 558ksd. sop 102
lJpde o Ws IJuolss.

Jiz b Io "SJ'TJ 9226 wedp B bo IJosdd (FMC) ceess eds 1Up> Ui&uos Jeedd IJess g
lJessoz WS 9,86 Idoslule 1Jglues wol. szess 1zaed IJelds eds 1d8se JIJ 9226 wplbss
pl2936 pu 9,896 IJoslule slo Iduodé:

IUb,l; FMC FMC FMC FMC FMC FMC FMC FMC FMC
)9 750 1000 1600 2000 2500 2600 4000 4500 4600

IJz> IWJiguos Jegsd iy .
s (FPS) 2000 5000 5000 12000 12000 12000 20000 20000 20000 pccgs, 1

FMCv FM(

Jleb 1o 030 1JSsp 108 wozase zase lugle IUlesle IJpsors Lldiwss B lz lewolissle
SFDataCorrelator.

Bl obyo lJs Idegele sezpul FMC Ussul .__T.Joj‘ﬂs&'g'é ol zsw ool PUILEIU Juwsuobisy iu.u_9i
IJzlJle (gwspl wese JJ 1J8se IJ8uo9s WS uOuw 19 9w): gwsisd Blu pesd IdIzsle [Uss o)l
FMC 09 48.65 + 348.15 + 4.63 + 3.25 + 0.06 = 404.74 |bl, Ws IJ&luss.

SpIJu p8lwo 030 1J8ses IUlgeldsd pe 1UBSe6 pu 9596 IJuslule 1Ugluosé oldupsde ds
lJuods.

Jol spdu o s@89p SFDataCorrelator wg poJ |olbs s Hluw IJizsle 1Jpuuedes (pod @sles
IJLoolb) &p "5.“93"3 wvogisuol Vs $less Idoslule IJos sop Idluvegdle guol Juuiy
peJIple p2od 98 Vs 9lzos IUpuwese IUyumsessd (GUI) J FMC ped Jozlo Ipedsele 9e,902
IJizsle.

Ibs IJigluo

Souee ldptblb |Jpubds IJolds ldpdsole ldpulb§sé JIJ pu & pdses Health Monitor gDisk
Manager o> walgdol Jlouvle vousolo Idgelsé IUpoed8d wlJ8yue.



Health Modules

SFTunnel Health Monitor:

Disk Usage
Module <v '>
Local Modules

Disk Manager

JNEouoly ©@9p £pdss b)6 Uig,s)luo wbbs luwegsle 1J8ue 1glue wldeywe: Jol luol wpess
gJs pdOle 1Jedaso 1JEl 08 wo B 1ezd> [Ingfwl/etc/sfl. ould pdble wdssy pogs»s
Jepdso blys |J|§J|uo Swp luwwgsleol WS b9 pesus:

- diskmanager.conf - pJ vJssy Gsluws.

. diskmanager_2hd.conf - sope luvagsleo guspl sop wowse perds 1@)lue wluws Bs
IJew96. 902, 1JI8,lLo IJuoduws IJolus o9 3JY Ipoul wosgues IJoslez IJuolé.
9swp luwwgsleo Jugisu ldpdle Jel 09 pzs> Vs vog lJpdus.

- ramDisk-diskmanager. conf SUWUEde Ul wpdsu Idouvesd |Js RamDisk. Jejs> pu
lJped9ple: w28l pu "Oowzsd 1Usg Ramdisk".

Swp UESSU p&iu JIJ u9g pu UdeIu lJos oo pildowol u3|u.ubo VBT Uil e. wols
gds Jpsé Ipuwlzs eds 1JErue IJpesd)s eds 1Joble: s@se "exs) UL veuwle edlps
ple oy 986 (HWM) 98 Jlpo ple pugd oo (LWM) JIJ pgju.

cwpl ©99p gpdso "o |J|L9)|UD CPUNT PTIU Ilyol wwvgd 3JY s wwed IJs IJougbé
lJos we lJsuesd IJsoel po gJId LWM. 9o b, Jiwo SWp UUOISo I.JI@IU JId pd: spJdy
oelyj 03l 1des.

JJozdd eu 2lds 1dueslee edis zols luwouvel sedod luvagsle o3l 1Jle):

> show disk-manager

Silo Used M ni mum Maxi mum

m sc_fdm.| ogs 0 KB 65.208 MB  130.417 MB
Tenporary Files 0 KB 108.681 MB 434.726 MB
Action Queue Results 0 KB 108.681 MB 434.726 MB
User ldentity Events 0 KB 108.681 MB 434.726 MB
U Caches 4 KB 326. 044 MB 652.089 MB
Backups 0 KB 869.452 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 @&B
O her Detection Engi ne 0 KB 652.089 MB 1.274 GB
Perfornmance Statistics 45.985 MB  217.362 MB 2.547 GB

O her Events 0 KB 434.726 MB 869.452 MB
I P Reputation & URL Filtering 0 KB 543.407 MB 1.061 GB
arch_debug file 0 KB 2.123 &B 12.736 GB
Archives & Cores & File Logs 0 KB 869.452 MB 4.245 GB
Unified Low Priority Events 974.109 MB 1.061 GB 5.307 &B
RNA Events 879 KB 869.452 MB 3.396 GB
File Capture 0 KB 2.123 &B 4.245 GB
Unified High Priority Events 252 KB 3.184 &B 7.429 GB

| PS Events 3.023 MB 2.547 GB 6.368 GB



Sop wubgsd £pds6 "6 IJIG,luo" gws luuwasle Tzs o030 IJui,9b:

ool ldgpdss (I cess cuvgsdol)
© v Swed [Js HWM
ROV JURV-SIC RZL VY L IO
06 JJ wlgs
Os JJ p)6 swp Isol wvgsd gpdss "l IJI6,luo" Slool w@9p wlouvle bgld JJJ 926
OEiSU peodds Vs pdud Iduwed IJElue wol IU3s s8e Lo peu [Ingfw]/var/log/diskmanager.log
9s2wIs eds wslule vouyusy CSV.

w8 3JJ swp EuP LPIST Jduwb) po pJud dlskmanager log. pl@) PU PUNOUNE) Ouwuu BS
luvo ol UI@IU [X3) Up&ldao PU SUUSO OO I._Jla)lu o IJIngso lJewg 9 06 1Je9ero"
NJloolds [Us wuousad IJig p6 1pdluJs:

priority_2_events, 1599668981, 221, 4587929508, 1132501868, 20972020, 4596, 1586044534, 5710966962, 11421
93392, 110, 0

Er9> lJBspd
ouwest IJpdiu priority_2_events
jpu ldouoysw (IJjp0 IUIGO,lLos) 1599668981
e l1dpdule IJos wp wuodseol 221
e ldolse IJos op ouodseol 4587929508
IJzee IJelds Jdwslole o> gpdsd Iduwew 1132501868
(¢l Jolsw)

o) pdd wp welds)o (wldulse) 20972020
Loy pJWd wp wedso (Lldulse) 4596

1950 pJO e czs)0 (IS ldpwee)r§ S 1586044534
epoch)

eJdlpd plisss gldss (wlsw) 5710966962
eJlpo plisso pug o6 (wlsw) 1142193392
£33 1JpdVle sle IJizsle IJes Jp wop peldzeol 110

lJos wp ouodswol

eJp elJé Diskmanager 0

&p o)l 030 IUpedople woluubs 9236 p)lBw6 1Juozs Idpeuss Jouvtsd IJouwse IJuoes 3s
IJoJs.

OUOISSI S$I9S

u“'CO lJ&yu2 « quua.)lp S0 'uuodso IJpC)u lJp9 8w 5>3§|" u)JI U JIJo IJPJdlu
$3981" 160 e puodes Lo Iilue Gzsss IJedule Ies sew Ilzodlb wol sldedule
Jos Sz 2idol. cpeb hs IJI6)lus wizsd Idedsle Jos! Ipsj0.

S0 luweuld Is peiv 903l sgpd ol 09 psune IJbed (0dsp 15bs IUIE,luo wouodss
IJoslule zos swp w399 o8 IJoslule luvdd 2> LWM). sw99, 1Jl e, system support silo-
drain Ws 90¢ CLISH J FTD 909 99 Blisps wldggsle Idewlzs (Idluwe + 1dpg)yd 1U,3908)-



03l peld gds gpds0 luwou;led 839506 Jpdsw i@la Unified Low Priority Events:

> show disk-manager

Silo Used M ni mum Maxi mum
m sc_fdm.| ogs 0 KB 65.213 MB  130. 426 MB
Tenporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User ldentity Events 0 KB 108.688 MB 434.753 MB
U Caches 4 KB 326. 064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 &B
O her Detection Engi ne 0 KB 652.130 MB 1.274 GB
Perfornmance Statistics 1.002 MB 217.376 MB 2.547 GB
O her Events 0 KB 434. 753 MB 869.507 MB
I P Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB
arch_debug file 0 KB 2.123 &B 12.737 GB
Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 2.397 GB 1.061 GB 5.307 GB
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 &B 4.246 @B
Unified Hgh Priority Events 0 KB 3.184 &B 7.430 GB
I PS Events 0 KB 2.547 GB 6. 368 GB

> gystem support silo-drain
Avai l abl e Sil os

1 - msc_fdml ogs

2 - Tenporary Files

3 - Action Queue Results

4 - User ldentity Events

5 - U Caches

6 - Backups

7 - Updates

8 - O her Detection Engine

9 - Performance Statistics
10 - Ot her Events
11 - IP Reputation & URL Filtering
12 - arch_debug file
13 - Archives & Cores & File Logs
14 - Unified Low Priority Events
15 - RNA Events
16 - File Capture
17 - Unified High Priority Events
18 - IPS Events

0 - Cancel and return

Select a Silo to drain: 14
Silo Unified Low Priority Events being drained.

> show disk-manager

Silo Used M ni mum Maxi mum
m sc_fdm.| ogs 0 KB 65.213 MB  130.426 MB
Tenporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User ldentity Events 0 KB 108.688 MB 434.753 MB
U Caches 4 KB 326.064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 &B
O her Detection Engi ne 0 KB 652.130 MB 1.274 GB
Perfornmance Statistics 1.002 MB 217.376 MB 2.547 GB
O her Events 0 KB 434. 753 MB 869.507 MB
I P Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB

arch_debug file 0 KB 2.123 &B 12.737 GB



Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 1.046 GB 1.061 GB 5.307 GB
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 GB 4.246 GB
Unified Hgh Priority Events 0 KB 3.184 &B 7.430 GB
I PS Events 0 KB 2.547 GB 6.368 GB
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TOTAL TRANSMITTED MESSAGES <3544> for Health Events service

RECEI VED MESSAGES <1772> for Health Events service

SEND MESSAGES <1772> for Health Events service

FAI LED MESSAGES <0> for Health Events service

HALT REQUEST SEND COUNTER <0> for Health Events service

STORED MESSAGES for Health service (service 0/ peer 0)

STATE <Process nessages> for Health Events service

REQUESTED FOR REMOTE <Process nessages> for Health Events service
REQUESTED FROM REMOTE <Process nessages> for Health Events service
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4df4ea7207e3/instance-1/connection
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8ec3- 4df 4ea7207e3/i nst ance- 1/ connecti on -> /dev/shm/instance-1/connection
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9lz0s Lul, I9lp, FTD. spJdud lsuol wgss) 03l I3l Juo wuweése IUie, configure log-events-to-
ramdisk <enable/disable>:

> show log-events-to-ramdisk
Loggi ng connection events to RAM Di sk.

>configure log-events-to-ramdisk
Enabl e or Disable enable or disable (enable/disable)

oSy Ewd wuldss IUie, "configure log-events-to-ramdisk disable". ould zlzé IJs & pdses
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> show disk-manager

Silo Used M ni mum Maxi mum
Tenporary Files 0 KB 903.803 MB 3.530 GB
Action Queue Results 0 KB 903.803 MB 3.530 GB
User ldentity Events 0 KB 903.803 MB 3.530 GB
U Caches 4 KB 2.648 GB 5.296 GB
Backups 0 KB 7.061 GB 17.652 GB
Updat es 305.723 MB 10.591 GB 26.479 GB
O her Detection Engi ne 0 KB 5.296 &B 10.591 GB
Perfornmance Statistics 19.616 MB 1.765 GB 21.183 &B
O her Events 0 KB 3.530 G&B 7.061 GB
I P Reputation & URL Filtering 0 KB 4.413 GB 8.826 GB
arch_debug_file 0 KB 17.652 GB 105.914 GB
Archives & Cores & File Logs 0 KB 7.061 GB 35.305 &B
RNA Events 0 KB 7.061 GB 28.244 GB
File Capture 0 KB 17.652 GBB 35.305 GB
Unified Hgh Priority Events 0 KB 17.652 GB 30.892 GB
Connection Events 0 KB 451.698 MB 903.396 MB
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I PS Events 0 KB 12.357 GB  26.479 GB
op vgbsd lJoyezsd |Js Ramdisk

> show disk-manager

Silo Used M ni mum Maxi mum
Tenporary Files 0 KB 976.564 MB 3.815 GB
Action Queue Results 0 KB 976.564 MB 3.815 GB
User ldentity Events 0 KB 976.564 MB 3.815 GB
U Caches 4 KB 2.861 GB 5.722 &B
Backups 0 KB 7.629 GB 19.074 GB
Updat es 305.723 MB 11.444 GB 28.610 GB
O her Detection Engine 0 KB 5.722 GB 11. 444 GB
Perfornmance Statistics 19.616 MB 1.907 GB 22.888 &B
O her Events 0 KB 3.815 GB 7.629 GB
I P Reputation & URL Filtering 0 KB 4.768 GB 9.537 GB
arch_debug_file 0 KB 19.074 GB 114.441 GB
Archives & Cores & File Logs 0 KB 7.629 GB 38.147 &B
Unified Low Priority Events 0 KB 9.537 GB 47.684 GB
RNA Events 0 KB 7.629 GB 30.518 GB
File Capture 0 KB 19.074 GB 38.147 GB
Unified Hgh Priority Events 0 KB 19.074 GBB 33.379 GB
I PS Events 0 KB 13.351 GB 28.610 GB
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