Bop wyulee eStreamer gl uoJ bl I3ble
odled I oI 9luadizel

lJpzosslo

| 9300
ulb,6 gleo
09, w, wd lo, ol J Streamer

lJodasy
O : 9.conf o 9
|, wod, wld 1Jizble gl ol>ol

596 FMC DNS Jg psJ eStreamer #s, 2T ST
eI Js B lo ol eStreamer o wou gl B Livolss SSL
c9lu IP £, o2z we wdosuo £Js eStreamer Jodled 9256 ASA SFR
Souwsd Iz I wlisg ArcSight (CEF
I ' eStreamer 2 I >l
|l wisJs lJpenleds (FAQ
e wIdJle pg 9096

psJ9ple do o Jé
NFX YY)

S 03l lJpuwews gpsd 9lzos ulo, 1Ulsle, (CLI) IJiwlus Cisco Event Streamer (IJpg 599
lsuol wluwpe eStreamer). 9eJs 9zo 1Jwzdsd Bluo suaWd IJgpdss 98830 pedyple luwedyulsd
IIgble luadlzol. 9oldlgolws |Js 3Jd: sgbs o3l 1dpuwows Iddualsl Iduslisgs IJos sbde
edsol oy 1dpwless IUoduss (TAC) ey Cisco wldluolwds |Js Idlgwisds 1dewslsds (FAQ).

e [Jpuwlopsd o0 Gud >898 v rSsuw LSIluw: psIsw 18,938 poudws TAC oy
Cisco.

lo eCore eubié g0 gpsd poess IJIE) Lo sbdo zese Iizsle IJpeopds pu ¢lope Streamer
(FMC): ssedd Idpzess IJeulss: ssee IJizsle coouwsdle pgedds Jsgp pedsple 1dielo
sis9le s 1izsle (SIEM) 1Jig .



eStreamer client (eNcore)

A FMC
Linux (eStreamer
= server)
SSL tunnel (TCP 8302)
JSON
or
Splunk
or
CEF (for Arcsight)
managed
devices

=l SIEM server

P9 o loold Streamer

S99p IJgpsd (eNcore) wooe loold wpud TCP FMC 8302 zse swp lple puoldzs SSL:

1: 11:34:02.901091 192.168. 27.100. 46538 > 10. 48. 26. 49. 8302: s 1607291631: 1607291631(0) wi n 29200
<mss 1460, sackOK, ti mestanp 2350959 0, nop, wscal e 10>

2: 11:34:02.902220 10. 48. 26.49. 8302 > 192. 168. 27. 100. 46538: s 2529774236: 2529774236(0) ack
1607291632 wi n 28960 <nss 1380, sackCK, ti mestanp 940036669 2350959, nop, wscal e 7>

3: 11:34:02.902739 192. 168. 27. 100. 46538 > 10. 48. 26. 49. 8302: . ack 2529774237 win 29

<nop, nop, ti mest anp 2350959 940036669>

odwd FMC IJlouold: 9oz)s puoldes SSL eds uduw IJpuwds goezdd pu Idluwe IJblise
JJepesd (CN):

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFOQ Accepted IPv4
connection from 10.48.26.47:46538/tcp

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFQ Added
10.48.26.47 to host table

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFQ Added
10.48.26.47(23935) to host table

Mar 2 11:45:06 FMC SF-1 MS[23935]: [23935] Event Streaner child(10.48.26.47): Connecti onHandl er
[NFO Resolved CN 10.48.26.47 to 10.48.26.47

Mar 2 11:45:06 FMC SF-1 MS[23935]: [23935] Event Streaner child(10.48.26.47): Connecti onHandl er
[ NFO Matched Certificate CN:10.48.26.47 to 10.48.26.47 (IPv4)

Mar 2 11:45:06 FMC SF-1MS[23935]: [23935] Event Streamer chil d(10.48.26.47):sfestreanmer [|INFQ
Got EVENT_STREAM REQUEST | ength 8

Mar 2 11:45:06 FMC SF-1MS[23935]: [23935] Event Streamer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service INFO total data size 48

Mar 2 11:45:06 FMC SF-1MS[ 23935] : [23935] Event Streamer chil d(10.48.26.47):sfestreanmer [|NFQ
Publ i shing service id:5001 - length size 8

Mar 2 11:45:06 FMC SF-1MS[ 23935] : [23935] Event Streamer chil d(10.48.26.47):sfestreanmer [|NFQ
Publ i shing service id:5000 - length size 8

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streamer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service id:6667 - length size 8

Sp Swzdd £psd eStreamer ou IJodasy 1Ugluo wo 9pdW8 IUluulé IJeszess Jogass Iizsle
lJos sew bdewol 999w IJuose:



2020-03-02 07:18: 11,500 Connecti on I NFO Connecting to 10.48. 26. 49: 8302

2020-03-02 07:18: 11,500 Connection I NFO Using TLS v1.2

2020-03-02 07:18: 11,500 Nbnitor I NFO Starting Monitor.

2020-03-02 07:18: 11,500 Nbnitor I NFO Starting. O handl ed; average rate 0 ev/sec;

2020- 03-02 07:18: 11,501 Witer I NFO Starting process.

2020- 03-02 07:18: 11,506 Transformer |NFO Starting process.

2020-03-02 07:18:11, 985 Bookmar k I NFO Bookmark file /root/eStreaner-eNcore/ 10. 48. 26. 49-
8302_booknar k. dat does not exi st.

2020-03-02 07:18:11,986 Settings I NFO Timestamp: Start = 2 (Bookmark = 0)

2020- 03-02 07:18: 11,986 Recei ver I NFO Event St r eanRequest Message:
00010002000000080000000048900061

2020- 03-02 07:18: 11,986 Subscri berParser |NFO Starting process.

2020-03-02 07:18: 11, 996 Bookmar k I NFO Bookmark file /root/eStreaner-eNcore/ 10. 48. 26. 49-
8302_booknar k. dat does not exi st.

2020- 03-02 07:18: 11,996 Settings I NFO Ti mestanp: Start = 2 (Bookmark = 0)

2020- 03-02 07:18: 11,997 Recei ver I NFO St reani ngRequest Message:

000108010000003800001a0b0000003848900061000000000009000c000400150009001f 000b003d000e00470004005b
000700650006006f 0002008300000000

SpJdu b EventStreamRequest ¢ Js FMC:

Mar 2 12:29:16 FMC SF-1MS[ 6671]: [6671] Event Streaner chil d(10.48.26.47):sfestreaner [|NFQ
Event Stream Request (0x48900061): Since O w NS Events w NS 6.0 Events

w Packets w Extra |IDS Event data w Metadata v4 w RUA 5.2 Events w |npact Alerts w 5.3
Impact Alerts w Inpact Flags w RNA 5.3 Events w RNA 6.0 Flow w Policy 5.4 Events

w FireAW 6.0 Events w Filelog 6.0 Events w Send archive timestanp w Send Detail Request

EventStreamRequest o9 o posd Iduwsluws gy Jedlple IUbde ey ozs WO gdlele
WbJo 9sze wzasdel lds edlele colisss Jpgrds ol I3l dlu IJepsd sbde Uoslole
lJpeloJ9wé. 909spl sds pold gds o3l

Hex value Binary value

48900061 0100' 1000 1001' 0000 0000 0000 01100001

51302928 27262524 23222120 19181716 15141312 111098 7654 3210
‘ ‘_ Requests the transmission of packet data associated with intrusion events
Impact event alerts (related to bits 6 and 30)

Same as bit 2 (Requests the transmission of intrusion events)

Requests the transmission of version 4 metadata associated with intrusion,
discovery, user activity, correlation, and connection events.

Requests extended event headers

Requests event extra data associated with an intrusion event

Indicates an extended request to eStreamer

pdlebbé: 9> wEs) veuo Iedle v ldedlps [Jpedsple 1Jpd06 Vs 2lds woe IUbdule
lJeguwes.

luvoobl IJs 9psle wo ldbdo: ©@89p 926 [dopdpe Bs bLs Idpdule (FMC) buwld IJoslole
lJs gpsd Streamer.

o0 Sl leuold eStreamer 908U 1w sloles
g psd eStreamer. 9gJs 9zo lJg o902 S89p 1JEpsd wluuble louold TCP (e olzs oJleso

IJlozlo) &p sdos ould ol o SSL pg puols @6 IJgpsd (Ipoulsds). sizsl po 21 1JoBdE
IUSlse yued FMC Idoslole ddel dlos oold wslole Jsoe Lusldol:


/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/Protocol.html#31058 
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/Protocol.html#31058 

root @al i : ~/ eStreaner - eNcor e#

./encore.sh foreground

2020- 06- 03 20: 50:53, 365 Monitor I NFO Runni ng. 100 handl ed; average rate 0.42 ev/sec;
2020- 06- 03 20: 52:53, 488 Monitor I NFO Runni ng. 100 handl ed; average rate 0.28 ev/sec;
2020- 06- 03 20: 54:53, 601 Monitor I NFO Runni ng. 100 handl ed; average rate 0.21 ev/sec;
2020- 06- 03 20:56:53, 725 Monitor I NFO Runni ng. 100 handl ed; average rate 0.17 ev/sec;

vlgouol):

+ $99e IJepsd wode 098 SSL Jbd Ioslule (Iuwew)

wer louble IJuV S suds 1o 8> IJoubgsd 9089p 9226 IJoede Bs bLs 1Udozs
Ilgwluwss (FMC) wasde Ideslole (eds gwosd Ipeld lzsle 1dleuold) ddel wp 1d2uo9d

sJdsol pu 1Jiz06 IJos wop blyeol

eStreamer client

SSL tunnel is established
eStreamer Request for data

FMC
TCP 3-way handshake (eStreamer
Initiated by the client server)

=

FMC constantly sends data through the tunnel

SSL connection
over TCP 8302

Vs o3l IJpeld: sped IP 10.62.148.41 o9 go5J Streamer (eCore) wsupl sped IP 10.62.148.75

9¢36 IJogdp FMC:

||1cp.d'reameq5
No.”  Time Source Destination Protocol length  Info
890.000121 10.52.148.41 10.62.148.75 TCP 66 36448 -+ 8302 [ACK] Seq=1483219733 Acks
90 0.000097 10.62.148.41 10.62.148.75 TLSv.. 304 Client Hello
91 0.000006 10.62.148.75 10.62.148.41 TCP 66 8302 -+ 36448 [ACK] Seq=422093p05"
92 0.477442 10.62.148.75 10.62.148.41 TLSv..
930.000362 10.62.148.41 10.62.148.75 TCP
940.005108 10.62.148.41 10.62.148.75 TLSv.. 1654 Certificate]
95 0.000013 10.62.148.75 10.62.148.41 TCP
96 0.002954 10.52.148.75 10.62.148.41 TLSV..
97 ©.601526 10.62.148.41 10.62.148.75 TLSv.. 111 Application Data
98 ©.068848 1©.62.148.75 10.62.148.41 S 151 Application Data
99 8.800559 10.62.148.41 10.62.148.75 TLSv.. 159 Application Data
1. ©.840767 1@.62.148.75 10.62.148.41 TCP
1. ©.800241 10.62.148.41 10.62.148.75 TLSv.. 103 Applicatj
1. 0.000016 10.62.148.75 10.62.148.41 TCP 66 8302 - 3¢ FMC sends the
1. ©.888154 10.62.148.75 10.62.148.41 TLSv.. 1535 App
1. ©.800214 10.62.148.75 19.62.148.41 TCP 7306 8302 -+ 364m
1. ©.000013 10.62.148.41 19.62.148.75 TCP
1. ©.000009 16.52.148.75 10.62.148.41 TLSv.. 1321 Application Data
1. ©.000136 10.62.148.41 10.62.148.75 TCP

TLS Handshake with client
(Mutual) Authentication

TCP 3-way handshake initiated
by the eStreamer client

2199 Server Hello, Cer'ti-F :
66 36448 - 8302 [ACK 783219971 Ack=4220992191 Win=33536 Len=@ TSval=3682959

lent Key Exchange, Certificate Verify, Change Cipher Spec, Encr
66 8302 » 36448 [ACK] Seq=4220992191 Ack=1483221559 Win=3328@ Len=B TSval=2266500
1284 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

66 8302 -+ 36448 [ACK] Seq=4220993494 Ack=1483221697 Win=33280 Len=0 TSval=2266500"
93494 Ack=1483221734 Win=33280 Len=0 TSval=2266580

6994963 Ack=1483221734 Win=3328@ Len=724@ TSval=2266

66 36448 -» 8302 [ACK] 5eq=1483221734 Ack=4220994963 Win=39424 Len=0 TSval=3682959

66 36448 -+ 8302 [ACK] Seq=1483221734 Ack=4220999307 Win=4800@ Len=0 TSval=3682959

lJodosy



Jdzwesd eds wBluosd 29d gpsd Slzos uwb, IJlsle, (CLI) po Intel Lze 1Js sdsd gadsle
9l206 wlo, IJIgle, (CLI) oy, EStreamer IJ]_osl, 3.5.

Swp wEbss oVl osd whbos g eStreamer pg gbgle wJdgsy FMC W >Jsd >0z Event
Streamer.

SESSU pdud.conf oydsud

S 03l Idduwe ol Spdu Iy s2e cessdo eds estreamer.conf zes sged Ied vuvdd
UOT ST S92 pJd estreamer.conf slgd >JsdJ pathleStreamer-eNcore. oul g5U6 U pzwISle
lJpdus:

root @al i : ~/ eStreaner-eNcor e# cat estreamer.conf

{

"connect Ti neout ": 10,
"enabl ed": true,

"handl er": {
"out put @onment": "If you disable all outputters it behaves as a sink",
"outputters": [
{
"adapter": "json",
"enabl ed": true,
"streant: {
"options": {
"maxLogs": 10000,
“rotate": true
I8
"uri": "relfile:///dataljson/encore.{0}.json"
}
}

1,
"records": {
"connections": true,
"core": true,
"excl @oment": [
"These records will be excluded regardl ess of above (overrides '"include )",
"e.g. to exclude flow and IPS events use [ 71, 400 ]"
1,
"exclude": [],
"inc@oment": "These records will be included regardl ess of above",
"include": [],
"intrusion": true,
"met adata": true,
"packets": true,
"rna": true,
"rua": true

}
I8
"logging”: {
"filepath": "estreamer.|og",
"format": "% asctinme)s Y nane)-12s %I evel nane) - 8s % nessage)s”,
"l ev@omment": "Levels include FATAL, ERROR, WARNI NG | NFO, DEBUG VERBOCSE and TRACE",
"level": "INFO',
"stdQut": true
I8

"monitor": {
"bookmar k": fal se,
"handl ed": true,
"period": 120,


/content/en/us/td/docs/security/firepower/630/api/eStreamer_enCore/eStreamereNcoreCLIOperationsGuide_354.html#_Toc529871543
/content/en/us/td/docs/security/firepower/630/api/eStreamer_enCore/eStreamereNcoreCLIOperationsGuide_354.html#_Toc529871543
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 

"subscri bed": true,
"velocity": false

b,

"responseTi meout": 2,

"star@oment": "0 for genesis, 1 for now, 2 for booknmark",
"start": 2,

"subscription": {
"records": {
"@omment": |
"Just because we subscribe doesn't nean the server is sending. Nor does it

mean",
"we are witing the records either. See handl er.records[]"
1,
"archi veTi nest anps”: true,
"event ExtraData": true,
"extended": true,
"inpact Event Al erts": true,
"intrusion": true,
"met adata": true,
"packet Data": true
H
"servers": [
{
"host": "10.62.148. 75",
"pkcs12Fil epath": "client.pkcsl2",
"port": 8302,
"tls@oment": "Valid values are 1.0 and 1.2",
"tlsVersion": 1.2
}
]
H

"wor ker Processes": 4

Suwe Iluield

Juogssd bdy Event Streamer ologlo 1Uglhe (FMC) 8o wogssd Quwe luvesldle
eStreamer.conf. gJs uwesd IUpeld: g0s cessu bdole psuwesd |Us false: s89p 03l 1Jlz)le
vutssy bdo EventStream g Js FMC:

"subscription": {
"records": {
"@onmment": |
"Just because we subscri be doesn't nean the server is sending. Nor does it
mean",
"we are witing the records either. See handler.records[]"
1,
"archi veTi nest anps"”: true,
"connection": true,
"event ExtraDat a": true,
"extended": false,
"inpact Event Al erts": true,
"intrusion": true,
"met adata": true,
"packet Data": true

b

p& lUbdole 1Jpsyugs = false:

Jun 3 13:48:24 firepower SF-1MS[16084]: [16084] Event Streaner chil d(10.48. 26.47): sfestreaner



[INFO
Event Stream Request (0x08900061): Since 4294967295 w NS Events w Packets w Extra |DS Event

data w
Met adata v4 w Inpact Alerts w Inpact Flags w Send archive tinmestanp

pE IJbJdole |Jro_9u.u‘c‘_6 = true:

Jun 3 13:50:52 firepower SF-1MS[17167]: [17167] EventStreaner chil d(10.48.26.47): sfestreaner

[ 1 NFO

Event Stream Request (0x48900061): Since 1590497346 w NS Events w NS 6.0 Events w Packets w
Extra I DS Event data w Metadata

vd w RUA 5.2 Events w Inpact Alerts w 5.3 Inpact Alerts w Inpact Flags w RNA 5.3 Events w
RNA 6.0 Flow w Policy 5.4 Events

v w FireAMP 6.0 Events w Filelog 6.0 Events w Send archive tinmestanp w Send Detail Request

Swvp lJoywesd

Jopdso wuoese IJigble gJs 9lzos Lulb, 1JIsle, (CLI) o I eCore. $p wopis) pdud
estreamer.conf 990 LOESS) puveys Iduved:

"l oggi ng": {
"filepath": "estreaner.l|og",
"format": "% asctine)s Y nane)-12s %I evel nane) - 8s % nessage)s”,
"l ev@oment": "Levels include FATAL, ERROR, WARNI NG | NFO DEBUG VERBGCSE and TRA
"l evel ": "DEBUG",

"stdQut": true
b,

Suwp IJublysle

Juys £ I.,Ji@l&/IJ!ubIJé lJeszess lJoluss IJos wpo peldewoel 9lJlublyé 1Jeszess 1Jzldsé.
Ip vuS) duve IJesldwé gds estreamer.conf:

"monitor": {

"bookmar k": true, #1f true, adds date/tinestanp (see above)

"handl ed": true, #Nunber of records processed

"period": 120, #How of ten (in seconds) nmonitor wites to the |og
"subscri bed": true, #Nunber of records received

"velocity": fal se #A measure of whether eNcore is keeping up (>=1 is good)

b

plose ié)s sle uods pu ldpuwess Uing:

"connect Ti meout ": 10, <- The nunber of seconds to wait for a response when establishing a
connection to the FMC

"wor ker Processes": 4, <- The nunber of processes that eNcore spawns.
oul-J ud.Jdo &lroo JJJ &oJ..so _9|Juusao 0S u&gsg 1Ji>le |.J|r0ou uUrona I.Jrouluuu PU "€
lJgpdsle" pg (95,6 IJIJo lJpos96 gds Idpgldzo. |;9uo.J IJbuvble [Jee9es,6 os:

- olJowesd Jugbosy: "WorkerOperations": 4
- J 4 1519 1o, "WorkerOperations": 12



lweduuldd IJigble gl oJlzol

elJougwwd J!@Iclo iu»odubln_é i'ablc Streamer 1Jgles 9luodlzolc Lze 1Js 03l IJpuweows
Jl wod, wld 12ble 03l 1o, w9l ,odlzol wse, FireSIGHT System 9 eStreamer Client (SIEM)

Jigloo IJlzouly spdud wedse eCore Jg pdss loless 9ldezdd pu lJlouold o FMC

root @al i : ~/ eStreaner-eNcore# ./encore.sh foreground

2020-06- 04 11:48:00, 048 Controller I NFO eNcore version: 3.5.4

2020-06-04 11:48:00,049 Controller I NFO Python version: 2.7.13 (default, Jan 19 2017,
14:48:08) \n[GCC 6.3.0 20170118]

2020-06-04 11:48: 00,051 Controller I NFO Pl at f orm versi on: Linux-4.13.0-kalil-and64-x86_64-
with-Kali-kali-rolling-kali-rolling

2020- 06- 04 11:48: 00, 052 Controll er I NFO Starting client (pid=12374).

2020- 06- 04 11:48: 00,052 Controller I NFO Sha256:

77ac7e72d0b96e0a4b9clc4af 9al6c2deOb2b5ccf 2929dd2857cf 94ed96b295e3

2020-06-04 11:48: 00,052 Controller I NFO Processes: 4

2020-06-04 11:48: 00,053 Controller I NFO Settings:

2020- 06- 04 11:48: 00, 053 Di agnostics | NFO Check certificate

2020- 06- 04 11:48: 00, 054 Di agnostics | NFO Creating connection

2020-06- 04 11:48: 00, 054 Connection I NFO Connecting to 10.62.148.75:8302

2020- 06- 04 11:48: 00, 054 Connecti on I NFO Usi ng TLS v1.2

2020- 06- 04 11:48:00, 136 Di agnostics | NFO Creating request nessage

2020- 06- 04 11:48:00, 137 Di agnostics | NFO Request message=0001000200000008ffffffff48900061
2020- 06- 04 11:48:00, 137 Di agnostics | NFO Sending request message

2020- 06- 04 11:48:00, 137 Di agnostics | NFO Receiving response message

2020- 06- 04 11:48: 00, 229 Di agnostics | NFO Response

nmessage=KCRMVApTJI2x| bnd0aCc Kc DEKSTQACNNTI3ZI cnNpb24nCnAy Ckkx CnNTJ2RhdGENCnAzCl vh XHgwivFx 4 VDBc e DEz
XHg4 Ovx 4 MDBc e DAWXHgwWiVFx 4 MDh ¢ e DAWXHg WVFx 4 MDBc e DAWXHg WiVFx 4 MDBc e DAWXHg WVFx 4 MDBc e DAWXHg x MLx 4 ODh c e DAwW
XHgwiVFx 4 MDBc e DA4 XHgwivVFx 4 MNDBc e DAWXHg WVFx 4 MDBc e DAWXHg wWiVFx 4 MDBc e DAWXHgWIVFXx 4 MAFc e DBi- XHgwiVFx 4 MDBc e DAW
XHgwOFx 4 MDBc e DAWXHgwWiVIFx 4 MDBc e DAWXHg WVFx 4 VDB e DAWI wpwWINApz Uy dt ZXNz YWHI VH wZSc Kec DUKSTI WNTEKcy 4=

2020- 06- 04 11:48: 00, 229 Di agnostics | NFO Streami ng i nfo response

2020- 06- 04 11:48:00,230 Di agnostics | NFO Connection successful

2020-06-04 11:48: 00, 230 Nbni tor I NFO Starting Monitor.

2020- 06- 04 11:48: 00, 236 Decor at or I NFO Starting process.

2020- 06- 04 11:48: 00,236 Transformer | NFO Starting process.

2020- 06- 04 11:48:00, 237 Connection I NFO Connecting to 10.62.148.75:8302

2020- 06- 04 11:48:00, 237 Connection I NFO Using TLS v1.2

2020- 06- 04 11:48: 00,238 Witer I NFO Starting process.

2020- 06- 04 11: 48: 00, 639 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bookmar k. dat .

2020- 06- 04 11:48: 00, 640 Settings I NFO Timestanp: Start = 2 (Bookmark = 1591210934)
2020- 06- 04 11:48: 00, 640 Recei ver I NFO Event St r eanRequest Message:
00010002000000085ed7f 3b648900061

2020- 06- 04 11:48: 00, 640 Subscri berParser | NFO Starting process.

2020- 06- 04 11: 48: 00, 640 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bookmar k. dat .

2020- 06- 04 11:48: 00, 646 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bookmar k. dat .

2020- 06- 04 11:48: 00, 646 Settings I NFO Ti mestanp: Start = 2 (Bookmark = 1591210934)
2020- 06- 04 11:48: 00, 647 Recei ver I NFO St reani ngRequest Message:

000108010000003800001a0b00000038489000615ed7f 3b60009000c000400150009001f 000b003d000e00470004005b
000700650006006f 0002008300000000

2020-06-04 11:48: 00, 653 Nbni tor I NFO Running. 0 handled; average rate 1.2 ev/sec;

IS 1o v o Spdud Vs 92206 IJoedp B Ibs IJosdd (FMC)=J§§6 wvedle pod 030
lduvedlo guspel 889 £psd eCore Streamer Llouuile IUloold. Jligh 1o 1dpulb$6 1Jjp0s6
JJgJs6 J9gro Ideedp Vs bblye 1UJ9zs Ui,_,uluu@é') (FMC) o »lispel UTC:


/content/en/us/support/docs/security/firesight-management-center/118071-troubleshoot-firesight-00.html

root @MC2000- 2: ~# tail -f /var/l og/ nessages

Jun 4 09:48:00 FMC2000-2 SF-1MS[4135]: [4135] Event Streaner: ConnectionHandl er [I NFQ Accepted
IPv4 connection from 10.62.148.41:36528/tcp

Jun 4 09:48:00 FMC2000-2 SF-1MS[4135]: [4135] Event Streaner: ConnectionHandl er [I NFOQ Added
10.62.148.41(8512) to host table

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.com:SFUtil [INFO Found IPv4 address 10.62.148.41 for ksec-sfvm-win7-3.cisco.com

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreamer chil d(ksec-sfvmw n7-

3. ci sco.com: ConnectionHandl er [I NFO Resolved CN ksec-sfvm-win7-3.cisco.com to 10.62.148.41
Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreamer chil d(ksec-sfvmw n7-

3. cisco.com: ConnectionHandl er [I NFO Matched Certificate CN:ksec-sfvm-win7-3.cisco.com to
10.62.148.41 (IPv4)

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreamer chil d(ksec-sfvmw n7-
3.cisco.conm:sfestreamer [INFQ Got EVENT_STREAM REQUEST | ength 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service |NFO total data size 48

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service id:5001 - length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service id:5000 - |length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service id: 6667 - |length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Got UEC STREAM REQUEST | ength 56

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. ci sco. con): ConnectionHandl er [INFO requested service [6667] timestanp [1591210934]

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco. con): ConnectionHandl er [I NFO Got Event type 12, version 9

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco. con: ConnectionHandl er [INFO Got Event type 21, version 4

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreamer chil d(ksec-sfvmw n7-

3. cisco. con: ConnectionHandl er [INFO Got Event type 31, version 9

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con): ConnectionHandl er [INFO Got Event type 61, version 11

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con): ConnectionHandl er [I NFO Got Event type 71, version 14

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco. con: ConnectionHandl er [INFO Got Event type 91, version 4

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con): ConnectionHandl er [INFO Got Event type 101, version 7

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con): ConnectionHandl er [INFO Got Event type 111, version 6

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con): ConnectionHandl er [INFO Got Event type 131, version 2

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.com:sfestreaner [INFO EventStream Request (0x48900061): Since 1591210934 w/ NS Events
w/ NS 6.0 Events w/ Packets w/ Extra IDS Event data w/ Metadata v4 w/ RUA 5.2 Events w/ Impact
Alerts w/ 5.3 Impact Alerts w/ Impact Flags w/ RNA 5.3 Events w/ RNA 6.0

Flow w/ Policy 5.4 Events w/ FireAMP 6.0 Events w/ Filelog 6.0 Events w/ Send archive timestamp
w/ Send Detail Request

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3. cisco.con: ConnectionHandl er [INFO] creating iterator for service [6667] prefix [unified2.]
timestanp [1591210934]

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.conm: Unified2Iterator [INFO] Opened /var/sf/archive/netmap_ 2/unified2.1591210800

Jun 4 09:48:02 FMC2000-2 SF-1M5[4135]: [4135] Event Streaner: ConnectionHandler [INFQ Child
with pid 8510 exited with status 5120

Jun 4 09:48:02 FMC2000-2 SF-1MS[4135]: [4135] Event Streaner: ConnectionHandl er [INFQ Renpved
host entry for pid: 8510

Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active
URLFi I tering: 310f 4c00-a415- 11lea- bf 5b- a2d6028849f e

Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active



URLFi I tering: d637b6f0-a4l1l4-1lea-ad97-ccl7b6ea4c03
Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFQ Peer with active
URLFi I tering: 873709b8-78b6- 11lea- ae87- b82f 93835447
Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFQ Peer with active
URLFi I tering: c7c0217c-78b6-1lea-a719-b7f 0a277eb86

IJeuluos Idos unsope creseel $wd Ilouold weyd; IJpuwless IJoduss (TAC)
J Cisco

SULOT wuUdb wegpee 0o IJeuluoy Yed IJleuold « Cisco TAC:

- luo»sl) eStreamer eCore
© O vlswsu
- luosly QJb|p IJouvgsd Idpuosed
- od wys lpsle gJs FMCS role\JO Jobo vl o pU IJizsle + odosy FMC eStreamer
© 8p wopdso ouorse Iigble gds 9lzes wulb, 1Jlsle, (el 09 p9 o Bes 'Sume Idouwesd)
ogble pdod ueduld 1Jizble ol odlzol o FMC
- Gp wu99s, odo ldpdusle py gJIJ eCore:
estreamer.conf
wved [Jeedsple

WUpuibdJlc I blses
JI s92> louold eds pounds TCP 8302

wulez Telnet oo gpsd Streamer |Js po93 FMC 8302 9ldwz 99 pu lugvle IUleuolJ.
Jluold6 |Js 3JY: spdod luuwegsle sl Idlzool IUIJIo00s Jideol IUlouold:
root @al i : ~/ eStreaner-eNcore# ./encore.sh test

2020- 05- 28T16: 02: 56. 931919 Di agnostics | NFO Checki ng that configFilepath (estreamer.conf)
exi sts

2020- 05- 28 16: 02: 56, 935 Di agnostics | NFO Check certificate

2020- 05- 28 16: 02: 56,936 Di agnostics | NFO Creating connection

2020-05-28 16:02: 56,936 Connecti on I NFO Connecting to 10.62. 148. 75: 8302

2020- 05- 28 16:02: 56, 936 Connection I NFO Using TLS v1.2

2020- 05- 28 16: 02: 56, 946 Di agnostics | NFO Creati ng request nessage

2020- 05- 28 16: 02: 56, 946 Di agnostics | NFO Request nmessage=0001000200000008ffffffff48900061
2020- 05- 28 16: 02: 56, 946 Di agnostics | NFO Sendi ng request nessage

2020- 05- 28 16: 02: 56, 946 Di agnostics | NFO Recei vi ng response message

2020- 05- 28 16: 02: 56, 957 Di agnostics | NFO Response

message=KGRMVApTJI2x| bnmdO0aCc Kc DEKSTQACNNTJI3ZI cnNpb24nCnAy Ckkx CnNTJ2RhdGENCnAz Gl vh XHgwivFx 4 MDBc e DEz
XHg4 Ovx 4 MDBc e DAWXHgwWiVIFx 4 MDh ¢ e DAWXHg wWVFx 4 VDB e DAWXHg wWiVIFx 4 MDBc e DAWXHgWIVIFX 4 VDBc e DAWXHg x MLx 4 ODh c e DAw
XHgwVFx 4 MDBc e DA4 XHgwiVFx 4 MNDBc e DAWXHg WVFx 4 VDB e DAWXHg wWiVIFx 4 MDBc e DAWXHgWIVIFX 4 MAFc e DBi XHgwiVIFx 4 VDBc e DAwW
XHgwOFx 4 MDBc e DAWXHgwWiVFx 4 MDBc e DAWXHg WVFx 4 VDBc e DAWI wpwWINApz Uy dt ZXNz YWHI VH wZSc Kc DUKSTI WNTEKcy 4=
2020- 05- 28 16: 02: 56, 957 Di agnostics | NFO Streami ng i nfo response

2020- 05- 28 16: 02: 56, 957 Di agnostics | NFO Connection successful

030 pzl9Js louold Olzes Jpl 09 p9or bis Wireshark (10.62.148.41 09 w1999 IJloc,ow
IJiowlows wsopl 10.62.148.75 o9 FMC):



[eo. Time Source Destination Protocol Length TCP Segment Len  Info

1 @.eeeee2 10.62.148.41 10.62.148.75 TCP 74 © 35738 > 8382 [SYN] Seq=3@58376975 Win=2920@ Len=@ MSS5=146@ SACK_PERM=
2 9.000187 19.62.148.75 10.62.148.41 TCP 74 © 8302 » 35738 [SYN, ACK] Seq=1666135546 Ack=3858376976 Win=28960 Len=0
3 0.868825 18.62.148.41 18.62.148.75 TCP 66 8 35738 - 8382 [ACK] 5eq=3850376976 Ack=1666135547 Win=29312 Len=8 TSval
4 @.000870 19.62.148.41 18.62.148.75 TLSv.. 3e4 238 Client Hello
58.808123 10.62.148.75 18.62.148.41 TCP 66 © 8302 - 35738 [ACK] Seq=1666135547 Ack=3058377214 Win=30680 Len=P TSval
6 8.801397 18.62.148.75 18.62.148.41 TLSwv.. 1514 1448 Server Hello
7 ©.000007 10.62.148.41 16.62.148.75 TCP €6 © 35738 > 8302 [ACK] Seq=3058377214 Ack=1666136995 Win=32128 Len=e TSval
8 ©.000014 10.62.148.75 16.62.148.41 TLSv.. 751 685 Certificate, Certificate Request, Server Hello Done
9 ©.000005 10.62.148.41 16.62.148.75 TCP 66 © 35738 > 8302 [ACK] Seq=3058377214 Ack=1666137688 Win=35872 Len=e TSval
10 @.9082480 10.62.148.41 10.62.148.75 TLSv.. 1625 1558 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Sp
11 @.000158 10.62.148.75 16.62.148.41 TCP 66 © 8302 » 35738 [ACK] Seq=1666137680 Ack=3050378773 Win=33152 Len=0 TSval
12 @.002977 10.62.148.75 10.62.148.41 TLSv.. 1252 1186 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
13 ©.060497 10.62.148.41 16.62.148.75 TLSv.. 111 45 Application Data
14 @.818285 18.62.148.75 18.62.148.41 TLSv.. 151 85 Application Data

| 15 ©.000494 19.62.148.41 10.62.148.75 TCP 13 © 35738 - 8302 [FIN, ACK] Seq=3050378818 Ack=1666138951 Win=37888 Len=0|
16 @.888257 10.62.148.75 18.62.148.41 TLSwv... 97 31 Encrypted Alert

17 8.0608625 .62. . © 35738 -+ 8382 [RST] Seq=3050378819 Win=0 Len=0
© 8302 » 35738 [FIN, ACK] Seq=1666138982 Ack=3050378819 Win=33152 Len=0

15 ©.0608609 .62. . © 35738 -» 8382 [RST] Seq=3050378819 Win=0 Len=0

Jl coblud lJubolss CN pe IJposd IUues

131 Jlo gpsd eStreamer ¢Jd NAT. Bz louble Idgiolss Cluwesle guglo IP JJws9$ 9 oy,
Igble p&d o03o0:

Mar 2 11:30: 01 FMC SF-1MS[ 16921]: [16921] Event Streamner: ConnectionHandl er [INFQ Accepted | Pv4
connection from 10. 48. 26. 47: 46529/ tcp

Mar 2 11:30: 01 FMC SF-1MS[ 16921]: [16921] Event Streamner: ConnectionHandl er [INFQ Added

10. 48. 26.47 to host table

Mar 2 11:30: 01 FMC SF-1MS[ 16921]: [16921] Event Streamner: ConnectionHandl er [INFQ Added

10. 48. 26.47(17659) to host table

Mar 2 11:30: 01 FMC SF-1MS[17659]: [17659] Event Streamer chil d(192.168. 27. 100): Connecti onHandl er
[INFQ Resolved CN 192.168.27.100 to 192.168. 27.100

Mar 2 11:30: 01 FMC SF-1MS[17659]: [17659] Event Streamer chil d(192.168. 27. 100): Connecti onHandl er
[ERROR] Certificate Common Name 192.168.27.100 does not match remote host: 10.48.26.47. It was
issued to a different client.

Mar 2 11:30: 02 FMC SF-1MS[ 16921] : [ 16921] Event Streamer: ConnectionHandler [INFQ Child with
pid 17659 exited with status O

Mar 2 11:30: 02 FMC SF-1 MS[ 16921]: [16921] Event Streaner: ConnectionHandl er [INFQ Renoved host
entry for pid: 17659

396 FMC DNS JgpesJ eStreamer gs) _oesed

WO 2ldo 929> [>¢lJle DNS ¢glbiss s FMC Jg psd eStreamer. Jl o oJ Ui@l& IJs lJgpsd.
Jogass el bl Jlue 030 os IUpvdds: IJogb Lo9,6 eJs FMC. Ws ol Idpeld: ouwede FMC
25p6 TCP SYN oy puos gpsd Streamer ksec-sfvm-win7-3.cisco.com:

r oot @MC2000- 2: / var/ sf/ archi ve/ net map_2# tcpdump -i eth0 port 8302

HS_PACKET BUFFER SI ZE is set to 4.

tcpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes

18: 32: 45. 453401 | P ksec-sfvm-win7-3.cisco.com. 36428 > FMC2000- 2. 8302: Flags [S], seq 2427598184,
wi n 29200, options [nes 1460, sackOK, TS val 3681355935 ecr 0, nop,wscale 7], length O

18: 32: 45. 453425 | P FMC2000- 2. 8302 > ksec-sfvmw n7-3.cisco.com 36428: Flags [S.], seq
1996800475, ack 2427598185, wi n 28960, options [nmes 1460, sackOK, TS val 2264897265 ecr
3681355935, nop, wscale 7], length O

18: 32: 45. 453539 | P ksec-sfvmw n7-3. ci sco. com 36428 > FMC2000-2.8302: Flags [.], ack 1, win 229
options [nop, nop, TS val 3681355935 ecr 2264897265], length O

§p¢JQ¢J !L}uot.)ho &Jho(") =N J_;é@é IP |J.'>;§ Op CJE_J;,_SJOZ



r oot @MC2000- 2: / var/ sf/ archi ve/ net map_2# tcpdump -i eth0 port 8302 -n

HS_PACKET_BUFFER SI ZE is set to 4.

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes

18: 34:58. 015971 I P 10.62.148.41. 36434 > 10.62. 148.75.8302: Flags [S], seq 713101140, wi n 29200
options [nes 1460, sackOK, TS val 3681488496 ecr 0, nop,wscale 7], length O

wJl po 3 spdod [uwegsle 1516 1Jie, nslookup pu 9lz0é Lwl, 1Jisle, (CLI) 1Jgl 08 w9esé
IJezde FMC:

root @MC2000- 2: / var/ sf/ ar chi ve/ net map_2# nslookup ksec-sfvm-win7-3.cisco.com
Server: 1.2.3.4
Addr ess: 1.2.3.4#53

Name: ksec-sfvm-win7-3.cisco.com Address: 10.62.148.41

pUbdJs B louol eStreamer L uww bl B Liols SSL

AR oU I gpsd eStreamer suwogdp yvoldé FMC SSL IJoeszs. 1Bl Jlpw Iduboelsé gs)
wPTSTo Vs pdudle FMC /var/log/message: ywe)s IJI@Iu lJoldsé:

Jun 11 14:15:33 FMC SF- 1 MS[ 14211]: [14211] Event Streaner: Connecti onHandl er [ NFQ
estreaner. c: 2149: Accept Connections(): Accepted | Pv4 connection from 192. 0. 2. 100: 42143/ tcp
Jun 11 14:15:33 FMC SF- 1 MS[ 14211]: [14211] Event Streaner: ConnectionHandl er [ NFQ
estreaner. c: 389: al | owConnection(): Added 192.0.2.100 to host table

Jun 11 14:15:33 FMC SF- 1 MS[ 14211]: [14211] Event Streaner: ConnectionHandl er [ NFQ
estreaner.c: 334: renenberPi d(): Added 192.0.2.100(13687) to host table

Jun 11 14:15:33 FMC SF-1 MS[ 14211]: [14211] Event Streamner: Connecti onHandl er [ DEBUG
estreaner. c: 1347: Accept Connection(): Created new estreaner child with src 192.0.2.100 : pid
13615

Jun 11 14:15:34 FMC SF-1 MS[ 13687]: [13615] Event Streamner: Connecti onHandl er [ ERROR]
estreaner.c: 1116: Accept Connection(): SSL_accept failed, SSL_get_error reports SSL_ERROR_SYSCALL

Spdud 2309 gpsd eStreamer gJs FMC glglho wJgsuwo. $938 03l [Js lgho lugule Svol>e SSL.
luvos)b Idguelss [Jgsssé |Js gpsd eStreamer.

ewslu IP &) uoese op odosuoe gds eStreamer Jodled 9256 ASA SFR

eJs gpsd Streamer. szu luwogsle 9256 SFRIJupbss IP. s ASA Gp wouvésd 1Jie, show
sfr module detail Jg,_o |J9g>6 |Juplbss IP.

cuuwsd Iese IJslsg ArcSight (CEF)

ST pEsh wo ight [islz 1J$se 1wl uwess IJos sze buwldel po
slzoé ywlo, IJlsle, (CLI) oo eCore. 1>| Iy ool £30 coluud B Idoslole IUpeddls gds
ArcGht. Is: 1Jz89d 1de9§956: ¢hz Idesosw: Iy weup Iduslule Jp sop czdsdel wuvdd
woTst &ds gpsd ArcSight: Bpeu 1> wessd Idodsso JdJolos lds pds gued eo brsd
IJlesls. 903l suwles eds werss pdlu IJpuvdds.

"handl er": {
"out put @onment": "If you disable all outputters it behaves as a sink",
"outputters": [


https://community.microfocus.com/t5/ArcSight-Connectors/ArcSight-Common-Event-Format-CEF-Implementation-Standard/ta-p/1645557

"adapter": "cef",
"enabl ed": true,
"streant: {
"uri": "relfile:///data/data.{0}.cef"
}

}
I

oop Jolué lzale CEF 1Ugle Bs uub) pe IJ 28d sbuod wsuwopl ppy Iduslole

<13>May 26 09:31:39 kali2 CEF: 0| C sco| Fi repower| 6. 0] RNA: 1003: 1| CONNECTI ON STATI STI CS| 3] act =Al | ow
app=STUN byt esQut =820 csl=test csllLabel =fwPolicy

cs2=Default Action cs2Label =fwRul e cs3=I NSI DE cs3Label =i ngressZone c¢s4=0UTSI| DE

cs4lLabel =egr essZone cs5Label =secl nt el Cat egory devi ceExt ernal |1 d=1

devi cel nboundl nt er f ace=i nsi de devi ceQut boundl nt er f ace=out si de dpt =9000 dst=216. 151. 129. 103
dvchost =10. 48. 26. 45 dvcpi d=2 end=1590497212000 ext er nal | d=50850

proto=17 reason=N A requestd i entApplicatio

JI s&Hu2 gpsd eStreamer zpse IJyvedle

ElJul ol syze 3JY IJs IJIW)lb s IJlve,)ld Vs gpsd eStreamer (£35 Jos) JJELSS pu
I.JI@IU lJos wp huwldol w9luwlbs FMC). §p wouugsd o3l IJIroJ eds zluw gpsd Streamer
90299 ppl 31 Jly 315 Rev-Q pyogl. 03l 09 £35 gpdle IUvlse IJos Jp swp uuwgol woluvbo
wulpz Idpuwedse Idpouod ol Idpdwuw. Os 03l Idpeld: ould 143143 Llsw ped 96 eJs
elow IJepsd:

root @al i:~# netstat -an | egrep "8302|Recv-Q"
Proto Recv-Q Send-Q Local Address Forei gn Address State
tcp 143143 0 10.62.148.41: 36732 10. 62. 148. 75: 8302 ESTABLI SHED

c{a&& oU Ui@lo Vs IJeluse IJos seddlol g psd eStreamer. s909, JJ 03l p9 iyl .J.Jia>|&
Vs IJoluss Jegsd:

root @al i:~/eStreaner-eNcore# cat estreamer.log | grep "ev/sec"

2lod v odsd Jpss Idoslule 1Jplbdsvs po Sod gpsd eStreamer. I 1ggle 1Ulz>1e 1Jeyunds po
Sod FMC. 0odl oo 3JY spdoud prlads s o9l 1desbs Ipeuouod eds 2luw gpsd
eStreamer.

IJiguisds 1Jpcoleds (FAQ)

lso spIdo IJeuosd £ 2506 9lzos yub, 1Jisle, (CLI) pu gJIJ o Buss eNcores

- 02dY pU LoV wuisd wulez FMC. gi>9le uble FirePOWER: g9lzolo )00
IJobossle (API) - ECore J CEF

- wdl pu 3dY: spdud IUzuesd eds 238 oS 1UJess0s po
https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-arcsight/tree/master/assets

£02 929> uuwes leoslbss Jleds po FMC B> IJo@se: JI @9 eStreamer louvle izsle. oJ
o3l busest


https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-arcsight/tree/master/assets

uepluo wdod pu9e. pu dJdsd wdosuy FMC pus spdu lz)le uwe lzuslbs:
wsupl $G9p IJoble wogpse wslole IJouwg IUleslbs: 9> sJsu ould &9 9 9o S

Loolb ldoslole (FMC OG$b). 98> sep pogd po oéss) Iodssole ldpoed 96 cldouwé
IUlzoslbs.

oJ ould Is ehlisLo 8luoé plbdsws Jspz 9236 IJoedp IUbLss 1Up9e36 pg &psd Streamer (gJs
wesd lJpeld QRADAR)S

JI

o0 lsu sop IJeuosd eJs puos) izsle eStreamers

9226 bLé IJloualdle 1Jdss)ldss. seds szo [Jopsss w99 9226 Idezde B bLs 1JJzs
IJlwlgwsé (FTD) wouldd IJlzsle pu IJlze6 1Jeshs (FTD) glels wozsool [Js gpsd (epdle)
eStreamer poJ eNcore 9 ArcSight 9 Splunk 9 QRadar g LogRhythm 9l |Js 3JJY.

oJ ould ls pLo 898 9l § wsw Splunk 9 eCoreS

©2dY pU purwwale Splunk JJeuesd eds pedyple IJeslds. eds uvesd IUpeld. JJlbdle
eJds luoshle Splunk IJeesld 9é pg [Jluosl) 3.6.8 pu Idwulpz IO 908 lze
https://splunkbase.splunk.com/app/3662/

MNBIL
Products: 5

Splunk Versions: /.3, /.2
Platform: Platform Independent

CIM Versions: 4 x

oJ .._,l,oeJI._? IJb,l; eStreamer Core | v odlY IJuslule pu 1Ugds> pu spdlo IJogde B blHo
lJJses IUlwlywss (FMC)S

Vs 99w Jolws o3l 1o @,s) JI. Weuo bdo IJozuvsy CSCvg14351


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/backup_and_restore.html
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