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Ø®Ø·ÙˆØ§Øª Ø£Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ Ø§Ù„Ù…ÙˆØµÙ‰ 
Ø¨Ù‡Ø§
Ù„Ù… ÙŠØªÙ… ØªÙ†Ø´ÙŠØ· FQDN
Ø£Ø³Ø¦Ù„Ø© ÙˆØ£Ø¬ÙˆØ¨Ø©

Ø§Ù„Ù…Ù‚Ø¯Ù…Ø©

ÙŠØµÙ� Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ ØªÙƒÙˆÙŠÙ† Ù…ÙŠØ²Ø© FQDN (Ø§Ø¹ØªØ¨Ø§Ø±Ø§ 
Ù…Ù† V6.3.0) Ù„Ù…Ø±ÙƒØ² Ø¥Ø¯Ø§Ø±Ø© FirePOWER (FMC) ÙˆØ§Ù„Ø¯Ù�Ø§Ø¹ Ø¹Ù† 
ØªÙ‡Ø¯ÙŠØ¯ FirePOWER (FTD).

Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ©

Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª 

ØªÙˆØµÙŠ Cisco Ø¨Ø£Ù† ØªÙƒÙˆÙ† Ù„Ø¯ÙŠÙƒ Ù…Ø¹Ø±Ù�Ø© Ø¨Ø§Ù„Ù…ÙˆØ§Ø¶ÙŠØ¹ 
Ø§Ù„ØªØ§Ù„ÙŠØ©:

Ù…Ø±ÙƒØ² Ø¥Ø¯Ø§Ø±Ø© Firepower•

Ø§Ù„Ù…ÙƒÙˆÙ†Ø§Øª Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…Ø©

ØªØ³ØªÙ†Ø¯ Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø§Ù„ÙˆØ§Ø±Ø¯Ø© Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ 



Ø¥Ù„Ù‰ Ø¥ØµØ¯Ø§Ø±Ø§Øª Ø§Ù„Ø¨Ø±Ø§Ù…Ø¬ Ø§Ù„ØªØ§Ù„ÙŠØ©:

Ø§Ù„Ø¬Ù‡Ø§Ø² Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠ Ù„Ù„Ø¯Ù�Ø§Ø¹ Ø¶Ø¯ ØªÙ‡Ø¯ÙŠØ¯ FirePOWER 
(FTD) Ù…Ù† Cisco Ø§Ù„Ø°ÙŠ ÙŠØ´ØºÙ„ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.3.0 Ù…Ù† 
Ø§Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬

•

Firepower Management Center Virtual (vFMC) Ø§Ù„Ø°ÙŠ ÙŠØ´ØºÙ„ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.3.0 
Ù…Ù† Ø§Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬  
 

•

ØªÙ… Ø¥Ù†Ø´Ø§Ø¡ Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø§Ù„ÙˆØ§Ø±Ø¯Ø© Ù�ÙŠ Ù‡Ø°Ø§ 
Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ù…Ù† Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯Ø© Ù�ÙŠ Ø¨ÙŠØ¦Ø© 
Ù…Ø¹Ù…Ù„ÙŠØ© Ø®Ø§ØµØ©. Ø¨Ø¯Ø£Øª Ø¬Ù…ÙŠØ¹ Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© 
Ø§Ù„Ù…Ù�Ø³ØªØ®Ø¯Ù…Ø© Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¨ØªÙƒÙˆÙŠÙ† 
Ù…Ù…Ø³ÙˆØ (Ø§Ù�ØªØ±Ø§Ø¶ÙŠ). Ø¥Ø°Ø§ ÙƒØ§Ù†Øª Ø´Ø¨ÙƒØªÙƒ Ù‚ÙŠØ¯ 
Ø§Ù„ØªØ´ØºÙŠÙ„ØŒ Ù�ØªØ£ÙƒØ¯ Ù…Ù† Ù�Ù‡Ù…Ùƒ Ù„Ù„ØªØ£Ø«ÙŠØ± Ø§Ù„Ù…ØØªÙ…Ù„ 
Ù„Ø£ÙŠ Ø£Ù…Ø±.

Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø£Ø³Ø§Ø³ÙŠØ©

ÙŠØµÙ� Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ ØªÙƒÙˆÙŠÙ† Ù…ÙŠØ²Ø© "Ø§Ø³Ù… Ø§Ù„Ù…Ø¬Ø§Ù„ 
Ø§Ù„Ù…Ø¤Ù‡Ù„ Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ (FQDN)" Ø§Ù„ØªÙŠ Ø¥Ø¯Ø®Ø§Ù„Ù‡Ø§ Ø¥ØµØ¯Ø§Ø± 
Ø§Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬ 6.3.0 Ø¥Ù„Ù‰ Ù…Ø±ÙƒØ² Ø¥Ø¯Ø§Ø±Ø© Firepower (FMC) 
ÙˆØ§Ù„Ø¯Ù�Ø§Ø¹ Ø¹Ù† ØªÙ‡Ø¯ÙŠØ¯ FirePOWER (FTD).

Ù‡Ø°Ù‡ Ø§Ù„Ù…ÙŠØ²Ø© Ù…ÙˆØ¬ÙˆØ¯Ø© Ù�ÙŠ Ø¬Ù‡Ø§Ø² Ø§Ù„Ø£Ù…Ø§Ù† 
Ø§Ù„Ù‚Ø§Ø¨Ù„ Ù„Ù„ØªÙƒÙŠÙ� (ASA) Ù…Ù† Cisco ÙˆÙ„ÙƒÙ†Ù‡Ø§ Ù„Ù… ØªÙƒÙ† Ù�ÙŠ 
Ø¥ØµØ¯Ø§Ø±Ø§Øª Ø§Ù„Ø¨Ø±Ø§Ù…Ø¬ Ø§Ù„Ø£ÙˆÙ„ÙŠØ© Ù…Ù† FTD.

ØªØ£ÙƒØ¯ Ù…Ù† Ø§Ø³ØªÙŠÙ�Ø§Ø¡ Ù‡Ø°Ù‡ Ø§Ù„Ø´Ø±ÙˆØ· Ù‚Ø¨Ù„ ØªÙƒÙˆÙŠÙ† 
ÙƒØ§Ø¦Ù†Ø§Øª FQDN:

ÙŠØ¬Ø¨ Ø£Ù† ÙŠÙ‚ÙˆÙ… Ù…Ø±ÙƒØ² Ø¥Ø¯Ø§Ø±Ø© Firepower Ø¨ØªØ´ØºÙŠÙ„ 
Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.3.0 Ø£Ùˆ Ø¥ØµØ¯Ø§Ø± Ø£ØØ¯Ø«. ÙŠÙ…ÙƒÙ† Ø£Ù† ÙŠÙƒÙˆÙ† 
Ù…Ø§Ø¯ÙŠØ§ Ø£Ùˆ Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ§

•

ÙŠØ¬Ø¨ Ø£Ù† ÙŠÙ‚ÙˆÙ… "Ø§Ù„Ø¯Ù�Ø§Ø¹ Ø¹Ù† ØªÙ‡Ø¯ÙŠØ¯ Firepower" 
Ø¨ØªØ´ØºÙŠÙ„ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.3.0 Ø£Ùˆ Ø¥ØµØ¯Ø§Ø± Ø£ØØ¯Ø«. ÙŠÙ…ÙƒÙ† 
Ø£Ù† ÙŠÙƒÙˆÙ† Ù…Ø§Ø¯ÙŠØ§ Ø£Ùˆ Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ§

•

Ù†Ø¸Ø±Ø© Ø¹Ø§Ù…Ø© Ø¹Ù„Ù‰ Ø§Ù„Ù…ÙŠØ²Ø©

ØªÙ‚ÙˆÙ… Ù‡Ø°Ù‡ Ø§Ù„Ù…ÙŠØ²Ø© Ø¨ØÙ„ FQDN Ù�ÙŠ Ø¹Ù†ÙˆØ§Ù† IP ÙˆØªØ³ØªØ®Ø¯Ù… 
Ù‡Ø°Ø§ Ø§Ù„Ø¹Ù†ÙˆØ§Ù† Ø§Ù„Ø£Ø®ÙŠØ± Ù„ØªØµÙ�ÙŠØ© ØØ±ÙƒØ© Ø§Ù„Ù…Ø±ÙˆØ± 
Ø¹Ù†Ø¯ Ø§Ù„Ø¥Ø´Ø§Ø±Ø© Ø¥Ù„ÙŠÙ‡ Ø¨ÙˆØ§Ø³Ø·Ø© Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ 
Ø§Ù„ÙˆØµÙˆÙ„ Ø£Ùˆ Ù†Ù‡Ø¬ Ø§Ù„ØªØµÙ�ÙŠØ© Ø§Ù„Ù…Ø³Ø¨Ù‚Ø©.

Ù…Ø§Ø°Ø§ Ø¹Ù† Ù…Ø§ Ù‚Ø¨Ù„ 6.3ØŸ

 ÙŠØªØ¹Ø°Ø± Ø¹Ù„Ù‰ FMC Ùˆ FTD Ø§Ù„Ù„Ø°ÙŠÙ† ÙŠØ´ØºÙ„Ø§Ù† Ø¥ØµØ¯Ø§Ø±Ø§ •



Ø£Ù‚Ø¯Ù… Ù…Ù† 6.3.0 ØªÙƒÙˆÙŠÙ† ÙƒØ§Ø¦Ù†Ø§Øª FQDN.

Ù�ÙŠ ØØ§Ù„Ø© ØªØ´ØºÙŠÙ„ FMC Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.3 Ø£Ùˆ Ø¥ØµØ¯Ø§Ø± 
Ø£ØØ¯Ø« ÙˆÙ„ÙƒÙ† FTD ÙŠØ´ØºÙ„ Ø¥ØµØ¯Ø§Ø±Ø§ Ø£Ù‚Ø¯Ù… Ù…Ù† 6.3ØŒ 
ÙŠØ¸Ù‡Ø± Ù†Ø´Ø± Ø£ØØ¯ Ø§Ù„Ø³ÙŠØ§Ø³Ø§Øª Ù‡Ø°Ø§ Ø§Ù„Ø®Ø·Ø£:

•

Ø¨Ø§Ù„Ø¥Ø¶Ø§Ù�Ø© Ø¥Ù„Ù‰ Ø°Ù„ÙƒØŒ Ø¥Ø°Ø§ Ù‚Ù…Øª Ø¨ØªÙƒÙˆÙŠÙ† 
ÙƒØ§Ø¦Ù† DNS Ø¹Ø¨Ø± FlexConfigØŒ ÙŠØ¸Ù‡Ø± Ù‡Ø°Ø§ Ø§Ù„ØªØØ°ÙŠØ±:

•

 

Ø§Ù„ØªÙƒÙˆÙŠÙ†

Ø§Ù„Ø±Ø³Ù… Ø§Ù„ØªØ®Ø·ÙŠØ·ÙŠ Ù„Ù„Ø´Ø¨ÙƒØ©



 
Ø§Ù„Ù‡Ù†Ø¯Ø³Ø© Ø§Ù„Ù…Ø¹Ù…Ø§Ø±ÙŠØ© - Ø§Ù„Ù†Ù‚Ø§Ø· 
Ø§Ù„Ø¨Ø§Ø±Ø²Ø© 
 

Ø¯Ù‚Ø© ÙˆØ¶ÙˆØ DNS (DNS Ø¥Ù„Ù‰ IP) ØªØØ¯Ø« Ù�ÙŠ LINA•
ÙŠØ®Ø²Ù† LINA Ø§Ù„ØªØ¹ÙŠÙŠÙ† Ù�ÙŠ Ù‚Ø§Ø¹Ø¯Ø© Ø¨ÙŠØ§Ù†Ø§ØªÙ‡•
Ø¹Ù„Ù‰ Ø£Ø³Ø§Ø³ ÙƒÙ„ Ø§ØªØµØ§Ù„ØŒ ÙŠØªÙ… Ø¥Ø±Ø³Ø§Ù„ Ù‡Ø°Ø§ 
Ø§Ù„ØªØ¹ÙŠÙŠÙ† Ù…Ù† LINA Ø¥Ù„Ù‰ snort

•

ÙŠØªÙ… ØÙ„ FQDN Ø¨Ø´ÙƒÙ„ Ù…Ø³ØªÙ‚Ù„ Ø¹Ù† Ø§Ù„ØªÙˆÙ�Ø± Ø§Ù„Ø¹Ø§Ù„ÙŠ Ø£Ùˆ 
ØªÙƒÙˆÙŠÙ† Ø§Ù„Ù…Ø¬Ù…ÙˆØ¹Ø©

•

Ø®Ø·ÙˆØ§Øª Ø§Ù„ØªÙƒÙˆÙŠÙ†

Ø§Ù„Ø®Ø·ÙˆØ© 1. ØªÙƒÙˆÙŠÙ† "ÙƒØ§Ø¦Ù† Ù…Ø¬Ù…ÙˆØ¹Ø© Ø®ÙˆØ§Ø¯Ù… DNS" 

â€ƒ

ÙŠØ¬Ø¨ Ø£Ù„Ø§ ÙŠØªØ¬Ø§ÙˆØ² Ø§Ø³Ù… Ù…Ø¬Ù…ÙˆØ¹Ø© Ø®ÙˆØ§Ø¯Ù… DNS 63 
ØØ±Ù�Ø§

•

Ù�ÙŠ Ø§Ù„Ù†Ø´Ø± Ù…ØªØ¹Ø¯Ø¯ Ø§Ù„Ù…Ø¬Ø§Ù„Ø§ØªØŒ ÙŠØ¬Ø¨ Ø£Ù† ØªÙƒÙˆÙ† 
Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„ÙƒØ§Ø¦Ù†Ø§Øª Ù�Ø±ÙŠØ¯Ø© Ø¶Ù…Ù† Ø§Ù„ØªØ¯Ø±Ø¬ 
Ø§Ù„Ù‡Ø±Ù…ÙŠ Ù„Ù„Ù…Ø¬Ø§Ù„. ÙŠÙ…ÙƒÙ† Ù„Ù„Ù†Ø¸Ø§Ù… Ø§Ù„ØªØ¹Ø±Ù� 

•



Ø¹Ù„Ù‰ Ø£ÙŠ ØªØ¹Ø§Ø±Ø¶ Ù…Ø¹ Ø§Ø³Ù… ÙƒØ§Ø¦Ù† Ù„Ø§ ÙŠÙ…ÙƒÙ†Ùƒ Ø¹Ø±Ø¶Ù‡ 
Ù�ÙŠ Ø§Ù„Ù…Ø¬Ø§Ù„ Ø§Ù„ØØ§Ù„ÙŠ Ù„Ø¯ÙŠÙƒ
ÙŠØªÙ… Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ù…Ø¬Ø§Ù„ Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ 
(Ø¥Ø®ØªÙŠØ§Ø±ÙŠ) Ù„Ø¥Ù„ØØ§Ù‚ Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„Ù…Ø¶ÙŠÙ� ØºÙŠØ± 
Ø§Ù„Ù…Ø¤Ù‡Ù„Ø© Ø¨Ø§Ù„ÙƒØ§Ù…Ù„

•

ØªÙ… Ù…Ø³Ø¨Ù‚Ø§ Ù…Ù„Ø¡ Ù‚ÙŠÙ… Ø¹Ù…Ù„ÙŠØ§Øª Ø¥Ø¹Ø§Ø¯Ø© 
Ø§Ù„Ù…ØØ§ÙˆÙ„Ø© ÙˆØ§Ù„ØªÙˆÙ‚ÙŠØª Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠÙŠÙ†.

Ø¹Ù…Ù„ÙŠØ§Øª Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„Ù…ØØ§ÙˆÙ„Ø©- Ø¹Ø¯Ø¯ Ø§Ù„Ù…Ø±Ø§ØªØŒ 
Ù…Ù† 0 Ø¥Ù„Ù‰ 10ØŒ Ù„Ø¥Ø¹Ø§Ø¯Ø© Ù…ØØ§ÙˆÙ„Ø© Ù‚Ø§Ø¦Ù…Ø© 
Ø®ÙˆØ§Ø¯Ù… DNS Ø¹Ù†Ø¯Ù…Ø§ Ù„Ø§ ÙŠØªÙ„Ù‚Ù‰ Ø§Ù„Ù†Ø¸Ø§Ù… 
Ø¥Ø³ØªØ¬Ø§Ø¨Ø©. Ø§Ù„Ù‚ÙŠÙ…Ø© Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ© Ù‡ÙŠ 2.

○

Ø§Ù„Ù…Ù‡Ù„Ø©â€”Ø¹Ø¯Ø¯ Ø§Ù„Ø«ÙˆØ§Ù†ÙŠØŒ Ù…Ù† 1 Ø¥Ù„Ù‰ 30ØŒ Ù‚Ø¨Ù„ 
Ø£Ù† ÙŠØØ§ÙˆÙ„ Ø¢Ø®Ø± Ø¥Ù„Ù‰ Ø®Ø§Ø¯Ù… DNS Ø§Ù„ØªØ§Ù„ÙŠ. 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ Ù‡Ùˆ 2 Ø«Ø§Ù†ÙŠØ©. ÙˆÙ�ÙŠ ÙƒÙ„ Ù…Ø±Ø© 
ÙŠÙ‚ÙˆÙ… Ø§Ù„Ù†Ø¸Ø§Ù… Ø¨Ø¥Ø¹Ø§Ø¯Ø© Ù…ØØ§ÙˆÙ„Ø© Ù‚Ø§Ø¦Ù…Ø© 
Ø§Ù„Ø®ÙˆØ§Ø¯Ù…ØŒ ØªØªØ¶Ø§Ø¹Ù� Ø§Ù„Ù…Ù‡Ù„Ø©.

○

•

Ø£Ø¯Ø®Ù„ Ø®ÙˆØ§Ø¯Ù… DNS Ù„ØªÙƒÙˆÙ† Ø¬Ø²Ø¡Ø§ Ù…Ù† Ù‡Ø°Ù‡ 
Ø§Ù„Ù…Ø¬Ù…ÙˆØ¹Ø©. ÙŠÙ…ÙƒÙ† Ø£Ù† ÙŠÙƒÙˆÙ† Ù‡Ø°Ø§ Ø¥Ù…Ø§ ØªÙ†Ø³ÙŠÙ‚ IPv4 
Ø£Ùˆ IPv6 ÙƒÙ‚ÙŠÙ… Ù…Ù�ØµÙˆÙ„Ø© Ø¨Ù�Ø§ØµÙ„Ø©

•

ÙŠØªÙ… Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ù…Ø¬Ù…ÙˆØ¹Ø© Ø®ÙˆØ§Ø¯Ù… DNS Ù„Ù„ØÙ„ 
Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… ÙƒØ§Ø¦Ù† Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø£Ùˆ Ø§Ù„ÙƒØ§Ø¦Ù†Ø§Øª Ø§Ù„ØªÙŠ 
ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡Ø§ Ù�ÙŠ Ø¥Ø¹Ø¯Ø§Ø¯Ø§Øª Ø§Ù„Ù†Ø¸Ø§Ù… Ø§Ù„Ø£Ø³Ø§Ø³ÙŠ

•

REST API Ù„ÙƒØ§Ø¦Ù† Ù…Ø¬Ù…ÙˆØ¹Ø© Ø®ÙˆØ§Ø¯Ù… DNS Ù…Ø¹ØªÙ…Ø¯•

 

Ø§Ù„Ø®Ø·ÙˆØ© 2. ØªÙƒÙˆÙŠÙ† DNS (Ø¥Ø¹Ø¯Ø§Ø¯Ø§Øª Ø§Ù„Ù†Ø¸Ø§Ù… Ø§Ù„Ø£Ø³Ø§Ø³ÙŠ) 



(Ø¥Ø®ØªÙŠØ§Ø±ÙŠ) Ù‚Ù… Ø¨ØªØ¹Ø¯ÙŠÙ„ Ù‚ÙŠÙ… Ù…Ø¤Ù‚Øª Ø§Ù†ØªÙ‡Ø§Ø¡ 
ØµÙ„Ø§ØÙŠØ© Ø§Ù„Ø¥Ø¯Ø®Ø§Ù„ ÙˆÙ…Ø¤Ù‚Øª Ø§Ù„Ø§Ø³ØªØ·Ù„Ø§Ø¹ Ù�ÙŠ 
Ø¯Ù‚Ø§Ø¦Ù‚:

•

ÙŠØØ¯Ø¯ Ø®ÙŠØ§Ø± Ù…Ø¤Ù‚Øª Ø¥Ø¯Ø®Ø§Ù„ Ø§Ù†ØªÙ‡Ø§Ø¡ Ø§Ù„ØµÙ„Ø§ØÙŠØ© ØØ¯ 
Ø§Ù„ÙˆÙ‚Øª Ù„Ø¥Ø²Ø§Ù„Ø© Ø¹Ù†ÙˆØ§Ù† IP Ø§Ù„Ø®Ø§Øµ Ø¨ FQDN Ø§Ù„Ø°ÙŠ ØªÙ… ØÙ„Ù‡ 
Ù…Ù† Ø¬Ø¯ÙˆÙ„ Ø§Ù„Ø¨ØØ« Ø¹Ù† DNS Ø¨Ø¹Ø¯ Ø§Ù†ØªÙ‡Ø§Ø¡ ØµÙ„Ø§ØÙŠØ© Ù…Ø¯Ø© 
Ø§Ù„Ø¨Ù‚Ø§Ø¡ (TTL) Ø§Ù„Ø®Ø§Øµ Ø¨Ù‡. ØªØªØ·Ù„Ø¨ Ø¥Ø²Ø§Ù„Ø© Ø¥Ø¯Ø®Ø§Ù„ Ù…Ø§ 
Ø¥Ø¹Ø§Ø¯Ø© ØªØÙˆÙŠÙ„ Ø§Ù„Ø¬Ø¯ÙˆÙ„ØŒ Ø¨ØÙŠØ« ÙŠÙ…ÙƒÙ† Ù„Ø¹Ù…Ù„ÙŠØ§Øª 
Ø§Ù„Ø¥Ø²Ø§Ù„Ø© Ø§Ù„Ù…ØªÙƒØ±Ø±Ø© Ø²ÙŠØ§Ø¯Ø© ØÙ…Ù„ Ø§Ù„Ø¹Ù…Ù„ÙŠØ© Ø¹Ù„Ù‰ 
Ø§Ù„Ø¬Ù‡Ø§Ø². ÙŠÙ‚ÙˆÙ… Ù‡Ø°Ø§ Ø§Ù„Ø¥Ø¹Ø¯Ø§Ø¯ Ø¨ØªÙˆØ³ÙŠØ¹ Ù…Ø¯Ø© Ø§Ù„Ø¨Ù‚Ø§Ø¡ 
(TTL) Ù�Ø¹Ù„ÙŠØ§.

ÙŠØØ¯Ø¯ Ø®ÙŠØ§Ø± Ù…Ø¤Ù‚Øª Ø§Ù„Ø§Ø³ØªÙ‚ØµØ§Ø¡ Ø§Ù„ØØ¯ Ø§Ù„Ø²Ù…Ù†ÙŠ Ø§Ù„Ø°ÙŠ 
ÙŠØ³ØªØ¹Ù„Ù… Ø¨Ø¹Ø¯Ù‡ Ø§Ù„Ø¬Ù‡Ø§Ø² Ø¹Ù† Ø®Ø§Ø¯Ù… DNS Ù„ØÙ„ FQDN Ø§Ù„Ø°ÙŠ 
ØªÙ… ØªØ¹Ø±ÙŠÙ�Ù‡ Ù�ÙŠ Ù…Ø¬Ù…ÙˆØ¹Ø© ÙƒØ§Ø¦Ù†Ø§Øª Ø§Ù„Ø´Ø¨ÙƒØ©. ÙŠØªÙ… 
ØÙ„ FQDN Ø¨Ø´ÙƒÙ„ Ø¯ÙˆØ±ÙŠ Ø¥Ù…Ø§ Ø¹Ù†Ø¯ Ø§Ù†ØªÙ‡Ø§Ø¡ ØµÙ„Ø§ØÙŠØ© 
Ù…Ø¤Ù‚Øª Ø§Ù„Ø§Ø³ØªÙ‚ØµØ§Ø¡ØŒ Ø£Ùˆ Ø¹Ù†Ø¯ Ø§Ù†ØªÙ‡Ø§Ø¡ ØµÙ„Ø§ØÙŠØ© 
Ù…Ø¯Ø© Ø§Ù„Ø¨Ù‚Ø§Ø¡ (TTL) Ù„Ø¥Ø¯Ø®Ø§Ù„ IP Ø§Ù„Ø°ÙŠ ØªÙ… ØÙ„Ù‡ØŒ 
Ø£ÙŠÙ‡Ù…Ø§ ÙŠØØ¯Ø« Ø£ÙˆÙ„Ø§.

(Ø¥Ø®ØªÙŠØ§Ø±ÙŠ) ØØ¯Ø¯ ÙƒØ§Ø¦Ù†Ø§Øª Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø·Ù„ÙˆØ¨Ø© 
Ù…Ù† Ø§Ù„Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„Ù…ØªØ§ØØ© ÙˆØ£Ø¶Ù�Ù‡Ø§ Ø¥Ù„Ù‰ Ù‚Ø§Ø¦Ù…Ø© 
ÙƒØ§Ø¦Ù†Ø§Øª Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…ØØ¯Ø¯Ø© ÙˆØªØ£ÙƒØ¯ Ù…Ù† 
Ø¥Ù…ÙƒØ§Ù†ÙŠØ© Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ Ø®Ø§Ø¯Ù… DNS Ù…Ù† Ø®Ù„Ø§Ù„ 
Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© (Ø§Ù„ÙˆØ§Ø¬Ù‡Ø§Øª) Ø§Ù„Ù…ØØ¯Ø¯Ø©:

•

Ø¨Ø§Ù„Ù†Ø³Ø¨Ø© Ù„Ø£Ø¬Ù‡Ø²Ø© Firepower Threat Defense 6.3.0ØŒ Ø¥Ø°Ø§ Ù„Ù… ÙŠØªÙ… 
ØªØØ¯ÙŠØ¯ ÙˆØ§Ø¬Ù‡Ø§Øª ÙˆØªÙ… ØªØ¹Ø·ÙŠÙ„ Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„ØªØ´Ø®ÙŠØµÙŠØ© 
Ù„Ù„Ø¨ØØ« Ø¹Ù† DNSØŒ ÙŠØØ¯Ø« ØªØÙ„ÙŠÙ„ DNS Ø¹Ø¨Ø± Ø£ÙŠ ÙˆØ§Ø¬Ù‡Ø© ØªØªØ¶Ù…Ù† 
Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„ØªØ´Ø®ÙŠØµÙŠØ© (ÙŠØªÙ… ØªØ·Ø¨ÙŠÙ‚ Ø§Ù„Ø£Ù…Ø± dnsdomain-
lookup any).

Ø¥Ø°Ø§ Ù„Ù… ØªÙ‚Ù… Ø¨ØªØØ¯ÙŠØ¯ Ø£ÙŠ ÙˆØ§Ø¬Ù‡Ø§Øªâ€”ÙˆÙ„Ù… ØªÙ‚Ù… 
Ø¨ØªÙ…ÙƒÙŠÙ† Ø¨ØØ« DNS Ø¹Ù„Ù‰ Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„ØªØ´Ø®ÙŠØµÙŠØ©ØŒ Ù�Ø¥Ù† 
FTD ÙŠØ³ØªØ®Ø¯Ù… Ø¬Ø¯ÙˆÙ„ ØªÙˆØ¬ÙŠÙ‡ Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª Ù„ØªØØ¯ÙŠØ¯ 
Ø§Ù„ÙˆØ§Ø¬Ù‡Ø©. Ø¥Ø°Ø§ Ù„Ù… ÙŠÙƒÙ† Ù‡Ù†Ø§Ùƒ ØªØ·Ø§Ø¨Ù‚ØŒ Ù�Ø¥Ù†Ù‡ 
ÙŠØ³ØªØ®Ø¯Ù… Ø¬Ø¯ÙˆÙ„ ØªÙˆØ¬ÙŠÙ‡ Ø§Ù„Ø¥Ø¯Ø§Ø±Ø©.

(Ø¥Ø®ØªÙŠØ§Ø±ÙŠ) ØØ¯Ø¯ ØªÙ…ÙƒÙŠÙ† Ø¨ØØ« DNS Ù…Ù† Ø®Ù„Ø§Ù„ Ø®Ø§Ù†Ø© 
Ø§Ù„Ø§Ø®ØªÙŠØ§Ø± Ø£ÙŠØ¶Ø§ Ù„Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„ØªØ´Ø®ÙŠØµÙŠØ©

•

Ø¥Ø°Ø§ ØªÙ… ØªÙ…ÙƒÙŠÙ† Ù‡Ø°Ø§ Ø§Ù„Ø®ÙŠØ§Ø±ØŒ ÙŠØ³ØªØ®Ø¯Ù… "Ø§Ù„Ø¯Ù�Ø§Ø¹ 
Ø¹Ù† ØªÙ‡Ø¯ÙŠØ¯ FirePOWER" ÙƒÙ„Ø§ Ù…Ù† ÙˆØ§Ø¬Ù‡Ø§Øª Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª 
Ø§Ù„Ù…ØØ¯Ø¯Ø© ÙˆÙˆØ§Ø¬Ù‡Ø© Ø§Ù„ØªØ´Ø®ÙŠØµ Ù„Ø¯Ù‚Ø© DNS. ØªØ£ÙƒØ¯ Ù…Ù† 
ØªÙƒÙˆÙŠÙ† Ø¹Ù†ÙˆØ§Ù† IP Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„ØªØ´Ø®ÙŠØµ Ø¹Ù„Ù‰ ØµÙ�ØØ© 
Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© > Ø¥Ø¯Ø§Ø±Ø© Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© > ØªØØ±ÙŠØ± Ø§Ù„Ø¬Ù‡Ø§Ø² > 
Ø§Ù„ÙˆØ§Ø¬Ù‡Ø§Øª.

 



Ø§Ù„Ø®Ø·ÙˆØ© 3. ØªÙƒÙˆÙŠÙ† FQDN Ù„Ø´Ø¨ÙƒØ© Ø§Ù„ÙƒØ§Ø¦Ù† 

Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ ÙƒØ§Ø¦Ù†Ø§Øª > Ø¥Ø¯Ø§Ø±Ø© Ø§Ù„ÙƒØ§Ø¦Ù†ØŒ Ø¶Ù…Ù† ÙƒØ§Ø¦Ù† 
Ø§Ù„Ø´Ø¨ÙƒØ© ØØ¯Ø¯ Ø®ÙŠØ§Ø± FQDN.

ÙŠØªÙ… Ø¥Ù†Ø´Ø§Ø¡ Ù…Ø¹Ø±Ù� Ù�Ø±ÙŠØ¯ 32 Ø¨Øª Ø¹Ù†Ø¯Ù…Ø§ ÙŠÙ‚ÙˆÙ… 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø¨Ø¥Ù†Ø´Ø§Ø¡ ÙƒØ§Ø¦Ù† FQDN

•

ÙŠØªÙ… Ø¯Ù�Ø¹ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø¹Ø±Ù� Ù…Ù† FMC Ø¥Ù„Ù‰ ÙƒÙ„ Ù…Ù† LINA Ùˆ 
Snort

•

Ù�ÙŠ LINAØŒ ÙŠÙ‚ØªØ±Ù† Ù‡Ø°Ø§ Ø§Ù„Ù…Ø¹Ø±Ù� Ø¨Ø§Ù„ÙƒØ§Ø¦Ù†•
Ù�ÙŠ Ø§Ù„Ø´Ø®ÙŠØ±ØŒ ÙŠÙ‚ØªØ±Ù† Ù‡Ø°Ø§ Ø§Ù„Ù…Ø¹Ø±Ù� Ø¨Ù‚Ø§Ø¹Ø¯Ø© 
Ø§Ù„ØªØÙƒÙ… Ø¨Ø§Ù„ÙˆØµÙˆÙ„ Ø§Ù„ØªÙŠ ØªØÙ…Ù„ Ù‡Ø°Ø§ Ø§Ù„ÙƒØ§Ø¦Ù†

•

 

Ø§Ù„Ø®Ø·ÙˆØ© 4. Ø¥Ù†Ø´Ø§Ø¡ Ù‚Ø§Ø¹Ø¯Ø© ØªØÙƒÙ… Ø¨Ø§Ù„ÙˆØµÙˆÙ„

Ø¥Ù†Ø´Ø§Ø¡ Ù‚Ø§Ø¹Ø¯Ø© Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… ÙƒØ§Ø¦Ù† FQDN Ø§Ù„Ø³Ø§Ø¨Ù‚ ÙˆÙ†Ø´Ø± 
Ø§Ù„Ù†Ù‡Ø¬:

â€ƒ



Ù…Ù„Ø§ØØ¸Ø©: ÙŠØØ¯Ø« Ø§Ù„Ù…Ø«ÙŠÙ„ Ø§Ù„Ø£ÙˆÙ„ Ù…Ù† ØªØÙ„ÙŠÙ„ FQDN Ø¹Ù†Ø¯ 
Ù†Ø´Ø± ÙƒØ§Ø¦Ù† FQDN Ù�ÙŠ Ù†Ù‡Ø¬ Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„

Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ø§Ù„ØµØØ©

Ø£Ø³ØªØ®Ø¯Ù… Ù‡Ø°Ø§ Ø§Ù„Ù‚Ø³Ù… Ù„ØªØ£ÙƒÙŠØ¯ Ø¹Ù…Ù„ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¨Ø´ÙƒÙ„ 
ØµØÙŠØ.

Ù‡Ø°Ø§ Ù‡Ùˆ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø§Ù„Ø£ÙˆÙ„ÙŠ Ù„ FTD Ù‚Ø¨Ù„ Ù†Ø´Ø± FQDN:•

 

aleescob# show run dns 
DNS server-group DefaultDNS 

 

Ù‡Ø°Ø§ Ù‡Ùˆ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¨Ø¹Ø¯ Ù†Ø´Ø± FQDN:•

 

aleescob# show run dns 
dns domain-lookup wan_1557 
DNS server-group DNS_Test 
    retries 3 
    timeout 5 
    name-server 172.31.200.100 
    domain-name aleescob.cisco.com 
DNS server-group DefaultDNS 
dns-group DNS_Test 

 

Ù‡Ø°Ù‡ Ù‡ÙŠ Ø§Ù„Ø·Ø±ÙŠÙ‚Ø© Ø§Ù„ØªÙŠ ÙŠØ¨Ø¯Ùˆ Ø¨Ù‡Ø§ ÙƒØ§Ø¦Ù† FQDN Ù�ÙŠ 
LINA:

•

 

object network obj-talosintelligence.com 
 fqdn talosintelligence.com id 268434436 

 

Ø¹Ù†Ø¯ Ù†Ø´Ø±Ù‡ Ø¨Ø§Ù„Ù�Ø¹Ù„ØŒ Ù‡ÙƒØ°Ø§ ØªØ¨Ø¯Ùˆ Ù‚Ø§Ø¦Ù…Ø© 
Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ FQDN Ù�ÙŠ LINA:

•

 



access-list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory 
access-list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL 
access-list CSM_FW_ACL_ advanced deny ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.com rule-id 268434437 event-log flow-start 

 

Ù‡Ø°Ø§ Ù…Ø§ ØªØ¨Ø¯Ùˆ Ø¹Ù„ÙŠÙ‡ Ù�ÙŠ Snort (ngfw.rules):•

 

# Start of AC rule. 
268434437 deny 1 any  any 2 any  any any any  (log dcforward flowstart) (dstfqdn 268434436) 
# End rule 268434437 

 

Ù…Ù„Ø§ØØ¸Ø©: Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ø³ÙŠÙ†Ø§Ø±ÙŠÙˆØŒ Ù†Ø¸Ø±Ø§ 
Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… ÙƒØ§Ø¦Ù† FQDN Ù„Ù„ÙˆØ¬Ù‡Ø©ØŒ ÙŠØªÙ… Ø¥Ø¯Ø±Ø§Ø¬Ù‡ 
Ø¹Ù„Ù‰ Ø£Ù†Ù‡ dstfqdn.

Ø¥Ù† ÙŠÙ�ØØµ Ø£Ù†Øª Ø¹Ø±Ø¶ dns ÙˆØ£Ø¨Ø¯ÙŠØª fqdn Ø£Ù…Ø±ØŒ Ø£Ù†Øª 
ÙŠØ³ØªØ·ÙŠØ¹ Ù„Ø§ØØ¸Øª Ø£Ù† Ø§Ù„Ù…ÙŠØ²Ø© Ø¨Ø¯Ø£Øª Ø£Ù† ÙŠØÙ„ Ø§Ù„ IP Ù„ 
tallosintelligence:

•

 

aleescob# show dns 
Name: talosintelligence.com 
  Address: 2001:DB8::6810:1b36                          TTL 00:05:43 
  Address: 2001:DB8::6810:1c36                          TTL 00:05:43 
  Address: 2001:DB8::6810:1d36                          TTL 00:05:43 
  Address: 2001:DB8::6810:1a36                          TTL 00:05:43 
  Address: 2001:DB8::6810:1936                          TTL 00:05:43 
  Address: 192.168.27.54                                  TTL 00:05:43 
  Address: 192.168.29.54                                  TTL 00:05:43 
  Address: 192.168.28.54                                  TTL 00:05:43 
  Address: 192.168.26.54                                  TTL 00:05:43 
  Address: 192.168.25.54                                  TTL 00:05:43 
 
 
aleescob# show fqdn 
FQDN IP Table: 
ip = 2001:DB8::6810:1b36, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
ip = 2001:DB8::6810:1c36, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
ip = 2001:DB8::6810:1d36, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
ip = 2001:DB8::6810:1a36, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
ip = 2001:DB8::6810:1936, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
ip = 192.168.27.54, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 



ip = 192.168.29.54, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
ip = 192.168.28.54, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
ip = 192.168.26.54, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
ip = 192.168.25.54, object = obj-talosintelligence.com, domain = talosintelligence.com 
        FQDN-ID = 268434436 
 
FQDN ID Detail: 
FQDN-ID = 268434436, object = obj-talosintelligence.com, domain = talosintelligence.com 
        ip = 2001:DB8::6810:1b36, 2001:DB8::6810:1c36, 2001:DB8::6810:1d36, 2001:DB8::6810:1a36, 2001:DB8::6810:1936, 192.168.27.54, 192.168.29.54, 192.168.28.54, 192.168.26.54, 192.168.25.54 

 

Ø¥Ø°Ø§ Ù‚Ù…Øª Ø¨Ù�ØØµ Ø¥Ø¸Ù‡Ø§Ø± Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ÙˆØµÙˆÙ„ Ù�ÙŠ 
LINAØŒ ÙŠÙ…ÙƒÙ†Ùƒ Ù…Ù„Ø§ØØ¸Ø© Ø§Ù„Ø¥Ø¯Ø®Ø§Ù„Ø§Øª Ø§Ù„Ù…ÙˆØ³Ø¹Ø© 
Ù„ÙƒÙ„ Ø¯Ù‚Ø© ÙˆØ¶ÙˆØ ÙˆØ¹Ø¯Ø¯ Ù…Ø±Ø§Øª Ø§Ù„ÙˆØµÙˆÙ„:

•

 

firepower# show access-list   
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.com rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 fqdn talosintelligence.com (resolved) rule-id 268434437 event-log flow-start 0x1b869cf8 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1b36 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1c36 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1d36 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1a36 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1936 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.27.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.29.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.28.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.26.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.25.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 

 

ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©ØŒ ÙŠÙ�Ø´Ù„ Ø¥Ø®ØªØ¨Ø§Ø± 
Ø§Ù„Ø§ØªØµØ§Ù„ Ø¥Ù„Ù‰ talosintelligence.com Ù†Ø¸Ø±Ø§ Ù„ÙˆØ¬ÙˆØ¯ 
ØªØ·Ø§Ø¨Ù‚ Ù„ FQDN Ù�ÙŠ Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ÙˆØµÙˆÙ„. Ø¹Ù…Ù„ ØªØÙ„ÙŠÙ„ DNS 
Ù…Ù†Ø° ØØ¸Ø± ØØ²Ù…Ø© ICMP Ø¨ÙˆØ§Ø³Ø·Ø© FTD.

•

â€ƒ

Ø¹Ø¯Ø¯ Ù…Ø±Ø§Øª Ø§Ù„ÙˆØµÙˆÙ„ Ù…Ù† LINA Ù„ØØ²Ù… ICMP Ø§Ù„ØªÙŠ ØªÙ… 
Ø¥Ø±Ø³Ø§Ù„Ù‡Ø§ Ù…Ø³Ø¨Ù‚Ø§:

•

 



access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.com rule-id 268434437 event-log flow-start (hitcnt=4) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 fqdn talosintelligence.com (resolved) rule-id 268434437 event-log flow-start 0x1b869cf8 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1b36 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1c36 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1d36 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1a36 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1936 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.27.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=4) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.29.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.28.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.26.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 
  access-list CSM_FW_ACL_ line 10 advanced deny ip ifc lan_v1556 any ifc wan_1557 host 192.168.25.54 (talosintelligence.com) rule-id 268434437 event-log flow-start (hitcnt=0) 0x51d8505f 

 

ÙŠØªÙ… Ø§Ù„ØªÙ‚Ø§Ø· Ø·Ù„Ø¨Ø§Øª ICMP ÙˆØ¥Ø¸Ù‡Ø§Ø±Ù‡Ø§ ÙŠØªÙ… 
Ø¥Ø³Ù‚Ø§Ø·Ù‡Ø§ Ù�ÙŠ ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ø¯Ø®ÙˆÙ„:

•

aleescob# show cap Ù�ÙŠ 13 ØØ²Ù…Ø© Ù…Ù„ØªÙ‚Ø·Ø© 1: 18:03:41.558915 
192.168.56.132>172.31.200.100 ICMP: 192.168.56.132 UDP Ù…ÙŠÙ†Ø§Ø¡ 59396 
ÙŠØªØ¹Ø°Ø± Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„ÙŠÙ‡ 2: 18:04:12.3212692.166.16666.1666161663>13 
72.31.4.161 icmp: Ø·Ù„Ø¨ echo 3: 18:04:12.479162 172.31.4.161>192.168.56.132 icmp: Ø±Ø¯ 
Ø§Ù„Ø§Ø±ØªØ¯Ø§Ø¯ 4: 18:04:13.309966.192.166.132>172.31.4.161 ICMP: Ø·Ù„Ø¨ 
Ø§Ù„Ø§Ø±ØªØ¯Ø§Ø¯: 18:0:4 3.462149 172.31.4.161>192.168.56.132 icmp: Ø±Ø¯ echo 6: 
18:04:14.308425 192.168.56.132>172.31.4.161 icmp: Ø·Ù„Ø¨ echo 7: 
18:04:14.47542172.31.311.311.11.1112.11112.3.111111112.162.12.12.162222622.12222192.168.56.132
icmp: Ø±Ø¯ echo 8: 18:04:15.306823 192.168.56.132>172.31.4.161 icmp: Ø·Ù„Ø¨ echo 9: 
18:04:15.463339 172.31.4.161>192.168.56.132 ICMP: Ø±Ø¯ Ø§Ù„Ø§Ø±ØªØ¯Ø§Ø¯: 10: 
8:04:25.713662 192.168.56.132 > 192.168.27.54 icmp: Ø·Ù„Ø¨ echo 11: 18:04:30.704232 
192.168.56.132>192.168.27.54 icmp: Ø·Ù„Ø¨ echo 12: 18:04:35.71144801 2.168.56.132 > 
192.168.27.54 icmp: Ø·Ù„Ø¨ echo 13: 18:04:40.707528 192.168.56.132>192.168.27.54 icmp: 
Ø·Ù„Ø¨ echo _Cob# sho cap asp | Ù�ÙŠ 192.168.27.54 162: 18:04:25.713799 
192.168.56.132>192.168.27.54 icmp: Ø·Ù„Ø¨ echo 165: 
18:04:30.704355192.168.56.132>192.168.27.5440icecho: Ø§Ù„Ø·Ù„Ø¨ 168: 18:04:35.711556 
192.168.56.132>192.168.27.54 icmp: Ø·Ù„Ø¨ echo 176: 18:04:40.707589 
192.168.56.132>192.168.27.54 ICMP: Ø·Ù„Ø¨ echo

Ù‡Ø°Ù‡ Ù‡ÙŠ Ø§Ù„Ø·Ø±ÙŠÙ‚Ø© Ø§Ù„ØªÙŠ ÙŠØ¨Ø¯Ùˆ Ø¨Ù‡Ø§ Ø§Ù„ØªØªØ¨Ø¹ Ù„Ø£ØØ¯ 
ØØ²Ù… ICMP Ù‡Ø°Ù‡:

•

 

aleescob# sho cap in packet-number 10 trace 
  
13 packets captured 
 
  10: 18:04:25.713662       192.168.56.132 > 192.168.27.54 icmp: echo request 
Phase: 1 
Type: CAPTURE 
Subtype: 
Result: ALLOW 
Config: 
Additional Information: 
MAC Access list 
 



Phase: 2 
Type: ACCESS-LIST 
Subtype: 
Result: ALLOW 
Config: 
Implicit Rule 
Additional Information: 
MAC Access list 
 
Phase: 3 
Type: ROUTE-LOOKUP 
Subtype: Resolve Egress Interface 
Result: ALLOW 
Config: 
Additional Information: 
found next-hop 192.168.57.254 using egress ifc  wan_1557 
 
Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: DROP 
Config: 
access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced deny ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.com rule-id 268434437 event-log flow-start 
access-list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory 
access-list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL 
Additional Information: 
 
Result: 
input-interface: lan_v1556 
input-status: up 
input-line-status: up 
output-interface: wan_1557 
output-status: up 
output-line-status: up 
Action: drop 
Drop-reason: (acl-drop) Flow is denied by configured rule 

 

Ø¥Ø°Ø§ ÙƒØ§Ù† Ø§Ù„Ø¥Ø¬Ø±Ø§Ø¡ Ø§Ù„Ø®Ø§Øµ Ø¨Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ 
Ø§Ù„ÙˆØµÙˆÙ„ Ù…Ø³Ù…ÙˆØØ§ Ø¨Ù‡ØŒ Ù�Ù‡Ø°Ø§ Ù…Ø«Ø§Ù„ Ø¹Ù„Ù‰ 
Ø¥Ø®Ø±Ø§Ø¬ Ø¯Ø¹Ù… Ø§Ù„Ù†Ø¸Ø§Ù… Ù„Ø¬Ø¯Ø§Ø± ØÙ…Ø§ÙŠØ©-Ù…ØØ±Ùƒ-
ØªØµØÙŠØ Ø§Ù„Ø£Ø®Ø·Ø§Ø¡

•

 

> system support firewall-engine-debug 
 
Please specify an IP protocol: icmp 
Please specify a client IP address: 192.168.56.132 
Please specify a server IP address: 
Monitoring firewall engine debug messages 
 
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 new firewall session 
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 DAQ returned DST FQDN ID: 268434436 
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Starting with minimum 2, 'FQDN-ACL', and SrcZone first with zones 1 -> 2, geo 0 -> 0, vlan 0, inline sgt tag: untagged, ISE sgt id: 0, svc 3501, payload 0, client 2000003501, misc 0, user 9999997, icmpType 8, icmpCode 0 
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Match found for FQDN id: 268434436 
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 match rule order 2, 'FQDN-ACL', action Allow 
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 MidRecovery data sent for rule id: 268434437,rule_action:2, rev id:2096384604, rule_match flag:0x0 
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 allow action 



192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 deleting firewall session 

 

Ø¹Ù†Ø¯ Ù†Ø´Ø± FQDN ÙƒØ¬Ø²Ø¡ Ù…Ù† Ø¹Ø§Ù…Ù„ ØªØµÙ�ÙŠØ© Ù…Ø³Ø¨Ù‚ 
(FastPath)ØŒ Ù‡ÙƒØ°Ø§ ØªØ¨Ø¯Ùˆ Ù�ÙŠ Ø§Ù„Ù‚ÙˆØ§Ø¹Ø¯ ngfw.rules:

•

 

iab_mode Off 
# Start of tunnel and priority rules. 
# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id. 
268434439 fastpath any any  any any any  any any any  (log dcforward both) (tunnel -1) 
268434438 allow any any  1025-65535 any any  3544 any 17  (tunnel -1) 
268434438 allow any any  3544 any any  1025-65535 any 17  (tunnel -1) 
268434438 allow any any  any any any  any any 47  (tunnel -1) 
268434438 allow any any  any any any  any any 41  (tunnel -1) 
268434438 allow any any  any any any  any any 4  (tunnel -1) 
# End of tunnel and priority rules. 

 

Ù…Ù† ÙˆØ¬Ù‡Ø© Ù†Ø¸Ø± LINA Ù…Ø¹ ØØ²Ù…Ø© Ù…ØªØªØ¨Ø¹:•

 

Phase: 4 
Type: ACCESS-LIST 
Subtype: log 
Result: ALLOW 
Config: 
access-group CSM_FW_ACL_ global 
access-list CSM_FW_ACL_ advanced trust ip any object obj-talosintelligence.com rule-id 268434439 event-log both 
access-list CSM_FW_ACL_ remark rule-id 268434439: PREFILTER POLICY: Prefilter-1 
access-list CSM_FW_ACL_ remark rule-id 268434439: RULE: FQDN_Prefilter 
Additional Information: 

 

 

Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§
Ø§Ù„ØªÙƒÙˆÙŠÙ† Ù…Ù† FMC1. 

ØªØÙ‚Ù‚ Ù…Ù† ØªÙƒÙˆÙŠÙ† Ø§Ù„Ù†Ù‡Ø¬ ÙˆØ¥Ø¹Ø¯Ø§Ø¯Ø§Øª Ø®Ø§Ø¯Ù… DNS 
Ø¨Ø´ÙƒÙ„ ØµØÙŠØ

•

Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ù†Ø¬Ø§Ø Ø§Ù„Ù†Ø´Ø±•

Ù†Ø´Ø± Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† FTD2. 

Ù‚Ù… Ø¨ØªØ´ØºÙŠÙ„ show dns Ùˆ show access list Ù„Ù…Ø¹Ø±Ù�Ø© Ù…Ø§ Ø¥Ø°Ø§ ØªÙ… 
ØÙ„ FQDN ÙˆØªÙˆØ³Ø¹Ø© Ù‚ÙˆØ§Ø¹Ø¯ Ø§Ù„ØªÙŠØ§Ø± Ø§Ù„Ù…ØªØ±Ø¯Ø¯

•

Ù‚Ù… Ø¨ØªØ´ØºÙŠÙ„ Ø§Ù„Ø¹Ø±Ø¶ ØªØ´ØºÙŠÙ„ Ø´Ø¨ÙƒØ© Ø§Ù„ÙƒØ§Ø¦Ù† ÙˆÙ„Ø§ØØ¸ 
Ø£Ø³Ù�Ù„ Ø§Ù„Ù…Ø¹Ø±Ù� Ø§Ù„Ù…Ø±ØªØ¨Ø· Ø¨Ø§Ù„ÙƒØ§Ø¦Ù† (Ù‚Ù„ X 
Ù„Ù„Ù…ØµØ¯Ø±)

•

Ù‚Ù… Ø¨ØªØ´ØºÙŠÙ„ show fqdn id x Ù„Ù„ØªØÙ‚Ù‚ Ù…Ù† ØÙ„ FQDN Ø¥Ù„Ù‰ IP •



Ø§Ù„Ù…ØµØ¯Ø± Ø¨Ø´ÙƒÙ„ ØµØÙŠØ
Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù…Ø§ Ø¥Ø°Ø§ ÙƒØ§Ù† Ù…Ù„Ù� ngfw.rules ÙŠØØªÙˆÙŠ Ø¹Ù„Ù‰ 
Ù‚Ø§Ø¹Ø¯Ø© AC Ø¨Ù…Ø¹Ø±Ù� FQDN X ÙƒÙ…ØµØ¯Ø±

•

Ù‚Ù… Ø¨ØªØ´ØºÙŠÙ„ ØªØµØÙŠØ Ø£Ø®Ø·Ø§Ø¡ Ù…ØØ±Ùƒ Ø¬Ø¯Ø§Ø± Ø§Ù„ØÙ…Ø§ÙŠØ© 
Ù„Ø¯Ø¹Ù… Ø§Ù„Ù†Ø¸Ø§Ù… ÙˆØªØÙ‚Ù‚ Ù…Ù† Ø§Ù„ØÙƒÙ… Ø¹Ù„Ù‰ Ø§Ù„ØªØ·Ù�Ù„

•

ØªØ¬Ù…ÙŠØ¹ Ù…Ù„Ù�Ø§Øª Ø£Ø³ØªÙƒØ´Ø§Ù� Ø£Ø®Ø·Ø§Ø¡ FMC 
ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ 

ÙŠØªÙ… ØªØ¬Ù…ÙŠØ¹ Ø¬Ù…ÙŠØ¹ Ø§Ù„Ø³Ø¬Ù„Ø§Øª Ø§Ù„Ù…Ø·Ù„ÙˆØ¨Ø© Ù…Ù† 
Ø£Ø³ØªÙƒØ´Ø§Ù� Ø£Ø®Ø·Ø§Ø¡ FMC ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§. Ù„ØªØ¬Ù…ÙŠØ¹ Ø¬Ù…ÙŠØ¹ 
Ø§Ù„Ø³Ø¬Ù„Ø§Øª Ø§Ù„Ù…Ù‡Ù…Ø© Ù…Ù† FMCØŒ Ù‚Ù… Ø¨ØªØ´ØºÙŠÙ„ Ø£Ø³ØªÙƒØ´Ø§Ù� 
Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© (GUI) Ù„ FMC. ÙˆØ¥Ù„Ø§ Ù…Ù† Ù…ÙˆØ¬Ù‡ FMC LinuxØŒ Ù�Ù‚Ù… 
Ø¨ØªØ´ØºÙŠÙ„ sf_troubleshooting.pl. Ø¥Ø°Ø§ ÙˆØ¬Ø¯Øª Ù…Ø´ÙƒÙ„Ø©ØŒ ÙŠØ±Ø¬Ù‰ 
Ø¥Ø±Ø³Ø§Ù„ Ø£Ø³ØªÙƒØ´Ø§Ù� Ø£Ø®Ø·Ø§Ø¡ FMC ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ 
Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„ØªÙ‚Ø±ÙŠØ± Ø§Ù„Ø®Ø§Øµ Ø¨Ùƒ Ø¥Ù„Ù‰ Ù…Ø±ÙƒØ² 
Ø§Ù„Ù…Ø³Ø§Ø¹Ø¯Ø© Ø§Ù„ØªÙ‚Ù†ÙŠØ© (TAC) Ù…Ù† Cisco.

Ø³Ø¬Ù„Ø§Øª FMC

Ø§Ø³Ù… Ù…Ù„Ù� Ø§Ù„Ø³Ø¬Ù„/Ù…ÙˆÙ‚Ø¹Ù‡ Ø§Ù„ØºØ±Ø¶

 

/opt/CSCOpx/MDC/log/operation/vmsshareddsvcs.log

 

ÙƒØ§Ù�Ø© Ù…ÙƒØ§Ù„Ù…Ø§Øª API

 

/var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

 

ÙƒØ§Ù�Ø© Ù…ÙƒØ§Ù„Ù…Ø§Øª API

 

/opt/CSCOpx/MDC/log/operation/vmsbesvcs.log

 

Ø³Ø¬Ù„Ø§Øª Ø¥Ù†Ø´Ø§Ø¡ ÙˆØ§Ø¬Ù‡Ø© 
Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI)

 

/opt/CSCOpx/MDC/tomcat/logs/stdout.log

 

Ø¬Ø°ÙˆØ¹ Ø§Ù„Ù‚Ø·

 

/var/log/mojo.log

 

Ù…ÙˆØ¬Ùˆ Ù„ÙˆÙƒØ³

 

/var/log/CSMAgent.log

 

Ø¥Ø¬Ø±Ø§Ø¡ Ù…ÙƒØ§Ù„Ù…Ø§Øª 
Ø§Ù„Ø±Ø§ØØ© Ø¨ÙŠÙ† CSM Ùˆ DC



 

/var/log/action_queue.log

 

Ø³Ø¬Ù„ Ù‚Ø§Ø¦Ù…Ø© Ø§Ù†ØªØ¸Ø§Ø± 
Ø¥Ø¬Ø±Ø§Ø¡Ø§Øª DC

Ø§Ù„Ù…Ø´Ø§ÙƒÙ„ Ø§Ù„Ø´Ø§Ø¦Ø¹Ø©/Ø±Ø³Ø§Ø¦Ù„ Ø§Ù„Ø®Ø·Ø£

Ù‡Ø°Ù‡ Ù‡ÙŠ Ø§Ù„Ø£Ø®Ø·Ø§Ø¡/Ø§Ù„ØªØØ°ÙŠØ±Ø§Øª Ø§Ù„Ù…Ø¹Ø±ÙˆØ¶Ø© Ù�ÙŠ 
ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ù„ÙƒØ§Ø¦Ù† FQDN ÙˆÙ…Ø¬Ù…ÙˆØ¹Ø© 
Ø®ÙˆØ§Ø¯Ù… DNS ÙˆØ¥Ø¹Ø¯Ø§Ø¯Ø§Øª DNS:

Ø®Ø·Ø£/ØªØØ°ÙŠØ± Ø§Ù„Ø³ÙŠÙ†Ø§Ø±ÙŠÙˆ Ø§Ù„ÙˆØµÙ�

ÙŠØØªÙˆÙŠ Ø§Ù„Ø§Ø³Ù… Ø¹Ù„Ù‰ Ø£ØØ±Ù� 
ØºÙŠØ± ØµØÙŠØØ©. ÙŠØ¬Ø¨ Ø£Ù† ØªØ¨Ø¯Ø£ 
Ø§Ù„Ø£Ø³Ù…Ø§Ø¡ Ø¨Ø§Ù„ØØ±ÙˆÙ� 
Ø§Ù„Ø£Ø¨Ø¬Ø¯ÙŠØ© Ø£Ùˆ Ø§Ù„ØªØ³Ø·ÙŠØ± 
Ø«Ù… Ø¨Ø¹Ø¯ Ø°Ù„Ùƒ Ø¥Ù…Ø§ Ø§Ù„ØØ±ÙˆÙ� 
Ø§Ù„Ø£Ø¨Ø¬Ø¯ÙŠØ© Ø§Ù„Ø±Ù‚Ù…ÙŠØ© Ø£Ùˆ 
Ø§Ù„ØØ±ÙˆÙ� Ø§Ù„Ø®Ø§ØµØ©. (-ØŒ_ØŒ+ØŒ.)

Ù…Ø³ØªØ¹Ù…Ù„

ØªÙƒÙˆÙŠÙ† Ø§Ø³Ù… 
ØºÙŠØ± ØµØÙŠØ

ÙŠØªÙ… 
Ø¥Ø¹Ù„Ø§Ù… 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø¨ "Ù…Ø³Ù…ÙˆØ"

Ø§Ù„ØØ±ÙˆÙ� 
ÙˆØ§Ù„ØØ¯ 
Ø§Ù„Ø£Ù‚ØµÙ‰ 
Ù„Ù„Ù†Ø·Ø§Ù‚.

Ù‚ÙŠÙ…Ø© Ø§Ù„Ù…Ø¬Ø§Ù„ 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ© ØºÙŠØ± ØµØ§Ù„ØØ©

ÙŠÙ‚ÙˆÙ… 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø¨ØªÙƒÙˆÙŠÙ† 
Ø§Ø³Ù… Ù…Ø¬Ø§Ù„ 
ØºÙŠØ± ØµØÙŠØ

ÙŠØªÙ… 
Ø¥Ø¹Ù„Ø§Ù… 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø¨Ø§Ù„ØØ±ÙˆÙ� 
Ø§Ù„Ù…Ø³Ù…ÙˆØ 
Ø¨Ù‡Ø§ 
ÙˆØ§Ù„Ù†Ø·Ø§Ù‚ 
Ø§Ù„Ø£Ù‚ØµÙ‰.

Ù„Ù… ÙŠØªÙ… ØªØØ¯ÙŠØ¯ ÙƒØ§Ø¦Ù† ÙˆØ§Ø¬Ù‡Ø© 
Ù„ DNS Ù�ÙŠ Ø¥Ø¹Ø¯Ø§Ø¯ Ø§Ù„Ù†Ø¸Ø§Ù… 
Ø§Ù„Ø£Ø³Ø§Ø³ÙŠ 'mzafiro_platform_settings'. 
Ù�ÙŠ ØØ§Ù„Ø© Ø§Ù„Ù…ØªØ§Ø¨Ø¹Ø©ØŒ 

ØªÙ… ØªØØ°ÙŠØ± 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ù…Ù† Ø£Ù† DNS

Ø³ÙŠØªÙ… 
ØªØ·Ø¨ÙŠÙ‚ 
ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø± 
Ù„Ù…Ø¬Ù…ÙˆØ¹Ø© 
Ø§Ù„Ø®ÙˆØ§Ø¯Ù… 
Ù‚Ø±ÙŠØ¨Ø§

Ù„Ù… ÙŠØØ¯Ø¯ 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø£ÙŠ ÙˆØ§Ø¬Ù‡Ø© 
Ù„Ù„Ø¨ØØ« Ø¹Ù† 
Ø§Ù„Ù…Ø¬Ø§Ù„

Ù„Ø¬Ù‡Ø§Ø² Ù…Ø§ 
Ø¨Ø¹Ø¯ 6.3



Ø³ÙŠØªÙ… Ù‚Ø±ÙŠØ¨Ø§ Ø¥Ø¬Ø±Ø§Ø¡ Ø§Ù„Ø¨ØØ« 
Ø¹Ù† Ù…Ø¬Ø§Ù„ DNS Ø¹Ù„Ù‰ Ø¬Ù…ÙŠØ¹ 
Ø§Ù„ÙˆØ§Ø¬Ù‡Ø§Øª

Ù„Ø¬Ù…ÙŠØ¹ 
Ø§Ù„ÙˆØ§Ø¬Ù‡Ø§Øª.

Ù„Ù… ÙŠØªÙ… ØªØØ¯ÙŠØ¯ ÙƒØ§Ø¦Ù† ÙˆØ§Ø¬Ù‡Ø© 
Ù„ DNS Ù�ÙŠ Ø¥Ø¹Ø¯Ø§Ø¯ Ø§Ù„Ù†Ø¸Ø§Ù… 
Ø§Ù„Ø£Ø³Ø§Ø³ÙŠ 'mzafiro_platform_settings'. 
Ù�ÙŠ ØØ§Ù„Ø© Ø§Ù„Ù…ØªØ§Ø¨Ø¹Ø©ØŒ Ù„Ù† 
ÙŠØªÙ… ØªØ·Ø¨ÙŠÙ‚ Ø£ÙŠ Ù…Ø¬Ù…ÙˆØ¹Ø© 
Ø®ÙˆØ§Ø¯Ù… DNS Ù…Ø¹ "DNS" Ù‚Ø±ÙŠØ¨Ø§

Ù„Ù… ÙŠØØ¯Ø¯ 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø£ÙŠ ÙˆØ§Ø¬Ù‡Ø© 
Ù„Ù„Ø¨ØØ« Ø¹Ù† 
Ø§Ù„Ù…Ø¬Ø§Ù„

Ù„Ø¬Ù‡Ø§Ø² 6.2.3

ØªÙ… ØªØØ°ÙŠØ± 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…

Ø£Ù† DNS

ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø± 
(CLI) Ø§Ù„Ø®Ø§ØµØ© 
Ø¨Ù…Ø¬Ù…ÙˆØ¹Ø© 
Ø§Ù„Ø®ÙˆØ§Ø¯Ù… 
Ù„ÙŠØ³Øª

ØªÙ… 
Ø§Ù„Ø¥Ù†Ø´Ø§Ø¡.

Ù�Ø´Ù„ Ø§Ù„Ù†Ø´Ø±

Ø¹Ù†Ø¯ Ø¥Ø³ØªØ®Ø¯Ø§Ù… FQDN Ù�ÙŠ Ø§Ù„Ù†Ù‡Ø¬ Ø¨Ø®Ù„Ø§Ù� Ù†Ù‡Ø¬ AC/Ù†Ù‡Ø¬ 
Ø¹Ø§Ù…Ù„ Ø§Ù„ØªØµÙ�ÙŠØ© Ø§Ù„Ù…Ø³Ø¨Ù‚ØŒ ÙŠÙ…ÙƒÙ† ØØ¯ÙˆØ« Ù‡Ø°Ø§ 
Ø§Ù„Ø®Ø·Ø£ ÙˆØ¥Ø¸Ù‡Ø§Ø±Ù‡ Ù�ÙŠ ÙˆØ§Ø¬Ù‡Ø© Ù…Ø³ØªØ®Ø¯Ù… FMC:

Ø®Ø·ÙˆØ§Øª Ø£Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ 
Ø§Ù„Ù…ÙˆØµÙ‰ Ø¨Ù‡Ø§

1) Ø§Ù�ØªØ Ù…Ù„Ù� Ø§Ù„Ø³Ø¬Ù„: 
/var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log 
 

2) Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† ØµØØ© Ø±Ø³Ø§Ù„Ø© Ù…Ù…Ø§Ø«Ù„Ø© Ù„:

"ØªÙ… ØªÙƒÙˆÙŠÙ† Ø´Ø¨ÙƒØ© (Ø´Ø¨ÙƒØ§Øª) ØºÙŠØ± ØµØ§Ù„ØØ©. ØªØ´ÙŠØ± Ø§Ù„Ø´Ø¨ÙƒØ§Øª 
[NetworksContainsFQDN] Ø§Ù„ØªÙŠ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡Ø§ Ø¹Ù„Ù‰ Ø§Ù„Ø¬Ù‡Ø§Ø² 
(Ø§Ù„Ø£Ø¬Ù‡Ø²Ø©) [DeviceName] Ø¥Ù„Ù‰ FQDN 



â€ƒ

â€ƒ

3) Ø§Ù„Ø¥Ø¬Ø±Ø§Ø¡ Ø§Ù„Ù…Ù‚ØªØ±Ø:

ØªØÙ‚Ù‚ Ù…Ù† ØªÙƒÙˆÙŠÙ† Ù†Ù‡Ø¬ Ø£Ùˆ Ø£ÙƒØ«Ø± Ù…Ù† Ø§Ù„Ù†Ù‡Ø¬ 
Ø§Ù„Ù…Ø°ÙƒÙˆØ±Ø© Ø£Ø¯Ù†Ø§Ù‡ Ø¨Ø§Ù„Ù�Ø¹Ù„ Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… FQDN Ø£Ùˆ 
Ù…Ø¬Ù…ÙˆØ¹Ø© ØªØØªÙˆÙŠ Ø¹Ù„Ù‰ ÙƒØ§Ø¦Ù† (ÙƒØ§Ø¦Ù†Ø§Øª) FQDN ÙˆØ£Ø¹Ø¯ 
Ù…ØØ§ÙˆÙ„Ø© Ù†Ø´Ø±Ù‡ Ø¨Ø¹Ø¯ Ø¥Ø²Ø§Ù„Ø© Ù‡Ø°Ù‡ Ø§Ù„ÙƒØ§Ø¦Ù†Ø§Øª.

    Ø£) Ø³ÙŠØ§Ø³Ø© Ø§Ù„Ù‡ÙˆÙŠØ©

    Ø¨) Ù…Ø¬Ù…ÙˆØ¹Ø§Øª Ø§Ù„Ù…ØªØºÙŠØ±Ø§Øª Ø§Ù„ØªÙŠ ØªØØªÙˆÙŠ Ø¹Ù„Ù‰ FQDN 
Ù…Ø·Ø¨Ù‚Ø© Ø¹Ù„Ù‰ Ø³ÙŠØ§Ø³Ø© AC

Ù„Ù… ÙŠØªÙ… ØªÙ†Ø´ÙŠØ· FQDN

ÙŠÙ…ÙƒÙ† Ø£Ù† ÙŠØ¹Ø±Ø¶ Ø§Ù„Ù†Ø¸Ø§Ù… Ø§Ù„ØªØ§Ù„ÙŠ Ù…Ù† Ø®Ù„Ø§Ù„ ÙˆØ§Ø¬Ù‡Ø© 
Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI) Ø§Ù„Ø®Ø§ØµØ© Ø¨ FTD:

> Ø¥Ø¸Ù‡Ø§Ø± Ù…Ø¹Ù„ÙˆÙ…Ø§Øª DNS: Ù„Ø§ ÙŠÙˆØ¬Ø¯ FQDN Ù…Ù†Ø´Ø·

Ù„Ø§ ÙŠØªÙ… ØªÙ†Ø´ÙŠØ· DNS ØØªÙ‰ ÙŠØªÙ… ØªØ·Ø¨ÙŠÙ‚ ÙƒØ§Ø¦Ù† Ø°ÙŠ Ù‚ÙŠÙ…Ø© 
FQDN Ù…Ø¹Ø±Ù�Ø©. Ø¨Ø¹Ø¯ ØªØ·Ø¨ÙŠÙ‚ ÙƒØ§Ø¦Ù†ØŒ ÙŠØªÙ… ØÙ„ Ù‡Ø°Ø§.

Ø£Ø³Ø¦Ù„Ø© ÙˆØ£Ø¬ÙˆØ¨Ø©

 
Ø³: Ù‡Ù„ Packet-tracer Ù…Ø¹ FQDN Ø¥Ø®ØªØ¨Ø§Ø± ØµØ§Ù„Ø Ù„Ø§Ø³ØªÙƒØ´Ø§Ù� 
Ø§Ù„Ù…Ø´Ø§ÙƒÙ„ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ØŸ 
Ø£: Ù†Ø¹Ù…ØŒ ÙŠÙ…ÙƒÙ†Ùƒ Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ø®ÙŠØ§Ø± fqdn Ù…Ø¹ packet-tracer.

Ø³: ÙƒÙ… Ù…Ø±Ø© ØªÙ‚ÙˆÙ… Ù‚Ø§Ø¹Ø¯Ø© FQDN Ø¨ØªØØ¯ÙŠØ« Ø¹Ù†ÙˆØ§Ù† IP 
Ø§Ù„Ø®Ø§Øµ Ø¨Ø§Ù„Ø®Ø§Ø¯Ù…ØŸ 
A: ÙŠØ¹ØªÙ…Ø¯ Ø¹Ù„Ù‰ Ù‚ÙŠÙ…Ø© Ù…Ø¯Ø© Ø§Ù„Ø¨Ù‚Ø§Ø¡ (TTL) Ø§Ù„Ø®Ø§ØµØ© 
Ø¨Ø§Ø³ØªØ¬Ø§Ø¨Ø© DNS. Ø¨Ù…Ø¬Ø±Ø¯ Ø§Ù†ØªÙ‡Ø§Ø¡ ØµÙ„Ø§ØÙŠØ© Ù‚ÙŠÙ…Ø© TTLØŒ 
ÙŠØªÙ… ØÙ„ FQDN Ù…Ø±Ø© Ø£Ø®Ø±Ù‰ Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø§Ø³ØªØ¹Ù„Ø§Ù… DNS 
Ø¬Ø¯ÙŠØ¯. 
ÙŠØ¹ØªÙ…Ø¯ Ù‡Ø°Ø§ Ø£ÙŠØ¶Ø§ Ø¹Ù„Ù‰ Ø³Ù…Ø© Ù…Ø¤Ù‚Øª Ø§Ù„Ø§Ø³ØªÙ‚ØµØ§Ø¡ 
Ø§Ù„Ù…Ø¹Ø±Ù�Ø© Ù�ÙŠ ØªÙƒÙˆÙŠÙ† Ø®Ø§Ø¯Ù… DNS. ÙŠØªÙ… ØÙ„ Ù‚Ø§Ø¹Ø¯Ø© 
FQDN Ø¨Ø´ÙƒÙ„ Ø¯ÙˆØ±ÙŠ Ø¹Ù†Ø¯ Ø§Ù†ØªÙ‡Ø§Ø¡ ØµÙ„Ø§ØÙŠØ© Ù…Ø¤Ù‚Øª DNS 
Ù„Ù„Ø§Ø³ØªØ·Ù„Ø§Ø¹ Ø£Ùˆ Ø¹Ù†Ø¯ Ø§Ù†ØªÙ‡Ø§Ø¡ ØµÙ„Ø§ØÙŠØ© Ù…Ø¯Ø© 
Ø§Ù„Ø¨Ù‚Ø§Ø¡ (TTL) Ù„Ø¥Ø¯Ø®Ø§Ù„ IP Ø§Ù„Ø°ÙŠ ØªÙ… ØÙ„Ù‡ØŒ Ø£ÙŠÙ‡Ù…Ø§ 



ÙŠØ£ØªÙŠ Ø£ÙˆÙ„Ø§.

Ø³: Ù‡Ù„ ÙŠØ¹Ù…Ù„ Ù‡Ø°Ø§ Ù…Ø¹ Ù†Ø¸Ø§Ù… Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„Ù†Ø·Ø§Ù‚Ø§Øª (DNS) 
Ø§Ù„Ø¯ÙˆØ±ÙŠØŸ 
A: ÙŠØ¹Ù…Ù„ Ù†Ø¸Ø§Ù… Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„Ù†Ø·Ø§Ù‚Ø§Øª (DNS) Ø§Ù„Ø¯ÙˆØ±ÙŠ Ø¨Ø´ÙƒÙ„ 
Ø³Ù„Ø³ ØÙŠØ« ØªØ¹Ù…Ù„ Ù‡Ø°Ù‡ Ø§Ù„Ù…ÙŠØ²Ø© Ø¹Ù„Ù‰ FMC/FTD Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… 
Ø¹Ù…ÙŠÙ„ DNSØŒ ÙƒÙ…Ø§ Ø£Ù† ØªÙƒÙˆÙŠÙ† Ù†Ø¸Ø§Ù… Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„Ù†Ø·Ø§Ù‚Ø§Øª 
(DNS) Ø§Ù„Ø¯ÙˆØ±ÙŠ Ø§Ù„Ø¯ÙˆØ±ÙŠ ÙŠÙ‚Ø¹ Ø¹Ù„Ù‰ Ø¬Ø§Ù†Ø¨ Ø®Ø§Ø¯Ù… DNS.

Ø³: Ù‡Ù„ Ù‡Ù†Ø§Ùƒ ØØ¯ Ù„Ù‚ÙŠÙ… DNS Ø°Ø§Øª Ù…Ø¯Ø© Ø§Ù„Ø¨Ù‚Ø§Ø¡ (TTL) 
Ø§Ù„Ù…Ù†Ø®Ù�Ø¶Ø©ØŸ 
Ø£: Ø¥Ø°Ø§ Ø¬Ø§Ø¡Øª Ø¥Ø³ØªØ¬Ø§Ø¨Ø© DNS Ù…Ø¹ 0 Ù…Ø¯Ø© Ø§Ù„Ø¨Ù‚Ø§Ø¡ (TTL)ØŒ 
ÙŠØ¶ÙŠÙ� Ø¬Ù‡Ø§Ø² FTD 60 Ø«Ø§Ù†ÙŠØ© Ø¥Ù„ÙŠÙ‡Ø§. Ù�ÙŠ Ù‡Ø°Ù‡ 
Ø§Ù„ØØ§Ù„Ø©ØŒ ØªÙƒÙˆÙ† Ù‚ÙŠÙ…Ø© TTL 60 Ø«Ø§Ù†ÙŠØ© ÙƒØØ¯ Ø£Ø¯Ù†Ù‰.

Ø³: Ø¥Ø°Ø§ ÙŠØØªÙ�Ø¸ FTD Ø¨Ø´ÙƒÙ„ Ø§Ù�ØªØ±Ø§Ø¶ÙŠ Ø¨Ø§Ù„Ù‚ÙŠÙ…Ø© 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ© ÙˆÙ‡ÙŠ 60 Ø«Ø§Ù†ÙŠØ©ØŸ 
A: ÙŠÙ…ÙƒÙ† Ù„Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø¯Ø§Ø¦Ù…Ø§ ØªØ¬Ø§ÙˆØ² Ù…Ø¯Ø© Ø§Ù„Ø¨Ù‚Ø§Ø¡ 
(TTL) Ù…Ù† Ø®Ù„Ø§Ù„ Ø¥Ø¹Ø¯Ø§Ø¯ Ù…Ø¤Ù‚Øª "Ø§Ù†ØªÙ‡Ø§Ø¡ ØµÙ„Ø§ØÙŠØ© 
Ø§Ù„Ø¥Ø¯Ø®Ø§Ù„" Ø¹Ù„Ù‰ Ø®Ø§Ø¯Ù… DNS.

Ø³: ÙƒÙŠÙ� ØªØªØ¹Ø§Ù…Ù„ Ù…Ø¹ Ø§Ø³ØªØ¬Ø§Ø¨Ø§Øª Ù†Ø¸Ø§Ù… Ø£Ø³Ù…Ø§Ø¡ 
Ø§Ù„Ù†Ø·Ø§Ù‚Ø§Øª (DNS) Ø§Ù„Ù…Ù†Ù‚ÙˆÙ„ØŸ Ø¹Ù„Ù‰ Ø³Ø¨ÙŠÙ„ 
Ø§Ù„Ù…Ø«Ø§Ù„ØŒ ÙŠÙ…ÙƒÙ† Ø£Ù† ØªÙˆÙ�Ø± Ø®ÙˆØ§Ø¯Ù… DNS Ø¹Ù†Ø§ÙˆÙŠÙ† IP 
Ù…Ø®ØªÙ„Ù�Ø© Ø§Ø³ØªÙ†Ø§Ø¯Ø§ Ø¥Ù„Ù‰ Ø§Ù„Ù…ÙˆÙ‚Ø¹ Ø§Ù„Ø¬ØºØ±Ø§Ù�ÙŠ 
Ù„Ù„Ø·Ø§Ù„Ø¨ÙŠÙ†. Ù‡Ù„ Ù…Ù† Ø§Ù„Ù…Ù…ÙƒÙ† Ø·Ù„Ø¨ Ø¬Ù…ÙŠØ¹ Ø¹Ù†Ø§ÙˆÙŠÙ† 
IP Ù„Ø´Ø¨ÙƒØ© FQDNØŸ Ù…Ø«Ù„ Ø£Ù…Ø± Ø§Ù„ØÙ�Ø± Ø¹Ù„Ù‰ UnixØŸ 
Ø£: Ù†Ø¹Ù…ØŒ Ø¥Ø°Ø§ ÙƒØ§Ù†Øª Ø´Ø¨ÙƒØ© FQDN Ù‚Ø§Ø¯Ø±Ø© Ø¹Ù„Ù‰ ØÙ„ 
Ø¹Ù†Ø§ÙˆÙŠÙ† IP Ø§Ù„Ù…ØªØ¹Ø¯Ø¯Ø©ØŒ Ù�Ø³ÙŠØªÙ… Ø¯Ù�Ø¹ Ø¬Ù…ÙŠØ¹ Ù‡Ø°Ù‡ 
Ø§Ù„Ø¹Ù†Ø§ÙˆÙŠÙ† Ø¥Ù„Ù‰ Ø§Ù„Ø¬Ù‡Ø§Ø² ÙˆØªÙˆØ³ÙŠØ¹ Ù‚Ø§Ø¹Ø¯Ø© AC ÙˆÙ�Ù‚Ø§ 
Ù„Ø°Ù„Ùƒ.

Ø³: Ù‡Ù„ Ù‡Ù†Ø§Ùƒ Ø®Ø·Ø· Ù„ØªØ¶Ù…ÙŠÙ† Ø®ÙŠØ§Ø± Ù…Ø¹Ø§ÙŠÙ†Ø© ÙŠØ¸Ù‡Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø± Ø§Ù„ØªÙŠ ØªÙ… Ø¯Ù�Ø¹Ù‡Ø§ Ù‚Ø¨Ù„ Ø£ÙŠ ØªØºÙŠÙŠØ± 
Ù…Ù…ÙŠØ²ØŸ 
Ø£: Ù‡Ø°Ø§ Ø¬Ø²Ø¡ Ù…Ù† Ø®ÙŠØ§Ø± Ù…Ø¹Ø§ÙŠÙ†Ø© Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø§Ù„Ù…ØªØ§Ø 
Ø¹Ø¨Ø± Flex config. Ø§Ù„Ù…Ø¹Ø§ÙŠÙ†Ø© Ù…ÙˆØ¬ÙˆØ¯Ø© Ø¨Ø§Ù„Ù�Ø¹Ù„ØŒ 
ÙˆÙ„ÙƒÙ†Ù‡Ø§ Ù…Ø®Ù�ÙŠØ© Ù�ÙŠ Ù†Ù‡Ø¬ ØªÙƒÙˆÙŠÙ† Ù…Ø±Ù†. Ù‡Ù†Ø§Ùƒ Ø®Ø·Ø© 
Ù„Ù†Ù‚Ù„Ù‡ ÙˆØ¬Ø¹Ù„Ù‡ Ø¹Ø§Ù…Ø§.

Ø³: Ù…Ø§ Ù‡ÙŠ Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯Ø© Ø¹Ù„Ù‰ FTD Ø§Ù„ØªÙŠ ÙŠØªÙ… 
Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡Ø§ Ù„Ø¥Ø¬Ø±Ø§Ø¡ Ø§Ù„Ø¨ØØ« Ø¹Ù† DNSØŸ 
Ø¬: Ù‡Ùˆ Ù‚Ø§Ø¨Ù„ Ù„Ù„ØªÙƒÙˆÙŠÙ†. Ø¹Ù†Ø¯Ù…Ø§ Ù„Ø§ ÙŠØªÙ… ØªÙƒÙˆÙŠÙ† Ø£ÙŠ 
ÙˆØ§Ø¬Ù‡Ø§ØªØŒ ÙŠØªÙ… ØªÙ…ÙƒÙŠÙ† Ø¬Ù…ÙŠØ¹ Ø§Ù„ÙˆØ§Ø¬Ù‡Ø§Øª 
Ø§Ù„Ù…Ø³Ù…Ø§Ø© Ø¹Ù„Ù‰ FTD Ù„Ù„Ø¨ØØ« Ø¹Ù† DNS.

Ø³: Ù‡Ù„ ÙŠÙ‚ÙˆÙ… ÙƒÙ„ NGFW Ù…Ø¯Ø§Ø± Ø¨Ø£Ø¯Ø§Ø¡ ØªØÙ„ÙŠÙ„ DNS Ø§Ù„Ø®Ø§Øµ 
Ø¨Ù‡ ÙˆØªØ±Ø¬Ù…Ø© IP FQDN Ø¨Ø´ÙƒÙ„ Ù…Ù†Ù�ØµÙ„ ØØªÙ‰ Ø¹Ù†Ø¯ ØªØ·Ø¨ÙŠÙ‚ 
Ù†Ù�Ø³ Ù†Ù‡Ø¬ Ø§Ù„ÙˆØµÙˆÙ„ Ø¹Ù„Ù‰ ÙƒÙ„ Ù…Ù†Ù‡Ø§ Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… 
ÙƒØ§Ø¦Ù† FQDN Ù†Ù�Ø³Ù‡ØŸ 



Ù†Ø¹Ù….

Ø³: Ù‡Ù„ ÙŠÙ…ÙƒÙ† Ù…Ø³Ø Ø°Ø§ÙƒØ±Ø© Ø§Ù„ØªØ®Ø²ÙŠÙ† Ø§Ù„Ù…Ø¤Ù‚Øª Ù„ DNS 
Ù„Ù‚ÙˆØ§Ø¦Ù… Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ Ù„ FQDN Ù„Ø§Ø³ØªÙƒØ´Ø§Ù� 
Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ØŸ 
Ø£: Ù†Ø¹Ù…ØŒ ÙŠÙ…ÙƒÙ†Ùƒ ØªÙ†Ù�ÙŠØ° Ø£ÙˆØ§Ù…Ø± Ù…Ø³Ø DNS ÙˆÙ…Ø³Ø 
Ø°Ø§ÙƒØ±Ø© Ø§Ù„ØªØ®Ø²ÙŠÙ† Ø§Ù„Ù…Ø¤Ù‚Øª Ù„ DNS-host Ø¹Ù„Ù‰ Ø§Ù„Ø¬Ù‡Ø§Ø². 
 
Ø³: Ù…ØªÙ‰ ÙŠØªÙ… ØªØ´ØºÙŠÙ„ Ø¯Ù‚Ø© FQDN Ø¨Ø§Ù„Ø¶Ø¨Ø·ØŸ  
A: ÙŠØØ¯Ø« ØªØÙ„ÙŠÙ„ FQDN Ø¹Ù†Ø¯ Ù†Ø´Ø± ÙƒØ§Ø¦Ù† FQDN Ù�ÙŠ Ø³ÙŠØ§Ø³Ø© 
Ø§Ù„ØªÙŠØ§Ø± Ø§Ù„Ù…ØªØ±Ø¯Ø¯.

Ø³: Ù‡Ù„ ÙŠÙ…ÙƒÙ† ØªÙ†Ø¸ÙŠÙ� Ø°Ø§ÙƒØ±Ø© Ø§Ù„ØªØ®Ø²ÙŠÙ† Ø§Ù„Ù…Ø¤Ù‚Øª 
Ù„Ù…ÙˆÙ‚Ø¹ ÙˆØ§ØØ¯ Ù�Ù‚Ø·ØŸ  
Ù†Ø¹Ù…. Ø¥Ø°Ø§ ÙƒÙ†Øª ØªØ¹Ø±Ù� Ø§Ø³Ù… Ø§Ù„Ù…Ø¬Ø§Ù„ Ø£Ùˆ Ø¹Ù†ÙˆØ§Ù† IPØŒ 
Ù�ÙŠÙ…ÙƒÙ†Ùƒ Ù…Ø³ØÙ‡ØŒ ÙˆÙ„ÙƒÙ† Ù„Ø§ ÙŠÙˆØ¬Ø¯ Ø£Ù…Ø± Ù…Ø«Ù„ Ù‡Ø°Ø§ 
Ù„ÙƒÙ„ Ù…Ù†Ø¸ÙˆØ± Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (ACL). Ø¹Ù„Ù‰ 
Ø³Ø¨ÙŠÙ„ Ø§Ù„Ù…Ø«Ø§Ù„ØŒ ÙŠØªÙˆÙ�Ø± Ø§Ù„Ø£Ù…Ø± clear dns host agni.tejas.com 
Ù„Ù…Ø³Ø Ø°Ø§ÙƒØ±Ø© Ø§Ù„ØªØ®Ø²ÙŠÙ† Ø§Ù„Ù…Ø¤Ù‚Øª Ø¹Ù„Ù‰ Ø§Ù„Ù…Ø¶ÙŠÙ� 
ØØ³Ø¨ Ø£Ø³Ø§Ø³ Ø§Ù„ÙƒÙ„Ù…Ø© Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ© Ø§Ù„Ù…Ø¶ÙŠÙ� ÙƒÙ…Ø§ Ù‡Ùˆ 
Ø§Ù„ØØ§Ù„ Ù�ÙŠ Ù…Ø¶ÙŠÙ� DNS agni.tejas.com.

Ø³: Ù‡Ù„ Ù…Ù† Ø§Ù„Ù…Ù…ÙƒÙ† Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ø£ØØ±Ù� Ø§Ù„Ø¨Ø¯Ù„ØŒ 
Ù…Ø«Ù„ *.microsoft.comØŸ 
Ø£: ÙŠØ¬Ø¨ Ø£Ù† ÙŠØ¨Ø¯Ø£ Ø±Ù‚Ù… FQDN ÙˆÙŠÙ†ØªÙ‡ÙŠ Ø¨Ø±Ù‚Ù… Ø£Ùˆ ØØ±Ù�. 
ÙŠØ³Ù…Ø Ù�Ù‚Ø· Ø¨Ø§Ù„ØØ±ÙˆÙ� ÙˆØ§Ù„Ø£Ø±Ù‚Ø§Ù… ÙˆØ§Ù„ÙˆØµÙ„Ø§Øª 
ÙƒØØ±ÙˆÙ� Ø¯Ø§Ø®Ù„ÙŠØ©. 
 
Ø³: Ù‡Ù„ ÙŠØªÙ… ØªØÙ„ÙŠÙ„ Ø§Ù„Ø§Ø³Ù… Ù�ÙŠ ÙˆÙ‚Øª ØªØ¬Ù…ÙŠØ¹ AC ÙˆÙ„ÙŠØ³ 
Ù�ÙŠ ÙˆÙ‚Øª Ø§Ù„Ø·Ù„Ø¨Ø§Øª Ø§Ù„Ø£ÙˆÙ„Ù‰ Ø£Ùˆ Ø§Ù„Ù„Ø§ØÙ‚Ø©ØŸ Ø¥Ø°Ø§ 
ÙƒØ§Ù† Ù…Ø¯Ø© Ø§Ù„Ø¨Ù‚Ø§Ø¡ (TTL) Ù…Ù†Ø®Ù�Ø¶Ø© (Ø£Ù‚Ù„ Ù…Ù† ÙˆÙ‚Øª 
ØªØ¬Ù…ÙŠØ¹ Ø§Ù„ØªÙŠØ§Ø± Ø§Ù„Ù…ØªØ±Ø¯Ø¯ Ø£Ùˆ ØªØ¯Ù�Ù‚ Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª 
Ø§Ù„Ø³Ø±ÙŠØ¹ Ø£Ùˆ Ø£ÙŠ Ø´ÙŠØ¡ Ø¢Ø®Ø±)ØŒ Ù‡Ù„ ÙŠÙ…ÙƒÙ† Ù�Ù‚Ø¯ Ø¨Ø¹Ø¶ 
Ø¹Ù†Ø§ÙˆÙŠÙ† IPØŸ 
A: ÙŠØØ¯Ø« ØÙ„ Ø§Ù„Ø§Ø³Ù… Ø¨Ù…Ø¬Ø±Ø¯ Ù†Ø´Ø± Ø³ÙŠØ§Ø³Ø© Ø§Ù„ØªÙŠØ§Ø± 
Ø§Ù„Ù…ØªØ±Ø¯Ø¯. ÙˆÙŠØªØ¨Ø¹ Ø°Ù„Ùƒ Ø§Ù†ØªÙ‡Ø§Ø¡ ØµÙ„Ø§ØÙŠØ© Ù…Ø¯Ø© 
Ø§Ù„Ø¨Ù‚Ø§Ø¡ (TTL).

Ø³: Ù‡Ù„ Ù‡Ù†Ø§Ùƒ Ø®Ø·Ø· Ù„Ù„ØªÙ…ÙƒÙ† Ù…Ù† Ù…Ø¹Ø§Ù„Ø¬Ø© Ù‚Ø§Ø¦Ù…Ø© 
Ø¹Ù†Ø§ÙˆÙŠÙ† IP Ù„Ù„Ø³ØØ§Ø¨Ø© (XML) Ø§Ù„Ø®Ø§ØµØ© Ø¨ Microsoft Office 365ØŸ 
Ø£: Ù‡Ø°Ø§ ØºÙŠØ± Ù…Ø¯Ø¹ÙˆÙ… Ù�ÙŠ Ø§Ù„ÙˆÙ‚Øª Ø§Ù„ØØ§Ù„ÙŠ.

Ø³: Ù‡Ù„ FQDN Ù…ØªÙˆÙ�Ø± Ù�ÙŠ Ù†Ù‡Ø¬ SSLØŸ 
A: Ù„ÙŠØ³ Ù�ÙŠ Ø§Ù„ÙˆÙ‚Øª Ø§Ù„ØØ§Ù„ÙŠ (Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.3.0 Ù…Ù† 
Ø§Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬). ÙƒØ§Ø¦Ù†Ø§Øª FQDN Ù…Ø¯Ø¹ÙˆÙ…Ø© Ù�Ù‚Ø· Ù�ÙŠ Ø´Ø¨ÙƒØ© 
Ø§Ù„Ù…ØµØ¯Ø± ÙˆØ§Ù„ÙˆØ¬Ù‡Ø© Ù„Ù†Ù‡Ø¬ Ø§Ù„ØªÙŠØ§Ø± Ø§Ù„Ù…ØªØ±Ø¯Ø¯ 
Ù�Ù‚Ø·.

Ø³: Ù‡Ù„ Ù‡Ù†Ø§Ùƒ Ø£ÙŠ Ø³Ø¬Ù„Ø§Øª ØªØ§Ø±ÙŠØ®ÙŠØ© ÙŠÙ…ÙƒÙ† Ø£Ù† 



ØªÙˆÙ�Ø± Ù…Ø¹Ù„ÙˆÙ…Ø§Øª ØÙˆÙ„ FQDNs Ø§Ù„ØªÙŠ ØªÙ… ØÙ„Ù‡Ø§ØŸ Ù…Ø«Ù„ 
LINA syslogsØŒ Ø¹Ù„Ù‰ Ø³Ø¨ÙŠÙ„ Ø§Ù„Ù…Ø«Ø§Ù„. 
Ø£: Ù„Ø§Ø³ØªÙƒØ´Ø§Ù� Ø£Ø®Ø·Ø§Ø¡ FQDN ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ Ø¥Ù„Ù‰ ÙˆØ¬Ù‡Ø© 
Ù…Ø¹ÙŠÙ†Ø©ØŒ ÙŠÙ…ÙƒÙ†Ùƒ Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ø£Ù…Ø± ØªØªØ¨Ø¹ Ø¯Ø¹Ù… 
Ø§Ù„Ù†Ø¸Ø§Ù…. ØªØ¸Ù‡Ø± Ø§Ù„Ù…Ø³Ø§Ø±Ø§Øª Ù…Ø¹Ø±Ù� FQDN Ù„Ù„ØØ²Ù…Ø©. 
ÙŠÙ…ÙƒÙ†Ùƒ Ù…Ù‚Ø§Ø±Ù†Ø© Ø§Ù„Ù…Ø¹Ø±Ù� Ù„Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ 
ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§. ÙŠÙ…ÙƒÙ†Ùƒ Ø£ÙŠØ¶Ø§ ØªÙ…ÙƒÙŠÙ† Ø±Ø³Ø§Ø¦Ù„ syslog 
746015ØŒ 746016 Ù„ØªØ¹Ù‚Ø¨ Ù†Ø´Ø§Ø· ØªØÙ„ÙŠÙ„ DNS Ù„ FQDN.

Ø³: Ù‡Ù„ ÙŠÙ‚ÙˆÙ… Ø§Ù„Ø¬Ù‡Ø§Ø² Ø¨ØªØ³Ø¬ÙŠÙ„ FQDN Ù�ÙŠ Ø¬Ø¯ÙˆÙ„ 
Ø§Ù„Ø§ØªØµØ§Ù„Ø§Øª Ù…Ø¹ IP Ø§Ù„Ø°ÙŠ ØªÙ… ØÙ„Ù‡ØŸ  
a: Ù„Ø§Ø³ØªÙƒØ´Ø§Ù� Ø£Ø®Ø·Ø§Ø¡ FQDN ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ Ø¥Ù„Ù‰ ÙˆØ¬Ù‡Ø© 
Ù…Ø¹ÙŠÙ†Ø©ØŒ ÙŠÙ…ÙƒÙ†Ùƒ Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ø£Ù…Ø± Ø¯Ø¹Ù… 
Ø§Ù„Ù†Ø¸Ø§Ù… traceØŒ ØÙŠØ« ØªØ¸Ù‡Ø± Ø§Ù„Ù…Ø³Ø§Ø±Ø§Øª Ù…Ø¹Ø±Ù� FQDN 
Ø§Ù„Ø®Ø§Øµ Ø¨Ø§Ù„ØØ²Ù…Ø©. ÙŠÙ…ÙƒÙ†Ùƒ Ù…Ù‚Ø§Ø±Ù†Ø© Ø§Ù„Ù…Ø¹Ø±Ù� 
Ù„Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§. Ù‡Ù†Ø§Ùƒ Ø®Ø·Ø· 
Ù„Ù„ØØµÙˆÙ„ Ø¹Ù„Ù‰ Ø³Ø¬Ù„Ø§Øª FQDN Ù�ÙŠ Ø¹Ø§Ø±Ø¶ Ø§Ù„Ø£ØØ¯Ø§Ø« Ø¹Ù„Ù‰ 
FMC Ù�ÙŠ Ø§Ù„Ù…Ø³ØªÙ‚Ø¨Ù„.



ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


