U&UtU... U...US@?0© FQDN @'U,,U%o
08U,0 Ue0s0' 090 0°Ui0 USO
FirePOWER (@8U,,U...0 280+00© U...Ut FMC)
@8U, U...003U"USa5a?

?8U.U..U.gU..00

@80, U...2°0.U. & @80° 38U, BEFBEBUSTO

P8U. U...*3-U. & @SR

28U, U...UfU U8R @8U. U... PP U...d0

U...0W,.U"U... 080 BEBBSFPUSHO

Utg @+00 2'@sU...00 @U, U%. @8U, U...USZrao

U...080°08 @*Ut U...08 U.@'U. 6.30Y

28U, ZPUfUUSUT

@80, @+@?U... @8V, ped-USp-US U U.& U oo

78U, UVt @*g© @8V, U...0W. .. @5a+US@O - @8U, UtU, @80 @8V, & @80+ PB0O

ZRG-U @8R @8V, @U fUUSUt

@80, 27U, U, U...Ut 98U, @O

280U f @8V € B8V, DfP®D-@8D; U @¥PuU,B8@ULDS

Z?@-U...US2 U...U U@ D80° BE£P*P°UfD 98U & BEP®D-B§@; FMC U @¥@uU,. @8@UtD8
@8U. V.. @sUfU. @8V, & P80\ PPO|P+BPSBIU.. B8V, FRD-BE

Ueo'U, 25U,Ute @+

PRP-U @8R BEPF [P P8U€ B8U. BEP®D-@8@; U B¥PuU,#80Ut@s @8U,U...U"BuU%o
@ Ut@s

U.U... USgU... @U@ US@- FODN

PEFD. @0 U BEG-U D @O

@8u,U...U,0U...g0

USop€ Ui@°os @sU,U..0°0°0t0~ @2UfU"USUT U...US@?*0© FQDN (280'0°0 "~ @80+D§
U...Ut v6.3.0) U,U...0+Uf@? O¥0 @8D+@© FirePOWER (FMC) U"@8U,0 U 082" @'Ut
@U@ US@  FirePOWER (FTD).

@8U, U...0%3-U, @ @802 @8U, BED3DED3USTO
@8U,U...0%3-U, & D82

@ @S Cisco I'@EUT @0 fUUT U, T USUf U...03+U €00 @ @80, U...U" 0829 USD"
@8U,2°@8U, USDO©:

« U...0+Uf2? O¥D B8D+PBO Firepower

@8U, U...UfU Ut@s?2 @8V, U...3%033®7 U...00

FPeUtd @8U, V..U, UU...0802 38U, U 0sa+@ 3O U€US Ut@°0s @sU,U..030°Ut0~



Q¥U,U%0 0¥0ud 080+080° @8U,0" @+@8U...0- @8U,0*08U,USQO:

- g8V, 3-Ut08@2 @8V, B, 38U+ US U, U, T U080 @90 02Ut US@  FirePOWER
(FTD) U...Ut Cisco @8U,@°US US@ ' @°U, @8U,2¥0ud @80+ 6.3.0 U...Ut
?8U,0" @+Ut@8U...0~ S

* Firepower Management Center Virtua (vFMC) @8U,@°US USZ @V, B8U, O¥I@ 8D+ 6.3.0
U...Ut @8V, @ @+Uta8U ... 0~

... YUt @8@; @8V, V..., U U...050° @8V, U 080+@ @ U@ US Ut@°08
?8U,U..2°@°Ut0~ U...Ut 08U, 0£0-Ut0?00© 98U,U..U"0-U"0 00 U€US @ USA ! 00
U..2"0...U0,USQ0 3®r82uD0. 3" @ 0£0* @-U..USe' @8U,0£8-Ui3*00
28U,U..U&0°0°0®0 U...00 U US Ut@°0s 98U, U..0°0°U10~ @ @°UfU"USUt
U..U..2°0" 0 (08U € 2°0+0829US). 0¥@°08§ UF@sUTR? @' @ Uf@2Uf U,USD™

28U, 2°0 @°USU,0CE U 2°0£Uf@~ U...Ut U@ULU...Uf U, U, 2°0£B«US@+ @8U,U...00°U...U,
U,@£US @£U...0+.

U...0W, U U...080° GEB3BEDRUSTO

USap€ Uio°as @su,U...2°02Ute @2UfU USUT U...US@%*00 "@8a°U... @8U,U...0-@8U,
@8U,U..0=U%U, @ @8U,Uf@8U...U, (FQDN)" @8U,2°US 0¥ 0®@8U,U+0D8s O¥OuD 080+
@80, @+Ut@8U...0- 6.3.0 @¥U,U%0 U...0+Uf@? @¥0 B8@+@O© Firepower (FMC)

U 28U,0 U€0sa' @'Ut @°U+@ US@™ FirePOWER (FTD).

Ut@°Ut @su,U...USgrgo U...U"g-U'g @0 U@ US @-Uipsa@? @sU,d£U...a8UT
@sU,U,080 U, U,U,22UfUSU€ (ASA) U...Ut Cisco U"U, UfUTU+@8 U, U... @2UfUT U€US
Q¥QuD B80+080@° @8U,0" @+@8U...0- @8U,0£U"U,US@© U...Ut FTD.

FIEUfD V..Ut g5z SU€080; Ui@°Ut 08U, @+U°@- U,@" U, @2UfU"USUt
Uf@8@ ' Ut@8@ FQDN:

» USg-g" @eUt US0,U°U... U...2+Uf? o¥e 080+ 00 Firepower &2 2°USU,
I8V, DO BED+ 6.3.0 BEU" Q¥ B8B+ BEDD D«. USU...UfUT BEUT USUFU Ut
U...080 USDs OEU" SV D°D+D80USDS

« USZ-~@" @EUT USU,UU... "@8U, o U@080" @'Ut @U@ US@™ Firepower"
@ @@ @°USU, @8U,0¥0ud @80+ 6.3.0 O£U" Q¥OuD @80+ O£@D @«. USU...UfUT
@£UT USUFUUT U...080 US@S B£U” 08U € 0°0+B8DNUSDS

UtQ @+00 @@8U...00 @U, U% @8U, U...US@230©

@?0,0"U... U@°Ut @8U, U...USz230 @'@U, FQDN U€US @'UtU"@sUt IP U"0°@°0°0®Q U...
U@°08 @8U,0'UTU @8Vt @8U,0£0®USP+ U,2°0uUeUS00 00+Uf@© @8U,U...0+U 0+
@'Ut@~ 08U, 0¥0 380+0© @¥U,USUT @~ U 080°0-0© U,080'0” 0© @§U,2*°@UfU... U€US
@8U,U@uuU U, @£U" UtU$@- 08U,0*0uU€US@o ?8U,U...0°0 " U,00.

U...080°08 Ut U...@8 U,g°U, 6.30Y

o USzri@°@+ @tU, U% FMC U” FTD @8U, U, @°USUtT USP' @°U, 28Ut O¥O@ D8D+D§



@EU, @ U... U...U1 6.3.0 20 fUUSUt U f 28U @822 FQDN.

Pre-6.3 (e.g. 6.2.3) Post-6.3
i MNew Network Object L
New Network Objects M
Marren: hestl
Mame: || Description:
Desription;
Helmaik Hagd Rangs Hibwrorkc
Enimpls.cem
Metwodi
Farmat: ipaddr or ipaddrfien or 4ﬁﬁnmr¢mmmnmmmdpmmm
range (ipader-ipaddr) ; -
Alleow Ovemdes: () Lk Futsaion within 1P and et
Mow Cewrider: )
| S L Cenod |

- U@US 928U,20 @°@ @°USU, FMC @8U,0¥0ud @80+ 6.3 O£U" O¥OuD 080+
QEPD D« U"U,UfUT FTD US@'@°U, O¥0ud 080+@8 @£U,@ U... U..Ut 6.30CE
USQ Ui0+ Uto 0+ 0£0@ @8U,2°US080°080* Utd°?§ B8U,0®0-OF:

Deploy Policies Version:2018-05-31 09:32 AM

3 0.106.173.91 Ne FTD 2018-05-28 06:06 PM

Errors and Warnings for Requested Deployment X

Errors in the policy must be resolved before you can procesd with deployment.

W Error 10.108.17 ach Access Control Policy
186 rulel: This rule containg the follawing FODN objects:
fgdnDastination, igdnSource. FQDN objects are supported only on
Firepower Threat Defense devices running at least version .3,

. 08U, ¥DNPSU€ DO O¥U,U%0 B°U, UFBE @¥@°08 U,U...0° @ @2UfU"USUt
Uf@8@' Ut DNS @'@" @+ FlexConfig@E USQ,Ut@+ Ui@°0§ @8U,0*00°USD+:

Errors and Warnings for Requested Deployment x|
One or more selected devices have warnings. You can still proceed with deployment.

', Waming  10.10.0.14 fe-01 Flex Config Policy
2-FTD fe-01: FlexConfig objects Default_DNS_Configure_Copy are not
allowed to be selected because this functionality is natively
configurable via FMC.

fir=01 : FlewCnnfin nhircts trn hvnass are nnt all 1 tn he

@8U,, @UfU USUT

@8U, @+@2U... @8U, 23 eJ-USa-US U, U, 8" @ UfDO



FMC

Lina CLI Snont Config
FTD
I LY
I ]
Lina
[ Dns Client J Snort Instances J
- [ 1
— (HIJPQDNAD 1.... N
HOFQDN-ID 11... N
FODN
Da

(Ha)FQDN-ID 21... M

@80, UUte @300 @80, U...o1...080+USEO - @8U, UTU, 080-
@8V, O D8D+@*D©

« FU,20 U"aU"D DNS (DNS @¥U, U%. | P) 3T B« U US LINA

« USpe@2UT LINA @8U, 272 USUSUT U€US U,080'0 00 @ US@sUt080 Ut

« @0, U% PEZD87° UfU, 050°0@SU, 8E USZU... 0¥a+@°@80, Ut 08
@80, ZAUSUSUT U...UT LINA @¥U, U%o snort

« USzU... @U, FQDN @@ UfU, U...a3?0, U, @'Ut @8V, 22U U0+ @8U,0'08U,US @£U"
@2UfU~USUt @80,U...2-0..U0"2'0©

2eY-U @822 @8V, @2 fUUSUT

@80, 2®@-U"d0 1. 2 fU"USUT "Uf@8aiUt U...@-U...U 220 deU @8 U... DNS'

a€f

« USo-@" @EU, @8 USZra-@8U 22 @82RU... U...a-U...U o geU asa U... DNS63
PB+U D8

- U@US 280,Ute’ 0+ U..0°0'0” @ @8U,U...0-08U,080°0C USO-@ " @£Ut @2UfU Ut
Q£@U...080; @8U,Uf080 ! Ut0s§0° U€0+USO @0 @9U...Ut @8U,0°0 @+0-
@sU,Ut@+0..US U,U,U...2-@8U,. USU...UfUT U,U,Ut@ @8U... @8U,2°0'3+U ¢



@'U,U%0 B£US 2°0'080+09 U...0" @8@°U... UFf@8@ ! Ut U,@8 USU...UfUTUSf @'@+@9qU+
UéUS @sU,U...0-28U, @80, 008U, US U, @ USUS

USZ... ¥ @sU... sV, U...3-@8U, @8V, 38U € D*0+080qUS
(P¥O®@2USPsP+US) U, 0¥V, 008U, B£0°U...080; @8U,U..29USU€ @°USD+
?s80,0..00U0,00 07 @8U,Uf@8U..U,

... U..2*g'U,28 U...U,3i U,USU... 2U...U, USTEDP O¥APST BO

NW N v N

- @0...U, U050r o¥080 0o 28U, U...0050"0, 20- 00 & @80, U ... O+ J80ROE
U...Ut 02¥U, U% 100 U, 2¥2'080 @0 U...2080°U,20 U,0501U... 00
@®U' @Sz U... DNS Ut U...28 U, 8§ USZRU, U, U% @80, U, @8U. .

NDPP-DSD ' DO. @8U,U,USU...00 @8V, 28U B*D+@8USP© UFUS 2.

- @80, U...UtU, 004" 3\ @ 28U, B«U " B8UTUSBE U...Ut 1 @¥U, U% 308E U,J"U,
@EUT USo@8U"U, Bta@d+ @¥U, U% Ze@EZ U... DNS 28U, 238U, US,

@8, 58U D*0+@8@9US UtU" 2 9«@8UTUSB©. U"U@US UfU, U...0+00
USU,UU... ?8U,Ut0 08U... 0" 2¥0'080 @© U..0080U"U,00 U,080 ! U...00
?8U,0®U 080 U..0C 0°0°09080'U¢ ?8U,U...UtU,00.

PET BEU, 3eU S U... DNSU,2UfU Ut 3-@20i@8 U...Ut Ut U+
@8U,U...0-U...U"24go. USU...UfUt @EUT USUFU UT Ute°as @¥U...@8§ @UT@RUSU, 1Pv4
@EU” IPv6 UfU,USU... U...U€BuU"U,00 0 U¢080uU,00

USzU... o¥3roed @su... U...3-U...U"g'go geU @sa U... DNSU, U, aU,

o o8330ped @8U... UfasaUt @sU, U dsd-Utao GEU” @8U, UfasaUtaser @su, @US
@?U... 2UfU USUTU1s U€US 0¥0'0” 080 @802 @8U, U@ @8U... @8U,0£D°@803US
REST APl U,Uf@82\Ut U...@-U...U" 220 @®U P8P U... DNSU...0'*U...d

@80, 20@-U"@0 2. 22U fU"USUT DNS (2¥2'0 080 0s2? @8V, Utd @8V ... @8V, oEa@sarUs)

ARP [respection NS Resolution Settings

Banner

= DNS

¥ Enable DHS name resolution by dewsce

External Buthenticaton

Fragment Settings DNS Server Group™; | DMS_Test w

HTTP

CHP Expiry Emtry Timer 1 Range! 1-6553F minules
Secure She

SMTP Server Pell ot 240

SNME

55
Syslog

Interface Objects
Dievices will use specified interface cigects for connecting with DS Servers

& Synchacnizbse

WCAFLACC Complanoe



. (P¥2eEUSPED+US) U,U... @ag USU, U,USU... U...gU, @ g8Vt +D50;

oW, 288USB© B8V, ¥a Bedsy, U U...deU, 2? @8V, @83aa-U, @5@ U€US

? U,080'U,:
USoT & a®USasd+ U...gal, 28 o¥a @@dsV, @sUteAU1080; @8V, o, 38aUST0 00
@sU, U0, 22 U, o¥zrasy, @o U0 asUt |P 38U, de@§@1@ FQDN @sU, @°US @?U... @U, Ut
U...Ut @-@ U"U, @8V, 7 @0« Ut DNS &' 3@ @8UtU1080; O, 28aUS@0 U...d @O
@8U,2°'U, @80 (TTL) @8V, 2R@82\0 Ut. 300U, @ o¥pa8U, 20 o Be@8U, U...08
NAPED PO FIU USU, @8V, 3-F UV, 3E @ @USB« USU...UfUT U, 2U...U, USDsa?
@8V, ¥V, @0 @8V, V... fa+@+@0 GUSasa @o @U...U, @sU,atU...U, USgo @tU, U%o
@8V, 3-Ut@§@2. USU, U U... U@°ds @8V, ¥ 80 & @) " rUSa U...0 @© 38U, IV, J80;
(TTL) U&@'U,US@S.

USoo @& @eUSesa: U...ouU, @ @8V, 082U, o@se; @8U, 00 @8U,22U...UtUS 28U, @°US
USzrzrU, U... @ @' Ut @8V, 3-U1as2 31Ut @@@sa U... DNSU, U, FQDN @§U, &°US
... 20'p+USU@UT U@US U...0-U...U"2'00 Ufps0 ! Ut@sn? 380,00 " UFfd©. US@?2U...
@U, FQDN @ @°'UfU, @ U @+US 2¥U...28 @'Ut0~ @8Ut0*U+08d; @uU,B80US@0©
U...2=U,0° 28U, 080°0°U,0u280i0CE @£U" @'Ut@~ @8Ut@°U+@80; BuU,080US@O©

U..0 20 980,28 U,08@; (TTL) U,0¥0 @®®8U, IP @8U,0°US @2U... oU,Ut0E
@£USU+U...28 US@O@ @« @£U°U, 8.

. (P¥2REUSPED+US) o0 @ UfasaUtosae @8u, U @sa-Utgo @sU,U...a-U, U d'do
U...Ut @80, U,a82'0...00 38U, U...03p5000 U BESTU€ U0 @¥U,U%0 U080 ! U...00
Uf280 ' Ut@80° @8V, U 083-Ui@© @8U,U..00 @ 0© U @*@£Uf@™ U...Ut
o¥U...Uf@s8UtUS@© @8V, U @uU"U, @¥U,U% @®@§@ U... DNS U...Ut @®U,d8U,
?8U,U"280-Ut0© (28U,U"080-Ui08@%) @8U,U..00 @ QO:

7 '@8U0, Ut2*a @0 U, BEG-U@?@© Firepower Threat Defense 6.3.080E @¥@°@§ U, U... USZAU...
o USE U @sa-Ut@szr U"aU ... 3'@-USU, @8U, U 283-Ut@0 @8V, @0 @®USH ST

U, U, 00« Z'Ut DNSBE USSP B« ZP@U, USU, DNS @'F '@+ @EUS U @80-U00 @3AafU... Ut
@80, U g80-U100 08U, 270 @051 500 (US2U... 200" USU, 28U, @EU... @+ dnsdomain-
lookup any).

¥z 38 U, U... 20,U... 3 PoT VST BEUS U gsd-Ut@sarae” U0, U... @30, U...
@'@?...UfUSUT @ @« DNS @U, U%. @8V, U"B§@3-U 120 B8V, 230 B®U SO STOBE U@ ¥ Ut
FTD US@*020®@ U... -0~ U"U, @2U"@-USUt @8U, 0 USQsUt@§0° U,0°00 US@™

28U, U"080-U100. @¥@°@§ U,U... USUFUT UtUt@8USf 0°0-080 " U,0CE Ue@¥UTUT
US2*020®@ U... 2-0 U U, 0°U"@-USUt @8U,0¥0 B80+00.

. (D¥PeZUSBEB+US) 90 @ @?U...UfUSUT @'@3« DNSU...Ut 3®U, 28U, BRASUTE0
28U, 280000 Sp8a+ BEUSET2S U, U, U 0sa-U1a0 @8U, 230 o USaliSoo

o¥@°@s @?U... @?U...UfUSUT Ut@° @8 @8U, IRUSDED+PE USZRZPa®d U... "@8U, & U@ D8QD"
@'Ut @2Ut@ US@~ FirePOWER" UfU, 28 U...UT U"080-Ut080° @8V, USBSUTD8QD?
?8U,U..00 0 00 U U 080-Ui@© @8U,0°0 d®US@u U0 U,00 DNS. @*0£Uf@™ U...Ut
@2UfU"USUt @'UtU"@8Ut IP U,U"@8@2-U0© @8U,2°0 @®USAu @'U,U% OuUeB00
28U, 0£0-Ut0°00 > O¥YQ 080+00© @§U,D£0-UiB*00 > 0°0@+USQ+ 98U, D-UtBs0? >
28U, U 080-Ut080°.



@8V, 20@-U @0 3. 22U fU"USUT FQDN U, @ @'Uf@0 @8U, Ufasaiut

28U, U, @¥0, U% UfoS0I01080° > 0¥ 080+00 08U, UfZSBIUTEE 21U... Ut Ufosaut
280,92 @'V 00 00 & PRUSHED+ FQDN.

Edit Network Object

Mame: obj-talesinteligence. com
Description:
Metwork: Host Range Hetwaork = FQDN

talesntelbgence, coem

.ﬂl Mt

Yeu can use FODN netwark objects in access and prefilter rules only
Leokup: Resohve within [Ped and 1PvE w

Allew Overrides: [

« USZAU... o¥UtD 28@i U...0'p+U€@ U€©0+USO™ 32 @@ @'Ut@ U...08 USU,UU...
280,U..0°0°0®0 U... 0" @¥Ut0 08@; Uf@8@ ! Ut FQDN

« USZU... o U€0" Uio°0s @8U,U..8'3+U€ U..Ut FMC @¥U,U%o0 UfU, U...Ut LINA U
Snort

« U@US LINAGE USU,2°@+Ut U+@°28 @8U,U..0'0+U¢ @ 08U,Uf080 ! Ut

- U@US 280,20 @®USO+@E USU,0°@+Ut Ut@°28 @8U,U..0'0+U¢ @ U,080'0 0©
@8U,2*QUfU... @ @8U,U"@uU"U, @8U,2°US @°0U...U, Ui@°@§ @8U,Uf@8@ ! Ut

@80, 2®3-U"30 4. Z¥U 1D @80; U, 0800 20 @dUfU... &'@8U, U dW U,

YUt D80 U, 08D B0 O d8BPap®D @8U... Uf@8@'Ut FQDN @8U, 3*@8@ U, U Utd @+
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m Security Inbelipence  HTTP Responses  Lopging  Advanced

iy Fiter by Device  Show Rube Conflacts 4

1CHP_lin_ps_win oba Do b Cutdade

3 DSl _ta_wan o gt b Cts=e g UDP (170162

et A Ruke o b Cotepony

U...U, 3800, @0: USSP B« 38U, U...3«USU, @80, BEUU, U...Ut 23U, USU, FQDN @Utd~
Uta' @+ Uf2s§@'Ut FQDN U€US UtUi@- @8U,0°@UfU... U€US @8U,U@uu U,

@80, 2?0, U, U...Ut 28U, 3@D0©

PEGTBRD U... U108 38U, U, 2%U... U, Z@EUfUSE @'U...U, @8V, U fU"USUT @' UfU,
P@USD.

« Ut@°@s UtU" @8U, 2?UfU USUT @8U, PEU"U,US U, FTD U,@'U, U@ @+ FQDN:

aleescob# show run dns
DNS server-group DefaultDNS

« Ut@r@s UtU” gsu, 22U fU USUT @' @' Ut @+ FQDN:

aleescob# show run dns
dns domain-lookup wan_1557
DNS server-group DNS_Test
retries 3
timeout 5
name-server 172.31.200.100
domain-name aleescob.cisco.com
DNS server-group DefaultDNS
dns-group DNS_Test

« U@Vt UUS 80U, @-3+USU, 3o BsU, 2US USE '@ U™ @'U+ds Uf@sa'Ut FQDN U€US
LINA:

object network obj-talosintelligence.com
fqdn talosintelligence.com id 268434436

. QW@ Ut @+Ut @'o8U, U€0'U,0CE UiUf°08 20 @ U U880 ! U...00
@80, U @pU U, @¥U,U%0 FQDN U€US LINA:



access-list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL
access-list CSM_FW_ACL_ advanced deny ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.cor

- Utzras U...08 220 @ U @0, USUT U€US Snort (ngfw.rules):

# Start of AC rule.
268434437 deny 1 any any 2 any any any any (log dcforward flowstart) (dstfqdn 268434436)
# End rule 268434437

U...U, 2800 @0: U€US Ut0°0§ @8U,0°USUt08@+USUBE Utd 0+D8
U,282°0°0®@ @8U... Uf@8@ ' Ut FQDN U, U, U 0-Ut@03E US@U... 0¥0 B+B80-Ut
@'U,U%0 @£UtU+ dstfqdn.

« P¥UT USU€@O0u PEUTD? @'0+09 dns U @£0 " @ US@? fqdn @£U...0+0E @£UTD?
US@*0°@-USa" U,2800 @ @£Ut @8U,U...USR*00 @0 @f@* @£Ut US@U, @8U, IP U,
tallosintelligence:

aleescob# show dns
Name: talosintelligence.com

Address: 2001:DB8::6810:1b36 TTL 00:05:43
Address: 2001:DB8::6810:1c36 TTL 00:05:43
Address: 2001:DB8::6810:1d36 TTL 00:05:43
Address: 2001:DB8::6810:1a36 TTL 00:05:43
Address: 2001:DB8::6810:1936 TTL 00:05:43
Address: 192.168.27.54 TTL 00:05:43
Address: 192.168.29.54 TTL 00:05:43
Address: 192.168.28.54 TTL 00:05:43
Address: 192.168.26.54 TTL 00:05:43
Address: 192.168.25.54 TTL 00:05:43

aleescob# show fqdn

FQDN IP Table:

ip = 2001:DB8::6810:1b36, object = obj-talosintelligence.com, domain
FQDN-ID = 268434436

talosintelligence.com

ip = 2001:DB8::6810:1c36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 2001:DB8::6810:1d36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 2001:DB8::6810:1a36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 2001:DB8::6810:1936, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.27.54, object = obj-talosintelligence.com, domain = talosintelligence.com

FQDN-ID = 268434436



ip = 192.168.29.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.28.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.26.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.25.54, object = obj-talosintelligence.com, domain = talosintelligence.com

FQDN-ID = 268434436

FQDN ID Detail:
FQDN-ID = 268434436, object = obj-talosintelligence.com, domain = talosintelligence.com
ip = 2001:DB8::6810:1b36, 2001:DB8::6810:1c36, 2001:DB8::6810:1d36, 2001:DB8::6810:1a36, 2001:DE

AN

- o¥@§U,U.. P U0 0¥ U080+ U080 ! U...00 @8U,U@uu”
LINA@CE USU...UfUtUS U...U, 2800 0© @8U,0¥0 @®D8U,080° @8U,
U,UfU, @ U,00 U@U @ U"2'0 @ U..0+080° @8V, U @uU"U,:

&UsS

l:JII
U..U"2°0"'00

U
.U

firepower# show access-list

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

line
line
line
line
line
line
line
line
line
line
line
line

10
10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556

any
any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

object obj-talosintel:

fqdn
host
host
host
host
host
host
host
host
host
host

talosintelligence
2001:DB8::6810:
2001:DB8::6810:
2001:DB8::6810:
2001:DB8::6810: 1:
2001:DB8::6810:1¢
192.168.27.54
192.168.29.54
192.168.28.54
192.168.26.54

(tc
(tc
(te
(tc
192.168.25.54 (t:c

« UfU...08 UtU" U...U 212 U€US @8U,0uU"0+00BE USU@ D U, O¥O®DD " @80+
?8U,280*0u@8U, @¥U,U%o talosintelligence.com Ut@ @+@8§ U,U"@-U"@~
0*@-082"U, U, FQDN U€US U,289 ' U...0© @8U,U"@uU"U,. @'U...U, @*QU,USU, DNS
U..Ut@° 00 @0+ 222U..00 ICMP @ U @80°@-@© FTD.

3 |ir|-| talozintell i-|r'I|| il . DM

ligence.com [192.168.27.54] with 32 bytez of

data:

- 3@ U..0+@8@P@8U, U W U, U...UT LINA U,@22U... ICMP @8U, 23US @?U...
o¥o+@3@8U,Ut@8 U...3*0 U, 28:



access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

line
line
line
line
line
line
line
line
line
line
line

10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556
lan_v1556

any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

access-list CSM_FW_ACL_ line 1@ advanced deny ip ifc lan_v1556 any ifc wan_1557 object

fqdn
host
host
host
host
host
host
host
host
host
host

obj-talosintellic
talosintelligence
2001:DB8: :6810:
2001:DB8: :6810:
2001:DB8: :6810:
2001:DB8: :6810: 1:
2001:DB8::6810:1¢
192.168.27.54 (
192.168.29.54 (
192.168.28.54 (t:
192.168.26.54 (
192.168.25.54 (

« USzRU... @8V, 27U, 080 B-U, & @8R ICMP U 2¥a U1@8@+U1@s USZRU...
¥RV, 983-Ut@8 U@ US U B80-Ut@© @sU,8 @®U"U,,:

aleescobi show cap U€US 13 @@2U...90© U...U,2°U,8-0© 1: 18:03:41.558915
192.168.56.132>172.31.200.100 ICMP: 192.168.56.132 UDP U...USUt@8@; 59396
US@°@'@°@+ @8U,U@uU"U, @¥U,USUT 2: 18:04:12.3212692.166.16666.1666161663>13
72.31.4.161 icmp: @-U,@" echo 3: 18:04:12.479162 172.31.4.161>192.168.56.132 icmp: @+@ "
?8U,080+0°0 @80 4: 18:04:13.309966.192.166.132>172.31.4.161 ICMP: @-U,@"

08U, 080+0°0 @8Q : 18:0:4 3.462149 172.31.4.161>192.168.56.132 icmp: @+@ " echo 6:
18:04:14.308425 192.168.56.132>172.31.4.161 icmp: @-U,@ " echo 7:
18:04:14.47542172.31.311.311.11.1112.11112.3.111111112.162.12.12.162222622.12222192.168.56.
icmp: @+@ echo 8: 18:04:15.306823 192.168.56.132>172.31.4.161 icmp: @-U,@ " echo 9:
18:04:15.463339 172.31.4.161>192.168.56.132 ICMP: @+@ @8U,280+0°0 @8@ : 10:
8:04:25.713662 192.168.56.132 > 192.168.27.54 icmp: @-U, @ echo 11: 18:04:30.704232
192.168.56.132>192.168.27.54 icmp: @-U,@ " echo 12: 18:04:35.71144801 2.168.56.132 >
192.168.27.54 icmp: @-U,@" echo 13: 18:04:40.707528 192.168.56.132>192.168.27.54 icmp:
@-U,@" echo _Cob# sho cap asp | U€US 192.168.27.54 162: 18:04:25.713799
192.168.56.132>192.168.27.54 icmp: @-U,@" echo 165:
18:04:30.704355192.168.56.132>192.168.27.5440icecho: @8U,@-U,D " 168: 18:04:35.711556
192.168.56.132>192.168.27.54 icmp: @-U,@ " echo 176: 18:04:40.707589
192.168.56.132>192.168.27.54 ICMP: @-U,@ " echo

- UterUt UtUS 98U, 2-2=US0, 0 28U, 2703 USo e U™ @' Utes @80, 270°0 o U, BE0D
@220... ICMP U2 Ut:

aleescob# sho cap in packet-number 10 trace
13 packets captured

10: 18:04:25.713662
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

192.168.56.132 > 192.168.27.54 icmp: echo request



Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.57.254 using egress ifc wan_1557

Phase: 4

Type: ACCESS-LIST

Subtype: log

Result: DROP

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced deny ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.cor
access-list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory

access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL

Additional Information:

Result:

input-interface: lan_v1556

input-status: up

input-line-status: up

output-interface: wan_1557

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

. O¥3°@8 UfDsUT @8V, D¥D-D+DED; D8V, BRDEBD U, 35D B3O @8V, U fU... U€US
@8U,U@uu"U, U..2°0..U0"008 @ UiBE UeUip°?s§ U...0«@8U, @'U,U%o
Q¥P®V+P80- @ @'U... @8U,Ut0,08U... U,0-0 @80+ @U...88US@O-U...0@+Uf-
2*0uoUSP B8U,P£D®D- B8

> system support firewall-engine-debug

Please specify an IP protocol: icmp

Please specify a client IP address: 192.168.56.132
Please specify a server IP address:

Monitoring firewall engine debug messages

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I @ new firewall session

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I @ DAQ returned DST FQDN ID: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I @ Starting with minimum 2, 'FQDN-ACL', and SrcZone first wif
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I @ Match found for FQDN id: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I @ match rule order 2, 'FQDN-ACL', action Allow
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I @ MidRecovery data sent for rule id: 268434437,rule_action::
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I @ allow action



192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I @ deleting firewall session

« oWUtZ Ut @+ FQDN Ufg-@?d;i U...Ut @18U...U, o€ USo0o U..0%3 U,
(FastPath)@E UtUf@°08 2°0 @ U~ U€US @8U,U,U"@8@'@™ ngfw.rules:

iab_mode Off

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268434439 fastpath any any any any any any any any (log dcforward both) (tunnel -1)
268434438 allow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268434438 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268434438 allow any any any any any any any 47 (tunnel -1)

268434438 allow any any any any any any any 41 (tunnel -1)

268434438 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

« U...Ut U'@-Ut@go Ut@ @+ LINA U...a @2°U...00 U... 03P @

Phase: 4

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip any object obj-talosintelligence.com rule-id 268434439 event-:
access-1ist CSM_FW_ACL_ remark rule-id 268434439: PREFILTER POLICY: Prefilter-1

access-list CSM_FW_ACL_ remark rule-id 268434439: RULE: FQDN_Prefilter

Additional Information:

282300 fo ?58U€ O8U, O£0®0-080; U 0¥0uU, 050U+08
1. @80, 22U fU"USUT U...Ut FMC
« @V, U, U...Ut @2UfU USUT @8U, UtU1@- U O¥D'D 080 @822 3@@D8D U... DNS

@ UfU, Z@USD
. @80,2700,0, U...Ut Utg-250 @80, UtD o+

2. Ut @+ @8V, 32U, U, U...Ut FTD

« U,U... 327 @PUSU, show dns U show accesslist U, U...2'@+U@@0© U...08 2¥0°0§ @°U...
@U, FQDN U"2°U"0°0'00 U,U"080'0" @8U,0°US@80+ @8U,U..0°0+0 @

« U,U... 2% 2°USU, @80, 30+ @°0 @°USU, @ @' Ufoo @8V, Ufasaiut U, 3803,
ZEU@U, ?8U,U..0'0+U6 08U,U..0+0°0 " 0- @~ @8U,Uf@8@ ! Ut (U,U, X
U,U,U..0u0 @1) o o

« U,U... 3@ 2°USU, show faqdnidx U, U, 2330, U, U...UT @U, FQDN @¥U, U%o IP



@8V, U...0@ @+ '@ UfU, o@USD

- @80, 270U, U, U...U...08 o¥z°as Ufasut U...U, U€ ngfw.rules US@@2U"US @'U,,U%o
U,080'0 @© AC @"U...0'0+U€ FQDN X UfU...0u0 @+ o o

« U,U... 2% 2°USU, Po@USO BEGRD-28D; U...00+U f 3-@ 080+ @8V, 0U ... a8USBO
U, g @W... @80, Utd @8U... U"gau, U, U...Ut @80, 8UfU... U, U% 28U, 2*3-UU,,

2°@-U...0521 U...0, U 050° O£0°0°UF0 0506 OLO®D-050; FMC
U"@¥@uU,050U+0s

USgaU... @32-U...US@ @-U...USE: @sU, 2*a-U, 8@ @8V, U...a-U, U"d'@o U...Ut
PEFFV [ B8V € DED®D-B8D; FMC U @¥@uU,280U+@s. U,0°0-U...USa" @-U...USo’
08U,2°0-U,2802 @8U,U...UtU...00 U..Ut FMCOE U,U... @~ @0 @°USU, O£0°0Uf0 08U
28U, 0£0®@-080; U"0¥ouU,080U@§ U...Ut U"28@-Ui@© ?8U,U...0°0°0®@0 U...
?8U,0+2°U"U...US@© (GUI) U, FMC. U@¥U, @8 U...Ut U...U"@-U%f FMC Linux@E U¢U,U...

@ @@ @°USU,, sf_troubleshooting.pl. 2¥@°@§ U"@0-0 @ U...8'UfU, 200 E US@+B-U%o
Q¥0+D*?8U, BP0 UfD 08U € D£D®QD-08@; FMC U @¥@uU,B80U+08

2" 080°0*0®@ @8U... @8U,0°U,0+US0+ @8U,0®38@u @ Uf @¥U,U%. U...0+Uf@?

28U, U...2°080'0 0© @8U,@°U,UtUS@© (TAC) U...Ut Cisco.

@PD-U, D8R FMC

@szeU... U...U,Ué 38U, 2°0-U,/U..U"U,0"'Ut |@8U,2°0+D1

/opt/CSCOpx/MDC/1log/operation/vmsshareddsvcs.log UfosU€ 20 U...Uf@sU,U...08@° API

/var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log||Uf@SU@ DO U...Uf@8U,U...08@° API

@@V, D80 P¥U 1D 980 U @80-U1@0©

/opt/CSCOpx/MDC/log/operation/vmsbesvcs.log oD O+ ng QEUA®§U @+ (CLI)
/opt/CSCOpx/MDC/tomcat/logs/stdout.log @-@°U" 2 @8U,U, D
/var/log/mojo.log U...U@g-U" U, U Ufa®

oG-+ 283; U...UfasU, U...082R

/var/log/CsMAgent. log 280, 3+ 25000 @'USUT CSM U” DC




/var/log/action_queue.log

@*a-U, U,082U...00 @8U10D, @80+
DD~ D+ D80 D8 DC

@8V, U...0'@8UfU, D8V, D B8D\D'DOID+B*D8D\U, DU, DRD-DE

Uiz°Ut UtUS g8V, ERD-B8Di/@8U, 333@° U Sp+@s8@? @3sU, U...@'g+U @30 U€US

U 082-Uioo @8U,U..2°0°0®0 U... U,Uf@8@ ! Ut FQDN UU...2-U..U"@'go

PeU"@80 U... DNS U 0¥D'@ 080 @§@° DNS:

DRD-DEITDD°USD+

@8U, Z*USU @83+ USU”

28U, U g€

¥, P80...
?8U,U... BRI U.

[ B Invalid default domain value ]

U,USU...00 @8V, U...0-~38U,

@8U, U... 3T U...

@' @UfUUSUt

@8zrU... U...a-a80,

US@Zr0"US 28U, @82°U.... 21U, U%. BEDZ+U€ U..0°720...0, z"U..2°0.. 02"
@°US@+ Ou@USPQRE. USO-0 " PEUt 0°0 0 OFf el .
28U, 0£0°0...050; @ 28U, 00+U"Ué %$+U§UB§§®3U"' 280, 20+ U U@
Q8U,0£0" @-0 USQO @£V~ @8U,0°0%0-USO+ + 0P U @sU,00"
2«U... 0" @'@" @°U,Uf 0¥U...08 @8U,00+U"Ué 08U, D£U,0uU%0
@8U,0£0" 0-0 US@© @8U,0+U,U...US@O© B£U" U, U, Uto-@sU,.
?8U,00+U"U€¢ 08U,0®0080u00. ((0E_OE+DE.)
o 2¥2'U,28U. .. \
uUsU, U U... @80, U...3*3eT U.

7 @80, 2a+U U
@sU,U...0%0..U"@
@ Ui@s

U,U... USZ?U... 2320 UST Uf@8aiUt U @8@-Ut@0
U, DNSU@US 0¥0'0 080 @8U,Uto 08U...

08U, 0£0°08@3US 'mzafiro_platform_settings'.
UeUS 228U, 00 @80, U...0°080 @' @O E

U,2-U12822 U...08
3D 6.3

U, 2800 0°0+0809 U500 0°US@+ @uasy,000 |2°USs: @USDH N \
38U, 28U @ D*0+080USOO @°USD+ OudsU,d0 @ 0~@sU, Ute-osU,
@8V, 0£U,2uU%o.
Errors and Warnings for Requested Deployment Qaq‘@a@@%)é@i R
o 280, U...0°°pRd U.
Severity  Device  Policy Duettakls U”L‘J‘USQQ_W . UUT QEUT DNS
stforr HglwPFSettings ®§l:J,LU‘...Q3g_U...
Batting Ticraaie M DEUS U 080-UT80 @PUSZAU...
U, U, 00« gt 33" USU,
@8U,U...0-~38U,, U @80-U100 00O+

@8V, PEU"D8U... O+
U,U...g-U...U"2*30
28U, 2RU 8T U...
U, 2+tUST @8




@3US@aU... U,0+USQ " 08§ O¥YD-0+D80; @8U, D DD«
@'Ut U...0-08U, DNS @'U,U%o @-U...US@'
28U, U " 080-Ut@80°

L‘J,,@{J...US@}
@8U, U @80-UDs7R

Errors and Warnings for Requested Deployment
One or more selected devices have warnings. You can still proceed with deployment
| Severity  Deviee  Policy Details
banfouga PS NgfwPFSettings

Warning
: Mo Interface Object has been selected for the DNS platform
satting 'P5'. If proceeded, no DNS server-group with
‘ODNS_Groupl” will get applied.

U,U... USZU... 2200 UST U f2s@Ut U @8d-U1@0
U, DNSU€@US 0¥0'? @80~ @8U,Ut0,08U...
@8U,0£@°*@8@3US 'mzafiro_platform_settings'.
U€US 2@8U,00 @8U,U...0°080  @'0©0C U, Ut
US@2U... 2°0-@"USU, @£US U...0-U..U"0'0©

U,U... USoa &

@80, U...3eT U...

®£U§ UA®§®—|U\¢®©
U,U, 3 00« Ut
@8U,U...0-08U,

U, 3-U308@” 6.2.3

o... oD U5+
28U, U...°gr0Ra U.

@£UT DNS

U 280-U100 ZPD-O+
@8U, eV D8U... O+
(CLI) @8U, IRDSD@C
gU..z-U..03@go
@8U, 2eU s U...
U, USzrae

U

@®U"@8@ U... DNS U...2" "DNS" U,@+USQD " @8 D8V, H¥UTD D8Di.

U©0o°U, 05U, Ut0 0+
UtD PRI @8U... FQDN U€US @8U,UtUi0- @ 0®U,28U¢ UtUi@- AC/UTUID-

?'98U...U, 28U,2°0uU€eUS@o ?8U,U...2°0 " U,0E USU...UfUt 20~ U @« Ui@°08§
28U,000-0f U 0¥0,Ui0sd+Ut U€US U"080-Ui00 U...0°0°0®2 U... FMC:

© Deployments || ¥ Health | Tasks
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