luveesle IJodlb IsSle g cosss FirePOWER

| 9300
el dole 1wl w.sé
lleclo ol
lledacle | 22308
I I pwl w56
Iz 2i06 FTD
Lo das
I lJogbshb Js
I lwegsle Lol o2, |
el ol i wl_w.sé
laclo Jolc
IJzJ
I | NRERIYs ol
loclo ol
Lz
l0¢,J8 glp) ool 56 TCPDUMP
I lwegsle Lo, élb o2,9 FTD LINA
loclo ol

Leclo ol




S9u2e 03l IJpuwows Jsdsé luwegsle Joble "lUsBle g wosss FirePOWER (FTD)" slJixsle
l\JPU"’IE-)é JCJQVE_ I'-JE)P

Iecbdole IJlul jusé
lJpobdolo

Jl o9z pobbdole gluosé Josl Idpuuwaws.
IJedoule [Jpuuegsps

ouvows Idpedspele 1Jgl)o WBs 03l Idpuwews s luesble Idwlee Ioldso:

+ ASA5515-X IUss sgpd voyulez FTD 6.1.0
* FPR4110 IJ>s suved wyulez FTD 6.2.2
+ FS4000 IJos wgpd wouulpz oY) IbLy6 FirePOWER (FMC) 6.2.2
op logvle Up&.Jg,olu |,J_9|J)o WIS o3l IJpwews pu I.JlaoJo 1J 092926 WS wSiS6 pgpdso gluoo.

u)lu E_rOgSE_ |.J|E_OJO |.Jf0.__)Uua)|00 k9..S o5l |.Jrouuuu) uudngU forouuja (ldu)lkpgS) l)l \Jluu

peJ9ple luwlgwsd
oelJzé 2506 FTD

sop &2 peldes ties FTD Jol sdss:

— -‘
- Snort Engine Smort Verdict 1
ASA engine J, ASA engine Interface
=3 e
]

1. $¢d sob 1Upsgd Sbu 9speldes o IJ LINA oz, .

2. 131 Iy Iduoz swlbde Beuo 1Jeieé wsluwbs pzd IJubgs).

3. woee e Iduies) edel JJeies. )

4. 389¢ pod LINA Cluudlb 1506 19 lehs wozsool wuls gds 81 Snort.

lovoobl s Idouss IJpgpbss spdo IJodlb FTD Ws oo I.Jiloldg,:



Snort-level capture
({'capture-traffic’
command)

*Malwale " e

pReF RO Snort Verdict " LiNA-level capture
("capture’ command)

Analyze

Defrag Policy VPN Decrypt

lJodosy

lLuwe dotbsbs Jduveds

FTD-5515X G

Host-A G0/0.1577

62 .62 7 D

192.168.103.x/24 192.168.101.x/24
T T T L

0/1 Host-B

lJeed luwesle IJo@lb po)d Iduizs)
|Jf0QJDJs._J|Q |J|L)u|w§o
ould Lusluwd IJozgde Ss 1dsoed (ACP) pbbws eds FTD ldes ouwer Jesds 09

w290999d Huwlisd 1dozde B 1Jloc,ow (ICMP) Llde)9s: 9see wbousd odo Iduwsluws ls ol
eds vog IJobuad:

Crverview  Analysiz R ISCEN Devices Objects = AMP

Access Contrad » Access Contral Metwork Dscaveny Applcaton Detectors Correlation Achans v

FTD5515 - L cancul |

Ifentity Polloy: Hons S5L Palloy: Hone
Tg Inhenitance Sottings | [F] Polcy Assgneants (1)
m Security Intelgence | HTTP Responses | Advanced

B Fitar by Devico & Add Category ) Add Ruls | Sesrch fuses
" " . " 1 .

w Mandolory - FIDSS15- {1-1)

I ABow [CMP 1 2 192,160, 100,024 52 102.168,108.0/24

w Dofaull - FIDAS1S (<)

Intrusion Policy

D il At Accass Controd: Bk AN Trahhe b

fus gectmen, Add Rule or Add Categony

lJeobdole



1. opdso IUIJodlb gds 9,oe CLISH J FTD wasw glod cuolbss.
2. 2ol IJlouold o #JIJ FTD sldezdd po ldpizle IUpdedlbos.

lJzJ

1Jgb96 1. Gp wouwzsd 1Use9d 1 9236 wzde FTD i SSH 1w 9lz08 BR1 90 pdso lJIJwlb
eJs 9uog CLISH J FTD w9y gled wuobss.

<ttroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

bs FTD 6.0.x 1Jio):

<ffroot>
>
syst em support

capture-traffic

IJg1o96 2. ool Idleuold po I FTD 9ldezdd eo IJIE)lz IJpdedlo.

<#froot>

>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?



Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options:

12: 52: 34. 749945 | P ol ab- vl 603- gw. ci
12: 52: 34. 749945 | P ol ab- vl 647- gw. ci
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci
to exit press CTRL + C

/\C <-

SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.

com
com
com
com
com
com
com
com

V VVV VYV VYV

ol ab- vl 647-gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647-gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647-gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647-gw. ci
ol ab- vl 603- gw. ci

Jeed wluvopsle IJodlb p2rd 1Juigs.)

lJpobdole

SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.

com
com
com
com
com
com
com
com

| CvP
| CvP
| CvP
| CvP
| CvP
| CvP
| CvP
| CvP

echo
echo
echo
echo
echo
echo
echo
echo

request, id O, seq 1, |
reply, id 0, seq 1, |enc
request, id 0, seq 2, |e
reply, id 0, seq 2, |enc
request, id O, seq 3, |e
reply, id 0, seq 3, |eng
request, id O, seq 4, |e
reply, id 0, seq 4, |enc

1. 8p wopdso IlJedlb eds 9 oe CLISH J FTD Cluwoisle glod ouobss J IP

192.168.101.1.

2. lzeoly Ileuold po JIJ FTD sldezdd po 16z IUpdedlo.

lJzJ

IUs 96 1. 3p wopdso IUIUeEb gds 9uoe CLISH J FTD Cluveésle glod ouodss J IP

192.168.101.1.

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router

SeTlection?

1

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options:

host 192.168.101.1

lJgb9s 2. ool IUleuold pu gJIJ FTD gldez 8l pu ldpesele ldpdedbs:



13:28:36.079982
13:28:36.079982
13:28:36.079982
13:28:36.079982
13:28:36.079982

IP olab-v1647-gw.
IP olab-v1647-gw.
IP olab-v1647-gw.
IP olab-v1647-gw.
IP olab-v1647-gw.

cisco.
cisco.
cisco.
cisco.
cisco.

com
com
com
com
com

V V. V V VvV

olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.

cisco.com:
cisco.com:
cisco.com:
cisco.com:
cisco.com:

ICMP echo
ICMP echo
ICMP echo
ICMP echo
ICMP echo

reply, id 3,
reply, id 3,
reply, id 3,
reply, id 3,
reply, id 3,

Sedud luweesle ¢sh N Udss 1dpuosad shdle 1Upulds wouuwsd des. eds uvosd
lJpeoldc sop & IUIdoslb Idgwlo g eds Idues Idolds:

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options:
-n host 192. 168.

13:29:59.599959
13:29:59.599959
13:29:59.599959
13:29:59.599959
13:29:59.599959

loeJs glod wuobsé TCPDUMP

puld 1:

101.1

IP 192.168.101.1
IP 192.168.101.1
IP 192.168.101.1
IP 192.168.101.1
IP 192.168.101.1

192.
192.
192.
192.
192.

168.103.
168.103.
168.103.
168.103.
168.103.

R

ICMP
ICMP
ICMP
ICMP
ICMP

echo
echo
echo
echo
echo

reply,
reply,
reply,
reply,
reply,

id
id
id
id
id

(G2 RV, R, R, RV, |

seq O,
seq 1,
seq 2,
seq 3,
seq 4,

Tength 80
Tength 80
Tength 80
Tength 80
Tength 80

seq 0,
seq 1,
seq 2,
seq 3,
seq 4,

>¢Jo inorder to g Js @wo srcip lg dstip = 192.168.101.1 9 src psule I9 dst psole = TCP/UDP

<{froot>

Options:

-n host 192.168.101.1 and port 23

Ten
Ten
Ten
Ten
Ten



psld 2:

>¢Jo inorder to gJs §wo Srcip = 192.168.101.1 90083 src = TCP/UDP 23. o3l I

<#root>
Options:

-n src 192.168.101.1 and src port 23

lJpeld 3:

>¢Jo inorder to g Js @wuo Srcip = 192.168.101.1 900,183 src = TCP 23, o5l 1

<#root>
Options:

-n src 192.168.101.1 and tcp and src port 23

puld 4:

oWy inorder to gJs Buuo sreip = 192.168.101.1 9,lze 1J MAC gu9lo pu Iyub IJgsl) e
9lsgd 03110

<#root>
Options:

-ne

src 192.168.101.1
17:57:48.709954
6c: 41: 6a:al:2b:f6 > a8:9d: 21: 93: 22: 90,

ethertype IPv4 (0x0800), Tength 58: 192.168.101.1.23 > 192.168.103.1.25420:
Flags [S.], seq 3694888749, ack 1562083610, win 8192, options [mss 1380], length 0

p&lJ 5:

s¢doinorder to g zo wes o gds Buuo lue 10,0k 03l p):

<tfroot>

Options:



18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

10

12.
12.
12.
13.
13.
13.
13.
13.
13.
13.

ol 6:

src 192.168.101.1

749945
749945
949932
249971
249971
279969
279969
309966
309966
349972

IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

101.
101.
101.
101.
101.
101.
101.
101.
101.
101.

PR RPRRRPRRPRRRRBR

.23
.23
.23
.23
.23
.23
.23
.23
.23
.23

V V VYV V VYV VVYV

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

103.
103.
103.
103.
103.
103.
103.
103.
103.
103.

RRRRPRRRPRRRRR

.27287:
.27287:
.27287:
.27287:
.27287:
.27287:
.27287:
.27287:
.27287:
.27287:

Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags

[.], ack 3758037348, win 32768, Tlength
[P.]1, ack 1, win 32768, length 2

[P.], ack 1, win 32768, length 10

[.], ack 3, win 32768, length 0

[P.]1, ack 3, win 32768, length 2

[.], ack 5, win 32768, length 0

[P.], ack 5, win 32768, length 10

[.], ack 7, win 32768, length 0

[P.], ack 7, win 32768, length 12

[.], ack 9, win 32768, length 0

sedu inorderto Jooo ldoglb |Us puys pg lJluwpe capture.pcap souweo pu eJIJ FTP IJs olbd
wEs> 03l Iy

<ffroot>

Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture

> file copy 10.229.22.136 ftp / capture.pcap

Enter password for ftp@l0.229.22.136:
Copying capture.pcap

Copy successf ul

IJg pd wluwogsle IJodlb pz,d FTD LINA

lJpobdole

1. opdsu [Jogbsy £Js FTD Cluuedsle g9led IJouoss IJoldss:

IPlde o>, 192.168.103.1
IP 1J9god 192.168.101.1
lJen9e9dsd |[ICMP

lJ9lzod slgd




IP1Je o>, 192.168.103.1

IP1J9zod 192.168.101.1

IJes9e9dsd |[ICMP

lJ9lzod ¢be

2. gooh dlouold pu 1Jpuos9-A (192.168.103.1) |Js 1Jpuos9-B (192.168.101.1) sldwez 88
ou lJolblo.

lJzJ

lJgb9es 1. wpdsy IUIJoslb:

<#froot>

> capture CAPI interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1
> capture CAPO interface OQUTSIDE match icnp host 192.168.101.1 host 192.168.103.1

1J21096 2. w28l pu IJodlb slzes Lulb, 1Jigle, (CLI).
ool IUleuold 0 1deunsd-A 1 1 ossd-B:
Civlsersseiscorping 192.168.181.1

Pingaing 192.168.181.1 with 32 butes of data:

RBeply from 192.16B.1681.1: hytes=32 time=4dms TTL
Heply From 192,168,101 .1 hytes timne=oms [1L
Reply from 192.16B.181.1: hytez=32 time=1ms TTL
Heply from 172.168.181.1% bytes=3: time=1ms TTL

<#root>
> show capture

capture CAPI type raw-data interface INSIDE [Capturing

- 752 bytes

1
match icmp host 192.168.103.1 host 192.168.101.1
capture CAPO type raw-data interface OUTSIDE [Capturing

- 720 bytes



]
match icmp host 192.168.101.1 host 192.168.103.1

s2ess Jodbsdlo gds lzzle peodds wuvww sluw Dot1Q gds 1glzos 1Uslgdsé. Jel o9
09,22 IS pold IUIE)lz o3l

<#root>
> show capture CAPI

8 packets captured
1: 17:24:09.122338

802. 1Q vl an#1577

PO 192.168.103.1 > 192.168.101.1: icmp: echo request

2: 17:24:09.123071 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121392 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 17:24:10.122018 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.119714 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120324 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133660 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134239 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

<#root>
> show capt ure CAPO

8 packets captured

1: 17:24:09.122765 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 17:24:09.122994 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121728 192.168.103.1 > 192.168.101.1: 1icmp: echo request
4: 17:24:10.121957 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.120034 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120263 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133980 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134194 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

lJepd wluwesle ldoglb pe,d FTD LINA - o o3, Idoslb g, HTTP
IJpclodole

cuossy e dIble 1es op ldedlbel s 1uvsoliss Jovlod wlovedsle puvetsus.
lJeJ

Jouoss) IUldedlb ulugwodsle pouoldz: weolz lJs:



1. o pdso e HTTPS
2. 1duwplz oldsuosd 1Us HTTPS

vuvdd lBu)los sop websd e HTTPS: 9dl sop Iduwelz wldsuesd:

<#root>

>

show runni ng-config http

IJg 096 1. lowdd IJs 1dizoss > esble IJuble 1Jiguluns: Slod) vog zas>: slgw, leshle IJsusle
cu ldwosso:

Devices [olj[las AMP eploy System Help v mikis v
0N Platform Settings

Object Management

o) New Policy

e

P Firepower Settings

Targeting 1 device Threat Defense Settings

22> lywpe [Juoz 90508 1Jzolj:

New Policy

Name: FTD5515-System_Policy
Description:

Targeted Davices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

4 Search by name or value =FTD5515

U096 2. 3p wopdso ele HTTPS siuow IUubods IUes euss Iduwele Jd oldsosd 1Us zol
FTD g, HTTPS:



Overview Analysis Policies JHESUTLEE Objects  AMP

Device Managerment MAT VPN Platform Seltings

FTD5515-System_Policy

AT RS peiand Enable HTTF Serve 2

Barnner

External Authenbcation ROiL 4l
Frogment Setlings

(L LR |
im 1 Inkerd Hetwork
Secure Shel S—

SMTP Sérver

INSEDE Nt _102.148, 100.0_2 &wa

2b o).

VOGS 98w wuy IJuoz: spJdud wpdsy debug http Jg, o wolss gx06 HTTP:

<#root>
> debug http 255
debug http enabled at level 255.

http_enabl e: Enabling HTTP server
HTTP server starting.

IJooszs £Js 9lz06 Lub, 1Jisle, (CLI) J FTD os:

<#root>
> unebug all

> show run http
http server enable
http 192.168. 103. 0 255. 255. 255. 0 | NSI DE

8oz puvet e £Js host-A (192.168.103.1) 9l wedse euslo URL o3l Jouisd UIdedlb 1JisJ:

https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap.



https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap

€ https://192.168.103.62/ capture/ CAPY pcap/CAP]

-
o e B o

'Opening CAPLpcap
You have chosen to open:
% CAPLpcap

which is: Wireshark capture file (776 bytes)
from: https://192.168.103.62

What should Firefox do with this file?

@ Openwith | Wireshark (default)

Lave File

Do this gutomatically for files hike this from now on.

(o) (Ccomer ]

Jese lJso:

https://192.168.103.62/capture/ CAP|/pcap/CAPI.pcap

IP 1J¢lue wlzes wslule FTD
2SY Sup wpdsy gbe HTTP

https://192.168.103.62/capture/CAP|/pcap/CAPI.pcap

|u.u|o |Juk9”0 FTD

https://192.168.103.62/capture/ CAP|/pcap/CAPI.pcap

e Idpd 1U3s wp wujsdo

IJIJoslb Idelus: iuuoé),o https://192.168.103.62/capture/ CAPO/pcap/CAPQO.pcap.



https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPO/pcap/CAPO.pcap

hitps:// 192168103 82/ capture/CAPO/ peap/CAPO. pcap

You have chosen to open:

% CAPO.pcap
which is: Wireshark capture file (744 bytes)
from: hitps//192.168.103.62

What cthould Firefox do with this file?

@ | Open with | Wireshark (default) %
1 SaveFile

|| Do this gutomatically for files like this from now on.

0K Cancel |

g pd Lluwepsle 1lJedlb 2,8 FTD LINA - oLoss) Iodlb ¢o, FTP/TFTP/SCP
lJpobdole

wuoss) IUIJedlb 1Jelgess B Iduwsubssole Iduwluds wluveisle wascsdsdie
FTP/TFTP/SCP.

lJzJ

oSy IJoslb |Js b FTP:

<tfroot>

firepower

# copy /pcap capture: CAPl ftp://ftp_usernane: ftp_password@92. 168. 78. 73/ CAPI . pcap

Source capture name [CAPI]?

Address or name of remote host [192.168.78.73]7



Destination username [ftp_username]?
Destination password [ftp_password]?

Destination filename [CAPI.pcap]?
NERRR

114 packets copied in 0.170 secs

firepower#

w038y Iedlb |Us ¢le TETP:

<#root>
firepower

# copy /pcap capture: CAPl tftp://192.168.78.73

Source capture name [CAPI]?
Address or name of remote host [192.168.78.73]7

Destination filename [CAPI]?
SERRRRRRRRRRRRN

346 packets copied in 0.90 secs

firepower#

ouods) Idodlb |Js ¢lbpe SCP:

<#root>
firepower#

copy /pcap capture: CAPl scp://scp_usernane: scp_password@92. 168. 78. 55

Source capture name [CAPI]?
Address or name of remote host [192.168.78.55]7
Destination username [scp_username]?

Destination filename [CAPI]?

The authenticity of host '192.168.78.55 (192.168.78.55)"' can't be established.

RSA key fingerprint is <cb:ca:9f:e9:3c:ef:e2:4f:20:f5:60:21:81:0a:85:f9:02:0d:0e:98:d0:9b:6c:dc:f9:af:4
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.78.55' (SHA256) to the Tist of known hosts.

454 packets copied in 3.950 secs (151 packets/sec)



firepower#

Iodlb 1Jgle IJozesd po FTD. 2ldsh gusel czole s gl ozpsd IJIJedlb oo FTD. Bly
luwod bb,586 0 wudsy 030 IUgbgle:

1. pu Lina - copy /pcap capture:<cap_name> diskO:
2. puU g3y FPR - mv /ngfw/mnt/diskO/<cap_name> /ngfw/var/common/

3. pu 9lgod puwuse FMC - ble > Logé > ulus > golj > Iowod il Uiablc sluodlzol
lJpw@5p 9l>¢J <cap_name> W 1z 8d slJoujsd.

ged wluwetslp 1ol aesd FTD LINA - g e 2566 06 p19) 2858

oepdsu ldod@lb gds FTD Clguegsle g9lpd Idouovse IJoldse:

IP1de o>, 192.168.103.1
IP1J9zod 192.168.101.1
lJo 90999 ICMP

lJ9lzod slgd

oowg IJgjed UEP

en e lJooog (100

Swp ool IJlouold pu ldpuos9-A (192.168.103.1) IJposw9-B (192.168.101.1) 9ldwz 89 pu
epdslo IUIJoglb.

lJed

SE> UULE 23pd 2988 eS| 3l Jlpwed suld Teble Idleuold sluadlzel. 909 suwee JI
w2956 JJ IJogddle IUslgdss IJos we) wol IUgpes. §p wluolts JJele “To odluosd
lJoowg 9235 £33 1dzie Idos oyss cowgol. wuvdd lWe)los sowwg FTD 19d 50 25,06 p3¢d.

B 030 1JzlJé Bp wopdsu IUIJodlb uluuegsle obdlosd IJooos JJzie 100 IJisds Ios



Sudllol FTD gds 1Jslzos 1UblgJsé:

<{froot>

> capture CAPI2 interface INSIDE trace detail trace-count 100 match icnp host 192.168.103.1 host 192. 16¢

oo Jleuold po Idpuosd-Alds IJpuosd-B 99z 0 IJowses:
xS Usershcisco2ping 192168161 .1

Pinging 192.168.181.1 with 32 bytesz of data:
Reply from 192.168.181 .1 hytes=32 time=2ns
bytes=32 time=2ns
bytes=32 time=Zns
hytes=32 time=Bns

Reply from 192.168.181.1
Heply from 172.168.181.1
Reply from 192.168.181 .1

lJzipe lJpdo9bs os:

<#root>
> show capture CAPI 2

8 packets captured

1: 18:08:04.232989 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 18:08:04.234622 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 18:08:05.223941 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 18:08:05.224872 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 18:08:06.222309 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 18:08:06.223148 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 18:08:07.220752 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 18:08:07.221561 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

S&ue ol IJIglz wove 1Ug)ped I.Ji_9.J.5. lJI5le Idos wopul:

* 1Jpyeds 12 o IJpdly 1U3s Sop Bso 4986 "lJwrd$ 1Ulelos". 03l 09 "Lodsed [huwld
eeudle LINA" (Bedsl 09 opose IJng.__slo lJ>12Js).

¢ 1Uprzds 13 05 1Jpdlo 15 yuwd Beso FTD IUz306 [Jes pivsd snort.

* 1Jespds 14 os IJos sub, Vol B 2de Idubgs)-

<#root>
> show capture CAPI 2 packet-nunber 1 trace detai

8 packets captured
1: 18:08:04.232989 000c.2998.3fec a89d.2193.2293 0x8100 Length: 78
802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request (ttl 128, +id 3346)
Phase: 1
Type: CAPTURE



. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 195, packet dispatched to next module
Module information for forward flow ...

snp_fp_inspect_i p_options
snp_fp_snort
snp_fp_inspect_icnp

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Module information for reverse flow ...

snp_fp_inspect_ip_options
snp_fp_inspect_icnp
snp_fp_snort

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Phase: 13

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Config:

Addi tional Information:
Application: ' SNORT | nspect

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Config:

Addi tional Infornation:

Snort Verdict: (pass-packet) allow this packet

. output omitted ...

Result:

input-interface: OUTSIDE
input-status: up
input-line-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

1 packet shown
>



s IUIJe gl B luoshle ez FMC Les 6.2

B IJluosl) 6.2.x oo FMC. wp w@ssp pelde IJodlb 2ip s loodd IJs 1Jizess > b6
1Ji2036 9lud) w898 s 8906 Iuwad il IJigble gl odlzol. & lpe, Iuveduld IJigble
sluadlzol IJpw@se 9igs,l IUIo @l wiTrace.

Overview Analysis Policies g EUTLN Objects AMP Intelligence

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates

By Group s )
Name Group Model License Type Access Control Poli...
ROEy D02 Cisco Firepower 4111 Base, Threat, Ma... ACP1 & L‘g‘ ‘ R “

10.48.23.254 - Cisco Firepower 4110 Threat

ige) luolds Idodlb Jlogsle IJo@lb FTD:

Advanced Troubleshooting
FTD4110-2
File Download  Threat Defense CLI = Packet Tracer [etl ldll Ryl
¢ Auto Refresh Interval (seconds): 10 Enable Auto Refresh .2 Add Capture ‘
Na Interface Type Trace Buffer  Buffer Packet Buffer Protocol Source Destination Status
Mode Size Length Status

Add Capture 7%
Name*: CAPI Interface™: INSIDE DG ‘ SOU rCE lnterface
Match Criteria:

Protocol *: P ¥ " I P Protocol
Source Host*: 192.168.0.10 Source Network:
Destination Destination
H;s[ i 192.168.2.10 Network:
5GT number: {0-65535) A
4-| Circular buffer
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture ‘ @ Trace
Buffer Size: 524288 1534-33554432 ® Stop when full Trace Count:
bytes

959> 9lgos puwegse FMC 1Jzldsé os:
o Jlspdu wpass pulds SRC g DST

© spdu pbluds wy9esdsdle IP 1Jigwluss B @b
« Jspdu opdsu Iddodlb Jgpdsle [uudlb ASP Jez,d LINA

Jed Wessd - luwesle slzes b, Iisle, (CLI) Igl 08  FTD

veed wbosy IJodlb pu 9lgesd puweise FMC: sop wuvgsd IUIJo@lb:



File Download Threat Defense CLI  Packet Tracer Clear the

€ Auto Refresh Interval (seconds): 10 Enable Auto Refresh ca ptu re «d Add Capture

Na... Interface Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status
Mode  Size Length  Status

CAPI  INSIDE raw-data M 524288 1518 Capturing  IP 192.168.0.10 192.168.2.10 rumning 2 H 2 NI

Pause the
capture

Save the capture
in pcap format

IJIJoglb eJs CLI J FTD:

<#root>
> show capture

capture CAPI%intf=INSIDE% type raw-data trace interface INSIDE [Capturing - 0 bytes]
match ip host 192.168.0.10 host 192.168.2.10
>

SOUE 2ied 28S8Is6 eds FMC wg> 6.2

Bs FMC 6.2.x. sose JJI peldz 1JIUodlb wiTrace Iodlb 1250 1z dsdss soougol eds
FTD:
Add Capture ? X

Name*: CAPI Interface®: INSIDE v

Match Criteria:

Protocol*: e N7
Source Host*: 192.168.16.111 Source Network:
SGT number: (0-65533)
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture @ Trace ‘ﬁ Trace ingress packets
Buffer Size: 524288 égg;’33554432 ® Stop when full Trace Count: | 50

SeJdud IJozdd pu IUgjps lJos wp wougol Vs 9lzos puwegsp FMC:



Advanced Troubleshooting

FTD4110-2
File Download Threat Defense CLI Packet Tracer Capture w/Trace

€ Auto Refresh Interval (seconds): |10 Enable Auto Refresh .d Add Capture
Name Interface  Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status

Mode Size Length Status

CAPI  INSIDE raw-data v g M 524288 1518 Capturing IP 192.168.16.111 192.168.17.1 Running 7 F 2 I H
(A Packets Shown: 1 / Packets Captured: 1 / Traces: 1 A

ConTIg:

Additional Information:
Hew flow created with id 78, packet dispatched to next module

::::?:E:('IB'ERI'ML-INSPE(T The packet iS traced

Subtype:

Result: ALLOW

Config:

Additional Information:
Application: "SNORT Inspect’

Phase: 14
Type: SNORT

| The Snort verdict

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3581), application unk
Firewall: allow rule, 'Default Actjops on
NAP id 1, IPS id 2, Verdict PASS

ISnort Verdict: (pass-packet) allow this packet

IJI316 1J pwlg>s FTD Packet Tracer
lJeclbdole

Iwegse 16 |Jeuuless Packet Tracer Josl IJewswd 8 98z o Jsdsé peldes 1Jz)e6 slgJsl:

91206 1U>¢9J slgd

lJo)y9e9dsd bJo o>s ICMP
IPldeuos) 192.168.103.1

IP 1J9gos 192.168.101.1

lJzJ

o@9p Packet Tracer Lluuile 2jp0 bloyss. Jel 09 p9 oz O o3l Idpld: wigLoge 1Uz)jpeo |Js
Beuo IJuug). wbo, gpdsé IJodlb 330 Bs ud w IJ9de eJs puvess snort (capture-traffic)
bJo _o>s ICMP:



<tfroot>

> packet-tracer input INSIDE icnp 192.168.103.1 8 0 192.168.101.1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.101.1 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced permit ip 192.168.103.0 255.255.255.0 192.168.101.0 255.255.255.0 rule
access-1list CSM_FW_ACL_ remark rule-id 268436482: ACCESS POLICY: FTD5515 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268436482: L4 RULE: Allow ICMP

Addi tional |nfornation:
This packet is sent to snort for additional processing where a verdict is reached

. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 203, packet dispatched to next module

Phase: 13

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: allow rule, id 268440225, allow



NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

Sboj lJogll puueys snort Vs 98¢ Igeul) packet-tracer 1Ugjpeo |Ublo,s6:

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Router

Selection? 1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n
13:27:11.939755 | P 192.168.103.1 > 192.168.101.1: I1CW echo request, id 0, seq 0, length 8

1316 9lz06 IJpuweesp Jeip IJuslole Packet Tracer Ul W |uoshle ojlez FMC

OGS luodl) FMC 6.2.X wp w@385p 516 9lzos |J|ou:.uoé_.>ro Joooe IJgie. spdu ldsuesd [Js 1Jis16
wudw IJbys86 IJos swpe wol IUguosd IJs bls IJlde@lb sowee JY wogvesd Packet
Tracer gJs FTD oy 9lz06 puwwise FMC:



Configuration Users Domains Integration Updates Licenses » Health » Monitor

Advanced Troubleshooting

FTD4110-2

File Download Threat Defense CLI Padtet Tracer Capture w/Trace .
The source interface I—

Select the packet type and supply the packet parameters. Click start to trace the packet. ‘
Packet type: TCP N Interface™: INSIDE R
Source®: IF address (IPvd) ¥ | 192.168.0.10 Source Port*: 1111 v
Destination™: 1P address (IPv4) ¥ | 192.168.2.10 Destination Port*:  http v
. Y ——r—— B  beeree ) Destination Mac
SGT number: SGT number. | (0-65533) VLAN ID: VLAN ID... |{1-4096) Address:
Output Format: summary =
Start Clear
QOutput . Raw
Phase: 1
Type: CAPTURE

Subtyp.he:

Additional Information:
MAC Access list

Dhaea-
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