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Analysis Policies Devices Objects @ AMP Deploy @ System Helpv admin v

Context Explorer Connections v Intrusions v  Files » Hosts » Users »  Vulnerabilities v  Correlation v =~ Custom » Custom Workflo

) Create Custom Workflow |

Custom Workflow Table

Events by Impact, Priority, and Host Criticality

Summary of Critical Events to Destination Criticality Intrusion Events with Destination Criticality 1 o 5
2 5 5hil)
aaall ellae e Bl @l ey Json Jis 8 Juai¥) Elaal aa 5 ACP 535181 Jsaal) clalae JUall Juw e cpaadiall Jardl juw an) By o8

Overview E-UELEER Policies Devices Objects | AMP Deploy @ System Helpv admin v

Caontext Explorer Connections v Intrusions v Files Hosts » Users v Vulnerabilities » Correlation » Custom

) Add Page . Add Graph ) Add Summary Page ) Add Table View

Creating Workflow

Name |ACP rule hit counters
Description
Table Connection Events

E Cancel

Analysis Policies Devices Objects AMP Deploy @ System Helpv admin v

Context Explorer Connections v Intrusions » Files Hosts v Users v Vulnerabilities » Correlation » Custom
.. Create Custom Workflow

&) Success

Custom Workflow ACP rule hit counters Saved

Custom Workflow Table

ACP rule hit counters Connection Events H &

.Responder IP Initiator IP Count



Overview ECLENSEN Policies Devices Objects | AMP Deploy & System Helpv admin

Context Explorer Connections v Intrusions » Files » Hosts » Users ¥ Vulnerabilities +  Correlation » Custom » Custom

' ) add Page | (.. Add Graph ) Add Summary Page - Add Table View

Editing Workflow

MName ACP rule hit counters
Description
Table Connection Events
Save Cancel

Overview EELENEEN Policies Devices Objects | AMP Deploy @ System Helpv adminv

Context Explorer Connections v Intrusions Files » Hosts » Users » Vulnerabilities » Correlation » Custom » Custom Workflows Look

«o Add Page .. Add Graph « Add Summary Page -2 Add Table View

Editing Workflow

Name ACP rule hit counters
Description
Table Connection Events
Page 1 x
Page Name @
Sort Type Descending ¥

Column 1 Column 2 Column 3 Column 4 Column 5

Sort Priority  Field Sort Priority  Field Sort Priority  Field Sort Priority  Field Sort Priority  Field

: : Access Contro 8] ¢ : :

Save Cancel

5 sglazl

IV ENTEIEN Policies Devices Objects = AMP Deploy @ System Helpv admin v

plorer Connections v Intrusions ¥ Files v Hosts ¥ Users ¥  Vulnerabilities + = Correlation ¥  Custom » Custom Workflows Look

| ) Add Table View |

) Add Page | | () Add Graph || () Add Summary Page |




LUENEIEE Policies Devices Objects | AMP

Deploy System Helpv admin v

Context Explorer

Context Explorer

Anal'ﬁls Policies Devices Obje

Intrusions =

Security Intelligence Events

Context Explorer

Connection Events

Connections » Events

Connection Events x

Context Explorer Connections v Intrusions v Files » Hosts » Users » Vulnerabilities » Correlation » Custom » Custom Workflows Looky
w2 Add Page .2 Add Graph ../ Add Summary Page . Add Table View

Editing Workflow
Name ACP rule hit counters
Description
Table Connection Events
Page 1 x
Page Name | Rule Hits
Sort Type Descending 5

Column 1 Column 2 Column 3 Column 4 Column 5

Sort Priority  Field Sort Priority  Field Sort Priority  Field Sort Priority  Field Sort Priority  Field

1% Access Control 5 2% Access Control 3 33 Count L 4% Initiator IP - 5% Responder IP
Page 2 is a Table View ®
Table views are not configurable.
ACP < () Analysis

LLEVEEN Policies Devices Objects

Connections » Events

AMP

Intrusions = File

Connection Events (switch workflow)

Connections with Application Details * Table View of Connection Events

Analysis Policies Devices Objects AMP

Intrusions =

Table View of Connection Events

Filg

Connections by Application

.AC ACP



PEISRR] Policies Devices Objects | AMP Deploy | © System Helpv admin ,

Context Explorer Connections » Events Intrusions v Files v Hosts » Users v Vulnerabilities » Correlation = Custom v Lookup v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search v

ACP rUIE hlt counters B 2017-03-30 15:58:22 - 2017-03-30 17:00:12
Rule Hits > Table View of Connection Events 1] el :58:22 - 2017-03- B
Expanding

No Search Constraints (Edit Search)

Jump to... ¥
~ Access Control Policy Access Control Rule Count Initiator IP Responder IP
3 allow-all log all 1 10.10.10.122 192.168.0.14
Page| 1 of1l Displaying row 1 of 1 rows
View Delete
Misyy All Delete All

o.z.a]luo,_g.o.zdl

ag>lg) FTD J (show access-control-config (CLISH LoVl 0 (ple JSuin) 59l &, guax) daclall ulwl e a8l 6B | Jowgll whblic asl syl guims oSay
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show access-control-config <

[ allow-all ]
Description

Default Action : Allow

Default Policy : Balanced Security and Connectivity
Logging Configuration

DC : Disabled

Beginning : Disabled

End : Disabled

Rule Hits : 0

Variable Set : Default-Set
(output omitted)..

Action : Allow
Intrusion Policy : Balanced Security and Connectivity

ISE Metadata

Source Networks : 10.10.10.0/24
Destination Networks : 192.168.0.0/24
URLs

Logging Configuration

DC : Enabled

Beginning : Enabled

End : Enabled

Files : Disabled

Rule Hits : 3

Variable Set : Default-Set

(output omitted)

le>Nol9 ellasVl BLisiwl

tawlio)l Joogll (9 aSxill 6acls Jilas H9 )l &> (8935 pudi pi OIS 3] L 25k eliSs, firewall-engine-debug oV plaziwl

system support firewall-engine-debug <



Please specify an IP protocol: icmp

Please specify a client IP address:

Please specify a server IP address:

10.10.10.122
192

.168.0.14

Monitoring firewall engine debug messages

AS 2 I 0 New session 1 192.168.0.14-0 < 10.
AS 2 I 0 Starting with minimum 0, id 0 and IPProto first with zones 1 -> 2, geo 0 1 192.168.0.14-0 < 10.

-> 0, vlan 0, sgt tag: untagged, svc 3501, payload 0, client 2000003501, misc 0, user 9999997, icmpType

AS 2 I 0 no match rule order 1, id 2017150 dst network and GEO 1 192.168.0.14-0 < 10.
AS 2 I 0 match rule order 3, 'log all', action Allow 1 192.168.0.14-0 < 10.
AS 2 I 0 allow action 1 192.168.0.14-0 < 10.

FMC (GUI)  .IP CLI . GUI (CLl)

10.
10.

8,

10.

10

10.

10.122-8
10.122-8
icmpCode

0
10.122-8
.10.122-8
10.122-8
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/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/custom_workflows.html?bookSearch=true
/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/getting_started_with_access_control_policies.html
https://www.cisco.com/c/ar_ae/support/index.html
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