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lJpdovlo Idpuuwespd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1dpebss Ideldss:

+ Firepower 4112 FTD (pj 7.X)
* oY) b6 Firepower (FMC) (0 7.X)
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lJpowele slo IJuoJo

03l 96588 Suwwlbse lsupl Juw luvogpdo pe 03l zol 9u,pzss LOSES:

FPR1000, FPR2100, FPR4100, FPR9300
» Secure Firewall 3100 9 4200 Series
« VFTD

e 05 wolez FTD 1JlLosl, 6.2.x slUluoslle IUlzse
peJ9ple luwluso
FTD eolhs £0 w096 wovlpr 0925 ©ods po IS JESUISSU:

1. pud LINA
2. pgyd Snort

9,0z 03l IUundd Jsdss wuled Idpz,dsy:

—
')
Snort 'Engine Snort Verdict 1
i . - eqress
naress . LINA engine LINA engine i.?te.,f:ce
|

o oopd 1zip6 1Js 8lz06 1U589d 950 IJoglod pgol woluulosd oz, LINA.
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+  Routed

« Routed
« Switched
« Passive

«  Transparent
6 Interface Modes

(BVI) }“

- Passive (ERSPAN)
« Inline pair
* Inline pair with tap

2 Deployment Modes:

} -

Device Modes inherited from ASA

Interface Modes inherited from ASA

Interface Modes inherited from FirePOWER
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1 I Flrewa II_ Man_agemlelz:'g Center dvirdedi  ARalysls  Podcias
Dewces secure Firewall Interfaces
mzafeiro_4112-2
Cisco Firepower 4112 Threat Defense
Device Interfaces Inline Sets Routing DHCP VTEP
Virtual Tunnels
Interface Logical Name Type Security Zones
[ Ethemnetifi management Physical
Ethemet1/3 INSIDE Physical INSIDE_ZOME
Ethemeti/4 QUTSIDE Physical OUTSIDE_ZONE

Devices Objects  Integration Deploy Q f’ fo N ] mzafeiro | mzafeiro ~ b e o
—
T, Search by name Sync Device | | Add Interfaces »
MAC Address (Active/Standby) IP Addrass Path Monitoring  Virtual Router
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loodd [ds pzesele S IUuwlo, > 140186 pzeses O Iduub) Jel 09 p9 oz D 1due9s6.

[ Clsco Firepower 4112 Threat Defense

Dvica: Interfaces Inlinge Sets Routing DHCP VTEP

Add Inline Sat

Namea Interface Pairs

1Ugb96 3. $p wodssu llesble 1Jgles 9981 Jdpcbdole Jel 09 p9 0z S 1Juo9,s.

Add Inline Set (7]
GEnaral Aceanced
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Add Inhine Set [ 7]

General Advanced

Tap Mode:
Propagate Link State: od
Strict TCE Enforcement:

Snort Fall Open: Busy [®j Down

Enatding Snorl Fall Open might allow trafic unrestricied.

SEpd uui) glds IdLoulb odyliss! eds luvdlb 1Jlzoes IJeluso Ws 9z 1J9lzesd [Jpuopewo
gwd ogbd lzas 1Jglzole Vs peses bbb 1UsIgJss.

IJ¢b9o 5. lzb IJogssile 98, wldouyi.

IJozdl pu lduoes
lguegse 03l IUBuwe Joldss gpd IUedssy wuvdd Lozse.

2283 p0 oI9Sy 159z [Jpuoeus po 9lz0s wlo, 1JI9le, (CLI) 1Jgl 06 o FTD.

lJzJ

Bp wouwzsd [U>g9d 1Js CLI (9lz08 wloy 1Jisle)) B FTD 90288 pu wdsse 19z 1ds1gJs:

<#root>
firepower#

show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-1link-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/4 "OUTSIDE"
Current-Status: UP
Interface: Ethernetl/3 "INSIDE"



Current-Status: UP
Bridge Group ID: 507

N oUlebos: perss preses Ieom eobis 80 Bespd preodds £o 0. 1l I sog Iuptb B>
lJovgsd: BsIdyy 0.

pedople 1Uslzos 9lJlwe:

<#root>

firepower#

show nanei f

Interface Name Security
Ethernetl/1 management 0
Ethernetl/3 INSIDE 0
Ethernetl/4 OUTSIDE 0

338 IJSLuo suoe:

<#root>
firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Control0/0 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1  YES unset up up
Internal-Data0/3 unassigned YES unset up up
Internal-Data0/4 unassigned YES unset down up
Ethernetl/1 203.0.113.130 YES unset up up
Et hernet 1/ 3 unassi gned YES unset up up
Et hernet 1/ 4 unassi gned YES unset up up

o288 pu pedyple [Uslzod 1Uplsé:

<ffroot>



firepower#

show interface el/ 3

Interface Ethernet1l/3 "INSIDE", is up, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
MAC address ac4a.670e.641le, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned

Traffic Statistics for "INSIDE":

170 packets input, 12241 bytes

41 packets output, 7881 bytes

9 packets dropped

minute input rate 0 pkts/sec, 37 bytes/sec
minute output rate 0 pkts/sec, 19 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 34 bytes/sec
minute output rate 0 pkts/sec, 23 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

IJozdd pu gpdsd 9lzos 9z IUgbb Idpopus J FTD
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Snort Instance
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el/3 Full Snort Minimal LINA el/a
engine checks engine checks

lJoesl 1. wluwegsle Packet-tracer

eooele Idgjpe-tracer IJos welds 1dgjes Idos ol 1Jj9z BOs Iduvb) pe IJodlb [Jpops
IJew)é:



<ffroot>

firepower#

packet-tracer input INSIDE tcp 192.168.201.50 1111 192. 168. 202. 50 80

Phase: 1

Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

El apsed tinme: 11834 ns

Confi g:

Addi tional |nformation:

The flow i ngressed an interface configured for NG PS node and NG PS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 11834 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip host 192.168.201.50 host 192.168.202.50 rule-id 268451044
access-1ist CSM_FW_ACL_ remark rule-id 268451044: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451044: L7 RULE: New-Rule-#1303-ALLOW

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 3

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subtype: Resolve Egress Interface

Resul t: ALLOW



El apsed tine: 2440 ns

Config:

Addi tional |nformation:

Ingress interface INSIDE is in NGAPS inline node.

Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 4

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 68320 ns

Config:

Additional Information:

New flow created with id 1801, packet dispatched to next module

Phase: 5

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 18056 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 6

Type: SNORT

Subtype: identity

ResuTlt: ALLOW

ETapsed time: 13668 ns

Config:

Additional Information:

user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto: basic, username: none, A
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src: none, abp dst: none, Toc

Phase: 7

Type: SNORT

Subtype: firewall

ResuTlt: ALLOW

ETapsed time: 67770 ns

Config:

Network 0, Inspection 0O, Detection 0, Rule ID 268451044

Additional Information:

Starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt:
Matched rule ids 268451044 - Allow

Phase: 8

Type: SNORT
Subtype: appid
Result: ALLOW



ETapsed time: 11002 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Result:

input-interface: INSIDE(vrfid:0)

i nput-status: up
input-line-status: up
output-interface: QUTSIDE(vrfid:0)
out put - status: up

out put-1line-status: up

Action: allow

Time Taken: 204924 ns

1Je2838 2. buwld 25 TCP SYN/ACK ey g1 9z 2o

Spdod lousle 250 TCP SYN/IACK Ul weésle 1256 IUes cooed 116 Ieuulgss oo Scapy.
©d9p 030 IJuosIEs Llugile 3 25 wluwegsle edlele SYNJACK IJppdwé:

<#root>
root@KALI:~#
scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (no default route?)
Welcome to Scapy (2.2.0)

>>>

conf.iface="ethO
>>>

packet = I P(dst="192. 168. 201. 60")/ TCP(fl ags="SA", dport =80)

>>>



syn_ack=[]
>>>

for i in range(0,3): # Send 3 packets

syn_ack. ext end( packet)

>>>

send(syn_ack)

Bp wopdsu odl IUlJodlb gJs 9lzoé wlo, 1JIsle, (CLI) oo FTD 9wl weue zje TCP
SYN/ACK:

<#root>
firepower#

capture CAPI interface INSIDE trace match ip host 192.168.201. 60 any

firepower#

capture CAPO interface OUTSIDE match ip host 192.168.201. 60 any

o9u2e £pdsle IUIJedlb 1o 250 SYN/ACK IJodles weol; FTD:

<#root>
firepower#

show capture CAPI

3 packets captured

1: 09:20:18.206440 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192
2: 09:20:18.208180 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192
3: 09:20:18.210026 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
3 packets shown

firepower#

show capt ure CAPO

3 packets captured

1: 09:20:18.206684 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192
2: 09:20:18.208210 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192
3: 09:20:18.210056 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
3 packets shown



SYUd o 2ies IUIdedlb 1Jlsds e veup 1dpedsple 1Jluolbss pod IUede eds p2d
lJuigsy:

<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

3 packets captured

1: 09:20:18.206440 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192

Phase: 1

Type: NGIPS-MODE

Subtype: ngips-mode

Result: ALLOW

Elapsed time: 5978 ns

Config:

Additional Information:

The flow ingressed an interface configured for NGIPS mode and NGIPS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Elapsed time: 5978 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip host 192.168.201.50 object-group FMC_INLINE_dst_rule_2684510
access-1ist CSM_FW_ACL_ remark rule-id 268451044: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451044: L7 RULE: New-Rule-#1303-ALLOW
object-group network FMC_INLINE_dst_rule_268451044

network-object 192.168.202.50 255.255.255.255

network-object 192.168.201.60 255.255.255.255

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 3

Type: NGIPS-EGRESS-INTERFACE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Elapsed time: 1952 ns

Config:

Additional Information:

Ingress interface INSIDE is in NGIPS inTline mode.

Egress interface OUTSIDE is determined by inline-set configuration

Phase: 4

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Elapsed time: 45872 ns

Config:

Additional Information:

New flow created with id 1953, packet dispatched to next module

Phase: 5



Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 18544 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 6

Type: SNORT

Subtype: identity

ResuTlt: ALLOW

ETapsed time: 25182 ns

Config:

Additional Information:

user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto: basic, username: none, A
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src: none, abp dst: none, Toc

Phase: 7

Type: SNORT

Subtype: firewall

Result: ALLOW

El apsed tine: 50924 ns

Config:

Net work 0, Inspection O, Detection O, Rule |ID 268451044

Addi tional |nformation:

Starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: (

Mat ched rule ids 268451044 - All ow

Phase: 8

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 17722 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)



Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 172152 ns

1 packet shown

sbo) cove 1zies IUpdodbs 1Joluss 1o 1dzies wblud lopeld elds zos worls Jezdd
pu Slises Ideede wldsumsd (ACL) 9JJu ol Sild swp Szuoo wilywlbs pp,d snort:

<#root>
firepower#

show capture CAPlI packet-nunber 2 trace

3 packets captured

2: 09:20:18.208180 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192
Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Elapsed time: 1952 ns

Config:

Additional Information:

Found flow with id 1953, using existing flow

Phase: 2

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Elapsed time: 7320 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 3

Type: SNORT

Subtype: appid

Result: ALLOW

Elapsed time: 1860 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Result:



input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

Time Taken: 11132 ns

1 packet shown

IJe2dd 3. wuorse leble perd 2ob 1Jeelss Jerds 1Jpass IJpuwese wol

Sop oubgsd cuoese lgble ppd b IJzelss pdlud pdovle pesus Jpprd wuvds, FTD
pod vog ldezde B 1Usuosd: Jel 09 p9or s 1Ju0,é:

Snort Instance

Defrag
pROP  Policy

Snort Verdict PR°F DROP

Defrag Policy L EEEEES aﬁt Path
Data Path

0> buwld 25 TCP syn/ACK pu gJIJ 1j9z 10slgs: spdud o ors B olz ouoese IJigbls:

<#froot>
>

system support firewall-engi ne-debug

Please specify an IP protocol:

tcp

Please specify a client IP address:
Please specify a client port:
Please specify a server IP address:

192. 168. 201. 60

Please specify a server port:

80



Monitoring firewall engine debug messages

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 New session
192. 168. 201. 60-80 > 192.168.201.50-20 6 AS 4 | 12 using HWor preset rule order 3, id 268438528 action /
192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 allow action

192. 168. 201. 60-80 > 192.168.201.50-20 6 AS 4 | 12 Del eting session

ozl 4. [doenl po vuy eldé 1ol

Se wopdso wed et IJedde eds FTD slsdld wubvgsd switchport IJecuad wslzes E1/4.
eJs 9lzod ywbo, 191, (CLI) 9lz0é Gulo, IU9le, (FTD). sew lo wus lo JJldslzole 9> wibe:

<#root>
firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Control0/0 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1  YES unset up up
Internal-Data0/3 unassigned YES unset up up
Internal-Data0/4 unassigned YES unset down up
Ethernetl/1 203.0.113.130 YES unset up up

Et hernet 1/ 3 unassi gned YES unset admi n down down

Et hernet 1/ 4 unassi gned YES unset down down

wbo, yedle FTD:

<#root>
firepower#

show | og



May 28 2024 07: 35:

May 28 2024 07: 35:

May 28 2024 07: 35:

May 28 2024 07: 35:

May 28 2024 07: 35:

10:

10:

10:

10:

10:

%TD- 4-411002:

%TD- 4- 411004

%TD- 4- 411004

%-TD- 4- 812005:

%TD- 4-411002:

Li ne protoco

I nterface | NSIDE

Interface Ethernet1/3

Li nk- St at e- Propagati on activated on inline-pair due to failure of

Li ne protoco

on Interface Ethernetl/4,

on Interface Ethernetl/3,

wloj gldé |Jpzeses lUslgJss gldé ieu'olc lJ9lzoé 2:

<#root>
firepower#

show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off

Tap mode is off

Propagate-1ink-state option is on

hardware-bypass mode is disabled

Interface-Pair[1l]:
Interface: Ethernetl/4 "OUTSIDE"

Current - Status

Interface: Ethernetl/3 "INSIDE"

Down( Pr opagat e- Li nk- St at e- Acti vat ed)

Current-Status: Down(Adni ni strative-Down-By- Propagat e-Li nk- St at e)

Bridge Group ID: 507

Jizb 1,8 Vs gldo 1Jglzole IJeluse:

<ttroot>

firepower#

changed state to down

changed state to administratively down

changed state to adninistratively down

changed state to down



show i nterface el/ 3

Interface Ethernet1/3 "INSIDE", is adnmin down, |ine protocol is down

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
MAC address ac4a.670e.641le, MTU 1500
IPS Interface-Mode: inline, Inline-Set: InTline-Pair-1

Admi ni strative- Down- By- Propagat e- Li nk- St ate

IP address unassigned
Traffic Statistics for "INSIDE":
2400 packets 1input, 165873 bytes
1822 packets output, 178850 bytes
17 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 32 bytes/sec
minute output rate 0 pkts/sec, 57 bytes/sec
5 minute drop rate, 0 pkts/sec
firepower#

O e e

show i nterface el/ 4

Interface Ethernetl1l/4 "QUTSIDE", is down, line protocol is down

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
MAC address ac4a.670e.640e, MTU 1500
IPS Interface-Mode: inline, Inline-Set: InTline-Pair-1

Propagat e- Li nk- St at e- Acti vat ed

IP address unassigned
Traffic Statistics for "OUTSIDE":
1893 packets input, 158046 bytes
2386 packets output, 213997 bytes
67 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 51 bytes/sec
minute output rate 0 pkts/sec, 39 bytes/sec
minute drop rate, 0 pkts/sec

T T

w8 lghé wpdsy switchport: wlbo, ywedle FTD:

<tfroot>

May 28 2024 07:38:04: %TD 4-411001: Line protocol on Interface Ethernetl/4,

changed state to up



May 28 2024 07:38:04: 9%TD 4-411003: Interface Ethernetl/3, changed state to adnministratively up
May 28 2024 07:38:04: 9%TD 4-411003: Interface INSIDE, changed state to administratively up
May 28 2024 07:38:04: 9%TD 4-812006: Link-State-Propagation de-activated on inline-pair due to recovery

May 28 2024 07:38:05: 9%TD 4-411002: Line protocol on Interface Ethernetl/4, changed state to down

398 Y 5. suvdJd NAT wldy |pwolosds
lJeJ
NAT ¢, 2890 Jdslzole Idos wepd B Idlsuale 13188 19 1deuw 1318 Jis 19 1JgleJs:

>Jsd wdasy Firepower Management Center. 1], _osl, 6.0.1

Dluwo 2ldo - 2,6 1Uey9) sy Idpopleds oy presele IUgbyb 1UsIRJs6

oled B 03l I wsulyss:

firewalll 7.8.2.2

Po15 (VLAN 288) (Standalecne) (VLAN 201) Pold
6”,"3:'!. E1/1 _@ E1/2 F?Pz Host-2
Host-1 | 5| 1T 1
10.0.200.85/24 * NET288 Ll NET261 | | # 10.9.200.89/24
E « o ‘ ‘ « g-
.« VLAN 281
VLAN 260 | NET200 inline-set NET2B1 | |

]
E1/1 (% E1/2 |
Lzrfaa

| | | | | 7.4.2

firewall2
{Standalone)

sepd 2olu IJzelss B Idsuoe 1dpuwedd (zos luop subgdso luosble wilpz peodds).
9dJuop sugledyu pg 2yYs py9) Idoslule po o 9lzole Yuls 1Jpuu9s.

B 030 IJplJs: lue suwelbse sedds s p19) £8) poplod vuvow Juls psuls p9ljus
&9ljpso:


https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html

firewalll
1. TCP SYN Pol5 (VLAN 280) (Standalone) (VLAN 201) Pold

3. TCP ACK _é_ :
————— 67/]'3:\ E1/1 E1/2 F;'Pz Host-2
Host-1 - LT 1
10.0.200.85/24 * NET260 1 NET201 | | * 10.0.200.89/24
E « \ inline-set ‘ ‘ « -
# « VLAN 201
VLAN Zee | NET288 inline-set NET201 | |

Wl —@ Hila L f
7/38
v 1 ! ! 2. TCP SYN/ACK
firewall2
(Standalone)

1. 1Jpuos9-1(10.0.200.85) s yuwd wble TCP uz9 Idposw9-2 (10.0.200.89). 231, zelso
lewsl [Jz)jpes o3l 1.

2. 1dpuos9-2 (10.0.200.89) sy wd TCP SYN/ACK w29 IJpos8-2 (10.0.200.85). 2ol
IUzelsd 1Jelue worly) Idzses 2.

3. 1Jopdo puoldes TCP IJedless Idleglo pe ldpuosw-1 1U3s syuvd TCP ACK uz9
lJpuos8-2. 2ol gelss lzesh [Jzies o3l 1.

P 9206 Ul IJpos9-10 wp luusle IUloold vugle:

<#root>
root@kali:/ #

wget -O - http://10.0.200.89/ 10K

--2025-05-06 08:20:28-- http://10.0.200.89/10K
Connecting to 10.0.200.89:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 10240 (10K)
Saving to: ‘STDOUT’

100%[

2025-05-06 08:20:28 (99.8 MB/s) - written to stdout [10240/10240]

Sbo) IJodlb 1z gds 2oL 1zelss 1 W8b 2,96 p)9) pu IUpuosd1 1Us 1Upuos092:

<#root>
firepower#

show capture

capture CAPI type raw-data trace interface NET200 [Capturing - 875 bytes]
match ip host 10.0.200.85 host 10.0.200.89

capture CAPO type raw-data trace interface NET201 [Capturing - 875 bytes]
match ip host 10.0.200.85 host 10.0.200.89



pewssle IJIJoglb:

<#root>
firepower#

show capture CAPI

9 packets captured
1: 12:21:14.161689 10.0.200.85.44806 > 10.0.200.89.80:
S

1877376557:1877376557(0) win 64240 <mss 1460,sackOK,timestamp 2133104674 0,nop,wscale 7>
2: 12:21:14.162924 10.0.200.85.44806 > 10.0.200.89.80:

ack

3274105192 win 502 <nop,nop,timestamp 2133104676 1658009126>

3: 12:21:14.163077 10.0.200.85.44806 > 10.0.200.89.80: P 1877376558:1877376687(129) ack 327410
4: 12:21:14.164801 10.0.200.85.44806 > 10.0.200.89.80: . ack 3274106640 win 501 <nop,nop,times
5: 12:21:14.164908 10.0.200.85.44806 > 10.0.200.89.80: . ack 3274108088 win 494

sbo) IJodlb 1z gds 2ol 1Uzelss 2 B8 2,96 p)9) pu Idpuos92 |Us IUp oSS 1:

<tfroot>
FTD1010-12#

show capture CAPI

11 packets captured
1: 12:21:14.198949 10.0.200.89.80 > 10.0.200.85.44806:
S

3274105191:3274105191(0)

ack

1877376558 win 65160 <mss 1460,sackOK,timestamp 1658009126 2133104674 ,nop,wscale 7>

2: 12:21:14.200001 10.0.200.89.80 > 10.0.200.85.44806: . ack 1877376687 win 509 <nop,nop,times
3: 12:21:14.200825 10.0.200.89.80 > 10.0.200.85.44806: . 3274105192:3274106640(1448) ack 18773
4: 12:21:14.200947 10.0.200.89.80 > 10.0.200.85.44806: . 3274106640:3274108088(1448) ack 18773
5: 12:21:14.200963 10.0.200.89.80 > 10.0.200.85.44806: . 3274108088:3274109536(1448) ack 18773
6: 12:21:14.200978 10.0.200.89.80 > 10.0.200.85.44806: . 3274109536:3274110984(1448) ack 18773
7: 12:21:14.200993 10.0.200.89.80 > 10.0.200.85.44806: P 3274110984:3274112432(1448) ack



o, Syslog gJs 2ol Ieplss 110 2506 TCP syn Gloo Llousle louold wely; zlJs TCP:

<#root>
firepower#

show | oggi ng

May 06 2025 12:21:14: %FTD-6-302303:

Built TCP state-bypass connection

106977 from NET200:10.0.200.85/44806 (10.0.200.85/44806) to NET201:10.0.200.89/80 (10.0.200.89/80)

eJs 2ol Iz plsé 20 Blow 2506 TCP SYN/ACK Is ol Llouile louold welss 2lJé TCP:

<tfroot>
FTD1010-12#

show | oggi ng

May 06 2025 12:21:14: %FTD-6-302303:

Built TCP state-bypass

connection

325 from NET201:10.0.200.89/80 (10.0.200.89/80) to NET200:10.0.200.85/44806 (10.0.200.85/44806)

lJosl 1 isswssd

+ oepd 98 10 £y IJpoeleds po gl pzeses sledss eu lzos 2ol 1Uzelsé
lJpgodws ub)l Jio JJl IJzolisu seldzlo louold TCP Ws 9,0 welys zlds TCP.

» Jigb lvo Jp sop odssu welys 2lds TCP sl eds zolu Izelss sddue veses
Jepdisé 9lzos preses IJlwb,.

e, 1Jeipd eds 9o€ 9lzod soz Ideksb Idsledss



Se wlogvle 8less oy shuwd 2yIs 1oy gwy 39z FTD IUsldds: ildw Iduvdsd: Jpl 05 9o

= @ Prefiter Rules =+ () Decryption =+ & Security Intelligence =+ (O ldentity = @& Access Conltrol & More
Yia
Source Destination
Name Action Zones Networks Ports Zones Networks Ports
~ Mandatory (1 - 1303)
1 block_192.168.201.60 @ BGlock B 192.168.201.60

B wopdiso IJodlb oluuoisle ldooug shuvd 25p SYNIACK oo eJIJ 39z FTD 1sléJs. wp
ey Jdo ey

<#root>
firepower#

show capture

capture CAPI type raw-data trace interface INSIDE

[Capturing - 270 bytes]

match ip host 192.168.201.60 any
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.201.60 any

O lJoooe: spdu pdlzbé ig lJzipd wp luwslbool oo Sod peyd FTD LINA 9Jp swpe lglss
wozsool |Js pzyd snort s FTD.

<#root>
firepower#

show capture CAPI packet-nunber 1 trace

4 packets captured

1: 09:41:54.562547 192.168.201.50.59144 > 192.168.201.60.80: S 3817586151:3817586151(0) win 64
Phase: 1
Type: NGIPS-MODE
Subtype: ngips-mode
Result: ALLOW
Elapsed time: 10126 ns



Config:
Additional Information:
The flow ingressed an interface configured for NGIPS mode and NGIPS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: DROP

ETapsed time: 10126 ns

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip any host 192.168.201.60 rule-id 268451045 event-Tog flow-start
access-1ist CSM_FW_ACL_ remark rule-id 268451045: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451045: L4 RULE: block_192.168.201.60
Additional Information:

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop

Time Taken: 20252 ns

1 packet shown

odosu 9uoe 1dige Idpuopu wluweesle TAP

Sp wopdsu 9uoe ldusgb eds Iivz 1UslkJs.

lJzJ

lowdd 1Js 1Jizoss > 1bys IUizesé > Idpzesele slgd 1w, > o) Ipeeses sled Iduwb, >
esblo pod®p6 90pdsu 9uoe IUuoél Jel 09 p9oz I IUuo96.



Edit Inline Set

Géneral Advancead
—

Tap Mode: v |
Propagate Link State; o
Strict TCP Enforcement:

Snort Fail Open:  Busy Down

i) Enabling Snort Fail Open might allow trafMc unrestricted.

Nr XK

<#root>
firepower#

show i nli ne-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Fail-open for snort down is off
Fail-open for snort busy is off

Tap node is on

Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/4 "OUTSIDE"
Current-Status: UP
Interface: Ethernetl/3 "INSIDE"
Current-Status: UP

Bridge Goup ID: 0O

lJoe 99 pw jog FTD IUslgds wluwegsle gpdso glgos TAP



IJob,s6 1l wl wséd

* g0 wIdISU e pu ey wluwwgslpe TAP: swpe jub [Jglgole [Jpelbss slgdsl.

* 909 po9d) Bs lauple 1Jouuiy 1Jeszos Iy 1duudlss.

o Jlews;) pebpe psile peyd LINA (NAT. IJeszso: 90l 1Us 3JY) Jdesvdéle Idos epe)
ew Iige Isleds.

© Jlsedo luwdlb d6 1dp)9) IJSedss.

* sup obosy veue gpdsle IUords pu eI LINA g 1dozdd 1ddled pu e,y Snort
Jouuwes pu s 1de)g) IJSedss.

Jl s89p 1dige IJpuoeu pe 900 1ol Cluwdlb 2,96 09, IJudd. wluwesle covg 2iesd.
Iluo s9Us pl sUs:

<{froot>
>

show capture CAPlI packet-nunber 2 trace

3 packets captured

2: 13:34:30.685084 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3
Type: NG PS- MODE
Subt ype: ngi ps- node

Result: ALLOW
Config:
Additional Information:

The flow ingressed an interface configured for NG PS node and NG PS services is applied

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og



Resul t: WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny 1ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-log fT
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1l

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Additional Information:

Result:
input-interface: INSIDE

input-status: up
input-Tine-status: up

Action: Access-list would have dropped, but packet forwarded due to inline-tap

1 packet shown
>

J9¢ ¢élbs 9 EtherChannel

oo Ssuvwbse gvddo slgd jge pe EtherChannel cb,sgosu:

1. op luole EtherChannel g Js FTD.
2. sp, EtherChannel oo gJIJ FTD (selbdo FXOS 5 2.3.1.3 9pulg)).

wp luole EtherChannel g Js FTD

FTD Active
Po3 m H Po5

Po33 ()" ul g " () Po33

<1 L £ oy -
f————\ inline-set —

== St

> inline-set T

Po55 APo3 B B P05 N Po55
U =\ V= %)

FTD Standby

EtherChannels ¢ Js SW-A:
<#root>

SW-A#

show et herchannel sumrary | i Po33| Po55



33 Po33(SU) LACP Gi3/11(P)
35 Po55(SU) LACP Gi2/33(P)

EtherChannels ¢ Js SW-B:

<#root>

SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SU) LACP Gil/0/4(P)

owp lehs wozgso yJs 1Uey9) pu eJIJ FTD IJugibb 1J8kse eds pey90 gusly MAC:

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017 .dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

Jpzeses IJpuopos eds FTD:

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Port-channel 3 "I NSI DE"



Current-Status: UP
Interface: Port-channel5 "QUTSI DE"
Current-Status: UP

Bridge Group ID: 775

A pdlzbo: Vs 2lJo 2298 o8 welyy Wuvd Vs wyulpe IUbuwld WBlis @ Iy, eo (FTD).
seoe logble 2)J8 1Jpsg) vobdd sssuns eds Idsse 1Uss wuwoerde ldersdle
Jogde guslo MAC Jdubs) Idwgso.

EtherChannel oo, ¢JIJ FTD

FTD Active
El/3m mEL/S5

Po33 / = = / Po33

=T —\N /] <I>
-\ inline-set —

== ST

> inline-set TS

P055 E1/3 B BE1/5 Po55

FTD Standby

EtherChannels ¢ Js SW-A:

<#root>

SW-A#

show et her channel sumrary | i Po33| Po55

33 Po33(SU) LACP Gi3/11(P)
55 Po55(SD) LACP Gi3/7

(n

Sop 2by 25 LACP o0 gJIJ FTD JJlgwegsls:

<#root>

FTD#

capture ASP type asp-drop fo-standby
FTD#

show capture ASP | i 0180.c200. 0002



29: 15:28:32.658123 a0f8.4991.ba03 0180.c200.0002 0x8809 Length: 124
70: 15:28:47.248262 f0f7.556a.11e2 0180.c200.0002 0x8809 Length: 124

EtherChannels ¢ Js SW-B:

<#root>

SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SD) LACP Gil/0/4
(s)

owp lehs wozgso 2yIJo 1Uey9) pu eJIJ FTD IJugibb 1J8kse eds pey90 gusly MAC:

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017 .dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

Jpzeses IJpuopos eds FTD:

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off



Tap mode 1is off
Propagate-link-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Ethernetl/3 "INSIDE"
Current-Status: UP
Interface: Ethernetl/5 "QOUTSIDE"

Current-Status: UP

Bridge Group ID: 519

.& oedS) O o3l Iduwsulysye Ws 2lds 229 2o welyy Vuivd Vs wyulee IJbuwld Blisd
IJuwse6 (FTD): sewpes 99w Idedbe vuvdd sssurs eds wllyo LACP e, $uls
EtherChannel. 9¢ Js 1Js 3w 1Jss sop Bso Bbg IUlouold. 9lss spdu lu sIJoy bl pu
3JY. Vs zlds oubvgsd 9uog EtherChannel (JI LACP): g 3JY sgops 99w IJodhe eds
Sedp guslu MAC.

lpwod ol IJIgble 9l odlzol

ould gldsl pl po ped9ped Elue sw9d, J odl wuvdsd.

IJebus: Iz Ideuopu pdled Iise Idpuopw wluweisle TAP

9T PP PL 9z puPPL pE TAP
> [bol, Idpzeses IUsrledso > [bol) 1Jpeeses Isledss
Log e sleds-1518d 1dpeeses sz gl sleds-1518d 1dpeeses
|bol, 9226 IJz> IUlguos JJodd (MTU) os | 9226 1Jz> 1JIGuos JJugd (MTU) os
IUpzpeoes 1500 wlse 1500 Ul
lJ>lgJsé 9u2e Idlely s zlds IJvnd $s> 9uee Idlely Vs zlde IJvvd @S>
IJouvgsdNdougvshb : IJouvésdNdougush (
we lsdld wuvésd suoe wlesu we lsdld wuvésd 9uoe wlesu
NN NN,




e lsdl wuvésd suoe IJuoéb
¢sh Propagate-link-state (95>
lJoubvgsd
op ogbsd suoe welys ldzols
J9z 1Jslzos[1]:
1J9lz08: s, 1/6 "slg"
lJeldé 1JelJsé: sgpd
lJglzod: se,ue 1/8 "gle"
lJelds IJgldsé: sepd

P pzp9es IJzum,: 509
>

suee Iduogb B Ioyivgsd
¢l Propagate-link-state (95>
lJoubgsd
e ogbsd suoe welyj ldzols
39z 1Jslzos[1]:
IJslz08: s, 1/6 "slg"
lJzldé 1Jeldsé: sgpd
lJslzes: lse,ow 1/8 "¢le"
lJelds IJgldsé: sepd
P& pze9gsd IJzuw,: 0

show
interface

> |bol, 1Jslzod €1/6
91206 lseyuw 1/6 "INSIDE": 98>
IJoubgsd wu9wsdsd 1Jgl $s>
IJogbgsd

1iz036 ocs EtherSVI s BW Lu,eé 1000
pselow Vs lJeluss 9 LY Lu,yes 1000
usec

g5l MAC, 1Jluosl

5897.bdb9.770e. MTU 1500

9z ¢l
el IP es) pesw
leuolssle 2yJs 1Je,9, J "Inside™
beld 1Jespe 3957. 264913 Llso
&l 144 2500 58664 Llsw
e luwdlb 4 2jp
pe3J 1581 Swdt 33556 516 0
pkts/elouso 9 26 Llse/eluss
pesd [ole swdg 28586 3l 0
pkts/eluso 9 7 wlsololuso
eesd IJlusld Jpsé 59596 9lgss. 0
Jsdy vlsoleluss
5538l pe>J IUEIJ 0
vsJlo/olusé: 28 Llsololussd
pexd [ole swdg 553l $ 0 Jsds
vlsolelusse 99 olsoleluse
5538lisy pesd IJlusld 0
vsdlo/oluss
> |bol, 1Jslzos €1/8
9lz06 lse,ue 118 "ghes™ B>
lJouvgsd: wygwgded IJgl 98>
lJouvgsd

9UPE 91208 IPS: p oL popLS:

> |bol, 1Jglzos €1/6
9lz06 |seyue 1/6 "INSIDE". §s>
IJogbgsd: wu9wsded IUgb s>
IJoubgsd
IJIzoj6 os EtherSVI 9 BW Lu,g6 1000
pstlow Vs IJeluss 9 LY yu,yes 1000
usec
euslu MAC! IUluesl)
5897.bdb9.770e. MTU 1500
9u2¢ 9lgoo IPS: IJog b 1Uslgds:
PTe9Es dledss: jog tbs-1
ewslu IP g, pesu
leuolssle 2yJs 1dey9, J "Inside™
I>¢1J 24 2506 1378 Llsw
&1z 025p: 0 wlsw
e luwdlb 24 2506
p83J 11J S 35586 91235 0
pkts/eluso 9 0 wlsolelouss
pesd [olz swdg 28586 3l 0
pkts/elusos: 9 0 wlsol/elouss
e&>J IJlusld Jpsé 59596 9lgsé. 0
Jsds vlsululusé
558lis 9 pexd IJlglJ 0
vsJlo/olusé 0 wlsololussd
pexd lole swde 5538ksd 0 Jsds
vlsololuss 90 Llsololuso
558lis 9 pe>d IJlusld: 0
wsdlo/olusé
> |bol, 1Jglzod €1/8
9lzo6 lseoue 118 "ghes" B>
lJouvgsd: wygweded IUgb 98>
lJogbvgsd




IJizoj6 os EtherSVI 9 BW _u,gé 1000
pselow Vs lJeluss 9 LY Lu,yes 1000
usec

eu9luy MAC 5897.bdb9.774d. MTU
1500
9u2E 91208 IPS: popws: pUo PG
iog elos-1
ewlu IP &) pesu
lewolssle 2yds 1ps9y J "ehes™
[>¢1J 144 25006 55634 Clso
Iolz 1Jze 3954, 339987 Llsw
op luwdlb 0250
p83J 1521J S 38586 31236 0
pkts/eloso 9 7 wlsolelouso
pexJd le SwdE 28586 91226 0
pkts/elouso 9 37 Llse/elyuss
eesd IJlusld Jpsé 59596 9lgss. 0
Jsdg vlsoleluss
558lis§ pedd IJI>¢lJ 0
csJlo/olusé: 8 ulsuleluss
pe3J [ele sl 538158 0 Jsds
vlso Vs IJeluss 939 Llse W
lJelusé
5588 pe>d IJlo;ld 0
vsdlo/oluss
>

IJizoj6 o EtherSVI 9 BW _u,gé 1000
pstlow Vs IJeluss 9 LY yu,yes 1000
usec

eu9ly MAC 5897.bdb9.774d. MTU
1500
90u2¢& 9lzos IPS: IJog b 1UsIgJs:
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