oouso FTD 990, 8swo gJds lzojs FirePower

lJpzooslo
I, 8500

lpcbdole | lwl_w,sé

Ipobdole

Firepower 2100
5 FTD FP2100

<2956 FTD FP2100

lJe2 8.8 o0 5

lowed il | izble oo, Jlzol
le sl 8

|Jp 95006

S o3l ldpwows vowse wuler ISle gu wosss Idblds IJubss (FTD) sepdswo
seuwzsdo £Jes zos6 FirePOWER.

IJpclbdoulo IUlgulusé
lJpolbdolo

Jl o9z polbbdole ¢luos Josl I puweos.
IJedoule [Jpuwegsps

ouwow Idpedsele 1Jglyo W o3l ldpuwens 1Js luosble Idolez 9ldedsole 1Jpebss IJeldss:



» 2ol IJiplo Cisco Firepower 4140, 9lJss sgpd wouble IJouvgsd FXOS 2.0(1.37)
* o) bbl,6 Firepower. IUss suvgd 6.1.0.330

urO |uu.u|9 IJP&JBP'U IJ}'J)O k_QgS O.)l |JrOL}uuu.) PU IJICO_)O |._J|032'9.)O k_9q,5 u;S..SO PE.PJ*5° E_|uoo

peJ9ple iu»'uvu..sé

s8> FTD iz Los) 1dwslpz 1Ue9236 IJos spdo oiwsool gJs oo IUiubes 1wl wss:

+ ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X
+ ASA5512-X, ASA5515-X, ASAS5525-X, ASA5545-X, ASA5555-X

« lz0;6 FirePOWER (FPR2100 g FPR4100 9 FPR9300)

* VMware (ESXi)

* Amazon Web Services (AWS)

« 1Jzoly IJle,)luos IU8lkse eds Kernel (KVM)

* 1J9zs6 [Juploss Jpga:) lJg>006 lJpsped (ISR)

lJodosy

e ldogbsbs Jduvedo

FMC

10.62.148
Ethernet1/3

e’i‘fﬂﬂﬁﬂ O.X
P01.1565 ¢

IJpops 1. ouisd wuolpz FTD

192.'158.?6.:{%
P Po1.1566

loewd IJs Idesd IJelds po ealo 1Jzelss (NGFW) > zol; Uirolg FirePOWER 4100 Series >
FirePOWER 4140 gl¢ ) wyulpz [d>lg Lo> oss> FirePOWER Yol 09 90z WO 1Juo9,)6.



Download Software 4 Download Cart (0 &4

; > Firepower 4140 Security Appliance

Select a Software Type:

IJpops 2. 1Je288 pu wold§ FXOS-FTD

pubdole |Jpopd

Tl pU io luosl) F)=(08 lJ3s swpe wyvgsdo gJs lJosIdd pegld g pe luoslh) FTD IJss w)ys»
OOLSwo VS 9236 IJlply IJuplbss.

lJzJ
IUg 1096 1. ©288 po <old§ FXOS-FTD.

Bud CEuse U096 FTD W 1Jgess IJupbsé/lghe IJuuods: olds pu Iy sy FirePOWER
Suved wulpe FXnOS el 8l s >Jsd w9l § FXOS: wz 99 pu 229d w9l g IJzol)
IJpolbds. 1dzs IJbos Jluesl FXOS 1debdse Joyigsd FTD 6.1.x 09 1.1(4.95). Jel 09 p9 0z
WO 1Jzr9d 2:



Table 2 Logical Device Compatibility

FXOS ASA OS Firepower Threat Defense
1.1(1.147) 9.4(1) not supported

1.1(1.160) | 9.4(1)

9.6(1) 6.0.1.x
9.6(2)

I3l Jp do Lo9,6 FXOS pe9ld s o (09,6 FTD 1Josd: Bdp wondss wolez FXOS lgl.
w2d8 pu w296 FXOS

IJby596 1. po LoWdz6 Ulb,6 gles eds 9lzos puwese Firepower Chassis Manager (FCM): Jl
09 p9uoT O 1Uue9,6:

UTRNIE N Interfaces Logical Devices Security Engine  Platform Settings

KSEC-FPR4100-1 10.62.148.37

Model: Cisco Frrepower 4140 Securnty Apphance Version: 2.0(1.37) |

IJb,s86 2. luedd lJs uble FCM > wease [Juowzo: Jel 09 p9 oz Vs IJuo9)0:




Feerview  [nterf aoes Engine PMakfonm Settings

Logical Devices Security

Available Updates

T hame Ty Weraann Staius
Popes -, .0 123,504 platloem-bunds  LO0LEY ok - Brep ol ]
- &9, E.0, 1.7 50 platiorm-bunds LT | Instaled

i 14,504, rtioeme-bancle il ol Brept il

IUb,586 3. o0 FXOS CLI:

<#root>
FPR4100#

show fabric-interconnect firmiare

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.01.35)
Running-Sys-Vers: 5.0(3)N2(4.01.35)

Package-Vers: 2.0(1.37)

Startup-Kern-Vers: 5.0(3)N2(4.01.35)
Startup-Sys-Vers: 5.0(3)N2(4.01.35)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

lJpopeod 3. wgpsd uo9)o FTD Ws zolj iplQ FirePOWER
PobJ\_JlL"J |J|oo|o5

oepsd w296 FTD |Js osdd FPR4100 IJ8less.

lJed

lJb,s596 1-uwgesd u29,6 FTD pu 9lzos puuwegspe FCM.

Ip wvowesd 1Uxgsd IUs pos) IJosdd FPR4100 gluwd IJs IJuble > gdleé ©u9se

Confaparaben LERnng

IJopssele. o) cpesd IJuo9,6 Jozesd Idedd: Jel 09 o9 0p B IJuo9,6.

Gyslem ERECe

Ugnlales

Usier Hanagerrsens

view  [Interfaces Secumity Engine Platfoemn Seftings

Logical Devioes

Avallable Updates

o pame Type Wernn Siatus
L35 cd oo b 0 1. 13 Ho: brotaled

oo A9, 2.0, 1,37 54 ol pbe - b o n "
145 g b 4

Configumen Ligengeg

€ Releth Upioaed Brage ||
el

Build Date
0818018

D1 L 18

Sysieny EEE=Y

paates

luwee)ue JIigesh pdd 29,6 FTD 9lu @) W98 wepsd: Jpl 09 pooe B IUuo9,sé:

Uigr Managemant

" 0



Upload Image ?lix

Select File :
| Browse... Iciﬁcn—l’td.E:.l.D.SEU-SF'A-n:EP .

Upload Cancel

Sw9d lolBss wigsue [dpuweise Iduolss (EULA).

sop ldozdd Jel 09 p9soe Bs 1Jua9,s.

Owerview Interfaces Logical Devices Security Engine Platform Sattings System

Configuratian Licensing Updates User Managerment

Available Updates © Refresh | | Upiad Image ; &
Tmage Hame Type Wershon Status Build Date
foos-k5,2.0,1 .84, 5P platform: bundie 2.0 1.8 Installed 10415/ 3014 ]
Fuos- k8. 2.0.1.4.5P8 platfoem-bundie  2.0(1.4) Mo k- Instaled 0 D 2016 no

|1 Clsd- MG, 1.0, 330,248 I [LE &.1.0. 200 SULRRIER S L 08/ 26/ 2014 i

IJb,586 2 - wppsd L2986 FTD o0 9lzoé puweése FCM po 9lz0é Lulb, I9le, FXOS
Spdud wepsd 09,8 FTD oy ¢bp FTP g Guwgs 1owé (SCP) g FTP IJley (SFTP).

Yod wie uldd IJue9,6: vzl pu lJlouold wsu 9lgod s 1Josdd 9ldeghe 1w g so:

<#root>

FPR4100#

connect | ocal - ngnt
FPR4100(Tocal-mgmt)#
pi ng 10. 229. 24, 22

PING 10.229.24.22 (10.229.24.22) from 10.62.148.88 eth0O: 56(84) bytes of data.
64 bytes from 10.229.24.22: icmp_seq=1 tt1=124 time=0.385 ms
64 bytes from 10.229.24.22: icmp_seq=2 tt1=124 time=0.577 ms
64 bytes from 10.229.24.22: icmp_seq=3 tt1=124 time=0.347 ms

Jouisd w96 FTD. luedd [Js o3l 1Jubld 9l weése 1l download image:

<#root>

FPR4100#



scope ssa
FPR4100 /ssa #

scope app-software
FPR4100 /ssa/app-software #

downl oad image ftp://ftp_username@0. 229. 24. 22/ ci sco-ftd. 6. 1. 0. 330. SPA. csp

Password:

Je)ldws wdrp weesd IUuegs:

<tfroot>

FPR4100 /ssa/app-software #

show downl oad-t ask det ai

Downloads for Application Software:

File Nane: cisco-ftd.6.1.0.330.SPA csp

Protocol: Ftp

Server: 10.229.24.22

Port: O

Userid: ftp

Path:

Downloaded Image Size (KB): 95040
Time stamp: 2016-12-11T20:27:47.856

St at e: Downl oadi ng

Transfer Rate (KB/s): 47520.000000

Current Task: downloading image cisco-ftd.6.1.0.330.SPA.csp from 10.229.24.22(FSM-STAGE: sam:dme:App

iu”Q'CV’ o3l |.Ji,oJ Jdoezd pu lJoujsd Jolze:

<#root>
FPR4100 /ssa/app-software #

show downl oad-t ask

Downloads for Application Software:
File Name Protocol Server Port Userid State

cisco-ftd.6.1.0.330.SPA.csp Ftp 10.229.24.22 0 ftp



Downl oaded

Jee s leulosd Ul olssé:

<#root>
KSEC-FPR4100 /ssa/app-software #

show downl oad-task fsm status expand

File Nane: cisco-ftd.6.1.0.330. SPA csp

FSM Status:

Affected Object: sys/app-catalogue/dnld-cisco-ftd.6.1.0.330.SPA.csp/fsm

Current FSM Downl oad

St at us: Success

Completion Time: 2016-12-11T20:28:12.889
Progress (%): 100

FSM Stage:

Order Stage Name Status Try

1 DownloadLocal
Success

1
2 DownTloadUnpackLocal

Success

1
File Name: Cisco_FTD_SSP_Upgrade-6.1.0-330.sh

SOp 02 1Juo9)6 S puve9e [Josdd ISl s:

<tfroot>

KSEC-FPR4100 /ssa/app-software # exit
KSEC-FPR4100 /ssa #

show app

AppTication:
Name Version Description Author Deploy Type CSP Type

Is Default App



asa 9.6.2.3 N/A cisco Native Application No

ftd 6.1.0.330

N/A cisco Native Application No

lJpoped 4. ©dosy b6 FTD gglzole IUuslule

I.OQJD.Jg_;lQ |J|oor06

Ip wvodysu lgole IUbL6 gldoslule J- FTD gds gol; Firepower.
lJeJ

Jlvuble 9lzod 235360 §p vouwzsd [Usged IJs bLs @lgss wslole 1JIs])6 (FCM)gIQt‘y,j.J lJs
edlps lJowsse IUglzole. wbo, IJglzole 1Jzldss. Jlouile 9lz06 §ulo puuds zasré: e, 1J))
luol8s Bulo pudsc Jol 09 p9 oz Vs IUuo9)0:

Overview MG BTSN | ogical Devices  Security Engine  Platform Settings System Tools Help admin

Network Module 1 Network Module 2

= u = 1 3 5 7 Network Hodule 3 i
: - . - 1 2 3 4
consolE  MemT  USB [ o |
3 4

6 8 2 4 & g

LRI ETVSN  Hardware Bypass

o4 Add Port Channel

lJglogs 1. lugile 9lzos wslule Bulé puds.

Gp wludble 9lzes Juls e 95 23536 Jpl 09 p9oT Vs IJU0,6:

P& Yuls IJpuds 10

lJouse lIJoslole

Spdsu UEP

pEIS 1JE 29 lse,oe1M Lseyue 1/2

Jpe)rd Yuls 1Jpuds: §spo pu 1 1ds 47.

) pdlzbé: swp luweesle PortChannel 48 JJpeeoslo.



' Add Port Channel ? x|
Port Channel 1D: § 10 ¥ Enabie

Typa: [rata il 1
Admen Speed: 10gbps w
Avadable [nterface Member 10
Searct
E— 2 L Ethernet1/1 g |
Ethermet 1,1 = [ Ethernetl/2 |

Ethemetl/2

] Ethernet1/6
[ Ethemet 1,7
[ Ethemet /8
[ Ethernet2/1
1] Ethemet2)2

Sop lJopdd Jel 09 p9 0z S 1Ju29)6.

view EICIETCN L ogical Devices Security Engine Platform Settings

Network Module 1 Network Module 2

i |‘ @ L;JL;JL;JL;J Netv;orkHodzule? .
Console MeMT  USE mm ﬁﬁmﬁ [ H

UGG R Hardware Bypass

MGMT Management Enabied i

[ ]
“ 'w Port-channel10 data 10gbps 10gbps up tnatied @)
Ethernet1/1 up
Ethernet1/2 up

IJg b9 2. |ouile 9lz06 |5],6.

WO gdlps IJowssy 1Uglgole. i'acu [J9lgod: 923> we)rss 99, v dasu 9lzod IUbLé Jpl o9
pILPT O IJuoy)e:



Edit Interface - Ethernetl/3 L
olp e

ACITIN 5P

oK Canced

lJpoped 5. luuble ol pubb 9s 238> 9odgsuo
pobdole 1Upops

louis FTD Jzobs pubds puwedd louise.

lJeJ

IJglogs 1. |Lolwds zolj pubb .

loodd [Js edles ldowsse IUizoss IJpulbdss slge, 15, luolds zols Jluuile zols pulbds
2353 Jol 09 p9 oz B 1J09,6:

Overview Interfaces QKls[l=1WsIVTJL-T-0 Security Engine Platform Settings System Tools Help admin

e

Mo logical devices available. Click on Add Device to add a new logical device.

G wodosu zolj FTD wluywaesle IUlesble 1Jpsozs S 1Jues,é:

uble Firepower Threat

luwe 1Jzol) Defense (FTD)




. Cisco Firepower Threat
JolJe Defense
luosly IJuos,yo 6.1.0.330
Add Device ?
Device Name: FTD
Template: Cisco Firepower Threat Defense v
Image Version: 65.1.0.330 pai
Device Mode:
(] 4 Cancel

|J¢lo9é 2. bootstrap IJgol; Ipulb 9.

o8& louble 1Jzolj IJpulb@s: wlbo, ulwis IJlgsls - device_name. i'aoJ i§L§_9.;.6 lJgol; Juoe
IJodssu: Jel 09 p90z S 1Juo9,s.



Overview Interfaces IGI:[L=1MaIVTS-T0 Security Engine Platform Settings System Tools Help admin|

Provisioning - FTD S Ca0ce)
Standalone | Cisco Firepower Threat Defense | 6.1.0.330
Data Ports -

Ethemet1/4

Ethemetl/5 CIiCk here

Ethemetl/6
Ethemetl/7
Ethemet1/8
Ethemet2/1

Ethemnet2/2

Ethemnet2/3 %

Ethemnet2/4 T
Ethemet2/5 Click to configure

Ethemet2/6
Ethemet2/7
Ethemet2/8
Ethemet3/1
Ethemet3/2
Ethemet3/3
Ethemet3/4

Port-channel10

Application Version Management IP Gateway Management Port Status

d fFD 6.1.0,320

Sp wodssu edlpd cugse pedsele FTD IUgles: Jol 09 p9 oz S IUuogé:

9lzo6 151,06 lse,oue 1/3

w9 IJewslo IPv4 B 5b

eoolo IP 1Ugloo oldbls  |10.62.148.84

Sule Juvods 255.255.255.128

eohé IduvwJs 10.62.148.1




General Information

Inkterface Informaton

Management

Address Type:

IPv4

Management IP:

Metwork Mask:

Metwork Gateway':

Cisco Firepower Threat Defense - Configuration

Settings Agreement

Management Interface: Ethermetl/ 3 b

IPv4 only v

10.62.148.84

255.255.255.128

10.62.148.1

I wodssu edlps IJowssy leshle FTD. Jel 09 p9oz WO 1Juo9,)é:

pulz IJouwesd cisco

IJed 1Jp9, Pa$$word

guslo IP Jeyd; blye 10.62.148.50

Firepower

eeldle Joge cisco.com

9,28 2ob Izelsd P20

59150 DNS 192.168.0.1

'5;’3”""5“9 rsoJ €JS V29 |E1D4100.cisco.com
P




9lzo6 1JIzsle

Cisco Firepower Threat Defense - Configuration

General InFcHTnah:Jn Agreement

Reqgistration Key. T

Password: P —

Firepower Management 10.62.148.50

Center IP:

Search domains: CiSCO.com

Firewall Mode: Routed w
DNS Servers: 192.168.0.1

Fully Qualified Hostname: | FTD4100.cisco.com

Eventing Interface: v

olds po Bugd IUlo Wl 8s6 9235 polds.
lJ2lo96 3. 9p vogssu Sleole ldoslule.

O woIWSE pub 9o pulwds Idoslule 9lge, JJ 9lzos Jogssuol gds FTD. s o3l
lJuovsubsy op wessu 9lgoo 9less (Port-channel10) Jel 09 p9 oz WO 1Juo9,o:



Overview Interfaces QEls[{s=1RoI\VT-T 0 Security Engine Platform Settings System Tools Help admin

Provisioning - FTD Save Cancel

Standalone | Cisco Firepower Threat Defense | 6.1.0.330

Data Ports -

Ethermnetl/4
Ethemet1/5
Ethemetl/6
Ethemet1/7
Ethemnet1/s
Ethermnet2/1
Ethernet2/2

Ethernet2/3 <>
Ethernet2/4 Port-
channel10 FTD - 6.1.0.330
Ethemnet2/5 Ethernetl/2
Click to configure

Ethemet2/6
Ethermet2/7
Ethernet2/8
Ethermnet3/1
Ethernet3/2
Ethernet3/3

Ethernet3/4

Port-channell0

Application Version Management IP  Gateway Management Port Status
3 FmD 6.1.0.330 10.62.148.84 10.62.148.1 Ethernetl/3

Ports:

Data Interfaces: Port-channel 10

i'acu eb Jlwole IJodgsu.
lJglb9é 4. o)l 9w6 gpdsd oo wse.

030 05 lJb,s96 lJus sw@se wol wowse FTD guspl wwp poldewo pu 9lgod puwegse FCM.
Jpl 09 p9,02 O ULy

Overview Interfaces QKJeIE1N0ANTLIN Security Engine Platform Settings System Tools Help admin

¢ Refresh

-~ FTD Standalone Status: ok & o5

Application Version Manag t IP Gateway  Manag t Port Status
9 o 6.1.0.330 10.62,148.84 10.62.148.1 Ethernetl/2 € installing
Ports:

Data Interfaces: Port-channel 10




Overview Interfaces QKTl=1RNTSEEN Security Engine  Platform Settings System Tools Help admin

Ports:

Data Interfaces:

Port-channel10

¢ Refresh
~| FTD Standalone Status: ok % |
Application Version M g tIP G y M g it Port  Status
. FTD 5.1.0.330 10.62.148.84 10.62.148.1 Ethernetl/3 | e offline ved @

Overview Interfaces QETs[l=|Qs=INIL-T Security Engine Platform Settings System Tools Help admin

¢ Refresh
« FTD Standalone Status: ok % 3
= o 1§
Application Version Management IP Gateway Management Port  Status
= g 3
9 o 6.1.0.330 10.62,148,84 10.62.148.1 Ethernetl/3 ‘ 3" starting Enatied ()
Ports:

Data Interfaces: Port-channel10

Overview Interfaces QGLITEIRVEWTE-N Security Engine  Platform Settings System Tools Help admin

¢ Refresh
~ FTD Standalone Status: ok & B |
& | | 1
Application Version Management IP  Gateway Management Port  Status
3 o 6.1.0.330 10.62.148.84 10.62.148.1  Ethernet1/3 ‘ [ R Eraticd @
Ports:
Data Interfaces: Port-channel10

Bp wpildus gpdss IJosuse pu 9lzod Lulb, I9le, FirePower:

<tfroot>

FPR4100#

connect nodule 1 console

A} A}

Telnet escape character is '~
Trying 127.5.1.1...
Connected to 127.5.1.1.

L} L}

Escape character is '~

CISCO Serial Over LAN:
Close Network Connection to Exit

Cisco FTD: CMD=-start, CSP-ID=cisco-ftd.6.1.0.330__ftd_001_JAD19500F7YHCNL7715, FLAG="'
Cisco FTD starting ...

Registering to process manager
VNICs requested: 9,22

Cisco FTD started successfully.
Cisco FTD initializing
Firepower-modulel>Setting up VNICs



Found Firepower management vnic 18.

No Firepower eventing vnic configured.
Updating /ngfw/etc/sf/arc.conf ...
Deleting previous CGroup Configuration ...

Initializing Threat Defense ... [ K ]

Starting system log daemon... [ OK ]
Stopping mysql...

Dec 12 17:12:17 Firepower-modulel SF-IMS[14629]: [14629] pmtool:pmtool [ERROR] Unable to connect to UNIL
Starting mysql...

Dec 12 17:12:17 Firepower-modulel SF-IMS[14641]: [14641] pmtool:pmtool [ERROR] Unable to connect to UNIL
Flushing a1l current IPv4 rules and user defined chains: ...success

Clearing all current IPv4 rules and user defined chains: ...success

Applying iptables firewall rules:

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Applying rules successed

Flushing a1l current IPv6 rules and user defined chains: ...success

Clearing all current IPv6 rules and user defined chains: ...success

Applying ip6tables firewall rules:

Flushing chain “PREROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Flushing chain “POSTROUTING'

Flushing chain “INPUT'

Flushing chain “FORWARD'

Flushing chain “OUTPUT'

Applying rules successed

Starting nscd...

mkdir: created directory '/var/run/nscd’ [ OK ]
Starting , please wait...... complete.

Firstboot detected, executing scripts

Executing SOlvirtual-machine-reconfigure [ oK 1]
Executing S02aws-pull-cfg [ oK 1]
Executing S02configure_onbox [ oK 1]
Executing S04fix-httpd.sh [ oK 1]
Executing SO6addusers [ OK 1]
Executing SO7uuid-init [ oK 1]
Executing SO08configure_mysql [ oK 1]
Fedededededededdddh Attent-lon Fedededededddd

Initializing the configuration database. Depending on available

system resources (CPU, memory, and disk), this may take 30 minutes

or more to complete.
e v v d ThThNd Attent-lon Fedededededddd
Executing S09database-init [ oK 1]
Executing Slldatabase-populate [ oK 1]
Executing S12install_infodb [ oK 1]
Executing S15set-Tocale.sh [ oK 1]
Executing Sl6update-sensor.pl [ OK ]
Executing S19cert-tun-init [ oK 1]
Executing S20cert-init [ oK 1]



Executing S21ldisable_estreamer [ OK ]
Executing S25create_default_des.pl [ OK ]
Executing S30init_lights_out_mgmt.p] [ OK ]
Executing S40install_default_filters.pl [ OK ]
Executing S42install_default_dashboards.pl [ OK ]
Executing S43install_default_report_templates.pl [ OK ]
Executing S44install_default_app_filters.pl [ OK ]
Executing S45install_default_realms.pl [ OK ]
Executing S47install_default_sandbox_EO.p] [ OK ]
Executing S50install-remediation-modules [ OK ]
Executing S5linstall_health_policy.pl [ OK ]
Executing S52install_system_policy.pl [ OK ]
Executing S53change_reconciliation_baseline.pl [ OK ]
Executing S70remove_casuser.pl [ OK ]
Executing S70update_sensor_objects.sh [ OK ]
Executing S85patch_history-init [ OK ]
Executing S90banner-init [ oK 1]
Executing S96grow_var.sh [ OK ]
Executing S96install_vmware_tools.pl [ OK ]
Fedededededededdh Attent-lon Fedededededdeddh

Initializing the system's localization settings. Depending on available

system resources (CPU, memory, and disk), this may take 10 minutes

or more to complete.
Fedededededededdh Attent-lon Fedededededdeddh
Executing S96localize-templates [ OK ]
Executing S96ovf-data.pl [ OK ]
Executing S97compress-client-resources [ OK ]
Executing S97create_platinum_forms.pl [ OK ]
Executing S97install_cas [ OK ]
Executing S97install_cloud_support.pl [ OK ]
Executing S97install_geolocation.pl [ OK ]
Executing S97install_ss1_inspection.pl [ OK ]
Executing S97update_modprobe.pl [ OK ]
Executing S98check-db-integrity.sh [ OK ]
Executing S98htaccess-init [ OK ]
Executing S98is-sru-finished.sh [ OK ]
Executing S99correct_ipmi.pl [ OK ]
Executing S99start-system [ OK ]
Executing S99z_db_restore [ OK ]
Executing S99_z_cc-integrity.sh [ oK 1]

Firstboot scripts finished.

Configuring NTP... [ OK ]

insmod: ERROR: could not insert module /Tib/modules/kernel/drivers/uio/igb_uio.ko: File exists

rw console=ttyS0,38400 Toglevel=2 auto kstack=128 reboot=force panic=1 ide_generic.probe_mask=0x1 idel=
Fru Size : 512 bytes

Done

VNIC command successful

VNIC command successful

fatattr: FAT_IOCTL_GET_ATTRIBUTES: Inappropriate ioct]l for device
fatattr: can't open '/mnt/diskO0/.private2': No such file or directory
fatattr: can't open '/mnt/disk0/.ngfw': No such file or directory
Model reconfigure detected, executing scripts

Pinging mysql

Found mysql 1is running

Executing 45update-sensor.pl

Executing 55recalculate_arc.pl

Mon Dec 12 17:16:15 UTC 2016

Starting MySQL...

Pinging mysql

m

oK 1]
oK 1]

m



Pinging mysql, try 1
Found mysql 1is running
Detecting expanded storage...
Running initializeObjects...
Stopping MySQL...
Killing mysqld with pid 32651
Wait for mysqld to exit\c
done
Mon Dec 12 17:16:21 UTC 2016
Starting sfifd... [ OK ]
Starting Cisco Firepower 4140 Threat Defense, please wait...No PM running!
...started.

Cisco FTD initialization finished successfully.
output omitted ...

Reading from flash...
|

Cryptochecksum (changed): blabfa7e 63faeel4 affdddb0 9bc9d8cd

INFO: Power-0On Self-Test in process.

INFO: Power-0On Self-Test complete.

INFO: Starting HW-DRBG health test (DRBG 0)...
INFO: HW-DRBG health test (DRBG 0) passed.
INFO: Starting HW-DRBG health test (DRBG 1)...
INFO: HW-DRBG health test (DRBG 1) passed.

INFO: Starting SW-DRBG health test...
INFO: SW-DRBG health test passed.

Firepower-modulel>
Firepower-modulel>

show servi ces status

Services currently running:
Feature | Instance ID | State | Up Since

ftd
| 001_JAD19500F7YHCNL7715 |

RUNNI NG

| :00:08:07

1Jpos 6. owzsd FTD G 0,95 blyé FirePOWER (FMC)
ouvesd FTD ws FMC.

lJzJ



IUz1o96 1. 0288 po IUlouold IJiuwluus wso FTD 9 FMC.

Bod cuwesd FTD [Js FMC. 0268 o IJlouald 1iguluss wse FTD 9 FMC:

<#root>
Firepower-modulel>

connect ftd

Connecting to ftd console... enter exit to return to bootCLI

>

pi ng system 10. 62. 148. 50

PING 10.62.148.50 (10.62.148.50) 56(84) bytes of data.

64 bytes from 10.62.148.50: icmp_seq=1 tt1=64 time=0.133 ms
64 bytes from 10.62.148.50: icmp_seq=2 tt1=64 time=0.132 ms
64 bytes from 10.62.148.50: icmp_seq=3 tt1=64 time=0.123 ms

ub)l Jodosu wy9w9ded uble wpos> u,_,u&sJ lJJposse, (BOOTSTRP): szwss wi9wsdsd
FTD gJs p38) 9236 IJozdpe Vs blyo 1JJgzo IUluwlwss (FMC) 1Uss wp wdssuo wldwed:

<#root>
>
show manager s

Host : 10.62.148.50
Registration Key T
Registration

pendi ng

RPC Status

|Jgbo9s 2. | ols FTD |Js FMC.

eJs FMC. luodd |Js eJleé IJowsse IJizoe>blé 1Jizoj6 9oz IUs luolss... > |olss
2ol Jpl 09 p9 oz S 1Juoys.

Overview Analysis Policies sISUlL0 Objects AMP Deploy & System Helpv adminv¥

Device Management NAT VPN QoS Platform Settings

By Group v i Add... -
Name Group Model License Type Access Control Policy ) Add Device

4 | Ungrouped (6) &) Add High Availability



I wodosu leshle goly FTD: Jpl 09 p9 oz Vs 1Uuo9)6:

Add Device ? X
Host: 10.62.148.84
Display Name: FTDS100
Registration Key: CiSCo
Group: Mone i
Access Control Policy:  FTD4100 w
Smart Licensing
Malware: o
Threat: s
URL Filtering: o
» Advanced
ﬂ On version 5.4 devices or earlier, the licensing options will need to be
specified from Lcensing page.
Register Cancel

2o oo IJogvesd:

eJs FMC. 288 pu ldpolp Jpg 96 Js956 wde Jouvesd. wlJluols |Js gpdso
lJouwzsd: od9pe Jewe IJlouoldle 1Jess)ldss lsuol wpel sds:

o 1Joguled zol; FTD (luvessh odssy IJ9lzes 1Jz1Js).
oy Iduwslywé 1Jlsdsé.

IJowwzsd Idulee Jel 09 p9s0z B 1Juo9,6:

Systemm Help v admin v

Overview Analysis Policies JisElIlL B8 Objects = AMP

Device Management NAT VPN QoS Platform Settings

By Group v |8 Add...

« (] Ungrouped (7)
© FTD4100
10.62.148.84 - Cisco Firepower 4140 Threat Defense - v6.1.0 - routed

Cisco Fir Base, Threat, Ma FTD4100 w.\ G




N ol s Gus 1UIuos], 6.1, op sl 3.5, Iz036 FirePOWER (FDM) Jescdes, 1116 s
IJeywe. Jl spdu Jblys FTD IJpewe gds golj FirePOWER (9luulbs FDM.
lJpopd 7. w,0956 FTD
pob.J-__JQ U.00,05
I v dso FTD oy 6.1.0.330 |Js 6.1.0.1.
IJzJ
IJgbgo 1. w299 pu IJosldg.

2283 po edleble |uosly FXOS Jpely ol 1uosl, FTD 1Jexcd pg wiulpz FXOS. sl Jsp
Ileye Op l9dl wonB8ss wyulez FXOS.

lJ¢lo9s 2. &y 956 FTD.

e b6 wyulpz FTD pu Yod FMC 9dsuw FCM. Jo)y 966 1Jgess lJupelbss FTD: louod ©
FMC. s oz Ids Idouble > s slge) crpsd wease: Jpl 09 p9 oz s 1Ju09)s.

Overview Analysis Policies Devices Objects AMP oy System

Configuration Users Domains Integration Updates Licenses ¥ Health « Ma

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.1.0

Updates

Upload software updates and patches here.

Package | Choose File | Cisco_FTD_55...1.0.1-53.sh

Upload Cancel

Ip voowse Idopdse eds 1J9es [Juplbss FTD. Jel 09 p9 oz Os IUuo9):

Overview Analysis Policies Devices Objects @ AMP oy System

Configuration Users Domains Integration Updates Licenses Health » Mg
Rule Updates Geolocation Updates

Currently running software version: 6.1.0

&2 Upload Update

Updates
Type Version Date Release Notes Reboot I
Sourcefire Vulnerability And Fingerprint Database Updates 275 Wed Nov 16 16:50:43 UTC 2016 Mo i-u
Cisco FTD SSP Patch 6.1.0.1-53 Fri Dec 2 17:37:52 UTC 2016 Yes ||;||L_,

lRosbsl spdud ouvésd Szuo zlojss:



Product Updates Rule Updates Geolocation Updates

Selected Update

Currently running software version: 6.1.0

Type Cisco FTD SSP Patch
Version 6.1.0.1-53
Date Fri Dec 2 17:37:52 UTC 2016
Release Notes
Reboot Yes
[ By Group v |
Health Policy
FTD4100 o .
Lo
. i initial Health Folicy ~U16-11-21
10.62.148.84 - Cisco Firepower 4140 Threat Defense v6.1.0 Initial Health Policy 2016-11-21 @ °

12:21:09

eck Mi Cancel

Swp U2 I elojss vlee Vs IJuey,s:

Readiness Check Status
Cusrent Verskon: 6,1
Lipdate Version: 6,1,0.1-53

Readiness Chesk Complete '

Tl 1 el Sibinghend

Fia100

10,62, 146 84 - Choo Frepower 4140 Threat Defensevd, 1,0
SRabus Logefesdiness Chexk To 10062, 14884 Sucoess

Jose g0Js6 1Je)8s6: [0d) B8 wovse: Jpl 09 pyoe S IJu09,6:




Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.1.0

Selected Update

Type Cisco FTD SSP Patch
Version 6.1.0.1-53

Date Fri Dec 2 17:37:52 UTC 2016
Release Notes

Reboot Yes

iBy Group v

FTD4100 Health Policy

10.62.148.84 - Cisco Firepower 4140 Threat Defense v6.1.0 I;;'F';{_E';aith Policy 2016-11-21 @ @

[ Launch Readiness Check Cancel

cobde IJo)B8s6 [ghs wposs FTD. Jel 09 p9 oz WOs IJuo9,6:

10.62.148.50 says:

Update installation will reboot the system{s), Are you sure you want to continue?

OK Cancel

eds &b wowse FTD: spdu o)l 8wt gpdsé ©8s6 FTD pu slzod puwese FMC (Ipolp).
SpJdu CEde ©de 1Je)8s6 pu 9lgod Lulo) IJIgle, (CLI) IJElL0é o FTD (90g CLISH).

w8 1Jopld 1Jes8s6: e oy uwsluws B FTD: Jol 09 p9 oz S [Ju09,6:

m Help » admin

Tasks & 7

(20+ total} 0w 0 0 204+ success O

[ s Haibbla [adtall Li 35% XN
Apply to 10.62.148.84,
Please reapply policies to your managed devices.

N XR

pL 8206 puuegsp FMC. Jol 09 p9 oz B Iu09)6:



Overview Analysis Policies goSf[«0 Objects AMP

Device Management MNAT VPN Qos Platform Settings

4 | Ungrouped (7)

nﬂ FTD41040
10.62.148.84 - Cisco Firepower 4140 Threat Defense route

pL 8206 puwe e FCM: Jol 09 p9 oz s IUuos)6:

Overview Interfaces ERST1RsIaUTLEN Security Engine Platform Settings

& FTD Standdaloneg Status: ol

pw 9lzoé b, 1Jisle, (CLI) JJosIJ:

<#root>
FPR4100#

Scope ssa

FPR4100 /ssa #

show app-i nstance

AppTlication Name Slot ID Admin State Operational State Running Version Startup Version Cl
fd o Enabled ontine
6.1.0.1.53

6.1.0.330 Not Applicable

p0 9lzod wlo, IJlsle) B yulpe FTD:

<tfroot>



FPR4100#

connect nodule 1 console

Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

>

show versi on

——————————————— [ FTD4100.cisco.com J-----=-=---——----
Model : Cisco Firepower 4140 Threat Defense (76)

Version 6.1.0.1 (Build 53)

uuiD : 22¢66994-c08e-11e6-a210-931f3cbbbbea
Rules update version : 2016-03-28-001-vrt

VDB version : 275

>

Firepower 2100

Suwwgde FTD gds Firepower 2100 2506 9lgs6 wzwos eds JJ pu wo9y FXOS 9 FTD.
soldolds: wgodo lplelo IJoewse 9lde,8ss gu lgylele FP4100/FP9300.

oowsw FTD gds FP2100

ould 4 Jg)lele pgodds. weops eds Ieldle IJoldsé:

IJzldo 1: leuwe IJodssu 9legls cuvgsd IJuble wlguedsle 09,6 FTD o wol.

lJzldé 2: gbé odosu wo9yé JJuble oluwedsle luosl) 2383 pu wulpz IUoboss.

IJzldo 3: gl edssy uo9yo IJuble IJs leshle leshle Ideuoug IJlWe,)ljose 1UEluos wo.

lJzlJs 4: lelbe odosu IJuble |Js lesble leshle IJeuoug IVl oss (luves Jded p)9)
lJeuw99d).

JJzuesd eds IJodluosd Idpoeddsé wdd 2lJs sldlple 1Jgloo wol. lze:

llele lelss Lo i

wede ldelds 2 gldoss gldle wovse FTD wsupl spdu luwesle 1Jzlds 3 (Uoouu..§&
9ldeposs oo ROMMON) W zldle pes6 (eds yvesd IJpeldd lduble gs) puved) 19 Os
2Jé 1o poss 9pl s 3JY).


/content/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.pdf

<y 9so FTD gJs FP2100

Cuvww 830 9293 2jped FXOS puwods: Joydse FTD gds FP2100: lowg 1Ugbsle 1Jes)ze:
IJglbgs 1. w299 pu lJoglues.

31 Jly FTD wwp blhwo wyluwlbs FMC (b6 ghz 1Jeywg) 9ozl pu Suwe 1Jw9lo g Ws
edlzble |uosl) FTD Idpuwwo>d Jdowslpee.

lJglo9eé 2. 3l Jluw ould gled 9p lodl w86 FMC. Ip dlispl vogugsd luosh wyulez FMC
lJ3s suwlas luosly wyulez FTD 1Jeswd lg leds puwo.

lJglo9é 3. oy 956 FTD.

iu.uoé_.)ro IJlz)le oo 1U3s wp wyes@o J FP4100/9300. Idpuweusle 1Jeles 1Jesls §)lewol
Yod wysé FTD:

o« pdlzble |uosly FTD (8ds uvwsd Idpold: Bl oo opss 1desdss 1Js 1dlues), 6.3.0.2,
Bzl pu pdleble 1luesl) 6.3.0.2 Jdeedd pu puwble 1e,ds6 zese IJodlosd
sle 1duoJs.)

ollzble 1l ool
« >Jsd o888 FMC (I8 oJ: IUsBdle o> woss> FirePOWER: Izoj6 I¢))

>Jsd o850 039 bblyo Cisco Firepower. |l _o»l, 6.0-7.0

IJozdd pu lduogs
Jls92> eldsl lole JJozdd po uogs o3l IJodsso.
lwod ol IJIgble 9l odlzol
ould 2ldssl ol pu pEJ9p8 P28 S8, lu sops 03l wuidsd.
pE_J_9ro|CJ Slo uodJé
¢ s oolcs § FXOS

* 9ulis, 9 Cisco Firepower NGFW
o lbgp lJo,9uns 9l wule - Cisco Systems



https://www.cisco.com/c/ar_ae/support/security/defense-center/products-release-notes-list.html
/content/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/upgrade_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/upgrade_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/upgrade_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#pgfId-136544
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#pgfId-136544
https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ar_ae/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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