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9ldrVle gy wosxs> FirePOWER (FTD) IJs Jpws9e) peds.
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ould ¢lsp w)y90999d IJuuwe IJlew (SCP) eJs FMC. goldelds: spdo vdd 1dpdile oo FTD
IJs FMC.

root@FMC:~$ scp admin@<FTD 1ip>:<path to file> <path to local directory where to store>

Sldpeld Iduslsg 09 0dJ 1dedd (IJpddle) IJigwluuss po FTD lJs FMC.

s FTD:

root@ciscoasa:/ngfw/var/common# 1s -1
total 1557960
-rw-r--r-- 1 root root 23231 Sep 6 03:43 core_1482327396_Firepower-modulel_snort_6

-rw------- 1 root root 560128000 Apr 26 01:47 core_1556242979_ciscoasa_snort_6.8777
-rw------- 1 root root 383381504 Aug 25 23:05 core_1566774281_ciscoasa_snort_11.31618
-rw------- 1 root root 69562368 Aug 25 23:05 core_1566774281_ciscoasa_snort_11.31620
-rw------- 1 root root 465424384 Aug 28 02:21 core_1566958444_ciscoasa_snhort_6.18352
-rw------- 1 root root 116887552 Aug 28 02:18 core_1566958688_ciscoasa_snort_6.18340
-rw------- 1 root root 52338688 Aug 28 02:18 core_1566958689_ciscoasa_snort_6.18341
-rw------- 1 root root 465514496 Sep 2 02:20 core_1567390346_ciscoasa_snort_6.27631
-rw------- 1 root root 151572480 Sep 2 02:17 core_1567390618_ciscoasa_snhort_6.27435

Tor Bp wudd IJed s FMC:

root@FMC: /Volume/home/admin# scp admin@l0.10.10.10:/ngfw/var/common/core_1567390618_ciscoasa_snort_6.27

~ pdlebs: Lo v JJogwesd Idpbed eds IUle, scp Jluved ol 1Jigble ol odlzol wgs
3JY.

o IdedVle po FMC IJs 1Jzols Ideeds

luvegsle SCP Juuwi



ould ghp wysweded IJuuwe I._Jirog (SCP) £Jss FMC: 909 suvwgsp Idpdole IJos spdu u@dol
ou FMC |Js zol) TE)-

root@FMC:~$ scp <path to Tocal directory where to store> admin@<FMC 1ip>:<path to file>

pu Idppluwle Iduslsgs v 1JpdBle 1wl uuss po FMC |Js ez Idpdou Idpzds:

root@localMachine:/Volume/home/admin# scp admin@10.10.10.20:/var/common/core_1567390618_ciscoasa_snhort_

gldol pl sop luwogsle WINSCP. gos 116 Lulisgs IUlguegsle: sJs Windows. ¢9u8, 030 116
91206 p w6 [Js 9lgod IUpuwese IU,um9pssd (GUI).

In FMC 6.4 and above, SCP to the FMC 1is not possible directly. For that please create a new user with t
[PTease make sure that this user does not exist on the device]

root@rMC: /Volume/home/admin# useradd -s /bin/bash temp_admin
root@rMC: /Volume/home/admin# passwd temp_admin

After this SCP to the FMC will work. Once done, please remeber to delete the user:

root@rMC: /Volume/home/admin# userdel temp_admin

lIJouisd pu 9lzed IJpuwese Idyun9ess (GUI)

SeIdu ouisd ldpdVle 1Ueseyss /var/lcommon ey 9lgosd lJpuueése ldyuwsess (GUI).

If there are any file(s) and/or tcpdump generated on the FMC, please move to /var/common, so that it ca

IUgb9s 1. loedd [ds wble > Lozs > zols IJgyuo 9ludy 998 zobs IUluwe el 1Uss sdse
cuisd IJpd puor el 09 p9 o s 1Juoy st


https://winscp.net/eng/download.php

Configuration  Users  Domams  Integration  Updates  Likenses ¥ Health » Menitor  Mongtoring s Tooks

Status Count Appliance Status Surmmary

x Error ]

@ 1 .

Warning o h

@ Rcovered 0

L Normad 1 *

0 -
o

is out of compliance

U196 2. lowdd 1Js 1Joble>zels6> ool 306 9lod) 898 Iuved sl IUisble sl odlzol
lJpo 8o Jol 09 p9 02 S 1Uu09,6:

System

Configuration  Users Romains Integration  Updates Licemsas *  Health » Monktor Monitoring v Tools ¥

Health Monitor

Appliance odule Status Summany
& firepower (P Generate Trosdloshooting Files.
45,450
"
Alert Detail (firepower)
Abert Time Description * Disnlay Hodaies
Smart License usage is out of comphiance

@ Smart License Monitor 2019-09-02 21:47:23 . - Run Everts Graph
@  sppkance Heanbest 2015-05+ Al apphances ane sending heartbeats comectiy Aun Events
@ backdog Hatus 2018-05-0. Ho mwen backlog mxists on any device Run Everts
@  Classic License Manitor Licenses are up 1o date Rur Everts Gragh
& Disi Usage - Disk 2.2G Awad] of 1.76 . Run Evarts Gragh
9 m Bum
L Herdware Alarms Hardware i functioning rormally Run Events

S>¢d ¢b96 3. 1JpJd 9b §lo 96 download: Jel 09 p9 oz Vs IJu09)6:



Caorfiguration Lisers Domans Integration Updates

Advanced Troubleshooting

e Dovmioad |

“fou harve chosen to open:
core_1 556148704 FMC_PeelMeuagetland 115576

which i Tet Decy
frome hiaps:

What should Firefox do with this file?
Qpenwith | Notepad (defucit)
% Save File

Do

® gutematics!

Cancel




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



