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Create a New Application Integration

Flatform Web v

Sign on method () Secure Web Authentication [SWA)

Uses credentials to sign In. This integration works with most apps.

L
S
(®) SAML 20
al
Uses the SAML protocol to log users into the app. This s a better option
n than SWA, if the app supports It
P
o () OpenlD Connect
Uses the OpeniD Connect protocol 1o 10g users into an app you've bullt r
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o General Settings

App name FMC-Login
Iﬂ o (optiona
App log 0 I
CISCO
cisco.png Browsa..
Upload Logo

Reguiremenis

For Best Results, use a PNG image with

App visibility [ | Do not display application icon 1o users

Do not display application icon in the Okta Moblle app
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IJgbo9s 6. 15¢J leable SAML.
euslu URL iab.s IJosdse: https://<fmc url>/saml/acs
URI JJzpos) (per)d Jslou SP): https://<fmc url>/saml/metadata

RelayState IJl e )l o.s: /ui/login



e SAML Settings

GENERAL

Single sign on URL £ hitps<FMC URL>/saml/acs
/| Use this for Reciplent URL and Destination URL

:l Allow this app to reguest other 550 URLs

Budience URI {SP Entity 1D} £ hitps:/f<FMC URL>/saml/metadata
Default RelayState ) fulflogin

f no value is set, a blank RelayState Is sent
Mame ID format € Unspeciiled v
Application username ) Okla username -
Update application username on Create and update ¥

Show Advanced Settings
ATTRIBUTE STATEMEMNTS (OFTIOMAL) LEARM MORE
MName MName format (opilonal) Value
Unspecifled L4 r
Add Another
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General Sign On Import Assignments

m # Jonvert Assignments C, Search People »

= Person Type

Rohan Biswas

: Individual I ®
roblswasiEcisco.com
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Back to A ons
r i il i
il FMC-Login
cisco Active = = View Logs
General Sign On mport Asslgnments
Settings Edit

SIGN ON METHODS

s their credentials for an application. Some sign

J:'.Z:i'l Ication username Is determined by the user profile mapping Conﬁgure ﬂ-rﬂrllE fﬂapplng

SAML 2.0

Default Relay State ulflogin

SAML 2.0 is not configured until you complete the setup instructions.
View Setup Instructions

Identity Provider metadata |s avallable If this application supports dynamic configuration,
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¢ a biswas.okta.com)app/exkjmr3gbDQjCYNind jsami/metadata * moac»@

This XML file docs not appear to have any style i iated with it. The document tree is shown below.

tyID="http: //www .okt . con/exkjmr 3gbDOJCYNindx6">

¥<nd:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata” en|
meration="urn:oasis:names:tc:SAML:2.0:protocol">

d:I1DPSSODescriptor WantAuthnRequestsSigned="false” protocolSupport!
KeyDescriptor use="signing”>

EeyInfo xmlns:ds="https//www.wd.org/2000/09/xmldsigh">
505Data>

<ds :X509Certificate>HIIDE DVOQGE: A IEZYYWS JaXN 0¥TEU
MBIGALUECWWLUINPUHIvdmLKEXT: ThvcH AQKBFglpl AJ BgNVBAYTALVTMAMWEQYDVOQIDAPDYNxpZmsybml hMRYwFAYDVOQHDALTYHA gRIhbupc2NvHOOW
JEXMBUGA1UEAWWOY212Y2BtemS iaXN3 055 b20wggE TBDwAw ggEKAOT b9SYp3IVHETPbzdt ] ILPSakYXFqE+DtaXFHKCIMY QDAL 4 Imik+ArHbhE
1 BELNKEOT. LixF7zu2 pudhajuwEdl ¥ suttImue? gpRXP/1EP12VEPNEZ (W ™, SYdX1C:
ajc HugSE1 C: p b gqEBAHIYIFnME jiak 7g¥x/: ITzn2knEtkT: TzwoH JK4OLT/VA0X /9§ BVERNB yOXWDhEVD20£3CI50URAY 7645711 /qSupMDpinmTKhgL3unTvBQTvi0S
37xCGEyeBP£L7Ce8 BgTuQwVASs1RELGEXFuE SwyQLa TZ0R1 +VTHP 15uMTBDGF 22 AbHAX TS atOce LLHUD 'V2JKZbL5 0gHdhR/Ni JhLFeBbt i y2W+ZMLagm CHC#+/9PjN0t4coILwmlERIR J254UiTgn</ds :X509Certiticate>

e ified</md:NameIDFormat
sema Jmd :Hane IDFormats

0:bindings:HTTP-POST" Location="https://cisco-robiswas.okta.con/app/ciscoorghdz6d3_fmelogin_1/exkjnr SgbDRICYNindxs /aso/saml * />
tbindings:BTTP-Redirect” Location="https://cisco-robisuas.okta.com/app/ciscoorgBiZés]_faclogin_l/exkinrighbQiCYRindx6/ss0/ sanl" />
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Single Sign-0On (SS0O) Configuration @O

The FMC supports Security Assertion Markup Language (SAML) for
authentication. This allows you to provide single sign-on (S50)
access to yvour FMC dashboard. Show More

No S50 configuration created. l Configure S50 J

|Jg 96 5. 25> p9d, FMC SAML. 16,8, 898 Next (IJelds).

9J&rue 03l IJgyuo wuweged lsdal.

Select FMC SAML Provider

Salect the SAML provider to authenticate 550 users for the FMC:

Step 1 of 3
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Configure Okta Metadata 9

Configure the FMC to wark with your Okta IdP by selecting one of the following two options: Fill out required fields for yauwr

ign=Cn URL

hitps:licisco-robiswas.okta.comfapp/ciscoorg84 2643 fmclc
Identity Provider [$5usr

hittp:ffwwow.okta.comlexkimr3gbDQJCY Mindx6

X509 Cartificate

MI IDEDEC&PSE’EHIERQIGMH{HBBjH&DGCSqGS IbIDQERCWUAMIGHWMOawC QYDVOQGEWIVIZETMBEGRLIU
ECAwKQ2 FeaWEvemSpY TEWMBOGALUERWwWHU 2FuIEZy Y5 jar jbzENMAsGA 1 UECGWET 2t 0¥ TEUMBIGAL
UECwwWLUINPUHIvdml kEX I xFzAVBgNVBAMMDmN pe 2 HvL X Jv¥ml 2d 2 F zMRwwigY TR0 ThweHAOkBFg 1 pb

P arME O AT Y 70 F WO A VIVD T el MasesD A TR M 1 a0 PTG PusssM T E TR M T sdns T W™ s A TR AT R WRE 170
() Upload XML File

Step 2 of 3 [ Back ][ Hen ]

Spdud ls ol ltosl) sepsd pdud XML 9oz psd pdud XML IJss op luuasle B 1Ugbes 10
ou wdysy OKTA.

Configure Okta Metadata 9 X

Configure the FMC to work with your Okta IdP by selecting one of the following two options: Fill out required fields for your
S50 manually, or upload the XML metadata file.
5 n noflouratin

@ Upload XML File

Drag and drop an XML file here, or click to upload an XML file containing your S50 credentials.

Step 2 of 3

wpzd wzpsd 1dpdd: wg)uo FMC Iduslole 1Jlsdss. bgbde wes 3. Jel 09 p9 oz B 030
lJue9,6.



Configure Okta Metadata o x

Configure the FMC to work with your Okta [dP by selecting one of the following two options: Fill out required fislds for your
550 manually, or uplosd the XML metadata file.

() Manual Configuration

(@ Upload XML File

Drag and drop an XML file here, or click to upload an XML file containing your 550 credentials.

File
rmietadata.oml

Identity Provider Single Sign-Chn UIRL

https:/feizon-roblawas.okta com/app/tiscoorgB842643_fmclogin_ 1/ exkimr3gbDOiCYNind =6/ ssay sami
Identity Provider Issuer

hittp s/ fwerw. okita. comfexigmr3gbDOCY Nindx &

X509 Certificate

MITDrDCCARSgAWI BAgIGAXMINBRIMADGCS G5 bIDQERCWUAMIGWM Oswl OYDVOOGEWIVUZETHMBEGA LU

Step 2of 3

1Jgb96 7. 02dd pu wslule IJogrs. 108, 898 edb « Jol 09 09 oz B 030 IJo9 6.

Verify Okta Metadata - e

Tast the Okta metadata by clicking the Test Configuration button on the System f Users / Single Sign-0n page after
YOu save. )

Identity Provider Single Sign-On URL

hitps:/fcisco-robiswas. okta. com/app/ciscoorgB42643_Imclegin_1/exkjmrIgbDOiCY Nindx 6/ 550,/ samil

Identity Provider Issuer

http:/ fvww. okita com/fexkimrIgbDOiCY Nind x6

X500 Certificate
MIDrDCCAPSg AWl BAGIGAXMINEBIMADGCSqGSIbIDQGERCWUAMIGWMQswCOYDVOOGEWIVUZETMBEGAIUECAWKQZFsaWEy

IUg1o96 8. 3p wodasu oessw 12909y IJpuwase IUIVO,los Lopu IJodssy Idpode.



Single Sign-0On (SS0O) Configuration @&

Configuration Details

Identity Provider Single Sign-0On URL
https://cisco-robiswas.okta.com/app/ciscoorg842643_

Identity Provider Issuer
http://www.okta.com/exkjmr3gbDQjCYNin4x6

X.509 Certificate
MIIDrDCCApSgAWIBAgIGAXMtNBBJMAOGCSgGSIb3DQ

w Advanced Configuration (Role Mapping)

Default User Role Administrator

Access Admin

Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)

Security Approver

Threat [nkelbgencs Derecter (TLD) User
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Single Sign-0On (S50) Configuration @O

Configuration Detalls  #
Identity Provider Single Sign-0On LURL

https://cisco-robiswas.okta.com/app/ciscoorgB42643

Identity Provider Issuer
http:/fwww.okta.com/exkjmr3ghDQiCYNindx6

X.509 Certificate

MIIDrDCCApSgAWIBAQIGAXMENBBMADGCSgGSIbIDG

¥  Advanced Configuration (Role Mapping)

I3l oz JIgouly szw o wos IJuodes IJps oes B 030 1Juo9,6: B eJlpd ousyw 22826

Ss ldpumwoe,ue.

o s m
Dene Firepower Manapamast = @ hittpes: ¥mcy. Fample comiss X +

B WGy, AR, GOy e B

Success
You can close this tab and save your S50 configuration.
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Single Sign-0On (550) Configuration @D

Configuration Details

Identity Provider Single Sign-0n LIRL
https: //clsco-robiswas.okta.com/app/ciscoorgB84 2643 _

Identity Provider Issusr
http:ffwww.okta.com/exkjmragbDQjCYNindxb

xX.508 Certificate
MIIDrDCCApSgAWIBAgQIGAXMENBBiMADGCSqGSIb3DQ

» Advanced Configuration (Role Mapping)

Szw wpdsu SSO wuele.

I & 550 enabled successfully X

single Sign-0n (550) Configuration @

Configuration Detalls

Identity Prowider Single Sign-0On URL
hittps: ffcisco-robiswas. okta.com/app/dscoorgB4 2643

Identity Prowider [$3uer
hittp: / fwwew.okba.comfexkjmrigbhDOCYMInd =G

X509 Certificate
MIIDrDCCARpSgAWIBAGIGAXMINBRIMADGCSqGSIBIDO

¥ Advanced Configuration (Role Mapping)

| Test Configueation | | Appy
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Connecting to st
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Login
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Fassword

Hamember re

Mead help signing in?
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