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https://developer.cisco.com/learning/lab/what-are-rest-apis/step/1
/content/en/us/td/docs/security/firepower/660/api/REST/firepower_management_center_rest_api_quick_start_guide_660.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/reusable_objects.html
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iuauao 9lzole REST API Uiulisgs wuvdd pojlss vuvew Iduoz 88 1J9ju 1UB8led JJow)ped
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5|a) Jpeld WS 03l IJpuvews pdd CSV Jpsgd 9sre IUJlsule |Js FMC g, 9lzos 9lzoo
REST APL s¢los Ipuwows 53¢ pzeg Iduvods IJp o596 B8b 9s5pdy woumse publd
pplod JJdlsole IUIR)s. sop Lol vessz guvwd,6 wldpuwows Jewslo URL 9dlisule 1Jpeo®s.

oul IJ APl p,ze J POST gJis s pupssd 1o sdou luvegpda: Jol 09 psor B 1Jues)é:

/api/fmc_config/vl/domain/{domainUUID}/object /hosts

Retrieves, deletes, creates, or modifies the host object associated with the specified ID. if no ID is specified for a GET, retrieves list of all host objects. Check the response section for applicable examples (if
any).

Parameters IW

Name Description

body * e . .
abject Input representation of host object.
{body)

Parameter content type

[ applicationfjson w |
bulk .
boolean Enables bulk create for host objects.
(quary) [ |
domainUUID * s

Domain UUID

string
{path)

e276abec-e0f2-11e3-8169-6d9ed49b625¢

Responses Response content type | applicationfson w ]
Code Description
20

Created

Example Value Model
Request example 1 : POST fimc_configh1/domain/domainUUID/object/hosts { POST to create a host object )

'
%t Description”

'
bala.a00
"1 "Test Dasaripticn®
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import requests inport csv inport json fromrequests.auth inport HTTPBasi cAuth from get pass


/content/en/us/support/docs/security/firepower-management-center/215918-how-to-generate-authentication-token-for.html

i mport getpass address = input("Enter |P Address of the FMC: ") usernanme = input ("Enter
Usernane: ") password = getpass("Enter Password: ") api_uri =
"/api/fmc_platfornm vl/ auth/ generatetoken” url = "https://" + address + api_uri response =
requests. request ("POST", url, verify=Fal se, aut h=HTTPBasi cAut h(username, password)) accesstoken
= response. header s[ " X- aut h- access-t oken"] refreshtoken = response. headers[" X- aut h-refresh-

t oken"] DOVAI N _UU D = response. header s[" DOVAI N_UUI D']

1Jg 096 230 we29sd pdd CSV Ipsd; IUs Blesuw Jluvagsleo Jzesds JSON JdbJe.
vp9de pJ CSV JJJ uog Jlsu provb wldeuwows.

. A B C
il name description type value
P Host-1 Host-1 Host 10.10.10.10
C Host-2 Host-2 Host 10.10.10.1
3 Network-1 Network-1 Network 10.10.9.0/24
M Host-3 Host-3 Host 10.10.10.2
3 Range-1 Rannge-1 Range 10.20.20.1-10.20.20.20
7

csvFil ePath = input("Please enter the CSV Filepath (For eg. : path/to/file/objects.csv) :") host
=[] with open(csvFilePath, encoding="utf-8-sig') as csvf: csvReader = csv.Di ct Reader(csvf) for
rows in csvReader: if rows['type'] == "Host": host.append(rows) host_payl oad = j son. dunps(host)

Sw29 host_payload W o030 IJpyzdo Jpel 09 p9 oz Vs IUuo9)6:

[{ "nane": "Host-1", "description": "Host-1", "type": "Host", "value": "10.10.10.10" }, {
"name": "Host-2", "description": "Host-2", "type": "Host", "value": "10.10.10.1" }, { "name":
"Host-3", "description": "Host-3", "type": "Host", "value": "10.10.10.2" } ]

kst 3. Se wlouble IUbde e Ibeld Iss wp luvadlpe po Igbsle Iuuleds showd
IJbdo I3l Jp odo 1zesds Blgs.

host _api _uri = "/api/fnc_config/vl/ domain/" + DOVAIN UU D + "/object/hosts?bul k =true" host _url
= "https://" + address + host_api _uri headers = { 'Content-Type': 'application/json', 'x-auth-
access-token': accesstoken } if host !'=[]: response = requests.request("POST", host_url

header s=headers, data = host_payl oad, verify = False) else : print("Please Validate that the CSV
file provided is correct or at correct |ocation")

IJordd pu lJuoes

c 8p wbolgs He) elds IUluwoelus Jdoedd pu vele Idlbde Iy Busdoe: Jel 09 psuoe oul.

if response.status_code == 201 or response.status_code == 202: print("Host Objects successfully
pushed") else: print("Host Object creation failed")

- ogwesd 1Usged Ids FMC luowd [Js Jlso > bLs IJIlsy > IUgveds 902809 pu Jlsule
lJeuosS: Jol 09 p9 oz B 129,68



Network Add Network v

A network object represents one or more IP addresses. Network objects are used in various places, including access control policies, network variables, intrusion
discovery rules, event searches, reports, and so on.

Name Value Type
Host-1 10.10.10.10 Host
Host-2 10.10.10.1 Host
Host-3 10.10.10.2 Host

lweduuld IJizble 9] oJlzol

e luwepsle gpsd REST. 85 oy lgble pogd§s wpuvdJsé Lvolss SSL Luwww Uiolsé
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logfile = "requestlog.txt" log = open(logfile,"w+") log.wite(response.text) |og.close
C Sop ouwesd zese bdolo REST B pds IJuwed o3su eds FMC. IJoze go ewslu
URL 1U¢luo o (8Js uwwsd Idpld. ...Jobject/hosts) og 1Ug pdsé Iduozses (131 doo
Cugd EU bl B £pdsé GET. wlds pu o IJuwed swsl vse pod GET ... JlisulposW)

tail -f /var/opt/CSCOpx/ MDC/ tontat/| ogs/stdout.logs tail -f
/ var/ opt / CSCOpx/ MDC/ | og/ oper ati on/ usnshar edsvcs. | og
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