lpweesle ouvesd Idesgsue IU3ds Cluwopsle
FMC 9 FTD slJe_uldJ IJuslisg s Jlgwod ol
IJizble 9l oJlzol

lJpzogslo

lowed ol L izble ol o, Jlzol
e i e 1 olise s
2l wé 2lJo 1. 1o posi £5a0 . ollz

lJp 9500

Sue o3l IJp oo wdssy ouwesd Idusgsue 1U3ds Jeydj Ible FirePOWER gds Uig_o_jé
lJpe>l,6 JJ.M_.9|& U2 woss> FirePOWER.



IJecbdole 1Jlul jusé
lJeobdolo

Jl e9zs polbdole luos Josl 1Jpuwens.
lJpdovlo Idpuuweispsd

urO |Uu.u|9 IJP&JBP'U IJS'_).)O k_QgS O.)l |JrOL}Uuu.) PU L_JICO_)O |.JP32'9.)O k_9q,5 u;S.,SO PE.PJ*5° E_|uoo

peJ9ple luwlyuso
920 lJoedpe W6 o IJosdd (FMC) 9p556 FTD 9o wesd IJosgsue 1U3ds.

Sup lple ouwesd IJosgsue 1U3ds eds o blys FirePOWER (FMC). wouod 9236 [Jozdpe
s bl IJlbhle (FMC) wowdlews prs) Idoslez 1U3Idse (CSSM) oy Cisco go) IJlucsue. Os
CSSM: 38, puwdsd 2ol Izelss IJeuwle 1U33s 9elésuo0. Spdu Jogas Idoede B bblys
1IJJ9zé 1luwlwss (FMC) cesso lJoslésuo 3ol wesss Jizoss IUsWle go wosss "lUzplss
o0 ©0385 1Ubl$6 1Jolss" (FTD) 1Jesls. wpgwns e o pd 9226 Idopdpe B Ihs IJlblle
(FMC) gJs blys olgsuo Izo6 FTD o35l

FTD

FMC

Synchronize Licenses

T ;

Internet

Cisco Smart
Software Manager

sdip watsue luolds Jipwesle psile pesus Jizess FTD. sop woesd lusle IJesléswo
lJ3Idso Idos spdu Jdgpdle oesswol Jzoly FTD W lugle oylgs o FTD 9,8.5950l.

Sop wuesu IJosgsue Uluwluus Bs 2ol FTD. sop ouwzsd o3l ldesgsue oddlss! B
"Jeuwle IU3Js" g5 wuwzsd FMC s CSSM.

IJosldsue Idpuvewss IUs Idpuobdzle: ses 1deosss 9ldwslez Iuol6 9ou0wss gulssy URL
[Rosbss. Jlwesle IJps)le ldeced$s wldosgsuor Sew wessu wgsue Jeols FTD.

Jluwegsle Firepower Management Center Virtual (FMCv) JlsLé FTD. sJje lsuol ogsue zols
FirePOWER MCv ws CSSM J FMCuv.


https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D

Swp wPeSU Ugsue FMCV Bs Ido,uler: 909 slise.

NJluols |Js 3JY. sop w9lds) Iduvsubssole B o3l ldpuwows Jdpuuless Bs luwedulld
IEble ouwzsd IJosygsue IJublisgs [Jos spdu lo wese gluedlizol.

JJCUDSJ eds .o_)& oU IJudIuosJ asJ |Jujlasuo Jlag_ ol o £556 uble FirePOWER o4
; FirePOWER.

ouvesd Idoygsue 1U3ds J FMC

IJpcbdole 1Jluulgusé
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lJuiol>s wsu FMC g welews IJosésue 1J3ds wluwegsle HTTPS: wlds pu €30 9295 2ol WO
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Cisco Software Central > Smart Software Licensing B TACC -

Smart Software Licen Siﬂg Feedback Support Help

Alerts Inventory Convert to Smart Licensing Reports Freferences On-Frem Accounts

Virtual Accounl:_ v Hide Alerts
General Licenses Product Instances Event Log

Virtual Account

Default Virtual Account No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virlual account

Mew Token |
Token Expiration Date Uses Export-Controlled Description Created By Actions
MZRMMWVEYmItZmRL B 2020-Jun-30 19:34:48 (in 16 Allowed _ - Actions -
ZmJODEZY[EIOTYZI0.. @ 2021-May-22 00:54:03 (in 34 Allowed - Actions =

Jlgwogsle ouds) 395: 3p wopdso 9bsds "lduwele widoede Bs IJouoss)" eds
lJpucele IJpuweds wluwesle gsh ldse) 1dees) 03l gus wpdsy odl IUgsh: wbo, gdlpd
ltoslh) Vs glus IJIzos).
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html

Create Registration Token

s I
Descriplion Descriplion
* Expire After: a0 Days

Between 1 - 365, 30 days recommended

Max. Mumber of Uses

Allow export-controlled functionality on the products registered with this token @

The foken will be expired when edher the expiration or the mawimum uses is reached

This will create a token that is used to register product instances, 5o that they can use licenses from this virtual account. Once it's created, go to
the Smart Licensing configuration for your products and enfer the loken, (o register therm with this virtual account

Create Token Cancel

ouwesd lJuygsue IU3Ids J FMC

loodd IJds Iduble>ldu,lzsue > IJeslgsue 1J33dsé gds FMC. 9235 ) [dogwesd: Jpl 09

PILPT B 030 IJuoy,6.

Al Firepower Management Center

cleco Q, Overview

- ) Analysis
Smart Licenses

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token from
Cisco Smart Software Manager, then click Register

Smart License Status

Usage Authonzation: ==
Product Registration: Unregistered
Assigned Virtual Account: ==
Export-Controlled Features: -
Cisco Success Network --

Cisco Support Diagnostics: ==

Policies

Devices

Objects

AMP

Intelligence

1bed 08 1ses Idppss Bs 0ldss wuvesd pucele IJestsue 1039s 922 cbusd

lJogssilo Jpl 09 p9 oz B 030 1Juo9,)6.




Smart Licensing Product Registration 9

Product Instance Reqistration Token:

.GWHMEEMTAIHEGW‘I’WG‘!‘WILTWHTktMGM:I“-IGJI"l’mthHDUwL'I'E'lGT{HDTG'S‘JE -
~ DANzc30DBBSnVXc2tPaks4 SESJo25xTDky SnFYempTZnJEWVAVQUISUTNIOWFM - ~

If you do not have your ID token, you may copy it from your Smart Software manager The
under the assigned virtual account. Cisco Smart Software Manager

Management Center establishes a secure connection 1o the Cisco Cloud so that it can
participate in additional service offerings from Cisco. Management Center will establish and
maintain this secure connection at all imes. You can turn off this connection at any time by
disabling Cisco Success Network and Cisco Support Diagnostics. Disabling these services
will disconnect the device fram the cloud.

Cisco Success Network

The Cisco Success Network provides usage information and statistics to Cisco. This
infarmation allows Cisco to improve the product and to make you aware of unused available
features 5o that you can maximize the value of the product in your network.Check out the
sample data that will be sent to Cisco.

Enabla Cisco Success Network

Cisco Support Diagnostics

The Cisco Support Diagnostics capability provides entitled customers with an enhanced

support experience by allowing Cisco TAC to collect essential information from your devices
during the course of a TAC case. Additionally, Cisco will periodically collect configuration

and operational health data from your devices and process that data through our automated

meminl o oo aiinm sgimbamn apmel memea il mbis bl somay ol lmama g sllod o mibo ol T, 1l msar = mommn omlm

Internet connection is required. Cancel | Apply Changes
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alial, FMC Q  Overview Analysis Policies Devices Objects AMP Intelligence  Deploy I+ @ Global\adminv
CISCO  Smart Licenses
Smart License Status Cisco Smart Software Manager @ C*
Usage Authorization: Authorized (Last Synchronized On Jun 15 2020)
Preduct Registration: Registered (Last Renewed On Jun 15 2020)
Assigned Virtual Account: _
Export-Controlled Features: Enabled
Cisco Success MNetwork: Enabled °
Cisco Support Diagnostics: Disabled @
Smart Licenses Filter Devices... ® Edit Licenses
License Type/Device Name License Status Davice Type Domain Group
» Base (5)
Malware (0)
Threat (0)
URL Filtering (0)
-

Jﬁo&g..go SESUP L§|}SP eds IJpuobdele Jgol; FTD:. 2 L) lJoslgsue. wp ead zolsl poly
slupo |Js Juwe Idlzejs IJos wzwas eds wotsue- el 25 1 clowsd Jel 09 pooe Os
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Edit Licenses &

Malware Threat URL Filtering AnyConnect Apex AnyConnect Plus AnyCaonnect VPN Only

Devices without license Devices with license (1)

Q, Search FTD

e 1 I

1

3
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Message X

The irl::-dur;t instance "UDI_PID:NGFWv; UDI_SN |G - i~ tre vitual Account [l

' connected and successfully renewed it's identity cerificate

Press cirl + ¢ to copy selected text fo clipboard.

o ——————————. A ————————————————

SpIdu ol 2lJs ouwesd FMC o0 1Jegisu > posdle IJpucz. wedd pu uwed Idizsle po
gdled IJowsse uved Wizsle. spdu IUozdd pu wuvesd IJosgsue 1Usds s2lds IJluueisle
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lJeslésue
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ahap, FMC _ Q, Overview Analysis Policies Devices Objects AMP
CISCO  Smart Licenses
Smart License Status Cisco Smart Software Managerﬂ?

bIds IJeuwzsd pu zlow SSM

Bp wIJsuosd IJs pos) IUolez 1U3Is6 (Cisco Smart Software Manager) 900 1Jpg o0 >
posdle IJpuce: 23> Remove Ws 92206 IJozdp Vs IUIblle (FMC) Idoswd. &p 2> 151Js pesd
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https://software.cisco.com/#module/SmartLicensing

Cisco Software Central > Smart Software Licensing _
Smart Software Licensing Support. Help

Alerts Inventory Convert to Smart Licensing Reports Preferences Cn-Prem Accounts Activity

Virtual Account: [INEG_G © Moo @ Minor  Hide Alerts
General Licenses Product Instances Event Log
Authorize License-Enforced Fealures... r fmey o,
Mame Product Type Lasgt Contact Alerts Actions
fricv-rabe 1 FP 2022-5ep-13 09:28:40 Actions =
fmeveyz1 FP 2022-Sep-12 14:01:45 Actinng -
Transfer...

Confirm Remove Product Instance

If you continue, the product instance "fmcvxyz 1" will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,
you will need to re-register the product instance.

Remove Product Instance Cancel

RMA

I3l op bele 5226 IJoede S bLs 1ddszs IUlwlguss (FMC). Bée olJéle oumzsd 9226 IJoedp
WO o 1ddszs IJlwluwss (FMC) po Cisco Smart Software Manager (CSSM) luwegsle
IJgbsle 1Jgly6 W IJSuve FMC Smart License De-Register (lJgle o uwzsd IJosésue 1U33s)
> [51J6 Idouwesd po zlow SSM &p lelss wuwzsd 9226 IJoede Bs 1bhs 1JJozs 1Jiuuluwss
(FMC) wlguegslp CSSM Llywedsle IJgbsle 1J9l)se Ws 1Jduwpe FMC Smart License Register
(cuvesd IJosgsue IUsds).
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lJo2dd pu eilews 198w

Sp J9uesd 1 9lzes Lulo, IUlsle, (CLI) 1glu08 w928 Ideedp Bes 1bLs 1wl wss (FMC)
(eds uwwsd IJesld: SSH) 9ulds pu Lors IUsSe 9pu pilpuwo pe ¢bp NTP 09898 wo. vl
Jio 1duielss wuwagse Jouohbds lJe,isue IJ3ds: Beu ldpop 1u wewss FMC gds pedsele
lJsge Iduozses:

<#root>
admin@FMC: ~$

dat e
Thu

Jun 14 09:18:47 UTC 2020
admin@FMC:~$
admin@FMC:~$

ntpg -pn
remote refid st t when poll reach delay offset jitter
*10.0.0.2 171.68.xx.xx 2 u 387 1024 377 0.977 0.469 0.916
127.127.1.1 .SFCL. 13 1 - 64 0 0.000 0.000 0.000

U 9lzoé puwegse FMCo 0z 89 pu WSp Elbpe NTP oo lduble > 1Jodssy > eilewéd IU9Sw.

Ip vupdsu vedsd IUluwp sldoz 9l pu lpdluss [Usue9d IJs tools.cisco.com
(smartreceiver.cisco.com py FMC 7.3+)

olds pu lue spdo J9ss IJoedp B 1J9Lo9d (FMC) eJ Livwdé FQDN sJol [oJluss 19 09
|Jss tools.cisco.com (smartreceiver.cisco.com oo, FMC 7.3 W _olgsl 90991 Jog 8 w0282
|Jizble o, Cisco CSCwj95397

<#root>

>

expert
adm n@MC2000- 2: ~$

sudo su

Password:

root@FMC2000-2: /Volume/home/admin# ping tools.cisco.com

PING tools.cisco.com (173.37.145.8) 56(84) bytes of data.

64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=1 tt1=237 time=163 ms
64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=2 tt1=237 time=163 ms

U 9lz06 puwegsp FMC. w2938 pu 116 IP 9210 DNS pu IJublpe > odsso > slgole 1UD1)6.


https://tools.cisco.com/bugsearch/bug/CSCwj95397
https://tools.cisco.com/bugsearch/bug/CSCwj95397
https://tools.cisco.com/bugsearch/bug/CSCwj95397

o288 pu 9u29d HTTPS (TCP 443) oo FMC |Js tools.cisco.com (smartreceiver.cisco.com oo
FMC 7.3+)

Iuvegse Il telnet I curl Juoelo 1o FMC Jsso 9,09J HTTPS |J.s tools.cisco.com
(smartreceiver.cisco.com ey FMC 7.3+). I3l o Gbg louold TCP 443, Wwz 88 pu &30 ghbyo
w9luwlod 231 20186 90 30 9295 zols IY LIS, SSL Vs Ipuwl.

<#root>

root@FMC2000-2: /Volume/home/admin#
tel net tools.cisco.com 443

Trying 72.163.4.38...

Connected to tools.cisco.com

Escape character is 'A]'.
ACConnection closed by foreign host.

<--- Press Crl+C

2ol IUIJeBle:

<#root>

root@FMC2000-2:/Volume/home/admin#

curl -vvk https://tools.cisco.com

Trying 72.163.4.38. ..

* TCP_NODELAY set

* Connected to tools.cisco.com(72.163.4.38) port 443 (#0)

* ALPN, offering http/1.1
* Cipher selection: ALL:!EXPORT:!EXPORT40: !EXPORT56: !aNULL: !LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
CAfile: /etc/ssl1/certs/ca-certificates.crt
CApath: none

* TLSvl.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSvl.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):

* TLSv1l.2 (OUT), TLS change cipher, Change cipher spec (1):
* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Change cipher spec (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):
* SSL connection using TLSv1l.2 / AES128-GCM-SHA256
ALPN, server accepted to use http/1.1
Server certificate:
subject: C=US; ST=CA; L=San Jose; 0=Cisco Systems, Inc.; CN=tools.cisco.com
* start date: Sep 17 04:00:58 2018 GMT



s sk

expire date: Sep 17 04:10:00 2020 GMT
issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2
SSL certificate verify ok.

> GET / HTTP/1.1

> Host: tools.cisco.com

> User-Agent: curl/7.62.0

> Accept: */*

>

< HTTP/1.1 200 OK

< Date: Wed, 17 Jun 2020 10:28:31 GMT

< Last-Modified: Thu, 20 Dec 2012 23:46:09 GMT

< ETag: "39b0le46-151-4d15155dd459d"

< Accept-Ranges: bytes

< Content-Length: 337

< Access-Control-AlTow-Credentials: true

< Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS

< Access-Control-Allow-Headers: Content-type, fromPartyID, inputFormat, outputFormat, Authorization, Co
< Content-Type: text/html

< Set-Cookie: CP_GUTC=10.163.4.54.1592389711389899; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domain
< Set-Cookie: CP_GUTC=10.163.44.92.1592389711391532; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domai
< Cache-Control: max-age=0

< Expires: Wed, 17 Jun 2020 10:28:31 GMT

<

<html1>

<head>

<script language="JavaScript">

var input = document.URL.indexOf('intellishield');
if(input !'= -1) {
window.Tocation="https://intellishield.cisco.com/security/alertmanager/";

}

el

se {

window. Tocation="http://www.cisco.com";

1

</script>
</head>

<body>
<a href="http://www.cisco.com">www.cisco.com</a>
</body>
</html>

o

Connection #0 to host tools.cisco.com left intact

root@rMC2000-2: /Volume/home/adm1in#

IJozdd pu wozé DNS

(&)

29U pu lded lJulze eds tools.cisco.com (smartreceiver.cisco.com po FMC 7.3+):

<ffroot>

root@FMC2000-2:/Volume/home/admin#

nsl ookup tools.cisco.com

Server: 192.0.2.100
Address: 192.0.2.100#53

Non-authoritative answer:



Name: t ool s. ci sco.com
Address: 72.163.4.38

IJozdd pu lUsdsd

Bl op luuaesle apProxy. Wozdd pu lddse 1Uesesss eds JIJ pu FMC 5¢hp 1Jsdsd. eds 9226
Ieedp B s 1Jozs 1Jiguluuss (FMC) 28 ppl 13l Jlo 9258 Idoede B 1shs 1UJ9zs
IJluwluwso (FMC) o uwegsp w9999 IP JJgb e 1U9dsd 9ldeudds 1oz sesu.

<#root>
root@FMC2000-2: /Volume/home/admin#

cat /etc/sf/smart_cal | hone. conf

KEEP_SYNC_ACTIVE:1
PROXY_DST_URL:https://tools.cisco.com/its/service/oddce/services/DDCEService

PROXY_SRV: 192. 0. xx. XX

PROXY_PORT: 80

WIS 9lzod pwegde FMC: spdy oid.@: ISpe IJgdsd pu lduble > 1Jodysy > glzole [JDbL6.
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CESS) wolws FMC
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No Search Constraints (Edit

IJozdd pu wved Iizsle eds zlow SSM

EXDATHIG

131 o Llpdly FMC IJleold o CSSM. Buz il pu uved Idipsle IUglue wldlouald bs
IJegio0 > gwed Jizsle. wpldd pu 929> uvedle lesle Iy yuedle Igble o0 03l IJBusd B
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I;:I|I5I,::![;I FMC Q Oy Analysis Policies Devices Objects AMP Intedlic
Errar The token you have entered is
o invalid. X

Welcome to Smart Licenses

Bedore you use Smart Licenses, obtain a registraton token from

jer, then chck Regisier

Smart License Status
Usage Authorization:
Product Regesiratin Limragistensd
Assigned Virtual Account:
Export-Controlled Fealures:
Cizco Success Netwaork:

Cigco Suppon Diagnastics
IJed: Iuwegse sesl epsil wolJdel.
3luwé gldé 2. DNS g, Lolde
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albal. Firepower Management Center

cl3co L= O rviaw Auralysis Policias Devices Objects AMP

Errar Failed 1o send the message 1o the
8 server, Please verify the DNS 4
Server/HTTP Proxy settings.

Welcome to Smart Licenses

Befors you use Smart LICenses, oilin & regestraisn toiesn from

7. thin chck Bocesbed
Smart License Status
Uszage Authsorization:
Froduct Registratn Lincegsisned

Assigrid Virtual Ascourl

Expor-Contrallesd Feabures:
CI500 SUDCass Notwor K
Cisco Suppon Diagnostics

ozl pu pJud /var/log/process_stdout.log. sepe g2 pubdJé DNS:

<ttroot>

root@rMC2000-2: /Volume/home/adm1in#

cat /var/| og/ process_stdout. | og

2020-06-25 09:05:21 sl1a[24043]: *Thu Jun 25 09:05:10.989 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],
failed to perform, err code 6, err string

"Coul dn't resol ve host nane"
IJed: Wuivd wedsd luve IJpuosd CSSM. 1Jzd 09 wJdgsy DNS: W z2lds £30 wd9suo: |_9
loodlz puuldJ DNS.

»olowd 1Jelds 3. Bse s sy Loldes

IJe)yuo: Wuvd Idouvgsd IJs CSSM wes e ,6 (=25 eluso): Jpl 09 p9 oz WO 030 IJLo9)6.



CIsCo

Firepower Management

Welcome to Smart Licenses

use Sman Licenses, obiasm & e

thai ¢

Baloee o

Smart License Status

Assigned Yirtual scopunk;
Capori-Controllad Faaturas

Cisco Success habwork:

sy Support Diagnosbcs;

Center o

poesRraiecn tolen Troms

ke Rl

JiElnia

Anakysis

@ server. Please verify the DNS

Policizs

AP

Error Failed to send the message to the

X

Server/HTTP Proxy settings.

wzdd pu pJud /var/log/process_stdout.log. wlbo, e iuldd I iolss:

<#root>

2021-06-25 09:22:51 sla[24043]: *Fri Jun 25
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25

failed to perform err code 60

2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:

cert issue checking, ret 60,

el PU 9Spe6 99w FMC:

<tfroot>

url

err string

*Fri Jun 25
*Fri Jun 25
*Fri Jun 25

root@FMC2000-2: /Volume/home/admin#

dat e

Fri Jun 25 09:27:22 UTC 2021

09:22
09:22
09:22
09:22
09:22

"SSL peer

09:22:40.
09:22:40.
.205 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_issue[51

09:22:40

https://tool s.cisco

:39.
:39.
:39.
:39.
:40.

716 UTC:
716 UTC:
716 UTC:
716 UTC:
205 UTC:

CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-ERROR:

ch_pf_curl_request_init[59]
ch_pf_curl_post_prepare[299
ch_pf_curl_post_prepare[302
ch_pf_curl_head_init[110],
ch_pf_curl_send_msg[494],

certificate or SSH renote key was not OK"

205 UTC: CH-LIB-TRACE: ch_pf_http_unlock[330], unl
205 UTC: CH-LIB-TRACE: ch_pf_send_http[365], send

conlits/servicel/ oddce/ servi ces/ DDCESer vi ce



Slgwé glds 4. Jl s9g> luwo,)ld

Vs 2lJs £30 929> luvald wrgsue Jpsié pesué: Jl spdu uuv, FMC:

Validation Messages: FTD1

UnifiedMGFWRule: ACP1

» I Error; [trust_L3-L4] This rule requires a Base license, but at least one device does not have a Base license,

» I Error; [trust_L7] This rule requires a Base license, but at least one device does not have a Base license,

» I Error: [Block_Migh-Risk] This rule requirés a Base icense, but at keast one device does not have a Base license.
* I Errar: [Inspect] This rulé réequires a Base license, but at least one device does not have a Base license.

» I Errar: [Inspect] This rule requires a Threat license, but at least one device does not have a Threat license,

> IE"'WJI": [Ingpect] This rule requires a Malware license, but at least one device does not have a Malware license,

IJed: sdie uinle IdIgbosld 1dpbdye sobosdoe eds 1Jzols.
3lgwo 2lde 5. g3 1Je9ld g (OOC)

Bl Jp sIu ould |uweedld Jigvesldle FTD: Bl Ide,ésue 1J3Jds J FMC ssou [Js 21Js £30
lJosls g (OOC):

sl Flrepower Management Center Q, Overview Analysis Policies Devices
CISCO  =5y=i ses | Smart Licenses
Smart License Status Cisco Smart Software Manager € C
Usage Authonzation: (-] Out of Compliance (Last Synchronized On Jun 25 2020 Re-Authorize
Product Registration: Registered (Last Renewed On Jun 25 2020)
Assigned Virtual Account: KRE-MGFW
Export-Controlled Features: Enabled
Cisco Success Metwork: Disablad ﬂ
Cisco Support Diagnostics: Disabled i

Vs CSSM. wedd pu IJovusele weel gu lgble:



General Licenses Product Instances Ewent Log

By Hame Ey Tag

Manage License Tags License Resarvation 3 Search by License =

) License Billing Purchased In Use Balance Alarts Actions.
FPR4110 Threat Defense Threat Protecton Prepasd (L] 2 + T3 ACtons
FPR4110 Threat Defense URL Fillering Prepasd TS i) + Th Actons -
__ FPR4115 Threa! Defense Mahvare Proechon Prepasd o 1 -1 € Wnsufficient Licenses BActons -
FPRA4115 Thies Defense Thieal Protachon Prepand o 1 1 & Insulficient Licenses Arhong -
FPR4115 Threat Defense LURL Fillenng Frepasd o 1 -1 @ Insufficient Licenses ACHONS -
FPR4120 Theeat Defense Makwvare Protechon Prepasd TS i) + Th Actons -
[] FPR4120 Theeat Deferse Threat Pralection Prepasd 75 i} + Th Actons -

ylgwe 1Jzlde 6. Jl s9z> wuvds) 89S

B glds luwesle Iesgsue Iiuvluvs BEb. sop wpdsu cuvds) pesh cuvds) Idouslule
(DES) B pzyd FTD LINA. GBs 030 1JzlJé. oBuivd gpdsle oy pod IJuiuds 1Jgloé
IUblo,s6 (VPN) IJos wgpd woduss L2L e g9ljpsle 1 89s:

Validation Messages X,

i:le'.:::TDl 1 &rror 1 warning
Site To Site VPN: FTD_VPN
w | Error: Strong crypto (i.e encryption algorithm greater than DES ) for VPN topology FTD_VPMN is not supported. This can

be because FMC is running in evaluation mode or smart license account is not entitled for strong crypto.
MEG_SEPARATOR IKEVZ PolicyTITLE_SEPARATORAES-GCM-MULL-SHA MSG_SEPARATORMSG_SEPARATOR

alial, Firepower Management Center o o . view - Pollcias S
CISCO setarm L MG =mart Licensaes
sSmart License Status Cisco Smart Software Manager €
Usage Authorization: Authorized (Last Synchronized On Jun 25 2020)
Product Registration: Registered (Last Renewed On Jun 25 2020)
Assigned Virtual Account: KRK-NGFW
Export-Controlled Features. Disabled Request Export Key
Cisco Success Metwork: Enabled @
Cisco Support Diagnostics: Disabled @

IJzd: B wouwesd FMC WO CSSM pg wpdso gupd ouvds) §9.$6.
pdleble |l ss

wessu ledle 2lds IJo,ésue 1J3ds




ledle IJoss IUIJI 908 wolywlos SSM

gJs elow SSMesuse ledle SSM g o) om0 IUIJI e s0s luvedold suvlsd Idwss>
lUlJdensus Ieseid Jegod Ille. eds uvosd Idpeld: IJlgbl, wese 929> woléswo ls
olgsue £Jds 9uvd luwole sodlzseol. spdo odds ledlple wlogold posd Idpucg 9 Wb
lJozyso.

ogd 030 1J9bsu9s 009836 JJElss Jedlzbo 9p0e 2398 889> 9 s 9s6 wuwww luwole Lodlzso
lJesgsue-

Smart Software Licensing
Alerts Inventory License Conversion Reports Email Notification Satellites Activity

Email Notification
Daily Event Summary
[# Receive a daily email summary containing the events selected below
Email Acldress:_
Alert Events:
[# Insufficient Licenses - Usage in account exceeds available licenses
[# Licenses Expiring - Warning that term-imited licenses will be expiring. Sent 90, 60, 30, 14, 7, 3 and 1 day prior to expiration.
[+ Licenses Expired - Term-limited licenses have expired. Only displayed if Licenses Expiring warning have not been dismissed.
[# Product Instance Failed to Connect - Product has not successfully connected during its renewal period
[« Product Instance Failed to Renew - Product did not successfully connact within its maximum allowed renewal period.
[« Satelite Synchronization Cwerdue - Satellite has not synchronized within the expected fime period.
[« Satellite Unregistered and Removed - Satellite failed to synchronize in 80 days and has been removed.
] Licenses Mot Converied - Cne or more traditional licenses were not automatically converted fo Smart during Product Instance Registration.
Informational Events:
[« New Licenses - An order has been processed and new licenses have been added fo the account
[# New Product Instance - A new product instance has successfully registered with the account
[# Licenses Reserved - A product instance has reserved licenses in the account
Status Notification

[l Receive an email when a Satellite synchronization file has finished processing by Smart Software Manager

lJzuesd eds ledlple IJouuse IJuozs po FMC



gJs elow FMC. o0 1dppdo odssu wuwse p)ldw voes sodds ledle cuwse veae Logs.
IJubluis Syslog sldenss IUIJIe 908 9pdlisps SNMP.

03l pold wdgsu JJdguesd eds huwldé Syslog gus 2298 238 pil8wd IJu,esue [U3ds:

alia, Firepower Management Center a

CISCO Overview Analysis Policies Devices Objects AMP

Active Health Alerts
Configure Health Alerts

Health Alert Name

Smart-License-Syslog-Alert

Severity Module Alert
Critical Realm & syslog_for_IPS (Syslog)
Warning Reconfiguring Detection MySyslog (Syslog)
Mormal Security Intelligence
Error Smart License Monitor
Recovered Snort Identity Memory Usage

Threat Data Updates on Devic...
Time Series Data Monitor

Time Synchronization Status

URL Filtering Monitor

User Agent Status Monitor

VPN Status =

o3l puld gds vuwso Logs:

2 Warnings G critica

Firepower Management Centar

FMC2000-2

@ Smart License ... Smart License usage is out of compliance

owwlde syslog IJos wpe logblgol w9luwlos FMC os:

<#root>
Mar 13 18:47:10 xx.xX.xX.Xxx Mar 13 09:47:10 FMC :
HWNOTI FY: Smart License Monitor (Sensor FMC)

: Severity: critical: Smart License usage is out of compliance

bee lJs euldes I ozé Jdzuesd eds olluosd luoldss 29d wuwsole Health Monitor.


https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html

92>le FMCs pogss0 gds uduw Ideuwle 1U3Ys

g0 luwole 1Jesss pu sole Idoede W 1J9uesd 1S Idwuss IJluvlunss (FMC) gds wduw
"Idewle 159" sew 1o $dou IJ luvp puosd J FMC B)sl gus bhs 1esss po 2ol
IJogde Ws bho ldosdd (FMC) s CSSM: Jopss) JJ 9236 wedpe O IJbLo IJlgwlguso
(FMC). szw 1o $Y90 luwp IJpLosd JIJ 9236 wpde B 1Ub1L6 1 iuwluss (FMC) W)l 903l
098> Juoslus IJeygsue 1U3ds pu FMC B IJogivgsd.

Sew o wpldb 9236 IJopde B Ibhs lJosdd (FMC) gds Ilouold wldloo,ow

> IJogwesd ooedd FMC oy presesd ldoszsue 1U3ds 92lds Idesgsue Jd 30 sl 3l
wed) eds FMC IJleuold Jps6 90 s9plc swp IUlzeulb Lldybsads 1deygu0s: 9JJduol wbd s
2lde luwole Lodlzss IJwgasd. zos Vs oo ldzlds: wzlad FMC IJleuold wuweles IJejgsue
IUsds oluwepl.

ouw) lJedss pu 9gdle FMCyv

gws luwogsle wble FirePOWER B wsisé 1Wa,luosé: Jl sop 8o Idogwg (uulgo ls wl)s)
wuvdd Huwps. JJ Firepower Management Center Virtual (FMCV) W55 Jive Szoss eJs
peJ9p|Q Puobuéé u.)lé_do JQL}D_) |J&)§) y-19) UJ'PC FMCuv. Scv |Qulb|s: UJQIPE. FMCv U r°\-J"-9
Open Virtualization Format (OVF) glz> W JJ p,6. Jeis> pu ldpedyele 29d 03l IJwzsrss bze

IJs Cisco Firepower Management Center Virtual JJz _o9J gJs sJsd ldose I wyss Joiy
VMware.

IJlgwisds 1dpod,,6 (FAQs)
b FTD HA. ol 09 £33 olgsuo IUizos6 IUpbJewsS

gwd luwepsdle Sopos FTD Vs 2lds w9, eld: sdip w99, wugsue JIJ zob. eds uwesd

IUpeld: sdip 998, chisuoss Jdoosssle sldu,lez 1ol 13l o luusisle wble 1Uzelss

lUpelodd (IPS) 9556 IUzelss Ipwdrps pu ldwlez IJuolé (AMP) eds jsz IJizojé Slis$s
IJe9d, (FTD).

Jeb3l Jl swp luwegsle o,lgsue AnyConnect oo od FTDS

w8 wuwasd FMC B ety 103dss. olds po ©pdsu CESLo AnyConnect. Jopdsu
!J-.';gé_@,_p: lowwd IJSFMC > 1Jlzoj6: 12w, zolidi 925 IJe,gsuo- 223 ls8oud 1IJ8de lhuoluo:
2o, IJosgswe 1U3s sop lsslgo s Ideuwle [U33Js: 9235 pb.

Jebl sop luwwgsle wygsue AnyConnect glz> W9 Vs "ldeuwle 1U3Js" gus louold 100
PUw Pt

03l Jwd9d pu9 e et swout "ldeuwl 1U3Is" £33 12036 1Jos wp wpdsu 03l lJo,és o
woli 9gs) ldpuweddrpsu IJuuubsu.

Jeb3l s9g> Ut]oi Device does not have the AnyConnect License w &5 o J9su v dé VPN JJso9d g0 wed
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
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(FMC). Bolds o0 9295 wogsue AnyConnect B puwlod 1U3ds 950 p wessue JJzols.

Jogssu wigsuwe o IJslzo38 FMC. 23 zol3d: Idegsue (lsdows 1J§Jp
lyuoluo). 1) Idesgsue s "ldeuwle 1U3Is" 9255 b,

Jpeldl s9g> U'a]oi Remote Access VPN with SSL cannot be deployed when Export-Controlled Features (Strong-crypto) are disabled
g0 LU oI9Sy yveds VPN Jdsosd gu wess

cobde gveds VPN JJsuosd gu wes IJos wp uuisol ds FTD wedsu wigsue ouvds)
89S lsupu IJpdds 1uo wp wpdsu wigsue cunds) @9s eds FMC. JJozdd pu lds
wogsue IJouvds) IJdss: wogy Ids uble FMC > Idoslésue > 1desgsue [J3dssldezds o
opdsuo ldpsilo ldos sop ldozde Bsol g0 bysd IJouoss).

ISV SpJdu wpdSu wiESue wubIS) 998 Vs glJs Export-Controlled Features o g o sJo€

Swp wpdsy o030 lJybsws odlliss! bl Jlo Jdyes Idpes) IJpuwese l&ole ouwzsd FMC |Js
weleo Ideuwle 1U39s gsh [duwelz Cldsbsws ldos sop ldopde Vol Lldouoss) eds
IJevoele IJpuveds woslles 1deppss ppdus. Bl Je swp wpdsu ol IUesh eds 1,05 1dppss:
Bép wlJgle cuwzsd FMC 38 voumzsdo 08 18)s pe wpdso o3l 1gsh.

o3l spdy Wedo I3l Jp sYu 1Jgsh '!Ju.ulo|a woblisw lJoedpe Vs Idouoss) eds Idpouogle
IJeuweds pg o3l 1se) Ipps)’ pusessl gus logble 105 1dppsst

louod 9,688 euwle Cisco.

Jebsl Jp sop odds IJebl douvds) 1J8as (s 29lipss IJouvds) Uy, eu DES)"
Jbosszs! VPN s2s€

s e 03l 1Jgbl gusel cuwagse FMC supe Idodsse Is 1o zusle IJosgsoe 103ds Ul sed
Jo 1Jzuo9d eds crgsuo wunds) 8. Volds pu ouwzsd FMC Uss udbs IJe,ésus 9oe
opdso Idgwelz wablisw IJezdp Vs IJouoss) Jdpoogle Idpuweds pg o3l 1d)e) 1Jpes). I3
Je sop lduwele Jdeunle IUsds Cluwesle wrgsue cuvds) §9s: Jl sep lduwelz o)
od9su VPN oo 098 IUs p98¢ ee uvd)le 189s pu DES.

Jeb3l e odls glds "esp Il eld" edJs FMCSE

sedo 1o suowe IJeols &y pusldd ewdpl sumeae o 1Jizess 1Jebs woltsue gy pu9dsb.
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1.5lze Buwe IJoslgsuo 1J3ds6 B luwdd IJuowes Jopsss Iduslgsue [Jpbdsus.

2. Jule ldoslesue Idepbdsws pu gdld Susled Idpgolss.

3. Vs px8) IJelez 1U33ds6 pu Cisco (https://software.cisco.com/#SmartLicensing-Inventory).
w2dd pu boy) IJeslesue Ss euwlod Idbloys.

4. 05 FMC. 235 IJuble > 1Jo,lgsue > Idoslésue 1J3Ys6.
5. e lgls wgasd.

95030 IUges, eds Ulle IUdlad B cgsoo olble FirePOWER.

ol os psile Yleso s>l Jos Ideosss 1Uglue w@9o IJus)lot
Suwe IJesgsue Iigsluus:

ooy lzeis FTD Jdpzsd sldoszse (913s seuopw wozsd DHCP g NAT).

© So0sisé Iz FTD W 9 oe 1Jwod) Idelds (HA).

« odosu gpdle IJlely Jpzeses sléd osId Firepower 9300 (pz 986 sléd IJosIJ).

« odosu IJlzosé pu IJuvduvds Firepower 9300 g Firepower 4100 (FTD) Jezp9eé (wblo
Per9Es osIJs sleds).

© odysu Idogde B Idpuwegse sldobosd sluals Lissb ¢luos wldpuweise
ldebosy JJyuesd IUs Woles Idogde.

JsV spdu Idzuosd eds wigsue Jpsile Blgso IUsule Los wosssle IJgelss pu
FirePOWERS

Sop LSO WESLe luulums eddlssl pe IJ gpdss Uile Jgoli IUsSle o> worss Igplss
pu FirePOWER g zol; 1J>3lg 1Ublo,s pu FirePOWER. wop lioldwol oddlss! IJs zuwlod
lJ3Ids gus wgwesd FTD ws FMC.

el os guldsu IP 1Jos szw duwelz wol B 1deuwh wsu FMC guweleé Idesgsue 1d33dsT
ouuegde FMC gogly IP gds 1dpouws 443 JJlogold wuwzlos Idesésue 1J3Ys.

guslu IP o3l (https://tools.cisco.com)lJs gulysu IP IJeldss:

* 72.163.4.38
« 173.37.145.8

lJouwes Jluoshle FMC IJlgds po 7.3 wouad o https://smartreceiver.cisco.com IJes wpd
IJs gobbso IP 1Jeldss:

* 146.112-59-81

osedyple slo LoJs


https://software.cisco.com/#SmartLicensing-Inventory)
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://tools.cisco.com/
https://smartreceiver.cisco.com
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
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