odysu ldpuob§e ldeulsss ldegled Jdyuoyd
IJs bL,6 FMC

lJpzogsle

lJodasy
bole I Jodase FMC

sboole Lleda,ses g.)s ISE

lowod gl L izble ol o, Jlzol

lo sl 6

lJp 9500

SueWd o3l IJpwows IJgbsle ldpbdsws Jodsse puol>9s eulisss IJesled 1Jghzsse JJyue9d
lJbLs 1Js o) b6 Firepower (FMC).

IJecbdole IJlgul jusé
lJpolbdolo

o900 Cisco Uiy odsw Jssd pe,us uldpslose IJoldss:

* odsu IJIlisy Firepower Management Center (FMC)
o bo peyd Erple 1Jogss (ISE)

lJpdovlo Idpuuwespd

* o9 b6 Cisco Firepower (FMC) 1Uss suved IUluesl, 6.3.0

o e eople 1Jogss pu Cisco (ISE) IUss suved [Jluesl) 2.6.0.156

o 1Jluosl)y 1dpesg9pe po Windows (https:/duo.com/docs/authproxy-reference#new-proxy-install)
pe IJlouold w9zro Idezde Vs s [Josdd (FMC) 9 ISE sldloe,yue JJgpd Jgbe 99
euol> 96 Duo

* zoly Windows JJs_e9d s esgd 11,6 FMC 9 ISE 9 Duo



https://duo.com/docs/authproxy-reference#new-proxy-install

* zuvle Duo gds 1Jssw
oe lousle Idpedsple 191036 B o3l Idpuwows po U206 1Jp92956 B wSisé pgpdss ¢luob.

o zese IJizess Idpuwetsps B o3l lJpuwons wodssu ppuwsz (IBSeluos). Bl Jloe
drodod 9es Idogivgsd: Volds pu Wopd Jdoles) IJpzoed JIs le).

ped9ple luwluss

wop puob$é pu99d FMC pélod e ISE 9sop Luwld puolb$s luolbss S yvdd ledle
>9¢s w9luwbs ¢l e Duo Authentication Proxy |Js zolj IJew99d 1J ez 09J.

w99 lJpol> 96

Cisco FMC
Username | 1 T
b . rd . *—h T
= 7 (ii—o]  RADIUS RADIUS

D

FMC Admin -
-l r S—
| Authentication Proxy | < » E‘ —
3 o
!
Windows or Linux
6 I 'l I ]' 4
Automatic e
+  pushorCall A Proxy Access o
i Outbound Port 443HTTPS
5
4 > -.. o

g Y IJpolr 96

1. op wie ldpuolb@s Il ulusé bs FMC oy Cisco.

2. syuwd Cisco FMC b puol> 36 [Js 9dsd 1 ol 86 Duo.

3. Sew o wguwepse IJpuols 96 1wl wss Active Directory I9 RADIUS.

4. louold 99sd 1dpuob o IJeulss 1Uss wpe logilgo .JJi,oIQ lJeulkss vy pud TCP 80
443,

. pu2> 96 Olu9ss gy 00 |Jip|() lJoulss.

- Suwode 99sd puolb 96 Duo |ywoelus Idpeolb96.

7. sup pug 9u29d Cisco FMC GUI.

o O



lJodysu

pu lzd 1pld IJedsso: uog B IJlgo ol 1IEusle 1deldss:

tbsle lJodesy eds FMC

IJg 96 1. loodd [Js 1doble > 1Jpuucgseso > 1dpuolb$6 1Ughzss. logile Jliso puol>§é

¢has soessu luwdow 1deuobds eds RADIUS. olds pu oo Ipumdsd wee 295 Ideuwcese
Il e)luos Jel 09 p9or O 1Ju09,é:

N LUlpbs: 10.106.44.177 05 0 ps3z £0slo IP 1Jsluo wilse s9isd 1puolsés Duo.

Overview Analysis Policles Dewvices Objects | AMP  Intelligence eploy L SRR Help v admin v

Configuration Users Domains Integration Updates Licenses * Health » Maonitoring v Tools *

Users User Roles

External Authentication Object

Aythentication Mothod RADIUS E
Name = DusAuthProxy
Deseriptian

Primary Server

Hast Name/IP Address = 10.106.44.177 ex. IP or hostname
Part * 1812
RADIUS Secret ey = ssees

Backup Server (Optional)
Haost Name/IP Address
Port 1812

RADIUS Secret Key

RADIUS-Specific Parameters

Timiouk (Secands) 30
Retries 3
Access Admin

Administrator

o8y V98 edb subusy. wrlod IJugds) Jpl 09 p9oe S IUues,é:

Owverview Analysis Policies Devices Objects AMP Intelligence Deplay Eyslemm

Configuration Users Dormains Integration Updates Licenses. v Health » Maonitoring * Toals *

) Ore or more enabled external avthentication objecis
don't have defined user roles.

LT R L PR External Authentication

i save EJcancel o Save and Appy
Default User Role:  None Shell Authentication Disabled s wf Ao External Autherlication Objedt

Hame Method  Enabled

1. DusAuthProxy

RADILS [l

IUg9s 2. loedd [ds IJouble > 1Jpu oo > Idpuwcéseso. Gp wlugble puucése 90299
pu bb)596 IUpuolb§6 1Jghzss Jel 09 pasoe B 1Ju09,6:



User Configuration

User Name cpiplani
Authentication Use External Authentication Method
Options Exempt from Browser Session Timeout

User Role Configuration

Administrator
External Database User
Security Analyst
Security Analyst (Read Only)
Security Approver
Default User Roles Intrusion Admin
Access Admin
Network Admin
Maintenance User
Discovery Admin
Threat Intelligence Director (TID) User

Save || Cancel

lJglbesé 1. 9p vouisd gbpe 9Jdsd puol> 96 Duo goeuswe.
ouwesd 1U>ged Ids zoly Windows oo wuse gbe 99 pol> 96 Duo

S90S Lluwegslp wble 0393 L9226 peElJs 256 (CPU) 9leas eds IUISJ 9eumlzs $oue
oodé 200 pszlolse 931956 9009d guislkss (RAM) Lugs 4 zselolse

% pdlzbé: sgo I Swpwg 03l 1dzoly vlpdluse 1Jyeed |Js FMC 9¢l> e RADIUS (ISE Ws
elJoul) syweles Duo (low,ow)

1J¢b9o 2. §p wodssy lJpdd authproxy.cfg.

IVez 03l lJpdd B pz)) wueILe pod Notepad++ Iy WordPad.


https://dl.duosecurity.com/duoauthproxy-latest.exe
https://dl.duosecurity.com/duoauthproxy-latest.exe

% pdlebo: sop ldewy) eds Idpsde IJle,los eJs C:\Program Files (x86)\Duo Security
Authentication Proxy\conflauthproxy.cfg

I wousy pJud authproxy.cfg 9l olws o3l o dysy:

<#root>
[radius_client]

host =10. 197. 223. 23 Sanple | P Address of the | SE server
secr et =ci sco

Password configured on the | SE server in order to register the network device

Sew wdssu guslu IP 1Jgluo o FMC Cluwegsle Idpewele IJuuys RADIUS.

<tfroot>

[radius_server_auto]

T key=XXXXXXXXXXXXXXX
SKey=XXXXXXXXXXXXXXXXXXXXXXXXXXX
api_host=api-xxxxxxxx.duosecurity.com

radi us_i p_1=10. 197. 223. 76
I P of FMC
radi us_secret _1=ci sco

Radi us secret key used on the FMC

failmode=safe
client=radius_client
port=1812
api_timeout=

olds po wdssu pedele ikey 9 skey 9 api_host. JJzo9d gJs 030 IJ8sp: Bp wouwesd [J>ged
lJs zuwle Duo (o wzsd 329 o w99 Duo) gluwdd IJs wbosdle > zelss wbosd. wes 3JIs
23 wbousyd puelb 86 RADIUS Yol 09 p9 oz WOs IUue9)0:


https://admin.duosecurity.com/
https://admin.duosecurity.com/

Dashboard » Applications » RADIUS

RADIUS

See the RADIUS documentation O to integrate Duo into your RADIUS-enabled platform.

Details
Secret key Click to view. select

Don't write down your secret key or share it with anyone.

pdolz Idodled = iKey
lJeole Iduwys = polz
luve puosd APl = api_host

1Jg1096 3. G wlehs cubgsd 8206 99 purl>§8 lelu DUO. Go wedb IJedud slehs wubgsd
¢>p06 Duo gJss gol; Windows.

Oz 9238 wedp g0l Windows (services.msc). z3> 98¢ 306 99sd puob 86 IUlely IJoulss
O Slises IJgselo 9oy 993 lehs ldougsd Jel 09 p9 0z B IUu09,8:
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tbsle [Jodosy eds ISE

196 1. loedd 1ds b > Tz0j6 IJubods. lod) eds luolds Jodsso zob Iduvwds Jal o9
9o VIS 1Juoy,é:

N LUlpbs: 10.106.44.177 05 0 ps3z £0slo IP 1Jslue wilse s9isd 1puolsés Duo.

il
cisco

Identity Services Engine

Home » Context Visibility » Operations + Policy ~ Administration + Work Centers

» System  » Identity Management =~ MNetwork Resources = » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
= Metwork Devices  MNetwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM
o
Nabiisit Davisss Network Devices List > DuoAuthproxy
Network Devices
Default Device
* Name | DuoAuthproxy
Device Security Settings | |
Description | J

IPAddress  ~+| *IP: [ 10.106.44.177

| [32_]

* Device Profile |z Cisco ~ |

Se vodsu Iduws Idpuve,d Jel 09 p9or S authproxy.cfg S lduw) Jel 09 psuoz S
lJue9,e:



‘Usth Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management =~ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

« Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

L<]
Network Devices » RADIUS Authentication Settings
Default Device
Device Security Settings RADIUS UDP Settings

Protocol RADIUS

* Shared Secret |..... | | Show

Use Second Shared Secret [ i

CoA Port | 1700 | [ set To Default

lJglogs 2. luw®d IJs b > ogsle. 1@y W9d luolvws Jodssy puwwgse 1Jogso Jel 09 9oz
Is IJues,é:

‘il Identity Services Engine Home » Context Visibility » Operations + Policy ~ Administration » Work Centers

» System - ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~|dentites Groups  External |dentity Sources  Identity Source Sequences  » Settings

Network Access Users List > cpiplani
Users

* Network Access User
Latest Manual Network Scan Results

* Name | cpiplani

Status Enabled «

Email |

v Passwords

Password Type: Internal Users bl

Password Re-Enter Password
* Login Password | ssesssse | ssssssss l | Generate Password 7
Enable Password | | | | [ Generate Password | i

tbsle [Jodosy gds prgd Ib1yé Duo
IJgbss 1. §p Cluuble luwpe puwegse souuivsl Duo Mobile gJs 1zol) 1Ubb,8.s.

luolWs IJpuwedde IUs woWes IUsse 1Jgluos wlbhé ywelws Duo. luedd IUs puveddpsy >
lol8s pumwetsesu Jel 09 p9oe D 1Ju0s)é:



== .
—2 1 L

Drabboand
Dusftcard # Usery 7 o e

Add User

P

Apnlcateng
U Arddineg Llnsry
BOTE
Uigg! mpbealeen Biew s b prnd Teeenatvra a8 ey comp et prenary autteetea len
Al L Loy Fraderds @Ee0ai ededine isebers £
Panireg Frwvesimanis
D [rapll Ly
L g Enmdan

o g, —— . - ——
Mrppass Ciocs == g - F [T TR TN

ZFb Dinricad

- m
a1 i ]

% pdlebé: olds pU wousw wbous® Duo gds ldpuvegse IJuoliss.

lJglogs 2. louble odyliss Jdogdsple 1o pess.

IUo 5 8p olod Ipumese Jpl 09 p9 o Bis 1Jup9,8:
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https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en

== .
Al L

Daskhaird

Dashccard F Users & coiplany F A Fhaona

Add Phone

Pl hes

MAppdealiorns
T P Py ¥ Phane
Tiindin
AT |
Frevom irae—Imv =N - S astanpion Tl

= F
]
Add Fhons

ZFA Do

Ige, cuubsl Duo Mobile Jpl 09 p9 oz B 1Uuo9,6:

Device Info

Not using Duo Mobile Model /;_\ os
Activate Duo Mobile Unknown '.\-\';“/.:'/.' Generic Smartphone

i'acu logvle Hp) wugivsl Duo Mobile Activation Jel 09 90z WS |Juo9,6:

SR - T R T A

b e e e m P e Mo & Tew Do shormm s 0 SRR U SR R R L DT B P
PR il e ) -
[l = ke Snstan ¢ e, e e e e 2 el W u e = 1
- s -
] . S Te——

it buvld wedsele wsluvlbs SMS Jel 09 p9 0z B |Jo9,6:



Activate Duo Mabile

n T [ 1 R Ml P T el T T
- " wmer J
- - -
T T e — [ = R e
" - i & [T X X
| SRS p— A s v rdera e o

e e B A ]

o8 V9938 IdLowlb 1Ueszs> Bs SMS. 9swp sob wbosd Duo ceuwle IJpuweise Ss Guve
ped9ple |Uzolsc Jpl 09 p9 oz WO IUuoy,6:

[ e ]
Podician
AL
L

IR Crwicen

[LAEFT
Frigew Cramem
L] R

I-l'l'.-.lrl L

Dyl Indo

LT s s ] e ]

[EEH S N T Woale 6 ]
I et By
1 Bz ]

B P e

IJoell pu lJuees
lwegse 03l ldBuwe Joldss gpd Idodssy wuvdd Loese.

wved 1Usgad IJs FMC Clyuegslp pumsglo [dpuwedse ldos weo luoleel Bs Loz 0956
pwegsp ISE. szw o wpuod £ds ledle Duo PUSH gds wdbs Iuolss 1Jgluos wd po lzd
e 8o wulisss IJggled (2FA) W9l de gdsoli 9 we99pe FMC wouwesd 1U>g9d Jel 09
P9 DS 1Juoy,s:



Login Request
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923> 08y Lol 6 IJedLosds Iuwdd g9 IJeBdluosd. ool Sze edsd 1oz dd pu

uele 1Jeuob 86 Jel 09 p9 o O 1Ju09,6:

Identity Services Engine

= Steps
Overview P

1001 Recaived RADIUS Accass-Requast
Event 5200 Authentication succeeded

11017 RADIUS created a new session
Usemame cpiplani 11117 Generabed a new session ID

5 =valuating P 5

Endpolnt id 15048 Evaluating Policy Group

15008 Evaluating Service Selection Policy

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Default >> Default

Default >> Basic_Authenticated_Access

ParmitAsoess

15041
15048
22072
15013
24210

Evaluating Identity Policy
Queried PIP - Normalised Radius. RadiusFlowType (4 times)
Salectad identity source sequance - All_Usar_ID_Siores
Selected |dentity Source - IMemal Uisers

Looking up User in Internal Users [DStore - cpiplani

24212 Found User In intemnal Uisers (DStone
22087 Authantication Passad
15006  Evaluating Aulherization Palicy
Authentication Details 15048 CQueried PIP - Radius NAS-Port-Typs
15048 CQuered PIP - Natwork Accoss. UserNamae

Source Timestamp

2018-07-11 03:50:38.604

15048  Cuénied PIP - Ident M
Recalved Timestamp 2019-07-11 03:50:38 654 15048 CQueded PIP - EndPoints LogicalProfile
15048 Cuered PIP - Network Access AuthenticationSiatus

Palicy Server

ROHAN-ISE

15016  Selected Autharization Profile - PermitAccess
Event 5200 Authentication succeeded -
22081  Max sassions policy passed
Usarmamis cplplani 22080  New accounting session created in Session cacha
1002 Relumed RADIUS Access-Accept
User Type User

Authentication ldentity Stors

Internal Users

luwoduuld IJigble gl oJlzol
S99, 03l IJ 9 wpe Idpedsple IJos spdud luwwgsleol Jluwod ild i'tjolc lJodssu sluadlzol.
* 0288 pu wuorse Iigble s ¢bp 9disd Ipuolb 88 DUO. sop weass e9be IJuvedle
wopu o3l 1JpsSe:
C:\Program Files (x86)\Duo Security Authentication Proxy\log

e IJedud authproxy.log B ez, w9 eod Notepad++ Is WordPad.

wwed Id8uoluole gus el wslole leceb Es) LozsTd 902 Idpuob 86 pu Jwd Ebe ISE.

<#root>

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Sending request from
10. 197. 223. 76

to radius_server_auto

10.197.223.76 is the IP of the FMC

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Received new request id 4 from ('10.197.223.76', 3452
2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] (('10.197.223.76', 34524), 4):

login attenpt for usernane u' cpiplani

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Sending request for user u'cpiplani' to ('10.197.223.
2019-08-04T18:54:17+0530 [RadiusClient (UDP)]

Cot response



for id 199 from ('

10. 197. 223. 23
', 1812);

code 3

10.197.223.23 is the I P of the | SE Server

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76"', 34524), 4): Primary credentials reject

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76',

34524), 4):

Ret ur ni ng response code 3: AccessReject

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76"', 34524), 4): Sending response

* eJs ISEdluodd IJs Idgpdsle > RADIUS > I wedle Ideolivyé JJozdd po odluosd
lJeol>96.

wwed lzile pu Idpuolb s IJulzzs pe ISE 9 Duo:

<#root>

2019-08-04T18:56:16+0530

10. 197. 223. 76

to radius_server_auto
2019-08-04T18:56:16+0530

2019-08-04T18:
2019-08-04T18:
2019-08-04T18:

10. 197. 223. 23

', 1812);

code 2

2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:

Duo aut hentication returned

56:
56:
56:

56:
56:
56:
56:
56:
56:
56:
56:

16+0530
16+0530
16+0530

16+0530
16+0530
17+0530
17+0530
17+0530
17+0530
17+0530
30+0530

[DuoForwardServer (UDP)] Sending request from

[DuoForwardServer (UDP)] Received new request id 5 from ('10.197.223.76', 3409
[DuoForwardServer (UDP)] (('10.197.223.76', 34095), 5): Togin attempt for user
[DuoForwardServer (UDP)] Sending request for user u'cpiplani' to ('10.197.223.
[RadiusClient (UDP)] Got response for id 137 from ('

<<<< At this point we have got successful authentication fromISE Server.

[RadiusClient (UDP)] http POST to https://api-f754c261.duosecurity.com:443/res
[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPC
[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):
[HTTPPageGetter (TLSMemoryBIOProtocol),client] Invalid ip. Ip was None
[HTTPPageGetter (TLSMemoryBIOProtocol),client] http POST to https://api-f754c2
[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPC
[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPC
[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):

"allow : 'Success. Logging you in...

2019-08-04T18:56:30+0530 [HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76"', 34095), 5):

Ret urni ng response code 2: AccessAccept

<<<< At this point, user has hit the approve button

2019-08-04T18:56:30+0530 [HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):
2019-08-04T18:56:30+0530 [duoauthproxy.Tlib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPC

PEJBP'&:) Slo uoJé
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https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://www.cisco.com/en/US/support/index.html?referring_site=bodynav
https://www.cisco.com/en/US/support/index.html?referring_site=bodynav
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