odosu ywsluwle gled IJogoss IUpwed J
FTD 9o bvgsdol

lJpzogsle

Iz 9.9 o0 CLI(LINA)

lJp 9500

SueWd o3l IJpwows odysy ywsluwle IJouodss lJpuveds Jd>le g0 woss> FirePOWER
(FTD) souvgsdol.

IJecbdole IJlul jusé
lJpolbdole

Jl 9z pebdole ¢luos Josl IUpuwass.
IJedoule [Jpuwegsps

ouwow Idpedspele 1Uglyo WO o3l ldpuwens 1Js luosble Idolez 9ldedsole 1Jpebss Ideldss:

+ ASA5506X IJss suvgd FTD e 6.1.0-195
+ FireSIGHT Management Center (FMC) IJ3s subgd IJluosl, 6.1.0-195
* p9golw 3925 Cisco I0S® IJos wyved 15.2 Lo9,6

wp logule IJro:ng,olo 1J9l)s6 s 03l IJpuwews pu IJiao_jé 1J 09296 WS w56 pgpdso gluoo.
wlo zese IUlgojo UPUUO'C?.ME 9 ol .IJ,ouqu{vong@o peude (IBo)lups). Bl Jlue
Jvwdod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed JIs ).



peJ9ple lumlymse
wsluws ol Bud IJouodss o psié wp beldol B [uosl) 6.1 900 SIS 1§l o Hissuvss:

1. pboluds 2396 1dpu9, luveobl [Js IJ po 1890w 10513Js6 9ldghzss

2. 598, IJopdpe wldsuesd Idpwd, 13s suwee JJor8d woelys perd IUuivgs) wuvdd
JloJ

3. gpd Jeuues vlise Jbgldle IJeede B 1dsuesd (ACES) IJos sop wozsdol pu NE
IJeszsd po edld izojs Idielo 1JpgsJs (ASA).

lJodosy

2l luweale voz gled IJouodss Idpuwed 1

Spedu Juog PreFilter [quwgsle vog Sleso 1oy Idos ouwee J FTD wldouowdss luuoubl
IJs IJ pu 2096 1Jer9) Idodds Joluw IP 1Us1gdss 9/l 1Ughzso. 98w Jolws odo Idpdlds:
CubS) 298 1Jpue) IJudds lds:

* owopsu ldugese IJgle (GRE)
s |IP-in-IP

* |IPv6-in-IP

* o093 Teredo 3544

w2g I leoobd u8§ GRE Jol 09 p9 o B 1Ju29,6.

Firewall
192.168.75.x/24 192.168.76.x/24 R
o
GRE tunnel .20
10.0.0.0/24

gws leowh IJlogald po R11Js R2 Glgwosle 098 GRE. wp) 2596 1dpag) ews 2ol Izpelsd
Jpl 09 p9 oz I 1Juo9,6.

1 2016-05-31 02:15:15.10.0.0.1 10.0.0. 2 138 Echo (ping) request id=0x0013, seq=0/0
2 2016-05-31 02:15:15.10.0.0.2 10.0.0.1 ICMP 138 Echo (ping) reply 1d=0x0013, seq=0/0

# Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)
# Ethernet II, Src: CiscoInc_8d:49:8]1 (c8:4c:75:8d:49:81), Dst: Ciscolnc_al:2b:f9 (6c:41:6a:al:2b:f9)
= Internet Protecol Version 4, Src: - A 5 t: - 0. : i b,

% Generic Routing Encapsulation (IP)
= Internet Protocol Version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) inner
T ITCETTIEL LONLIg] Message Protoco!

¥

131 Il 2oly 1Jgplsé zols ASA. Bluo sweldd pu luw IP IUghzs Jel 09 po oz B 1Ju09)6.



L2 Quter IP GRE Inner IP
Header| Header Header @ Header L7
src=192.168.75.39 sre=10.0.0.1
dst=192.168.76.39 dst=10.0.0.2
<#root>
ASA#
show conn

GRE QUTSI DE 192. 168.76.39: 0 INSIDE 192.168.75.39:0

, idle 0:00:17, bytes 520, flags

131 Iy 2ol [z pelse zol; FirePOWER: Wluo sweldd pu gusly IP IUslgds Jel 09 p9 oz Os

1Joo96.
L2 Quter IP GRE Inner IP
Header Header Header | Header
src=192.168.75.39 sre=10.0.0.1 | L7

dst=192.168.76.39

dst=10.0.0.2

luwedsle vog glod IJouodso IJpuwe @ Spdo Jzols FTD plblu$6 296 p)9) Iwslule
lovoobl s JJ po 1,99 1UslgJsé sldehzss.

lJubé |U)sssunssd

s lJpeld .

IJelds e

ASA IPIJ¢bzs

Snort IP1JslgJs

L')Jb|ro

Firepower  |¢lzs (Prefilter) + IP sl Js (ywsluwd
Threat IJozde WS 1Jsuo9d (ACP))
Defense




(FTD)

2lJs luwole vog gled IJouoWss IJpuwnd 2

Spedu Juog PreFilter |uuwgsle ugg dless Prefilter IJos spduol wvds) Idozdpe wldyuesd
IJeod) slduwele JJesdd werly) pud Iduvgs) welel Jel 09 p9uoz S 1uo9,6.

mﬁq fyBlackkist & ¥ ¥ fMabware ‘.'-
proF Policy  prop AppiD pRop oROP DROP DROP
Snort Instance

| |
O EEEEE O e
" ¥ \ A

DROP RO DROP

Fast Path

Defrag Policy
vPW Classifier I

O:“i ve o wine  Fast Path I

lJpopd 1. IJoe 9l pu wog lJouowse IJewe 8o IUle,)ljos
pubdole |Jpeopd
lJozdd pu woz IJouowse IJpuve o IJlIve,)luos

IJzd

IJgbogs 1. luwdd IJs duwsiuwle > Ideedp Vs Idguoed > Prefilter. s9z> woz lWe,)los J
Prefilter wIJwed Jpl 09 p9 oz Os 1Uu09)0.

Overview Analysis JLINETEE Devices Objects  AMP Deploy System  Help v mikis v

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions ¥

Object Management Access Control

wd Maw Policy
| Prefilter Policy Damain | Last Modified I
Gefault Profilter Policy clebal 2016-04-22 21:43:25
Default Prefilter Polcy with default action to allow all tunnels e Madified by “admin®

IJgb9s 2. 12, wersy Joos lesble ooz Jel 09 p9 0z B 1J09,6.



Overview Analysis IS0 Devices Objects AMP

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions ¥

Default Prefilter Policy

Default Prefilter Policy with default action to allow all tunnels

You cannot add rules to the defawit Prefiter policy. You can change only defawlt action opbons.

Hon-tunneled traffic is allowed Default Action: Tunnel Traffic Analyze all tunnel traffic

1296 3. wp LIS "vog led IJouodss Idpuwe 98" lded wuog Idoede wldsuesd Jel o9
P9PT B IJuo9s.

Overview Analysis QLU Devices Objects AMP

Access Control *» Access Control Network Discovery Application C

ACP_5506-1

prafilter Policy: Dafault Prafilter Policy

Rules  Secunty Inteligence  HTTP Responses

Prefilter Policy Settings &

Prefilter Policy used before access control Dafault Prehiter Pohcy

IJo288 ew CLI (LINA)

oo luolds 99les gled oSt Idpuwed B8 Wslise Idozde B 1Usue9d (ACLS):

<{froot>

firepower#



show access- i st

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1ist CSM_FW_ACL_; 5 elements; name hash: 0x4a69e3f3

access-1ist CSM_FW_ACL_ Tine 1 remark rule-id 9998:

PREFI LTER POLI CY:

Default Tunnel and Priority Policy

access-1ist CSM_FW_ACL_ Tine 2 remark rule-id 9998: RULE: DEFAULT TUNNEL ACTION RULE

access-1ist CSM_FW_ACL_ Tine 3 advanced permit ipinip any any rule-id 9998 (hitcnt=0) Oxf5b597d6
access-1ist CSM_FW_ACL_ 1ine 4 advanced permit 41 any any rule-id 9998 (hitcnt=0) 0x06095aba
access-1ist CSM_FW_ACL_ Tline 5 advanced permit gre any any rule-id 9998 (hitcnt=5) 0x52c7a066
access-1ist CSM_FW_ACL_ 1line 6 advanced permit udp any any eq 3544 rule-id 9998 (hitcnt=0) 0xcf6309bc

3
4
5
6
poes 2. 2105 2038 Ie.9y Iods lusaisle IJgles
pubdole |Jpeopd

b, 2)Y6 09, ICMP IJos swpe logile Gugle Jol slgd w99 GRE.

lJzJ

IJgb9s 1. 3l oo wobusd Blises IJopde B 1Jsuo9d (ACP) oo Bspdud o oys 2yJs

P23 290899d huwlsd Ioede B Ilue,ue (ICMP) p2bg)é wEu IJub) gl Bl Jive wp,
g w99 GRE lpo Jli Jpl 09 p9oz WO 1Uuo9,)6.

Preffner licy: [l Fretter Pobcy S54 Policy: tiane Meativy Policy: hizne
=g Inharitares Semtings | (8] Pobey Adsigrmants (1)
B2 sccury intedgence  HTTR Responses  Advanced
B P by Dbl o A Categery ol ddd Rl

w Mandatory - AOP_S506-1 {1-1)

1 Block 10M

w Dufault - KCP_S506-1 (-}

Add Pl o ASd Categary

odaatpctn ____________________________________________________[EEeereeespaheepeems c v

<#root>
R1#
pi ng 192.168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

<#root>



R1#
ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

WO o030 1Jgldsr spdud |uwwgsle wog PreFilter JJgdle wpvlbdule 1Jpopes. gldpeuld oul o9
JlJolds:

1. vpssi eese Ieip IJos swp wuppswel sligd GRE.
2. 8p vluuvle gwslyws ldogdpe Vs 1Jsuosd Idos wblod 1dzie [Jpesio sopus ICMP.

PL 9208 L) IJowowé IUpgplisé: Slu IJeie swp Szueol pilod Bsles IJouo st Idpuva$d
LINA LlJeolwe pg Linux (LINA) e Jibo $sles IJouodss Ipuunds 9 ACP: sizs)l sé9p
lJubgs, weszse LINA Jdlgwslle. wuod 1dz5e6 IJlsds pu gJIJ zols FTD.

IUgboss 1. 235 £les Jz,ds 1dey9, IUoBE.s.

loodd Ids Iduvsluvle > 1dozdp Os 1Uuo9d > PreFilter 9.9, wlouile usluws Prefilter z>s56.
3, e Jl spdu wpsy woe Prefilter Ul el os Jpl 0 p9,0z B 1Uuo9,)6.

Mew Pokcy

L LR
Cngdrphnn -

B wog gled IJouodss [Jpuwed: 9o wopasd UIESY pu lJBsle:

1. §less 1Jod
2. 8lgss glod IUooWds6 IUp e

Spdud IJowvds) b 0dsu Iduwposu £Js iooPI ppSilo peodds celpl spdo wdssuol Vs
wog PreFilter.

Jodo IJpops: pu 1duo)9s ©ersd Blgrs 98 Jel 09 p9 oz Iis IJuo9)6.



Add Tunnel Rule T

ﬁ Tunfel rulas parform aarly handling of non-encrypted ancapgsulated traffic, using cuter [P hasders. Fastpathed traffic bypassas aocess contral and QoS.

Hame Tag Tunneled traffic F Enabled Insert  palow rule il DB

Interface Objects  Networks  VLAN Tags Comment  Logging

peacculation Protocols:
I 1pein-1p

I 1pve-in-1p

™ Teredo Port (3544)

Ospl seedd wldlg)lele:

IJle)le IJ9oud

J 85 LINA: sep 1dozdd pu IJesdd osluwbos ppyd Idngs). leoshsl spdu
e fss0 eled 038 Jerds 1pss) 1Juddes.

2, oe 2oy 1JoaB8§ w9luwlbos LINA. szo IJezdd po Il 1ebes.

Sop ldegled pg 1Jed98 w9l uubs LINA O b >9¢ 1Uzlzs s IUleuold wpeeyd
puvl use Snort.

lJglo9s 2. 235 ywsluwo IJogde WS 1Uyuosd Jz)yds 1dey9) sle Idedlelo.

eds I Ep pulue Jl spdu lo sdsu wasos! JJglss B 1duslss: [JHHuo spdo luwegsle edles
IJuO8 pu Jod $less uvslws IJozde Clsuesd Jeubb§s puos). loedd IJs Iduvsluwle >
lJozde B 1dsumsd slugins Slgss weog ICMP Jzyds 1, Sl gdlele IJopsss Jel o9
p9LPT S IJue9s.

o o 7]

Bcowss Comtrad » Aocess Comtral  Nabwork Decowery  Apphcsteon Datectons  Comelsbion  Adtons

ACP_5506-1

N rorrery p— F——

m Seoarky itelgercs  HTTF Respardes  ddeanosd
B Fine by Dwec O dedd Caagory ) i Reude

T -

S pdlzbo: swp )Wl wog PreFilter IUgsss wuog IJwzdpe Vs 1U909J.



lJozdd

wedsu IUIdodlb gds LINA geds CLISH:

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface inside [Capturing - 152 bytes]
capture CAPO type raw-data trace interface outside [Capturing - 152 bytes]

<#root>
>
capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

SeTlection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-Nn

pu R1czlod ool louold uldlbs wolss v g GRE IJwgss. Wy ool IJloold:

<#root>
R1#
ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

sbo, IJo@lb CLISH Iy IsJ bbJu echo o) g, FTD 9y 13 wp 2lbe:

<#froot>



Options: -n

18:21:07.759939 IP 192.168.75.39 > 192.
18:21:07.759939 | P 192.168.76.39 > 192
18:21:09.759939 IP 192.168.75.39 > 192.
18:21:11.759939 IP 192.168.75.39 > 192
18:21:13.759939 IP 192.168.75.39 > 192.
18:21:15.759939 IP 192.168.75.39 > 192.

959> IJo@lb LINA 3JY:

<#root>

>

show capture CAPI | include ip-proto-47
102: 18:21:07.767523 192.168.75.39 >
107: 18:21:09.763739 192.168.75.39 >
111: 18:21:11.763769 192.168.75.39 >
115: 18:21:13.763784 192.168.75.39 >
120: 18:21:15.763830 192.168.75.39 >

>
>

show capt ure CAPO

93:

94:

18:21:07.768133

192.168.75.39 > 192.

i nclude ip-proto-47

168.

168.

168.
.168.
168.
168.

192.
192.
192.
192.
192.

18:21:07.768438 192.168.76.39 > 192

76.39:

75. 39:

76.39:
76.39:
76.39:
76.39:

168.76.
168.76.
168.76.
168.76.
168.76.

168.76.

168. 75.

GREVO, Tlength 104:

GREvO, length 104:

GREVO, Tlength 104:
GREVO, Tlength 104:
GREVO, Tlength 104:
GREVO, length 104: IP 10.

39:
39:
39:
39:
39:

39:

39:

ip-proto-47, length
ip-proto-47, length
ip-proto-47, length
ip-proto-47, length
ip-proto-47, length

ip-proto-47, length

i p-proto-47, length

IP 10.
IP 10.
IP 10.

[=NeNeNe)

104
104
104
104
104

104

104

[=NeNeNe)

IP 10.0.0.2

N N

>

V V. V V
=

10.0.0. 1:

el

[=NeNeNe)

[=NeNeNe)

o O O o

IP 10.0.0.1 > 10.0.0.2:

N N NN

ICMP echo

| CMP echo r

: ICMP echo
: ICMP echo
: ICMP echo
: ICMP echo

O vopdsu gl gelss CLISH-engine-debug 9pwz &30l IUluudlle J LINA ASP slz)le o w
IJlzeol). sbo, wuoese lgble CLISH Iue wlJuuwwé |Js Echo-Request. §oo wpblou$é §lgss
elod 1Jouoss IJpuwod 9J8less ACP IJgluos Lld)s eds IJLwsls:

<ffroot>

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

New sessi on

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

uses prefilter rule 268434441 with tunnel

zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,

i cnpType 8, icnmpCode 0O

uses prefilter rule 268434441 with tunnel

o o

pending rule order 3,

zone 1

'Block ICMP', AppId

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,

i cnpType 0, icnmpCode 0O



10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO
match rule order 3, 'Block ICMP', action Bl ock

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O deny action

s90,2¢ luwsll ASP Iy Snort w§lo 1z

<#root>

>

show asp drop

Frame drop:

No route to host (no-route) 366
Reverse-path verify failed (rpf-violated) 2
Flow is denied by configured rule (acl-drop) 2
Snort requested to drop the frane (snort-drop) 5

B "lesle 1louold" spdod puiless "wog sluuuw Prefilter" IJos @po wplbludool Jol o9
P9 SBs 1Juoys.

verview BUTRTSEIEN Polioes  Dev L
Contaxt Explorer Conmections » Evenls Imtrusiens = Filgs = Hosts *» Upars » Vilnarabiigs * Commelation = Custom » Loghug * Saarch

Bz Th

Connection Events
th Spploptaon Detads » Tabbe View of Connedtion Events

ROONEILng o

k Ssarch Coratraants (Egde Seprch]

[ -piotPacket *  Action *  Initiater ®  Bespomder *  SewsePerd %
IE ICHP Tyes

& [ 20080221 18:37:54 Block 1091 pLaK K] S iEcks Becuest) { ioma Erafiker Poboyl Tao Tuncsled traffc
P C 1 Bock 100,01 0007 o {fchg Beousst] / iomo Prefifer Poficyl Iaq Tuncsbes traffc
P C SS=0S-21 18:34:08  Elodk A0.0.0.1 002 BiEchs Becusal) Jsma R Eme Bl So0-1 Biok [CHE Brafiker Pobeyl Tao Tutwsied traffic
b O ue0edn ey ek A0, ang fifcho Reouestl/ kmo  GJiomo AR Saod-l Dacc JCHP Erafiker Poficel  Iaa Tunceled Graffic
b O 0280531 13:379:04 Bleck 10.0.0.1 1000 8 {Echs Becveqt) ficmg 3/ itme AL S50.1 Block; [CMP Prafiier Pubev] Tag Turesied tralf
P C SRR L Elock A0.0.0.1 10080 RiEchs Becunstllicme Qliome BEE SSE1 Bleck ICHE Prafiker PoScyl Iao Tunceied traffic
B 20080531 1%:05:36 Plack 10.0.0.1 1on0s [Bhes, Moers o] J omis 07 ieme S0P S0 Bk |EMB Prefiier Pukesd  Taa Tutesthed braf
Page 1 |ofl Cisplaying rows 1-7 of ¥ roms

lJpoped 3. wzlej Snort Engine Llguwwgsle 99le> FastPath Prefilter

e Iopbslbs Juiwds

192.168.76.x/24 R2

E==
2# outside

R1 192.168.75.x/24

inside




Pobdvlo |Jp0p5

1. 8p wlilJs Ble> wor IJoede LIJsunsd Izldsé slupls $less "vor Idoede wldsos]"
Jos opog 2098 1Jeass oIddled.
2. 9p wodosu Yless vog Prefilter IJos woglys Snort Engine Jg,Jé p)9) Ideslole IJos

sop lJzuo9d edsol po Livods 192.168.75.0/24.
lJeJ

IU¢lo9s 1. sep 9uoe wor ldoede B 1J9uosd IUss spue 09ds e Idoslule olddled Jel o9
£ I9s IJuey)s.

Tg Inheritance Settings | [F] Policy Assignmants (1)
L) security Inteligence  HTTP Responses _ Advanced
@8 Filter by Device | ﬂﬂdﬂm i Add Rube | Search Rules

w» Mandatory - ACP_S5506-1 [-)

There are no rules in this section. Add Rule or Add Categary

w Default - ACP_S506-1 (=)

are are no rules in this sachion. Add Rule or Add Catagory

Default Action Access Control: Block All Traffic

IUgbo96 2. 0 Lluolbs Bless Prefilter g FastPath Jlg)le J o ds IJp 05, 192.168.75.0/24 ol
09 p9uoT I [Jue,s.

Add Prefilter Rule * X

u Prafilter rules parform sarly handhng of traffic bazed on simpls network characteristics. Fastpathad traffic bypasses scceass control and QasS.

Name Fastpath_src_192,168.75.0/24 ¥ Enabled
Action ¥ Fastpath -

interface Objects [T g VLANTags  Ports Comment  Logging

Available Networks & Q Curep Nt arks Dastination Networks (0)

L Saarch by name or value | a

B any 0

B IPvd-Private-All-RFC1918 Add o
= any-ipvd I Source J
= any-ipve | Addto |
& tPvs-Benchmark-Tests l&
S 1Pva-Link-Local
B 1Pva-Multicast
8 1Pv4-Private-10.0.0.0-8 [ertar on 1P sddress " li] (encer on 17 adirens | li]

lJglb9o 3. IJuwszs Jel 09 paoz O 1Juo9,)s.




Overview  Analysis ENIRISE Devices Objects AMP ¥ Systern  Help v mikis »

Access Contral * Prefiller Metwork Discovery apphcabon Detedorns Cramelation Mtsons

Prefilter Policyl D Cancel
& Add Terrgl Rule & Add Prafilter Rul
* | Manse | muite Type Source | Destination | sowrce | Destination Ssurce | Destination VLAN 1
| | | Intarface Obsacts | Intarfuce Dbjects | Networks | Wetwarks pert ont |

Fastpath_prc_193.188. Prafilter B 192168, 75,0014

e

IJ¢b9o 4. e 0b 90 ).

wedsu o dlb cluwople cove eds I eu slzole FTD:

<#root>
firepower#

capture CAPI int inside trace match icnp any any

firepower#

capture CAPO int outsid trace match icnp any any

2lod lpeol IUleuold po R1(192.168.75.39) |Js R2 (192.168.76.39) pu gJIJ FTD. B uJ
2ol IUleolJ:

<#root>
R1#
pi ng 192.168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

IJodlb gds 1Jslzos [Us1gJss s9uore:

<#root>
firepower#

show capture CAP

5 packets captured

1: 23:35:07.281738 192.168.75.39 > 192.168.76.39: icmp: echo request



2: 23:35:09.278641  192.168.75.39
3: 23:35:11.279251 192.168.75.39
4: 23:35:13.278778  192.168.75.39
5: 23:35:15.279282  192.168.75.39

5 packets shown

V V V V

192.168.76.39:
192.168.76.39:
192.168.76.39:
192.168.76.39:

icmp:
icmp:
icmp:
icmp:

echo
echo
echo
echo

oo 19J 256 (echo-request) g,9,0 (IJudlb |Jpeops |p s 6):

2w (loyls s 1J@)les)

wuwg Firepower# show capture CAPI Packet-Number 1

op lJogll 52506

request
request
request
request

1:23:35:07.281738 192.168.75.39 > 192.168.76.39: ICMP: bJ. echo

1Jp,eJ8: 1
IJuse: IUIdo gl

lJuse 1J8)es:
IJooses: Iduwele
lJodosu:

pedyple ol sa:
Slispo 1Jsue9d IUs MAC
1o,z Jé: 2

IJuge: Blispé 1Use9d
IJoge IJ)es:
IJooses: Iduwele
lJodssu:

8lex6 Lopuss

ped9ple |uolse:
Slisps IUso9d lJs MAC
IJpzJé: 3

IJuse: vew IJpuwly

IJuse 1J8ses: od 9lzod 1oz



lJooses: duwele

lJodosu:

pedyple |oldse:

we ldewy) eds IJgbys IJeldss 192.168.76.39 s wegse péie IFC bz
lJesedo: 4

lJose: Slispd 1909

IJoge IJ9,es: Iduwed

lJoosegd: Iduwelz

IJodssu:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ Advanced Trust IP 192.168.75.0 255.255.255.0 s (§lg>é-id 26843448
wed Uizsle JJl

access-list CSM_FW_ACL_ oJlz o rule-id 26843448: yoz pl 9od IJouodso: prefilter_policy1
access-list csm_fw_acl_ oJlgloé rule-id 26843448: 1J9lg>6: FastPath_src_192.168.75.0/24
pedyple lupldse:
lJesedo: 5
lJuge: conn-settings
lJoge 1w, es:
lJoosegd: Iduwelz
lJodssu:
lJse-gysbo IUlve,)ljos Juwdiso
plolu 86 Is
Ssbo Idgwslywo 1Jgles IJglps_lduwslywo
lJwoso Ul el oso
wewb IUlouold gshle po@seé UM_STATIC_TCP_MAP
£ p9p.S_policy-service-policy

ped9ple |uolse:



IJpyzJé: 6

lJugge: NAT

lJose IJS,es: JIJ eduwsé

lJowses: Iduwele

lJodysu:

pedople luolvss:

lJeyedo: 7

lJoge: gsble IP

lJoge 1w, es:

lJoosegd: Iduwelz

lJodosu:

ped9ple Juoldse:

l|Jpyedo: 8

IJuse: IJovosyi

lJuse 1JS,¢s: np-inspection

lJowses: duwele

lJodssu:

class-map inspection_default
pblo§é Bz lVe,lups-2,d6 )9,

sbo Idguslywo 1Jgles IJglps U yuslywo
class inspection_default
Wz o ICMP

£ p9pS_policy-service-policy

pedoele ol se:

lJesedo: 9

IJuse: IJovosyi

lJose 1Jws,es: np-inspection



lJooses: duwele
lJoYsu:

ped9ple Juolose:
lJeyedo: 10

lJogge: NAT

IJose IJses: JIJ zduwsd
lJoosegd: Iduwelz
IJodssu:

ped9ple |uolse:
lJeyede: 11

IJuse: esble IP

lJuse IJsses:
lJowses: Iduwele
lJodysu:

pedyple Ipldse:
lJeyzdo: 12

IJose: logvle IJo>99§
lJoge 1w, es:
lJoosegd: Iduwelz
lJodysu:

pedple |uolose:

ope logile ¢339 258> wluwedsle IUpeg )8 520 swpe huwld 1Jzed 1Js 1U9ers IJupbss IJeldss
lIJeyedo: 13

IJuge: Slspes lUguosd
IJose 1Jses: Iduved
lJowses: Iduwele

lJodosuy:



access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ Advanced Trust IP 192.168.75.0 255.255.255.0 Is §lg>é-id 26843448
wed Uizsle JJl

access-list CSM_FW_ACL_ poJlz o rule-id 26843448: yoz pl Yod IJouodso: prefilter_policy1
access-list csm_fw_acl_ oJlgloé rule-id 26843448: 1Jglg>6: FastPath_src_192.168.75.0/24
pedople |uolvss:
lJeyedo: 14
lJuge: conn-settings
lJoge 1w, es:
lJoosegd: Iduwelz
lJodssu:
lJse-gysbo IUlve,)ljos Juwdiso
plolu 86 Is
Ssbo Idyusluwe 1Ugles IJglpo_|Juuslgwo
lJose Ul el oso
wovb IJloold gsble po g6 UM_STATIC_TCP_MAP
€ p9ps_policy-service-policy
pedople |uolvss:
lJeyedo: 15
lJoge: NAT
IJuse IJS,est JJJ eduws
lJoosze: [duwele
lJodosu:
pedoele ol se:
lJeyedo: 16
lJuse: ¢sble IP

lJoge 1) es:



lJoosegd: Iduwelz

lJodgsu:

ped9ple Juolose:

l|Jpyedo: 17

IJuse: vee Idpuml

IJuge IJS,es: 2d sleod 1JE9z
lJoosegd: Iduwelz

lJodysu:

pedople |uolvss:

op ldewy) eds 1Ugbys IJoldss 192.168.76.39 suuwise péyz IFC Ele
lJpyedo: 18

IJoge: Ideelo-ldoze

IJuse Id)es: IUgbys Ideldso gldegly,
lJowses: IJuwele

lJodssu:

pedople |uolvss:

ounlb IJogly)

eu9lu MAC JJgbgs IJeldse 004.deab.681b s o, 140372416161507
lJeyede: 19

lJuse: IUIJe @l

lJogge 1Jw,es:

lJowsegoe: [duwpelz

lJodgsu:

pedoele ol se:

Ilsps 1J9uo9d |Js MAC

lJowses:

slzos 1Jbeld: bz



2lJs IJbeld: Jigds

2lJs ¢lo IJDgld: JJigdss
9lzos IJlg)lz: ¢be

elJs 1Jlg)lz: Jisds

elJs ¢lo IJIg)le: JigJs
IUlle: IJuwele

Op 80P 2ied 9z
Firepower#

Firepower# show capture capi packet-number 1 trace 5 packet capture 1: 23:35:07.281738
192.168.75.39 > 192.168.76.39: icmp: echo request phase: 1 type: capture subtype: result: allow
config: pedypele |oldso: mac access list phase: 2type: access-list subtype: result: allow config:
Implicit rule additional information: mac access phase: IJu9g 3: IJuse 1Ud,es Jdwee gu
IJeunb 2d vosesd slzos IUg sz Idumele wldodssu: pedsple [uolBss: ouuesp IUgbgs
lJoldss 192.168.76.39 egress ifc ¢z 1Jeszdo: IJuse 4: 1Juse 19, es JBkses 1Jyuo9d:
vosed IJuwed: Iduwele wldodgsy: access-group csm_fw_acl_ global access-list
csm_fw_acl_advanced trust ip 192.168.75.255.255.55.5 0 Is wzd lzale Jpg,d IJ8less
268434448 JJ| po Blisped 1U909d CSM_FW_ACL_ pJlglbs Slessé-id 268434448: Goz
PREFILTER: PreFilter_Policy1 access-list CSM_FW_ACL_ pJlzlbé 9lg>6-id 268434448 |JSle>6:
FastPath_src_192.168.75.0/24 pgJyplw luoldso: 1dprzds 5: IJuge: CONN-Settings subtype:
lduwelz wlJugg: config: class-map class-default pble, 96 i@ wwslgwé-map global_policy class-
default pzp9e6 loold pw9>p-options UM_STATIC_TCP_MAP service-policy global_policy
ped9ple [uolvse: Ideyzde: 6 u9g: NAT subtype: JJ gduwo wosegs: Iduwelz wldeconfig:
pedyple luoldss: IJpeyeds 7: 1duge: ip-options subtype: IJowszs: Iduwelz wldodss: 1Jeyzdo
8: Weuo IJuge IJu,es: np-inspection woszs: Iduwele JJodssy: class-map_inspection_match-
default-inspection-traffic-policy-class Wz o peJ9ple [Lolds6 £p9p506 ICMP service-policy
global_policy: IJp,yeJs: 9 1Juge: Voo IJuse [Jw9,es: np-inspection result: Allow config:
ped9ple |uolse: Ideyeds 10: Iduge 1,86 nat: JJ gduws wosgo: Allow config: eeJg el
luolse: IJeyeds 11: 1Juse 1, es: IP-Options: IJuwsgs: Allow config: ped9ele luoldse:
IJeyedo 12 1Juge: IJuge 1 es Jlouvle IJord@: IJowsegse: Allow config: pedyple |l ss:
e louble ©3B8 8 2383 Lluwegsle pgrd 52 2506 huwde 1Us 1d9e»8 IJoldss 1Jeeds: 13 u9e:
Access-list subtype: log result: allow config: access-group csm_fw_acl_ global access-list
csm_fw_acl_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 26843448 event-log JJI
access-list CSM_FW_ACL pJlzbbé rule-id 268444448: yog el $od lJoods6: PreFilter_Policy1
access-list CSM_FW_ACL_ pJlzlbs 9lg>s-id 26843448: 1J9le>é: FastPath_src_192.168.75.0/24
pedyple luolvss: Idpyeds: 14 1Jugg: CONN-Settings subtype: IJuesze: [duwele wldodssy:
class-map-default ool 96 L_s wog-map_global_policy class-default pg 0986 loold po930-
options UM_STATIC_TCP_MAP service-policy_global pgJyple |uoldsé: Idpyedo 15: u9g 9,88
J NAT: JJ eduwsé gpd: suwpe config: pedsple |uoldss: IJp,eds: 16 o9¢: IP-options subtype:
lJowszo: suwpee config: pedypele luolwse: IJpyedo 17: 1Juse 1JW,es: 2d ulddbo 1Usuesd: 2J
b6 1J9uo9d Losed: suver wldodssu: pedsele |Uoldss: e ldews) eds Ipaeds
lJoldso 192.168.76.39 suwwgse poe IFC bz 1deyeds: 18 IJuss: Idegly)-ldwze [JW,es:



IJglogs IJeldss suwses IJoelas suver wldodsso: pedsele luoldss: sg9d guslu MAC oy
U9 1Jeldss IJogubs W Idezly) [Js 1JeyeJs 14004.deab.681b: 140372416161507: IJusge
19: 1IJuse 1IJ8, e J CAPTURE: IJueszs: Iduwele wldodsso: pedyple |uoldss: vosegs
Blisps 1J9,09J [Js MAC: s o Il ¢l-interface: 2lUs ¢l IUlsgld: s oe s 1bb¢ld Jigds: 2ldé
IIg)lz: 21Js el IUle,lz Teds: 1dlzle: Iduwele wzipb &0 FirePower#

lJoslb gds [Jglgos IUghess sooe:
<#root>

firepower#

show capt ure CAPO

10 packets captured

1: 23:35:07.282044 192.168.75.39 > 192.168.76.39: 1icmp: echo request
2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: 1icmp: echo reply
3: 23:35:09.278717 192.168.75.39 > 192.168.76.39: icmp: echo request
4: 23:35:09.278962 192.168.76.39 > 192.168.75.39: 1icmp: echo reply
5: 23:35:11.279343  192.168.75.39 > 192.168.76.39: icmp: echo request
6: 23:35:11.279541 192.168.76.39 > 192.168.75.39: icmp: echo reply
7: 23:35:13.278870 192.168.75.39 > 192.168.76.39: 1icmp: echo request
8: 23:35:13.279023 192.168.76.39 > 192.168.75.39: 1icmp: echo reply
9: 23:35:15.279373  192.168.75.39 > 192.168.76.39: icmp: echo request
10: 23:35:15.279541 192.168.76.39 > 192.168.75.39: icmp: echo reply

10 packets shown

sbo) woue 1Uesed lderoees luol wblud IJesd s 1Jelds (52) 9JIJo wp zlbol wsluubs
Slses IJopde B 1dguo9d (ACL):

<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

10 packets captured

2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: icnp: echo reply

Phase: 1

Type: CAPTURE

Subtype:

ResuTt: ALLOW

Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW



Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flowwith id 52, uses current flow

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268434432 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: ACP_5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: outside
input-status: up
input-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

1Jg1096 5. §p wluolds Bless glod ©uoWss puvwwd Ies Jeurds 1Jpens, IJelksss. IJueses Jel
09 9T DS IJuvy)s.

[ERURION Devices  Objects | AMP

Agress Conkrol = Prefiiber Metwork Desoovery Apphcabon Detectons Comelation Ay v

Prefilter_Policyl D cancal
) Add Tunnel Exle o) Add Prefiter Aule
- Mame EHule Type Bpurie reslination Bourie Deslmmalinn Bouroe Deslination WILAN Tag AT
Ghpeits Ohpects W s Port Par]

Foitpatt_&c_ 1921168, Prefilner B 192188750524
Faitpatt_Jat_192.168. Prefilber & 192168, TE.0024

Hon-lunncied traffic is allowed Deefault Action:

IUlo covg Idees IJpyoees Idos olol (Il 1Jpoes puyjb):

29w (loly 1Js 1U8,led)

wuwg Firepower# show capture CAPO Packet-2



op lJogllb 10 2506
2:00:01:38.873123 192.168.76.39 > 192.168.75.39: ICMP: > echo
IJp,J6: 1

IJose: 1o slb

lJuge 1J9)es:
IJooses: Iduwele
lJodssu:

ped9ple |uolse:
Slises 1J9uesd [Js MAC
lUpopJé: 2

IJuse: Slispes 1Usesd
lJuse 1J8,es:
IJowses: [duwele
lJodssu:

Slgrd Jopuss

pedyple ol sa:
Slises 1J9uesd [Js MAC
lUprzJé: 3

lJuse: Flow-lookup
IJose 1JS,es:
IJowszs: Iduwelz
lJodssuo:

pedyple |oldsa:

op ldeey) eds w398 oldpe,d 62 suvegse ldord8 1Jelds
IJp,pJ6: 4

IJuse: Slisps 1Usuosd

IJose 1J8,es: Iduved



lJooses: duwele
lJodosu:
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ Advanced Trust IP any 192.168.75.0 255.255.255.0 rule-id 26843450
event-log JJI

access-list CSM_FW_ACL_ pJlz o rule-id 268434450: wog ol Sod lJoodse: prefilter_policy1
access-list csm_fw_acl_ pJlglbé rule-id 268434450: 1J9le>é: FastPath_dst_192.168.75.0/24
pedople |uolvss:
lIJpyedo: 5
lJuge: conn-settings
IJose 1Jsses:
lJoosze: [duwele
lJodosu:
lJ8ise-g 5o IJIe,)luos Juiso
ololu 86 Is
Ssbo IJyusluwe 1Jgles IJglpo_|Juuslgwo
lJooise Ul o)l oso
wowlb IUleuold Eshle po@ses UM_STATIC_TCP_MAP
€ p9ps_policy-service-policy
pedople |uolvss:
lJpyeJé: 6
lJougge: NAT
lJose IJS,es: JIJ eduwsé
lJowses: Iduwele
lJodysu:
pedople |uolvss:

lUpoeds: 7



lJuge: gsblo IP

lJuse IJsses:

lJowsegs: [duwelz

lJodysu:

pedyple lpldse:

l|JpyeJo: 8

lJose: wvee IJpuwl)

IJuse 1J9,est d 9lzos IUg9z
lJoosegd: Iduwelz

lJodysu:

pedople luolvss:

op ldewy) eds 1Ugbys IJoldss 192.168.75.39 wwwgse péue IFC pu IR
lJeyeds: 9

IJuse: Ideels-ldoze

lJuse 1d)es: IUgbys Ideldso sldegly,
lJowses: duwele

IJodssu:

pedople |uolvss:

ounlb IJogly)

eu9lu MAC JJgbgs IJeldss ¢84c.758d.4981 s o, 140376711128802
lJeyede: 10

IJose: IJIdoslb

lJose IJ9,es:

lJowses: Iduwele

lJodysu:

pedople |uolvss:

Slised 1Uso9d |Js MAC



lJowses:

Slzos IUbeld: pu 1Usled
elds IJ>¢lJ: Jigds

2lJs g IUbgld: JJieds
olzod IJIg)lz: po 151
2lJs IUllz: Jledss

2lJs b 1JIg)lz: Jigds
IUle)le: Iduwple

Firepower# show capture capo packet-number 2 trace 10 packet capture 2: 00:01:38.873123
192.168.76.39 > 192.168.75.39: icmp: echo response phase: 1 type: capture subtype: result: allow
config: pedopele ol so: mac access list phase: 2 type: access-list subtype: result: allow config:
Implicit rule |_olds pedypele: mac access list IJpyzdo: 3 1Juge: [Joge 1J9,es: Flow-Lookup:
lJowses: Allow config: pedgpele luoldse: we ldews) sdsol wluwogsle lJpgs )8 620 suuegse
poedo IJesw g Idzldse: 4 o9ge: Access-LIST subtype: log result: allow config: access-group
csm_fw_acl_ global access-list csm_fw_acl_ advanced trust ip any 192.168.75.0 255.255.255.0
rule-id 2684405 _weJ Ui@l.:, JJI py access-list csm_FW_ACL_ pJlzbbé rule-id 268434450:
PREfilter Policy: Prefilter_Policy1 access-list CSM_FW_ACL _ pJlzbé rule-id 268434450: 1J9lg>é:
FastPath_dst_192.168.75.0/24 »sJ9pelw |olWse: 1Ueyedo 5: 1Juge [J9,es: CONN-SETTINGS:
IJooszs: IJuwelz JJCONFIG: CLASS-MAP-DEFAULT plble$6 Is POLICY-MAP_CLASS
DEFAULT IJloold ADVANCED-OPTIONS UM_STATIC_TCP_MAP service-policy global_policy
pedyple luolvss: IJpyeds: 6 u9g: NAT subtype: JJJ gduws woszs: suwpee config: pedgele
luolwse: Ideyeds 7: 1Juge IJw,es: IP-OPTIONS: IJuwszs: [duwelz wldeconfig: eedgelo
luolse: IJeyeds: IJoge 8: ROUTE-LOOKUP subtype: 2J puivdJs 9lzos 1JE 9z veses: Iduwelz
wlJoconfig: pedyple luolwsoe: we ldeey) eds IUgbys IUoldso 192.168.75.39 suuwése
EGRESS »lgJ IJpszds: IJuge 9: 1Juwse 1B, es Jdwew g ldeglyy: IUgbyo IJoldss 9uwses
IJozloy: Iduwelz wldodssu: pedsple luolwss: Ideglyy vl pu lJgbgs IJoldss gougle MAC
c84c.758d.4981 s o, 14037671128802 IJp,edo: IJusg 10: IJoBlb u9g W)es: IJuwses:
IJuwelz wldodssu: pedyple luoldss: §lisps 1U9o9d s MAC wosze: 9lzoo IJI>¢ld: 2lds g
IJ>¢ld: s og gl IUb¢I Idouoless: eldo IJIg)le W IUsIgd: 9 oe b 1UIE)lz: suog ¢b 1UIE)le
IJle)le Jigds: IJuwpele

IJozdd pu lduogsd
lwegspe o3l IS Joldss gpd Iodsso wubdd Lozse.

98> e Uiz pdst IJezdd B IGuwle IUpole Sl IUuoJs.
lpwod ol IJIzble 9] odlzol

Jl w9 eldsl pedsple pes6 Jlgueduld 1Jigble sl odlzol Jodl IJodssw.



osedyple slo Lods

* Spdu ldewy) eds gose luodble sdsd wdssu Cisco Firepower Management Center oul:

,, Cisco

* S90S e Ipuwless IJoBuss Ideldes (TAC) pu Cisco wyiaé wosl Iddsd IJesiss
JJpe) 96 Idgpdso ldpwgpds 2ad wlusle lely IJzsd IJelds po Cisco Firepower.
sldos couseu ldJogusle 1Jp3dy 6 Bs o030 1JpedlJs:

L J>olg o> woss> FirePOWER (FTD) o, Cisco

o Jepse gpdslo IJoosiss 9luwed il Tgble 1dpdlzble IJo@oss sluadizol:

o35 56 2ol 1z plsé I les, s Cisco

o lbgp lJo,9uus 9l wule - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
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agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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