odysy wepse FTD gJs FP9300 (blgJ
lJosIJ)

lJpzosslo
| Jp, 9506

IJpobJole Il wsé

lJodoule | OEdp0
psJople | wl wso
lJoe :

|l popb 3. ouwzsd pz0986 wovlez Whuwl] Blis.§ | 6 (FTD) lJ;s FMC

IJo 8l oble |Jez09806 o0 91200 o wegso Chassis Manager

|.J.,oo.p<'5 6. ?5L.§ 20|) Q|UF V1] L‘J.]b|.p |.Jr02.p9}'—‘6

lJe28.8 o0 | 6
|, wod, @l 1Jizble gl ol>ol
o8 J90le 3o 0Jé

lJp 9500

$9uog 03l IJpwo s Js8sé oSy psid wble ldpzeses 9ldeedd pu Lozwol eds ol
FPR9300.

oedsy webs IUpedsple 191536 B o3l Idpuweus IJovwselldodsse IJlsds Juble
IJpzesgs. Jl subod ol ldpuwews eds lole luwowsld 9228 (wotsue Ipgls Idpuuezes
- RMA)

IJeobdole Wigulguss

IJpobdolo

Jl ooz pebdole ¢luos Josl IUpuuous.

lJedsule IJpuwegsped

e IUpedsele 1Ushss B 03l 1Jpuuens 1Js luoshle Idu,lez sldedsole 1Jelsss IJeldss:

- zoly IJi,oIg Cisco Firepower 9300 IJss suugd 1.1(4.95)



- wulpz IU>Ble Jo> wosss Firepower (FTD) 1Uss swp wgvgsdoe IJluosl) 6.0.1 (wuss 1213)
- FireSIGHT Management Center (FMC) suued 1Jluesl, 6.0.1.1 (0usé 1023)

99U |-3Jro|J LJIoEroJZ uu|f_6 _9|a>5.

oe logule IJﬁgdgplo IkJ_9IJ>6 R _o')l lJeuwows pu Uiaojé lJe9z9>6 d._s wSiS6 pgpdsd gluod.
wlo zese 1Jlzojé IJ,?._}uoé?,oég S o3l lJppwows wodssu ppumse (I8e)lupg). Bl dlve
sredod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

pEJ9pIS I uwl s

- B FPRI300 Cluwegsle zolj FTD: spdud wdssu lJogese slgd IJosdd gds zose
lJluoshlo 1Jesg9pes.

- op beEld Idogese vsu lJosldd Ws 6. 2.

- Sop logile Yuls 1Jpeuwds 48 J)oulb wede wble IJpzeses. wldouwes JJogopsy slgd
IJosdd: suuoese o3l ldheolb 1Udses 1JgJbss Firepower 9300 Jlo olle olble
I Jpzeses.

- glzole IJoslule 1w )86 £65) 0389000 wluwoeule 9lzos IJDs1)6.

- Op wEuesLe 9lzed IUbLe Jeese Ispdle B uble Ipzesgs.

lJodosy

lLuwe Idotbslbs JJubedd

SSP

FTD1 FTD2 FTD3
FTD_cluster

P05.201 Switch Fabric P05.210 [_\|
= 5 192.168.75.x (Trident) 192.168.76.x

——a

IJpops 1. lugble Idslzole 1Ju2,9,86 Jpzeses FTD
pobdoule |Jpops:

Ip wlouile uble pze9ed 99lz06 b6 99lz06 wslule 3l Bulé pods.

e J:

lJglogs 1. logble 9lzos wslule Bulé puuds.

Jlogile 91206 2586 Sgw edsd ouwesd 1U>¢ed 1Us prs) IJosdd FPRI300 gldo oz 1Us



eJlpé wugsy IUslgole.

23> |Uolds Bl puds slu s 91206 BUls pLLE3 23536 pg 030 lJpedplw:

rOE)L.é Yulo Upov.b.')
lJuse

ope)§o

P&V IJeu2s

5

IJoslole
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Ethernet1/3 9 Ethernet 1/4
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Add Port Channel

Port Channel ID: |5

Type: Data

Speed: 1gbps

nable

Available Interface Member ID

| v Search

__.| Ethernet1,/2
Etherneti/3
Ethernetl/4

.| Ethernetl/s

| Ethernet1/6

| Ethernetl/7
|| Ethernet1/8
| Ethernet2/1
| Ethernet2/2

.| Ethernet2/3

| Ethernet2/4

] Ethernet3/1

|_i| Ethernet3/2

" Ethernetl/3
| Ethernet1/4

Add Interface

oK

Cancel
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Edit Interface - Ethernet1/1 Tix
NBmia: Ethernetl/1 [ERjEnable
Typa: mgmi -
Sppad: Lgbps =
0K Canoel

IJglbgo 3. lugile 9lzos Loolb Idegde bs uble IJpzeses.

lud) eds i |uolds Juld puds 95 Cluuble Slzos Buls puI3 23536 pg 00 IUpedple 9l 09
pIoT I 1Juoy,s.

p&)v..é Julo |.Jp0v..§.') 48
IJose PTPIEOS
wpdsu UEP
P&V IJees -
Add Port Channel Tix
Port Channel ID: | 43 -+
Type: Cluster -
Spead: 1gbps il
Available Trterface Member 10
% Search
| Bthernetl)2
| EthermietlSs
| Ethernet 156
||| Etherneel/7?
| Ethermet /8
7] Ethernesa/1 Add Interface
T Ethernet2f2
||| Ethermet2/3
| Ethernet4
| Bthernetds1
||| Ethernetd/)2
| Etharnetds3
|| EBthermetd/4d
] Cancel
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su2og 1Jeols

FTD_CLUSTER

Cisco Firepower Threat
Defense

6.0.1.1213

PTPIEOS

blb@e in order to I o 1J1516. 0K Jpl 09 p9 0e B 1ULo9,6.

Add Device

Device Name:
Template:
Image Version:

Device Mode:

FTD_cluster

Cisco Firepower Threat Defense

6.0.1.1213
Standalone @ Cluster

b

I oK

Cancel
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Provisioning - FTD_thster
Clustered | Cisco Firepower Threst Defesse | 6.0.1.1213

FTD - &0.1.1313
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Cisco Firepower Threat Defense - Configuration 7 X
|| Cluster Information | Settings Interface Information  Agreement

Security Module(SM)
Security Module-1,Security Module-2,Security Module-3

Interface Information

Cluster Key: -
Cluster Group Name: FTD cluster
Management Interface: Ethernet1/1 -

i Canoe

Bp wodosu gdlps IJowasy leshblo FTD Cluwwgsle 030 IJlgshle 99Jel 09 p9soe Bs 1Uuo9,)6.

pdole lJouwesd cisco

IJ0s 1Up,9, Admin123

guslo IP Jeyd; bls 10.62.148.73

Firepower

ezldle doge cisco.com

9u2e 22b IJeelss £9TO

29150 DNS 173.38.200.100

b}lug.oubnsd psed s ves ksec-fprok-1-1-3.cisco.com
|D

9lzos IJizsle None



Cisco Firepower Threat Defense - Configuration 7 X
Cluster Information | Settings | Interface Information  Agreement

Registration Key: ETaT

Passwond: R

Firepower Management 10.62.148.73

Center [P:

Search domains: CESCO.Com

Firewall Mode: Riouted w
DNS Servers: 173.38.200.100

Fully Qualified Hostname: |  ksec-fprok-1-1-3.cisco.com

Eventing Interface: MNone w

ikl Cancel

Bp wodosu edlps IJowase pedople 9lzes FTD Clywegsle oo IJlgsble 9Jel 09 p9 oz s
lJuo9,6.

u9g IJewslo IPv4 B 3§b

9226 IJlply IJuplbss 1

ewslu IP 1Jglue oldblhé 10.62.148.67
Vule Idubeds 255.255.255.128
IJoslod 10.62.148.1
lJ9g»8 IJupelosé Security Module 2

eu9lo IP 1JglLo oldbls 10.62.148.68
vule Idubvods 255.255.255.128
IJusloé . 10.62.148.1
IJ9>6 IJuplbss 1Uleoss 3

ewslu IP 1Jgluo oldblhé 10.62.148.69
Vule v s 255.255.255.128
IJosleé 10.62.148.1



Cisco Firepower Threat Defense - Configuration 7 %
Cluster Information  Settings | Interface Information | Agreement

Address Type: IPv4 anly o

Security Module 1

[P

Management IP: 10.62.148.67

Network Mask: 255 255,255,128

Gateway: 10.62.148.1

Security Module 2

[Py

Management 1P: 10.62, 148,68

Network Mask: 255.255,.255,128

Gateway: 10.62.148,1

Security Module 3

[Py

Management 1P: 10.62. 148,69

Network Magk: 255,255,255, 128

Gateway: 10.62.148,1

].1 Cancal

I¥od IJlovdl$ss eds edlps Idowsse IUloBldss 9lud) B899 p9ldd Jpl 09 p9 oz Vs
IJuos,6.



Cisco Firepower Threat Defense - Configuration * X
Cluster Information Settings  Interface Information

Agresment

End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. IT IS VERY IMPORTANT
THAT YOU CHECK THAT YOU ARE PURCHASING
CISCO SOFTWARE OR EQUIPMENT FROM AN
APPROVED SOURCE AND THAT YOU, OR THE ENTITY
YOU REPRESENT (COLLECTIVELY, THE
"CUSTOMER") HAVE BEEN REGISTERED AS THE END
USER FOR THE PURPOSES OF THIS CISCO END
USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAVE NO
LICENSE TO USE THE SOFTWARE AND THE LIMITED
WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU
HAVE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-S8UPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY
LICENSING THE SOFTWARE INSTEAD OF CISCO
SYSTEMS, INC, ("CISCO") IS WILLING TO LICENSE
THIS SOFTWARE TO YOU ONLY UPON THE
CONDITION THAT YOU PURCHASED THE SOF TWARE

FFA &R RPN S P P SR B T 0w

(&

Lmoel

lJglo9s 3. 9p vuguosue Sleole Iduslule J FTD.

L9P COUIUNSE Pubdo Pulk.g.) I.Ju..SIqu SIUL9.) E_.J.,S !JJ 9'&00 <)Sd uE_nguOI E_.J‘S FTD. &>
IJIJpld: 22> 2db Jlouile pze9es FTD Jpl 09 p9 oz O 1Juo9,6.

Owverview  Interfaces

Seowrity Modules

Platform Sattings

Pravisioning - FTD_cluster
Clustered | Cisco Firepower Threat Defenss | 6.0.1.1213

FTD - §.0.1.1213
e 1

Serurty Module 1.1,1

Py
L]

d  Secunty Modus 1 FTD [T EEFiL] 10.62 148 67 1062 148.1 Ermarmatif1

i Security Moduis T

Chuster [rterfnoes

A gecurity Maduls 1

Chater [reerfnces

Chuater [nberfages:

PFortchanneidl

Fo [T EEEiL]

Bort-channgll
1] £0.0.1212

Part:channeisl

LEEREC T 35 82 148.1 Erhaimat/f1

V062 148.49 30.62.148.1 Baemetll

lool) Jouog 3819 eos sup vuuy Uble lJpgesgd 9ued 3JY sup lple gpdss [osh 1Useré



lJyssuvss.

lJozl:

System Tools Melp admin

Security Module Application Warsion Management 1P Gatavay Management Part Status
< Security Module 1 FTD E0.1.1213 10.63.148.67 10U62.148.1 Etreernetisl 0 onling i i ~
Ports: Attribarbes:
Cluster DPErationsl SLatUs @ in-custer
Data Inberfaces Pt -channeds Firepower Management IP : 10.82. 148867
Clustr Aoty vy
Cluster Interfaces: Port-channeld8 Management DAL THipe TTOURE. 148.TY
Uutn © bifad Zhba- Sdal-11el-al 1 e-sldbi leal 1
< Security Module 2 FTD E0.1.1213 10.63.148.68 10U62.148.1 Etrernetls1 U onling L
Ports: Atribarbes;
[ luster Operational Status - in-cluster
Data Interfaces Port-channels Firepower Managemaent IP @ 10082 148.68
[ Aol sacondary
Cluster interfaces: Peet-channei4s Managemant GAL Tt TIOUE 148, TH
wuiD A1 A0 5cial-1 1 -0 TS -4 0atRS00:1 8
3 ganwity Moduie 3 FTD 6.0.1.1213 10.62.148.60 10.62.148.1 Etrsrneti)1 @ oniine [ ]
Ports: Adtribarie:
Cluster Ciporabions GLatus : in-clusier

Managamant 1P | 10002 14000

Dista Inberfaces Pesrt-channals

Clusber Rilg sacondary
Cluster Entarfaces Pt i I4:||.nu.-'...-|.| LARL e GUBE. VAR, T
UuID RrebAcn0l Sciall 7 f o DO GBOHH A

. po FPR9300 CLI

FPROK-1-A#
FPRO9K-1-A# scope ssa
FPRI9K-1-A /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 6.0.1.1213 6.0.1.1213
In Cluster

ftd 2 Enabled Online 6.0.1.1213 6.0.1.1213
In Cluster

ftd 3 Enabled Online 6.0.1.1213 6.0.1.1213

In Cluster

. o CLI (ASA) LINA

firepower# show cluster info

Cluster FTD_cluster:
Interface mode:
This is "unit-1-

ID

Version
Serial No.:
CCL IP

CCL MAC
Last join
Last leave:

Other members in the

Unit "unit-1-3"
ID
Version
Serial No.:
CCL IP
CCL MAC
Last join

On

spanned

1" in state MASTER
0

9.6(1)

FLM19216KK6
127.2.1.1
0015.c500.016f

21:51:03 CEST Aug 8 2016

N/A

cluster:
in state SLAVE
1
9.6(1)
FLM19206H7T
127.2.1.3
0015.¢c500.018f

21:51:05 CEST Aug 8 2016



Unit

Last leave:
"ynit-1-2"

ID

Version

Serial No.:

CCL IP
CCL MAC

Last join
Last leave:

N/A

in state SLAVE
2

9.6(1)
FLM19206H71
127.2.1.2
0015.¢c500.019f

21:51:30 CEST Aug 8 2016

N/A

firepower# cluster exec show cluster interface-mode

cluster interface-mode spanned

unit_1_3 : EEE R I S I I R S I I S S R I I S I R R I S R I S I S R S S I I S

cluster interface-mode spanned

unit_1_2 PR R I I S I R I I S I S I R I S S I I S S S R I S I I R S I S S

cluster interface-mode spanned

firepowe

r#

firepower# cluster exec show cluster history

21:49:25
DISABLED

21:50:18
DISABLED

21:51:03
ELECTION

21:51:03

CEST Aug 8

CEST Aug 8

CEST Aug 8

CEST Aug 8
MASTER_POST_CONFIG

2016
DISABLED

2016
ELECTION

2016
MASTER_POST_CONFIG

2016
MASTER

Disabled at startup

Enabled from CLI

Enabled from CLI

Master post config done and waiting for ntfy

21:49:44
DISABLED

21:50:37
DISABLED

21:50:37
ELECTION

21:50:41
ONCALL

21:50:41
ELECTION

21:50:46
ONCALL

CEST

CEST

CEST

CEST

CEST

Aug

Aug

Aug

Aug

Aug

2016
DISABLED

2016
ELECTION

2016
ONCALL

2016
ELECTION

2016
ONCALL

2016
ELECTION

Disabled at startup

Enabled from CLI

Received cluster control message

Received cluster control message

Received cluster control message

Received cluster control message



21:50:46 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:51 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:51 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:56 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:56 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:01 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:01 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:04 CEST Aug 8 2016
ONCALL SLAVE_COLD Received cluster control message

21:51:04 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51:05 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFIG Slave application configuration sync done

21:51:17 CEST Aug 8 2016
SLAVE_CONFIG SLAVE_BULK_SYNC Configuration replication finished

21:51:29 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

21:49:24 CEST Aug 8 2016
DISABLED DISABLED Disabled at startup

21:50:16 CEST Aug 8 2016
DISABLED ELECTION Enabled from CLI

21:50:17 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:21 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:21 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:26 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:26 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message



21:50:31 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:31 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:36 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:36 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:41 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:41 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:46 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:46 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:51 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:51 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:50:56 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:50:56 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:01 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:01 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:06 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:06 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:12 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:12 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:17 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:17 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:22 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:22 CEST Aug 8 2016



ELECTION ONCALL Received cluster control message

21:51:27 CEST Aug 8 2016
ONCALL ELECTION Received cluster control message

21:51:27 CEST Aug 8 2016
ELECTION ONCALL Received cluster control message

21:51:30 CEST Aug 8 2016
ONCALL SLAVE_COLD Received cluster control message

21:51:30 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51:31 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFIG Slave application configuration sync done

21:51:43 CEST Aug 8 2016
SLAVE_CONFIG SLAVE_BULK_SYNC Configuration replication finished

21:51:55 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

firepower#
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Add Device

Host:

Display Name:
Registration Key:
Group:

Access Control Policy:

Smart Licensing
Malware:

Threat:

URL Filtering:

» Advanced

10.62.148.67

FTD1

cisco

None

FTDS300

@ On version 5.4 devices or earlier, the licensing options will need to be

|_Regmer | conce

specified from licensing page.

Sup ldoedd Jel 09 p9oz B 1Jue9,s.

|‘ & FTD_cluster

Ciseo Firepewer 9000 Series SM-36 Threat Defense Cluster

[.;J FTDA(primary)

© FD2

g rom

10.62.148.68 - Cisco Firepower 2000 Series SM-36 Threat Defenss - v6.0.1 - routed

10.62.148.67 » Cisca Firepawer|S000 Series SM-36 Threat Defense - v6.0.1 - routed P50 FireRower 3000 Series SM-36 Thre Base, Threat, Malware, UAL Fiening

10,82, 148,80 - Cinco Firepower B000 Series SM-38 Thrast Deferas - v8.0.1 - routed =@ Firapowar 3000 Series SM-34 Thre

lJpopd 4. od9su IUglzole 1IU,)gs6 JJBuls IJpowss gJs FMC

,ooJnglo |J|oor051

IJzJ:

lJgb9o 1. pu 9lzod IJpuwegse |yuw9ess FMC. 25> 5, FTD_Cluster Edit.

loodd lds edles ldowsse 1dslzele 9lud) eds 1Jslzes 1J,e.56 [Uold6 glzole> Jel 09 p9 oz

I wodssu IUglzole 1U,)es0 Jglzos wslule Buls [Jpuuss.
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Owerview Analysis Policies m Dhbjects AMP

FTD_cluster 2 cancel
Cieco Pirmpower S000 Saries $M-36 Thraat Deferne

Cluster  Devices Routing NAT @ Inline Sets DHCP
=

Ip wodysy 1Jglzod Uk—%&@i IJIsds wluwegsle 030 IJoBdluosd. 225 p9ld@ Jobosd
IJogssole 99pl 09 p9og S IJu29)-

lJlw e slgd

eJlpd lJowsse 1Ugled

lJ9lzod Port-channel5

P& 1Uolz06 1Jd, 856 201

VLAN ID 201

o9e IP lovegsle IP IJeloo

eusly IP 192.168.75.10/24
Add Sub Interface ? X
Name: Inside Enabled
Security Zone: w
Description:

Pvé  IPv6  Advanced
MTU: 1500 (64 - 9000}
Interface *: Port-channel5 v Enabled
Sub-Interface ID *: 201 (1 - 4294967295)
VLAN ID: 201 (1 -4094)

OK Cancel




Add Sub Interface

oK

Name: Inside Enabled

Security Zone: v

Description:

General IPvé  Advanced

IP Type: Use Static IP i

1P Address: 192.168.75.10/24 eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

Cancel

I wodasu 1Uglzes 1, es0 IJeluss wluwegsle 030 ol osd.

IJlgw e

edlps lJowsse IJgles
lJ9lzod

0y 1Jglzoo IJ9,g50
VLAN ID

gdlps vuysy IPv4
uog IP

ewsly IP

the

Port-channel5
210
210

luwegsle IP IJoloo
192.168.76.10/24

1oy 9938 p9ldd Jluile [J9lzes IJb,e86. 103) B938 2db &p wiy IJugssile eds
FTD_CLUSTER Jpl 09 p9 0z B lUuo9,6.
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Overview Analysis Policies

Devices [LeldC=:

AMP

L System

Help »

olga «

Device Management

FTD_cluster
Cisco Frepower 9000 Series

Cluster  Devices

Platform Settings

5M-36 Threst Deferse

Routing  NAT m Inline Sets

DHCP

Interface
W Peet-channels

W Port-channelan

Lagical Mame

disprostic

Security Zoms 1F Address

EtherChannel
EtherChannel

Physical

[ Etharneti/a
il Pest-channai®
& Port-cha

IJpop6 5. IJoedd pu IJlcuold IJiguluss

eulbJoule 1 peops:

S wlogvle IJo@lb 902808 pu lUlouold wso zolis VM.

lJeJ:

IJglbgs 1. louble ol gds IJ el wble |Upzeses.

loodd IJs CLIHJglLo o LINA (ASA) JJozsé Idyissunss 98, wlousle IJodlb Jdslzole
Isledsé sldebess.

firepower#

firepower# cluster exec capture capi interface inside match icmp any any
unlt_l_l(LocAL) :******************************************************

unit_l_3.*************************************************************

unit_l_z.*************************************************************

firepower#

firepower# cluster exec capture capo interface outside match icmp any any
unlt_l_l(LocAL) :******************************************************

unit_l_3.*************************************************************

unit_l_z.*************************************************************

firepower#

lJozds:

firepower# cluster exec show capture
unit_l_l (LOCAL) :~k*****************************************************

capture capi type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

unit_l_3 : R I I I I R S I I S S R I S S I R R I S S I R I S S S I I S S I I S

capture capi type raw-data interface Inside [Capturing - 0 bytes]




match icmp any any
capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

unit_1_2 PR R I I S I R I I S I S S I I S I I I S S S R S S I I R S I I S S

capture capil type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

firepower#

lJglogs 2. 9p vlp)le ool IUlouold po VM1 |Js VM2.

Ip wlJlEooh pe 4 2ip. w2ll pu e Idldodlb e IJle ol

firepower# cluster exec show capture
unit_l_l (LOCAL) ekkkhkhkhkhkhkkhhhkhkhkkhhhkhkhkkhhhhhkkhkhhhkhkhdhhkrhkkhkhhbhhkhdhhrhkkhkhdhrhrkhkhhhxkx*k

capture capi type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

unit_l_3 : B R R R R I R I I I I R I S I i

capture capi type raw-data interface Inside [Capturing - 752 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 752 bytes]
match icmp any any

unit_l_z PR R Ik I I S R I I S I S I I S S I S S S R I I S I R R I S R S

capture capi type raw-data interface Inside [Capturing - 0 bytes]
match icmp any any

capture capo type raw-data interface Outside [Capturing - 0 bytes]
match icmp any any

firepower#

Sp wouvsd iy JJeedd pu lolz o @l eds 1Uszs 1Jpp26:

firepower# cluster exec unit unit-1-3 show capture capi

8 packets captured

1: 12:58:36.162253 802.1Q vlan#201 PO 192.168.75.100 > 192.168.
request

2: 12:58:36.162955 802.1Q vlan#201 PO 192.168.76.100 > 192.168.

3: 12:58:37.173834 802.1Q vlan#201 PO 192.168.75.100 > 192.168.
request

4: 12:58:37.174368 802.1Q vlan#201 PO 192.168.76.100 > 192.168.

5: 12:58:38.187642 802.1Q vlan#201 PO 192.168.75.100 > 192.168.
request

6: 12:58:38.188115 802.1Q vlan#201 PO 192.168.76.100 > 192.168.

7: 12:58:39.201832 802.1Q vlan#201 PO 192.168.75.100 > 192.168.
request

8: 12:58:39.202321 802.1Q vlan#201 PO 192.168.76.100 > 192.168.

8 packets shown

firepower# cluster exec unit unit-1-3 show capture capo

8 packets captured

76.

75.

76

75.

76

75.

76

75.

100:

100:
.100:

100:
.100:

100:
.100:

100:

icmp:

icmp:
icmp:

icmp:
icmp:

icmp:
icmp:

icmp:

echo

echo
echo

echo
echo

echo
echo

echo

reply

reply

reply

reply



1: 12:58:36.162543 802.1Q vlan#210 PO 192.168.75.100 > 192.168.
request

2: 12:58:36.162894 802.1Q vlan#210 PO 192.168.76.100 > 192.168.

3: 12:58:37.174002 802.1Q vlan#210 PO 192.168.75.100 > 192.168.
request

4: 12:58:37.174307 802.1Q vlan#210 PO 192.168.76.100 > 192.168.

5: 12:58:38.187764 802.1Q vlan#210 PO 192.168.75.100 > 192.168.
request

6: 12:58:38.188085 802.1Q vlan#210 PO 192.168.76.100 > 192.168.

7: 12:58:39.201954 802.1Q vlan#210 PO 192.168.75.100 > 192.168.
request

8: 12:58:39.202290 802.1Q vlan#210 PO 192.168.76.100 > 192.168.

8 packets shown
firepower#

w83 b cuwes pu 030 lJpops. I3 IUIJodlb Lluwegsle 1l IJolds:

firepower# cluster exec no capture capi
unlt—l—l(LOCAL) :******************************************************

unit_1_3.*************************************************************

unit_1_2.*************************************************************

firepower# cluster exec no capture capo
unlt—l—l(LOCAL) :******************************************************

unit_1_3.*************************************************************

unit_1_2.*************************************************************

1Jg 96 3. cujsd pd pu VM2 |Js VM1,
oo oJ9s0 VM1 pouwdl Jglse FTP. VM2 Jg psJ FTP.

lounle Joblo 23856 wlgwegslp pl sJs:

76.

75.
76.

75.
76.

75.
76.

75.

100:

100:
100:

100:
100:

100:
100:

100:

icmp:

icmp:
icmp:

icmp:
icmp:

icmp:
icmp:

icmp:

echo

echo
echo

echo
echo

echo
echo

echo

firepower# cluster exec capture capi interface inside match ip host 192.168.75.100 host

192.168.76.100

unit_l_l (LOCAL) :~k*****************************************************

unit_l_3 PR R Ik b Ik I i kR R S I Ik Sk I I R R R I I kR R I

unit_l_z PR R Ik b Ik Ik kI I I R S I Ik S S I S S R I I kR Ik I

firepower# cluster exec capture capo interface outside match ip host 192.168.775.100 host

192.168.76.100

unit_l_l (LOCAL) PEE R R I b Ik R i b R I R Ik R S I I Sk I S S S Ik

unit_l_3 PR Ik b Sk Ik R I I I R I ek I S R R I I Rk Rk i I

unit_l_z PR R Ik b Ik I ik R I S I I R R S I Ik S Ik I S S R R I I kR I I

Se wouisd Idpdd e VM2 |Js VM1 Clgwesle gpsd FTP.

reply

reply

reply

reply



ozl pu lelz show conn:

firepower# cluster exec show conn all

unlt_l_l(LoCAL) :******************************************************
20 in use, 21 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 52 most used

centralized connections: 0 in use, 6 most used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:32, bytes 665, flags
UIOeN

UDP cluster 255.255.255.255:49495 NP Identity Ifc 127.2.1.1:49495, idle 0:00:00, bytes
17858058, flags -

TCP cluster 127.2.1.3:10844 NP Identity Ifc 127.2.1.1:38296, idle 0:00:33, bytes 5496, flags
Ul

unit_l_3.*************************************************************

12 in use, 16 most used

Cluster:

fwd connections: 0 in use, 4 most used

dir connections: 1 in use, 10 most used
centralized connections: 0 in use, 0 most used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:34, bytes 0, flags Yy
TCP cluster 127.2.1.1:10851 NP Identity Ifc 127.2.1.3:48493, idle 0:00:52, bytes 224, flags UI

TCP cluster 127.2.1.1:64070 NP Identity Ifc 127.2.1.3:10847, idle 0:00:11, bytes 806, flags UO

unit_l_2:*************************************************************
12 in use, 15 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 3 most used

centralized connections: 0 in use, 0 most used

TCP cluster 127.2.1.1:10851 NP Identity Ifc 127.2.1.2:64136, idle 0:00:53, bytes 224, flags UI

TCP cluster 127.2.1.1:15859 NP Identity Ifc 127.2.1.2:10847, idle 0:00:11, bytes 807, flags UO
show capture output:

firepower# cluster exec show cap

unit_l_l (LOCAL) :******************************************************

capture capi type raw-data interface Inside [Buffer Full - 523954 bytes]
match ip host 192.168.75.100 host 192.168.76.100

capture capo type raw-data interface Outside [Buffer Full - 524028 bytes]
match ip host 192.168.75.100 host 192.168.76.100

unit_l_3 : khkkhkkhhkhkhkkhkkhhkhkhkkhkkhhkhkhkkhdhhhhhkkhhhhhkdhhhhhkkhhhrhhkddhhrrhkkhdhrhkhkkhdhrrhkkhdhrhhkhdxx

capture capi type raw-data interface Inside [Buffer Full - 524062 bytes]
match ip host 192.168.75.100 host 192.168.76.100

capture capo type raw-data interface Outside [Buffer Full - 524228 bytes]
match ip host 192.168.75.100 host 192.168.76.100



unit_1_2 PR R I I S R I I S I S R I I S I I S S S R I S I I R S I I S S S

capture
match
capture
match

ip host 192.168.75

capi type raw-data interface Inside
ip host 192.168.75

[Capturing - 0 bytes]
.100 host 192.168.76.100
capo type raw-data interface Outside [Capturing - 0 bytes]
.100 host 192.168.76.100

IJodlb uble l|Jpzeoes pu 9lgod puveg>p Chassis Manager

O IJusy,yo U.;;.IJ.._SS'S‘ Spedud publossé pgeogd pdus pu 3 9gle gds FPRI300 pg 2 Yusle 3o
PUD3SU (89 48). IUlzo;6 1Jpulb 856 o ASA 9JJu Vs 2lds FTD Lwsdgs by [Jpd09p.

Sldubse Ipop IUss sew w3ds0 09 luo eds Isép pu 929> B 9pdle Lblp presesd. Ve 9z0é b,
IJlecdld Jls9z> pwss zols pubbdes sleo:

Overview Interfaces QIGLITEINIIUTLEEN Security Modules

Logical Device List

- ASA

Security Module
Security Module 1

Ports:

Data Interfaces:

Cluster Interfaces:

z Security Module 2

Ports:

Data Interfaces:

Cluster Interfaces:

Security Module 3

Ports:

Data Interfaces:

Cluster Interfaces:

Clustered Status:ok
Application Version
ASA 9.6.2.7

port-channel8
Port-channel4g
ASA 9.6.2.7
Port-channelg
Port-channel4g
ASA 9.6.2.7

port-channels

Port-channel48

Management IP
0.0.0.0

Attributes:
Cluster Operational Status:
Management IP VIRTUAL |
Cluster Role
Management URL
Management IP

0.0.0.0

Attributes:
Cluster Operational Status:
Management IP VIRTUAL
Cluster Role
Management URL
Management IP

0.0.0.0

Attributes:
Cluster Operational Status:
Management IP VIRTUAL
Cluster Role
Management URL
Management IP

Platform Settings

t Port

0.0.0.0

in-cluster

10.111.8.206

* master

hitps://10.111.8.208/

:10.111.8.193

0.0.0.0

in-cluster

:10.111.8.206

: slave

- hitps:/10.111.8.206/
©10.111.8.188

0.0.0.0

in-cluster

110.111.8.206

slave
https://10.111.8.208/

:10.111.8.180

Ethernetl/1

Ethernetl/1

Ethernetl/1

System Tools Help admin
& Refresh | &) Add Device
.t & (50| %
Status
@ online & ..t
@ online @:. -'t
@ online @D ..i



Overview Interfaces Logical Devices Security Modules Platform Settings 2 Help admin

Packet Capture

Save and Run Save | Cancel

ASA Session Name* ARP

Selected Interfaces ~ Ethernetl/s

Ethernet1/1 |
) Buffer Size 256 MB bl
Ethernet1/8 |
(Portchannel4s) | Snap length: 1518 Bytes

Fthernet1/7 | Store Packats | overwiite  [[JEFERRIE

(Portchannel48) |l

Ethernetl/6 |
(Portch lag J "
(Portchannel4s) Capture Filter Apply Filter Capture All
Ethernet1/s (IR g
(Portchannel48) ] ASA
Ethernetl/9, Ethernetl/10, Ethernetl/11,
Ethernet1/4 1 Ethernetl/12, Ethernet1/13, Ethernetl/14

(Portchannelag) )|

Ethernetl/3 |
(Portchannelas) ]

Ethernet1/2 || 1|
(Portchannel48) | J

Etharnet2/2 |
(Portchannels) )

Ethernet2/1 |
(Portchannel8) |l

UpOpS 6. E_SJ g_ol_j C;k_ae PU o]bl'o Upa.ogea
pobdoule |Jpops:

Sp wouwesd Isgad IJs FMC 9lz30d 9256 Slave oo wblp IUpze9es.
lJeJ:

IJg96 1. §p vouwesd 1d>89d IJs 9226 Idopdpe B bLs IUIblle (FMC) sloedd 1Js IJgol; >
blys 1Jlzej6.

lod) Is 8908 1JBeled 1Up92956 wrsl 9296 IJews> Jol 03 pouoe B 1Jues)s.

@ FTD_cluster 3
Cisen Firepower 3000 Series 5M-36 Threat Defense Cluster - a

&) FTDA(primary)

10.63.148.67 = Clsca Firspower $000 Series SM-35 Threat Defense - v6.0.1 - routed 20 Fireposer 9000 Serien 5M-36 Thre Dase, Threst, Maiware, URL Fitering ans2d

& rTo2 - - " . [ai
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& ro3 L Th i nev FID300
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Confirm Delete

oy Device “*FTD2* will be deleted from
S Chuster *FTD_cluster™ in Firepower
Management Center but will be
avallable in Firepower Security Appllance.
Do you wank to continue?

Vs Mo

Nr XK}

- p0 FMC Jol 09 p9 02 B 1J29,6.

B FTD_cluster

Ciseo Firgpower 9000 Series SM-36 Threat Defense Oluster L 1
&) FTDA(primary)
(= Firepo 000 Serses 5M-36 TH Basa, Th £, Mal LML Fim El
10,62.148.67 - Ciscolfirepower 9000 Series SH-36 Threat Defense - vB.0L1 - routed " il - At ) g R
@ o S , . Thrset ML P 1% 300
10.62.148.69 - CiscalFirepower 9000 Series SM-35 Threat Defense - v6.0.1 - routed o0 Prepawar B000 Seried §H-36 Thre Bade, Threat, Malware, LIL Filering Sl 1

- p0 9lz0é b, 1Jigle, (CLI) Juble lJouivgsd FXOS.

FPRO9K-1-A# scope ssa

FPRI9K-1-A /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 6.0.1.1213 6.0.1.1213
In Cluster
ftd 2 Enabled Online 6.0.1.1213 6.0.1.1213
In Cluster
ftd 3 Enabled Online 6.0.1.1213 6.0.1.1213

In Cluster

. o CLI (ASA) LINA.

firepower# show cluster info
Cluster FTD_cluster: On
Interface mode: spanned
This is "unit-1-1" in state MASTER

D : 0

Version : 9.6(1)

Serial No.: FLM19216KK6
CCL IP : 127.2.1.1

CCL MAC : 0015.¢c500.016f

Last join : 21:51:03 CEST Aug 8 2016
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

D 1

Version : 9.6(1)

Serial No.: FLM19206H7T
CCL IP : 127.2.1.3

CCL MAC : 0015.¢500.018f

Last join : 21:51:05 CEST Aug 8 2016
Last leave: N/A
Unit "unit-1-2" in state SLAVE

D : 2

Version : 9.6(1)
Serial No.: FLM19206H71
CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019¢£



Last join : 21:51:30 CEST Aug 8 2016
Last leave: N/A
firepower#

pdlebd: Jo sop oumesd IJzols po FMC 9dduoe Jl sild euogl S wble lJpzeses S
FPR9300.

IJozdd pu lJuogs

luvegse 03l 1ldduwe Joldss gpd Idodsso wuvdd Lozse:
Swp |Jpld IJozl 9uglbss JJ popd gds gr6.
lwedunldd IJigble gl oJlzol

J ooy, CIJ.__ST ped9ple perso Jlgwod vl IJi'aJoIc Sluodlzol Josl IJodgsu.

foeﬁl9fﬂCb.3LD'Lx9;J5

- Spedu ldewy) eds gese luosble sdsd wdysu Cisco Firepower Management Center oyl
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-
roadmap.html#id 47280.

s spdu lJeos) eds zese luoshle p3s) osdd FXOS gl Jsé wdosy 9lzos b, 1Uisle, oul:
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfld-
121950.

- S90S oY) ldpuwless IJouss Idgldes (TAC) pu Cisco wuusé wodl ldsdsd 1Jpesiss
JJpeer96 IJgpdso IJpogpds 29d wdusle iplo lJzsd IJelds pu Cisco Firepower: o pl
Vs 3JY IJoyusle 1Jp3de e s odo 1JpdlJs:

http://www.ciscopress.com/title/9781587144806.

- JIIBs g pdsle IJoosiss sluvaduldd Tgble Ipdlzble IJoduss IJeosdds voduslo
FirePOWER 9l_oJlzol.
https://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-
home.html.
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