od9sy LDAPs s FXOS

lJpzogsle

wdose LDAP | Jglss
wJase, LDAPs

lowed ol L izble ol o Jlzol
wz s DNS
20l 926 TCP o SSL
woozsz Lizble

|Jp 95006

S9uoe 03l ldpuwows Jswdsse wdysy LDAP |JTI,0Q (LDAPs) eJs FXOS Clgwegslpe Secure
Firewall Chassis Manager (FCM) g CLI (3lzo6 Lwlo, 1Jisle)).

IJecbdole IJlul jusé
lJeobdulo

w90 Cisco vig oJ9u s pgy96 wldesluose 1Joldss:

© oblp lJogigsd Id8led Jdesgees Jeob IJzelss 1lew (FXOS)
* s osdd b Izelse IUlew (FCM)
* pIlosp lJu)y9weded IUgOs JJsueed JU>Jsd (LDAP)

lJpedouvlo Idpuwespd
ouwow Idpedsele 1Jglyo W o3l ldpwous |Js:
* zol; Secure Firewall 9300. |J]_o>l, 2.12(0.8)
op louble IJegdsple 1Js13é B o3l 1Jpumwoos po 112038 10092926 B wsisé pgedss Eluos.

o zese IJizess IJpuweesps B o3l lJpuwons vodssu ppuwsz (IBeluos). Il Jloe
drodod 9es Idogvgsd: Valds pu Wopd JJoles) Idpzoed Jls le).



lIJodosu

359,08 Ulpeol, gpd LDAP IJglss g zols 220 1Jzelss [UTow.
od9sy LDAP IJgls

1. ouwzsd 1Usgsd [s FCM.

2. 1608 1 lesble 1Joble 1Jigulus > AAA > LDAP

3. ludy 9938 p9 9, LDAP > | ol

4. 8p o d9sw 098, LDAP gl J DN BIND 9 DN IJiwl s 9lduweé 9ldpeJsple 1Jiuwluss J
Microsoft Active Directory (MS AD).

5. luwegsp FADN IJgloo wgle LDAP. 2 o 3J9 Uosgss Jleueold SSL.



Edit WIN-JOR .local 2%

Hostname,/FQDN/IP Address:* WIN-)OF local

Order:™ 1

Bind DN: CN=sfua,CN=Users, DC=jor

Base DN: DC=jor.DC=local

Port:* 389

Enable SSL: []

Filter: cn=%userid

Attribute: CiscoAVpair

Key: Set: Ye

Confirm Key:

Timeout: * 30 Secs

Vendor: * Open LDAP (® MS AD

| Ok Cancel

o J9.so LDAP

6. luwwd Ids Iduble > bLs ldeguegse > 1Ulesblo.

7. 8p woessu Ipuolb 86 IV, oss 19 puol> 86 9236 IJeedp |Js LDAP.

Delfaul AuiBentieation Lo w | lEnl i fallback SiRSnTication mgifod

Cowzude Aull s Lol -

o8> luwdse IUpuob s



8. 2lyd vuwesd 1d>29d pu wu9w9dsd SSH IJs IJosIdd Jlzowl) 1dpuob 6 pg pumeise
w9999 LDAP.

oedss Ju el £03 [2ouly puols$s LDAP. I3l Jlo 0old glol Bis IJedsso: Slo ol
IJogss sedo o s88d JI 109z $p vlole [gool pe eduws god pdoé I pu
IU9osd 1Js 9228 IJoedp wluweesle Ideuolb$s IUpedss zos sedo lols Ideslze Iy
luvedunlad 1Jigble gl odlzol.

wJ9su LDAPs

9. Lo ltouly logold LDAP wlzz: lowdd e ig)s 1Js lesble Idoble IJigulues > AAA >
LDAP.

10. Yp vors) 99, LDAP 9o pdsy SSL.



Port:™ 389

Enable S5L: I

pdlebo: sdjpe !wg&t)'p lJpo93 389 JJoivds). 1Jpewds 636 Jl sgpd. wp wuousd
p&) wuoese IJIgble oo Cisco CSCwe93347 J|olwds pulds pguouo6 J LDAPS

1. Sew luvos)lb gvolss CA I1Jz3) [JElues wile LDAP |Js Idosdd. I3 Uiy ould uobsle
Jumsbs lgwegys IJugwdunds eel.

e louule TrustPoint oo slz0é Lubs, 1Jisle, (CLI) J FXOS Joowdss o3l 1J]z)le.

<#root>


https://tools.cisco.com/bugsearch/bug/CSCwc93347

FPR9300-01#

scope security

FPR9300-01 /security #

create trustpoi nt LDAPS

>ACFPR9300-01 /security/trustpoint* #

set certchain

Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.
Trustpoint Certificate Chain:

M | DnTCCA0GgAW BAgl QYPxqSIxdYLJCpz+r Qgf Xpj ANBgkghki GOWOBAQs FADBT

>MRUWVEWYKCZI ni ZPyLGQBGRYFbGOj YW Fz AVBgoJki aJk/ | sZAEZFgdgqb3JInZwW1l

>NMSEWHWYDVQQDEXhgqh3InZWh1LVdJITi 1KT1IHRUpVLUNBLTEWHhCNM Ewivl zMDcO

>MVDAWCNY Ywivz | zMDcOOTUSW BTVRUWEWYKCZI 1mi ZPy LGQBGRYFbG0j YWhx Fz AV

>BgoJki aJk/ | sZAEZFgdgb3JnZW1VBEWHWYDVQQDEXhqb3JInZW1LVdJI Ti 1KT1IH

>RUpVLUNBL TEwggEi MAOGCSqGS! b3DQEBAQUAAAI BDWAWGgEKACI BAQDNMBTWIGLeu

>bPxvc+ENC7f xj owEj j LOEXI Mb3x7Pe3EW6Gg2i OVBLUpBNgSCbbct 83P6y 6ENG

>ORCCNEFf zy4st YPz/ 7499wWALWVLSGNQW 10r j VB64i hf ugbx95i DBcwuv6XK67h/

>T1caNAGZi Lt YZj URGs5nLNB2f 8hLp9QR2WZqf Avr f vFB4I 5RIj XOFYKI XWLdnPT

>AAPa/ Q +1Qvlexf zvXHXx1GVDCH e2yl t Fgl 607Cuj TOAE3opl A/ qQD+nTAJndcR

>QLUDI Upt qqYKgcbr H4HU4PM e31 NLd1vwl ThAMVFNn+0Xj RTMDKbEQD/ J ENBX RFM/

>Lqnez DwxA81 oRAgMBAAG aTBnMBMGCSs GAQBgj ¢ UAg QGHg QAQMBBMA4 GAL Ud DWEB



>/ wWQEAW Bhj APBgNVHRVBAf 8EBTADAQH MBOGAL Ud DgQVBBQowe ZEEk e 7Bl Gd94R5
>Yxj vJHdz Sj AQBgkr BgEEAYI 3FQEEAW BADANBgk ghki GOWOBAQs FAACCAQEAY A i
>n77K0G Sl j Teg+C VLRX8VIwr 7Pp5p4MuOnRhZckm KSUt YDI a3ToVi x5k4dXSU
>7MaVVDkW 1NvReaqCf i s5nmgf r pzoPUkgKG z7Zhd57gA4t BU XbP/ CXpTuAR3I sa
>NKz7yy+6t i sf +8vf Lt RNBc3l ¢l Séncyr dAdJ2i JY74) JmleUPs 3nuaqApPPWoRF2
>CGJALD Y+Pq36cS] K+j GP1+2r D6cWL6t hBp9pl COTL+gpg4DL+Wsuct WeRMgGxc\Wh
>GsKhHysno9dZ+Dnnd x0t P+S1B9f nkF7ycCnm328dZVEG7J X] Hc8Kogww\e+f wu

>GXLRMr KaAl CHS2EEwW==

>ENDOFBUF

FPR9300-01 /security/trustpoint®* #

comm t-buffer

12. bed ©d9so ee LDAP Jal &p dssuo eds 0928, LDAP. Jlzks | upe 150 LDAP.

13. $p voessy vog ldlvbld gds IJogosy.

<#root>

FPR9300-01 /security #
scope | dap

FPR9300-01 /security/ldap #

show server

LDAP server:

Hostname, FQDN or IP address DN to search and read Port SSL Key CRL Password
WIN-JOR.jor.local CN=sfua,CN=Users,DC=jor,DC=Tlocal

389 Yes Strict #%#**



FPR9300-01 /security/ldap #

scope server WN-JOR jor.loca

FPR9300-01 /security/ldap/server #

set revoke-policy rel axed

FPR9300-01 /security/ldap/server* #

conmi t - buffer

FPR9300-01 /security/ldap/server #

show

LDAP server:
Hostname, FQDN or IP address DN to search and read Port SSL Key CRL Password

WIN-JOR. jor.local CN=sfua,CN=Users,DC=jor,DC=local
389 Yes Relaxed #*#*#**

14. e b IJogsslo oluwegsle Commit-buffer.
lweduiuld IJlgble gl oJlzol

wedsd DNS

Tl pU o Swp ed FQDN |Js IP IJuozse. spdu i od9y ould punldd Vs cedsd
Il p:

<tfroot>

FPR9300-01#

connect fxos

FPR9300-01(fxos)#
et hanal yzer | ocal interface mgm capture-filter "udp port 53" limt-captured-frames 100
Capturing on 'ethO'

1 2024-02-01 11:36:43.822089169 10.4.23.202 > 10.88.243.91 DNS 85 Standard query 0x1b86 AAAA WIN-JOR.jor.loca

2 2024-02-01 11:36:43.857989995 10.88.243.91 ~» 10.4.23.202 DNS 160 Standard query response 0x1b86 No such nan



Sw29 2d luwe DNS IJulze Jel sds:

<#froot>
FPR9300-01(fxo0s)#

et hanal yzer local interface nmgm capture-filter "udp port 53" limt-captured-franmes 100

Capturing on 'ethO'

1 2022-09-06 00:49:00.059899379 10.88.146.73
2 2022-09-06 00:49:00.061349442 10.88.243.91
3 2022-09-06 00:49:00.061515561 10.88.146.73
4 2022-09-06 00:49:00.061727264 10.88.243.91

10.88.243.91 DNS 85 Standard query ©xc512 AAAA WIN-JOR.jor.loc
10.88.146.73 DNS 113 Standard query response 0xc512 AAAA WIN-]
10.88.243.91 DNS 85 Standard query ©xc513 A WIN-JOR.jor.local
10.88.146.73 DNS 101 Standard query response 0xc513 A WIN-JOR.

o_0ld26 TCP 9 SSL
JJezdd po louold LDAPS, Ge wogsso ldedlb gds 1Jpowss 389.

Bllse cowsele pod IJpize IJpurdd Es) lUpers S D3l seus o uwolss 1Jp,ze 1Jeuosd
IJzo) 108106 b LDAP £, poblods. 02l pu o IJubelss os wldsed IUmeze 1Jpu000
2o, JJébe.

<ttroot>

7 2024-02-01 12:10:37.260940300 10.4.23.202 - 10.4.23.128 TLSv1 345 Client Hello

8 2024-02-01 12:10:37.264016628 10.4.23.128 > 10.4.23.202 TCP 1514 [TCP segment of a reassembled PDU]

9 2024-02-01 12:10:37.264115319 10.4.23.128 > 10.4.23.202 TLSv1l.2 617 Server Hello, Certificate, Server Key E
10 2024-02-01 12:10:37.264131122 10.4.23.202 > 10.4.23.128 TCP 66 40638 - 389 [ACK] Seq=311 Ack=2046 Win=3532
11 2024-02-01 12:10:37.264430791 10.4.23.202 > 10.4.23.128 TLSv1.2 73 Alert (Level: Fatal,

Description: Unknown CA

)
12 2024-02-01 12:10:37.264548228 10.4.23.202 > 10.4.23.128 TLSv1l.2 73 Ignored Unknown Record

Sw9 Idlouold IJolee Jel sds:

<{froot>
FPR9300-01(fxos)#

et hanal yzer local interface ngm capture-filter "tcp port 389" linit-captured-franes 100

Capturing on 'ethO'

1 2024-02-01 12:12:49.131155860 10.4.23.202 > 10.4.23.128 TCP 74 42396 > 389 [SYN] Seq=0 Win=29200 Len=0 MSS=
2 2024-02-01 12:12:49.131403319 10.4.23.128 > 10.4.23.202 TCP 74 389 - 42396 [SYN, ACK] Seq=0 Ack=1 Win=8192
3 2024-02-01 12:12:49.131431506 10.4.23.202 > 10.4.23.128 TCP 66 42396 » 389 [ACK] Seq=1 Ack=1 Win=29696 Len=
4 2024-02-01 12:12:49.131455795 10.4.23.202 » 10.4.23.128 LDAP 97 extendedReq(1l) LDAP_START_TLS_OID

5 2024-02-01 12:12:49.131914129 10.4.23.128 » 10.4.23.202 LDAP 112 extendedResp(1) LDAP_START_TLS_0ID



6 2024-02-01 12:12:49.131931868 10.4.23.202
7 2024-02-01 12:12:49.133238650 10.4.23.202
8 2024-02-01 12:12:49.135557845 10.4.23.128
9 2024-02-01 12:12:49.135595847 10.4.23.202

10
11
12
13
14
15
16
17
18
19
20
21

cuoese IJigble

2024-02-01
2024-02-01
2024-02-01
2024-02-01
2024-02-01
2024-02-01
2024-02-01
2024-02-01
2024-02-01
2024-02-01
2024-02-01
2024-02-01

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.
49.

lue suwobse pdos

150071315
150995765
151218671
152638865
152782132
153310263
153463478
154673694
155219271
155254255
155273807
155483352

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

I A e T s T s

.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.

>

>

>

>
202 - 10.
128 - 10.
202 - 10.
128 - 10.
202 - 10.
128 - 10.
202 - 10.
128 - 10.
202 - 10.
202 - 10.
202 - 10.
128 - 10.

10.4.23.128 TCP 66 42396 -» 389 [ACK] Seq=32 Ack=47 Win=29696 Le
10.4.23.128 TLSvl 345 Client Hello

10.4.23.202 TLSv1.2 2065
10.4.23.128 TCP 66

FE S R S T e T i

.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.
.23.

128
202
128
202
128
202
128
202
128
128
128
202

TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.

42396

N N NMNNNMNNMNDNNMNMDNMNDN

171
117
153
117
165
430
153
117
102

Server Hello, Certificate, Server Key
> 389 [ACK] Seq=311 Ack=2046 Win=3328¢
Certificate, Client Key Exchange, Chan
Change Cipher Spec, Encrypted Handshak
Application Data
Application Data
Application Data
Application Data
Application Data
Application Data
Application Data

97 Encrypted Alert
TCP 66 42396 - 389 [FIN, ACK] Seq=756 Ack=2563 Wir
TCP 60 389 - 42396 [RST, ACK] Seq=2563 Ack=725 Wir

debugs J LDAP J Jus) ped9ped W elds lgpd weyswe.

Sw9 louold SSL ulzel wosl IJuudd. 9dl sep pdlzbs is glol jissyus:

<#froot>

FPR9300-01(fxos)#

debug | dap al

2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:

2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 11:
2024 Feb 1 12:
2024 Feb 1 12:
2024 Feb 1 12:
2024 Feb 1 12:

51:
51:
51:
51:
51:
51:
51:
51:
51:
51:
51:

51:
51:
51:
51:
51:
51:
51:
51:
51:
19:
19:
19:
19:

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

16.
16.
16.
16.
16.
16.
16.
16.
16.
20.
20.
20.
20.

243245
243275
243289
243298
243337
243394
243637
243831
244059
244268
244487

246568
246598
247104
247116
247124
247146
247153
247169
249856
512383
512418
520346
520626

Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:

Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:
Tdap:

0x00000101/111 -> 0x00000101/0 idOx2F06F sz370 [REQ] op4093 rrOx2FO6F
mts_ldap_aaa_request_handler: session id 0, 1list handle is NULL
mts_ldap_aaa_request_handler: user :sfua:, user_len 4, user_data_len 8
Tdap_authenticate: user sfua with server group Tdap
Tdap_authenticate:3150 the value of Togin_type is 0

T1dap_global_config: entering ...

Tdap_read_group_config:
Tdap_server_config: GET_REQ: server index: 1 addr:
Tdap_client_auth_init: attr_memberof not configured for server

ldap_client_auth_init:

(user sfua) - ldap_init success for host WIN-JO

Tdap_client_Tib_init_ssT: set Tdap options cipher_suite ALL:!DHE-PSK-A
SHA: 'EDH-DSS-DES-CBC3-SHA: 'DES-CBC3-SHA: 'ADH: ! 3DES: ! EXPORT40: ' EXPORT56: !'LOW: 'RC4: !MD5: ' IDEA:+HIGH:+MEDI
RSA-AES256-SHA: ' ECDHE-ECDSA-AES256-SHA: !
ldap_do_TLS: - ldap_tls initiated
Tdap_client_auth_init: (user sfua) - awaiting for response, isssl: 1
ldap_socket_ready_callback: entering...

for user sfua

ldap_process_result: ldap_result sess->state: LDAP_SESS_TLS_SENT
Tdap_process_result: (user sfua) - tls extended resp.
Tdap_do_process_tls_resp: entering for user sfua
Tdap_do_process_tls_resp: (user sfua) - Tdap start TLS sent successful
Tdap_app_cb: - ldap_app_ctx 0x100ad224 ldap session 0x1217a53c ss1 Ox1
Tdap_app_cb: - Check the configured hostname WIN-JORGEJU.jorgeju.local
Tdap_app_cb: Non CC mode - hostname WIN-JORGEJU.jorgeju.local.
Tdap_crls_http_and_local_cb: - get CRL from CRLDP
Tdap_crls_http_and_local_cb: - crls 0x121787dc

ldap_process_result: entering...



2024 Feb 1 12:19:20.520900 ldap:
2024 Feb 1 12:19:20.521135 ldap:
2024 Feb 1 12:19:20.521364 ldap:
2024 Feb 1 12:19:20.521592 ldap:

Tdap_load_crl_crldp: - get CRL from CRLDP
Tdap_Toad_crl_crldp: - crls 0x121787dc
Tdap_get_dp_url: - get URI from CRLDP
Tdap_load_cri_http: - entering...

W 830 wlblu® Juolsé IJp,yze 1Upues 8 1ded) JUghbe: spdud pdlelbs ié]olc lJwolso W
lJe pJs6 Idap_check_cert_series_cb:

2024
2024
2024
2024
2024
2024
2024
2024
2024

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

RPRRRRPRRPRRRR

12:
12:
12:
12:
12:
12:
12:
12:
12:

07:
07:
08:
08:
08:
08:
08:
08:
08:

08.
08.

31

31.
31.

31

31.
31.

31

624416 1dap:
624453 1dap:
.274583 Tdap:
274607 T1dap:
274620 T1dap:
.274632 ldap:
274664 T1dap:
274688 T1dap:
.274833 ldap:

Tdap_app_cb: - Check the configured hostname WIN-JOR.jor.local with pe

Tdap_app_cb: Non CC mode - hostname WIN-JOR.jor.local.

ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_do_process_tls_resp:

v pU o od9y p99Jo

- Enter

called ok flag is 0

ldap session 0x1217a53c, crlstrict O.

- get ctx error is 20

cert X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT
- End ok 0

(user sfua) - TLS START failed

Bl doo 8> 1gdde Jls o p0 Slzes Idpuwesp Iiuwspss (GUI) Jpss, Idesdd sde wdu
LDAPs wgpd: JIl sild spdod luvaels 31 Jlu sy 9009J 1Js 8lzoé Lulo, 1Jisle, (CLI).

950p 3JY Lodss) brsds IUpuol§6 p6 185 1Js pedss el Jpuolds Ide,loss g
Jeolb 96 9gr6 IJogdp.

<{froot>

FPR9300-01#

scope security

FPR9300-01 /security #

scope default-auth

FPR9300-01 /security/default-auth #

show

Default authentication:

Admin Realm

Admin Authentication server group Use of 2nd factor

FPR9300-01 /security/default-auth #



set real mlocal

FPR9300-01 /security/default-auth® #

comm t-buffer

FPR9300-01 /security/default-auth #

show

Default authentication:
Admin Realm Admin Authentication server group Use of 2nd factor

&> 030 lJogsslo elad wuvesd 1Usgad IUs FCM 0,6 Ig)s.

PEJBP'&:) Slo uodé



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



