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'cl,’“'t FireDD‘-'-‘-_re_r -M.Ejﬂ.agemem Center Oveniew Analysis Policies Devices Objects AMP Inteliigance Depley o, @ 13 @ adminv
—
FTD1010-2
Cisco Firepower 1010 Threat Defense
Deavice Routing Interfaces Inline Sets DHCP SNMP
—
Q, Search by name Sync Device Add Interfaces »
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Port Mode VLANUsage SwitchPort
@ Diagnostic1/1 diagnastic Physical F4
@ Ethernet1f1 Physical » .
(@ Ethernernsz Phvysical Access 1 - rd
[ Emernetl sz Phwysical Access 1 - F
[ Eihernetsa Physical Access 1 - P
[# Ethernat1/s Physical ACCess 1 [ ra
Ethernetlf6 Physical Access 1 - ra
Ethernetlf7 Physical Access 1 - F -
Displaying 1-% of 9 interfaces Page| 1 of 1 C

&0 1Jlz06 1Jpl>s6 (L2 9 L3)

Edit Physical Interface ] Edit Physical Interface [ -]
General Hardware Configuration 1 General 1Pvd IPvE Advancead Hardware Configuration FMC Access

Interface ID: Name:

Enabled

Enabled
Description:

1 Description;

Port Mode:
Trunk v
| Mode:
Mative VLAN ID: None =

1 Security Zone:

Allowed VLAN IDs: 1 x
2-4,6
Protected:

i MTU:

Cancel m 1 Propagate Security Group Tag:

wusé FP1010
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E1/1|]

Application
E1/2
E1/3[}
SZ] | ASA
E;tr?smal e 1/5 [ 4 Datapath
p E1l/ 6._ Uplink 2 (Control plane)
2.5 Gbps | FTD Snort
‘ .
Internal Engine
Switch
Internal Receive and
uplink ports Transmit Rings

- 8 pulwds wslule ghzso.

+ peod dleds sleo.

- 3 pulds w9sosd (leuly puol pergue B 1Uuo9,6): 912> Jpuwess Iduslule: slzs
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- 92206 IJogdp W6 Jvwds LAN x550 (1glzos wesu Idobosd sldssadlw).

s Ao deld (RX) 94 Luwld (TX) eddle.
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1. wop peldeool Wb L9luubs 1Upzed 1U5IEJs

2. cop lghs wozsool [Us IJebosd (ASAFTD) gpgllzeol wsluubs ¢ pdsé datapath bl

3. po lehs ugzsool IUs IJobusd (FTD) seeldzool woluubs pzyd Iduslole slduvdd
lo_ole pulds FP1010
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10.10.203.x/24 : Application

10.10.204.x/24

Uplink 2 (Control plane)
2.5 Gbps

Device  Routing m Inline Sets DHCP  SNMP

Ethernetl/3  NET203 Physical 10.10.203.2/24(Static)

Ethernetl/4 NET204 Fhysical 10.10.204.2/24(Static)

IJodlb 1 issunsd

© pU 9206 L) LLLRSe SULES IJpudily IUs Lo oSy BHESTSU pECJICSU pU
lJouwegs lJolus.
. (C_g),olcggo,o odysu ldpulds Ws IUg g [Jpszo: wop peldzo IJzie woluwbe IJobosd
(ASA is FTD).
s 216 FTD. Ipweobsl 1 ole 1031e36 (8 avensd Iaeld: Iowple): sedo Sz 1zse
2ws w9luwbé pe,d snort.
od9sy 9lgod FTD

interface Ethernetl/3 nameif NET203
cts nmanual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 10.10.203.2 255.255.255.0
1
interface Ethernetl/4 nameif NET204
cts nmanual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 10.10.204.2 255.255.255.0

IJozdd pu lJeuds IJegze FP1010



Application

=t 3 1010203x/24 2

RP E1/3
El/4

—=

o
——g=

'RP

.3 10.10.204.x/24 2

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

pw FXOS CLL spdud Idogdd pu e3ble 1Uglgod 1Jplxss. suss 03l pold 1dpesgd unicast 9 p¢)z
unicast counters gJs IJ E1/3 psule:

FP1010(l ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\|stats.egr_unicastframes"
stats.ing_unicastfranes = 3521254 stats.egr_unicastfranes = 604939

sedu obosy gpdsle 1ol wslule FTD sspdo wede Idese:

FP1010# show capture
capture CAP203 type raw data trace interface NET203 [Capturing - 185654 byt es]

030 Y oluod IJoblb. Jel 09 pu99e wwp lels wozso IUgped luweubl IUs vee gu ldpeuwl):

FP1010# show capture CAP203 packet-number 21 trace
21: 06: 25:23.924848 10. 10. 203. 3 > 10.10.204.3 icnp: echo request

Phase: 3

Type: ROUTE-LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional Information:

found next-hop 10.10.204.3 using egress ifc NET204

FP1010 IJSos6 2. 9,0¢ preses IJeuw (Iwb)

IJodssu sldogvgsd



Application

)-_

=T
sl > 10.10.203.4/24

i %; ? 4 10.10203 x/24

m m
[y
-~
Ai
|

:

Uplink 2 (Control plane)
2.5 Gbps

-]

Data0/0

Device Routing lnﬁm Inline Sets  DHCP  SNMP

4 Search by name | & Sync Device |+ Add Interfaces =

Ethernetl/3 NET203 Phiysical

|
Ethernetl/4 NET204 Physical (@ ] |(
LalBviss NET34 Bridge... 10.10.203.1/24(Static ( I
IJodlb ldyssumsd

< PU 3@_06 QJb_) -:"Juoro@‘m _,vbo IJ 2 ro@glc |J.5 IJ Qgéuuo L3 subnet (pp|&J U-.S @_.)l_) E_,o|§6
Jw8lW). ¢, lo VLAN pgoJus.
- gwdpl Gdde Idpsule Bs szuwy luwdsw: Isob gldee wobosd (ASA |y FTD).
- B 2lJs FTD. Ipweobl 1Us lole 13less (6 uvesd IWeelds Iduwple) spdo Szoo Wz
2ws w9luwbé pe,d snort.
odysu 9lzos FTD

interface Ethernetl/3 bridge-group 34 nameif NET203
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
1
interface Ethernetl/4 bridge-group 34 nameif NET204
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
1

interface BVI34 nameif NET34 security-level 0 ip address 10.10.203.1 255.255.255.0

IJozdd pu puds pgpesed IJguw) FP1010

Swas 03l oy 1UBLG gL09 pu BVI 34:

FP1010# show bridge-group 34
Interfaces:
Ethernetl/3 Ethernetl/4
Managenent System | P Address: 10.10.203.1 255.255.255.0
Managenent Current |P Address: 10.10.203.1 255.255.255.0
Managenent | Pv6 d obal Unicast Address(es): N A
Static nmac-address entries: O



Dynam ¢ mac-address entries: 13

s9u2¢ 03l 1Jle) z39J 31,6 ASA/FTD DataPath Content Addressable Memory (CAM):

FP1010# show mac-address-table

interface mac address type Age(m n) bridge-group

NET203 0050.5685.43f1 dynami c 1 34

NET204 4c4e.35fc.fcds8 dynami c 3 34

NET203 0050. 56b6. 2304  dynam c 1 34
NET204 0017. df d6. ec00 dynami c 1 34
NET203 0050. 5685. 4f da dynami c 1 34

sbo, snippet Jooog 1Uzies 1o 1ok huvde wole gds 1Jgkss pld 12 cpe

FP1010# show cap CAP203 packet-number 1 trace
2 packets captured

1: 11:34:40.277619 10.10.203.3 > 10.10.203.4 icnp: echo request
Phase: 1

Type: L2-EGRESS-IFC-LOOKUP Subtype: Destination MAC L2 Lookup
Resul t: ALLOW

Confi g:

Addi tional Information:

DestinationMAC lookup resulted in egress ifc NET204

B 2lJs FTD. spdu 1o w98 Iesle louold FMC ls ol pedsple 29d Beuo IJwsd @ 9slzole
pee9es IJeuw Idelwse:

Contaxt Explerar  Connectians ® Events  labudiens ¥ Filaa ¥  Hosta v Users T Comalatien ¥  Advance d v Sasrch

Policy Applied Bridged
Action Policies interfaces

IJzlos6 3 1Jgluos wlJpzsd FP1010. Switchports (o wssd IJizejs) s 9 oe
NIN-IN)

lJedaso sldoivésd



VLAN 203

10.10.203.x/24

S5
VLAN 203

Uplink 2 (Control plane)
2.5 Gbps

Application

DataO}O

‘ HW switching for intra-VLAN traffic \

Device Routing PIELCSN  Inline Sets DHCP SNMP

~ Interface ~ Logical Name  Type ~ Security Zones  MAC Address (Active/Sta... 1P Addres:
Ethernetl/3 Physical
Ethernet1/4 Physical

IJodlb 1J,issuvsé

- we9sd 1Jizoj6 09 psjé FTD 6.5+ 9 ASA 9.13+.

4 Search by name & SyncDevice | | & Add Interfaces ~
Port Mode VLAN Usage SwitchPort
Access 203 @& &
Access 203 [ @] &

-+ PU 9206 L) wopse Sup LIS IJpudisy Llduveds 1JW,es6 LW wol pu

lJeuwess IJelde soodw v Jsé VLAN.

Jpsole Bs o3l pusubiss sgpd Bs pods luudsw (I8 p)9, untagged B §b).
- Jlczoss pulwds by 1dzelss IJos op odysuol bs 9 oe SwitchPort eJs Iuwpe pubds

(namelf) wp wIJ9suo.

- ewpl vddo Idpsule BOs wzysd iu.u.J_9-__; Isuwpes lJs IJ udwoe VLAN (2,90 p)9, intra-

VLAN) I ub peldzs o 1J FP1010 5l¢ds pdcle Bob.
odosy 9lzos FTD

PU 9200 Ul 9lgos b, |._Ji9|p_, (CLI): sw9 IJodssy puulool ol Jezed L2:

interface Ethernetl/3 switchport switchport access vlan 203 ! interface Ethernetl/4 switchport

switchport access vlan 203

oued$s s py9) Idwslule o uvwdlo VLAN

lozast sogd) eds Slises [Jopde B 1Usuo9d (ACL) oot 2596 1Jpas) wsu ubedle

VLAN!

IJzJ: 1 polcds I peesd

IJpwsl wuwsb el puWily wp wdssuopl eds luopl pepslu Jl spduopl IJoese lJs weuoopl

lJogo.

9lzoo puegse FMC Ws 2lJds 1Jpeulds 1Jpz ps6:




Edit Physical Interface ‘ Edit Physical Interface

Hardware Ce © & m Hardware C0 "

Interface ID: Enablad Interface 10: (] Enabled
Description: Description:

Port Mode: Access v Port Mode: Access R
VILAN 1D: 203 (1 - 4070) VLAN ID: 203 (1 - 4070)
Protected: Protected:

odosu 9lges FTD

e odosu IJie, switchport protected wzo [Jslzos:

nterface Ethernetl/3

swi t chport

swi tchport access vlan 203
switchport protected

nterface Ethernetl/ 4

swi t chport

swi tchport access vlan 203
switchport protected

IJozdd po pouds [Jpzsd FP1010 SwitchPort

B 03l lJpeld: 0uld 1000 2506 JJwo Idizhs (ICMP) sop Luwldol wezpe pes (1100 Llsw):

router# ping 10.10.203.4 re 1000 timeout 0 size 1100

JJozdd e e3ble IJoe IUlzhbs Jdesgd sldeérz Jslzole 1dudd luwegse o3l 1die):

FP1010(l ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\|stats.bytes_1024tol518_frames"
stats.ing_unicastfranes 146760

stats. bytes_1024t 01518 franes = 0

FP1010(l ocal - ngnt ) # show portmanager counters ethernet 1 4 | egrep
"stats.egr_unicastframes\|stats.bytes_1024t01518_frames"

stats. bytes_1024t 01518 _franes 0

stats. egr_uni castfranes 140752

FP1010(I ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\|stats.bytes_1024tol518_frames"

stats.ing_unicastfranes = 147760 <-==——==—————————— Ingress Counters got increased by
1000
stats. bytes_1024t 01518 franes = 1000 <--------————————-- Ingress Counters got increased by 1000

FP1010(l ocal - ngnt ) # show portmanager counters ethernet 1 4 | egrep
"stats.egr_unicastframes\|stats.bytes_1024t01518_frames"

stats. bytes_1024t 01518 frames = 0 <------=---———----- No egress increase
stats. egr_uni castframnes 140752 <-====-=----mm———-- No egress increase

Sws 03l e, I sleds pdule VLAN g o¢:

FP1010# show switch vlan
VLAN Nane St at us Ports



203 - up Ethernetl/3, Ethernetl/4

od9y gldo yveJs VLAN 8o IJouvgsd bldel swpe wiuosue puwd 9les eds IJbJ JuvoJo
VLAN

I3l Ily pouds ol pelodl blysl ig JIG pud3 Idpzed Idpouod pebdllee Sbg louold IJIwd 903l

09 lJpw93 1J9zss IU3s wp wessuo Juvwds VLAN. Oy 2lds v Js VLAN wdyy pebdo
ls_ol:

FP1010- 2# show switch vlan

VLAN Nane St at us Ports
1 - down 201 net201 down
Ethernetl/l <--- el/l was admin down 202 net202 down Ethernetl/2 <---

upstream switch port is admin down

Swas 03l 1oy 1d 2a0u6 blods pu Idpdule slgds:

FP1010- 2# show switch mac-address-table
Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
4c4e.35£c.0033 | 0203 | dynami ¢ | 282 | Et1/3
4c4e.35fc.4444 | 0203 | dynami ¢ | 330 | Et1/4

98w IJo@be IJlve,)los Jg29d CAM JJeezed 1Us1EJs 09 5 538lks§ 30 wluss.
wewss Iduulyus byl FP1010 eds zo9ds Jlps)l:

1. 239d 22u6 Ipeadle 1UslgJss: suvogsp B elds weasd I1Uizojé

2. 229d 2>w6 wglule ASAIFTD: suvwgse Vs 2ldo IJwsuosd
oo peldzs IJ zipollbly szol; FP1010 Loluwbs z39J CAM slzs (peod slgds 19 pelbob wslole
FTD) luwoobl |Js 9,28 1Jpods.

oedsy Jl wgdb wso ldgyue pdclz mac-address-table sigJs pdwlz 2306 blgJs
Suwogpd Vs SwitchPort | wdye pg IJgsse mac-address-table FTD DataPath CAM blyJs

S ped Vs luvdso zuw

owdsd IJizosé: [e9) [oldss sogsu Iouwe [Jsel

Jl oboy pwedlo wslule ASAIFTD pedsele 2od IJeswi§le 1Jezedo [Js HW:

FP1010# show log
FP1010#

Jl serue 229d louold wslule ASAFTD IJesv@§le 1Jezsds wluulbs HW:

FP1010# show conn
0 in use, 3 nost used
I nspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 nost enabled, 0 npst in effect

9oldlolds s 3Jd. Jl eloo, leale louald FMC IJesBble 1Jpzads woluwbos HW.



FP1010 IUS_o.s6 4. pusdle (trunking)

IJodsu slJovésd

Application

(VLAN 203)

10.10.203.3/24 Trunk

Access

10.10.203.4/24 203

Uplink 2 (Control plane)
2.5 Gbps

HW switching for intra-VLAN traffic

Device Routing Interlaccs Inline Sets DHCP  SNMP

4 Search by name & Sync Device | | (&) Add Intesfaces
Interface Legical Name Type Security Zones MAC Address (Active/Standby) 1P Addr 5 Port Mode VLAN Usage SwitchPort
Ethernetl/3 Physical Trunk 203 [ =] &
Ethernetl/s Physical Arcess 203 &0 &
Jrunk 203210 | fuuey Allowed VLAN list

IJodlb 1,846

- oz9sd IJizojé 09 psjé FTD 6.5+ 9 ASA 9.13+,

© pU 9206 L) LLRSe Se LIS IJpu iy LIdubeds 1JB,8s6 u ol pu
lJpwess IJelde 9ooduw Giwds VLAN.

- sdJ ,o:;,;é.') b ldloold Idlblle sle gdlple IJopsss 988 [Jppesio (Bs glds v Js
VLAN 1Ji_oJ.s3).

- ewpl vddo ldpsule BOs wzysd iuu.J_9-__; Isuwpes lJs IJ udywo VLAN (2,90 p)9, intra-
VLAN): Iyl pgldzs wldedcle slgds W¥b.

odosy 9lzos FTD

IJouvdsd peled IUs buds 2 plolz psule:

interface Ethernetl/3 switchport switchport trunk allowed vlan 203 switchport trunk native vlan
1 switchport mode trunk

!

interface Ethernetl/5

swi t chport

swi tchport access vlan 203

IJzl9es6 18 5 J FP1010. switchports (wso uvwdlo VLAN)

IJodsso slJovésd



|
E1/1]]

10.10.203.3/24 Access . . Application

203 ] | Int VLAN 203
A E1/3 . _ ASH 10.10.203.1/24

Ccess —
E1/4. | Int VLAN 204
10.10.204.4/24 204 Ele . VLAN 203 X550 LAN | 10.10.204.1/24

VLAN 204 Controller | »= JFoMN0

E1/6[ll | | ®

/ Uplink 2 (Control plane) .

E1/7[l} | 2.5 Gbps | ®

SV | ®

| DataOD
. Device  Routing 'nam Inline Sets DHCP  SNMP

Physical

Ethernetl/2

Ethernety/d Physical

[ vienzo3 NET203 VLAN ’§

(@ vian204 NET204 VLN )
IJodlb 1Jissuvsod

* pUIZO6 L) LLESE SUp WIS IUpudisy wubedos L3 Bresusy ptodSesy
suvedos VLAN podvosy.

- Spy Yo p)9) wsu VLANS oy gJIJ 9lzole VLAN (ppeled IJs SVIs).

-+ PU 9206 L) w3V @ 2y I6 IUps9) wuod 2yI6 ey Iduslule wsu uvedle VLAN |Js
lJolboss.

|
El1il S
10.10.203.3/24 Access / . Application

PSS
‘ 10.10.204.1/24

Uplink 2 (Control plane)
2.5 Gbps

| Data0/0

od9su 9lgos FTD

IJedsso peled JJslzos Idblo,ss JJpzsd (SVI):

interface Ethernetl/2

switchport switchport access vlan 203

interface Ethernetl/4

switchport switchport access vlan 204

|

interface Vl1an203 nameif NET203 security-level 0 ip address 10.10.203.1 255.255.255.0
interface Vlian204 nameif NET204 security-level 0 ip address 10.10.204.1 255.255.255.0



pElJ2s 1Uzips Jords Iess) wso ubwdlo VLAN

o3l wowe Jeies 1o seely ¢JIJ 2 VLANS péoddd:

FP1010# show capture CAP203 packet-number 1 trace | include Type
Type: CAPTURE

Type: ACCESS- LI ST

Type: ROUTE- LOOKUP
Type: ACCESS- LI ST

Type: CONN- SETTI NGS
Type: NAT

Type: | P-OPTI ONS

Type: | NSPECT

Type: | NSPECT

Type: CAPTURE

Type: CAPTURE

Type: CAPTURE

Type: NAT

Type: | P-OPTI ONS

Type: CAPTURE

Type: FLOW CREATI ON
Type: EXTERNAL- | NSPECT
Type: SNORT

Type: ROUTE- LOOKUP
Type: ADJACENCY- LOOKUP
Type: CAPTURE

IJesled Isssuwss S gpdss IJzpé:

FP1010# show capture CAP203 packet-number 1 trace | i Type

Type: CAPTURE Subtype: Resolve Egress Interface

Type: ACCESS-LIST found next-hop 10.10.204.3 using egress ifc NET204
Type: ROUTE-LOOKUP

Type: ACCESS-LIST access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434432
Type: CONN-SE'ITINGS‘

Type: NAT FTD Medular Policy Framework (MFP)

Type: IP-OPTIONS policy-map global_policy

Type: INSPECT class class-default

Type: INSPECT * set connection advanced-options UM_STATIC_TCP_MAP
Type: CAPTURE policy-map global_policy

Type: CAPTURE class inspection_default

Type: CAPTURE inspect icmp

Type: NAT

Type: IP-OPTIONS
Type: CAPTURE

Iigz Ei?géﬁifﬁ;!s%héc.r < I Snort Verdict: (pass-packet) allow this packet I

Type: SNORT Sibtvba:
ype: Resolve Egress Interface
Type: ROUTE-LOOKUP found next-hop 10.10.204.3 using egress ifc NET204
Type: ADJACENCY-LOOKUP -
Type: CAPTURE ’ I next-hop mac address 4cde.35fc.4444 hits 10 reference 1

IJzl9.s5 bo,l; FP1010 6. gloJ ood.s Inter-VLAN

IJodsse sldogbésd

00ld 25blo sissuwslo Jouodss 2,96 a9, luslole v uvodle VLAN:
1. uwslows IJopde Ss 1Usu09d

2. 1Jio, 'no forward'
ouodss s )9 IJuslole wso uvwdle VLAN Lluseésle 1Jie, 'no forward'



od9su 9lgod puwwgse FMC:

Edit VLAN Interface ? X
IPvd  IPvé  Advanced
MName: MET203 ¥ Enabled

Description:

Mode: Mone s
Security Zone: w
MTL: 1 511) (G4 - 9198)
VLAN ID *: (1 - 4070)
Disable Forwarding on 204 ot

Interface Vlan:

IJodlb I,issuwss

- lowdlle w90 lehs wozso lzhs IJleglo.

- Jlspdu wbous@o gds JJl glzole VLAN.

s soe lple 1Jopdd pu &3 lehs IJoszse Sod 1Jozdd pu Slises IJozde S IUsuosd
(ACL).

od9su 9lges FTD

|lJ CLI cvdsd Vs o030 IJzlJs:

interface VI an203
no forward interface Vl1an204

nanmei f NET203

security-level 0O

i p address 10. 10.203.1 255.255.255.0
|

interface VI an204

nanei f NET204

security-level 0O

i p address 10. 10.204.1 255.255.255.0

Bl op luwsl 1Uz)jed w9luwlbs psjo "esp lelss IJugzsoe” swp lugsle ,uwldé syslog lUgl o6

FP1010# show log
Sep 10 2019 07:44:54: %TD-5-509001: Connection attempt was prevented by "no forward" command:
icnp src NET203: 10. 10. 203. 3 dst NET204: 10. 10. 204. 3 (type 8, code 0)

pU 9206 Wby [l puwly IUlele Iduwsse (ASP). seows luvdlb Blises Idezde B 1909l
(ACL):



FP1010- 2# show asp drop
Frane drop:
Flow is denied by configured rule (acl-drop) 1

wol 1o Uluwslb lebs Idleglo: 1Jeosd-A (VLAN 203) sgvobse Jl swdl 2096 p9) 1Js
IJeose9-B (VLAN 204). £, 1o 1dgduw pumpse:

Host-A

Ew.m.z Application

Uplink 2 (Control plane)
2.5 Gbps

Da taﬂf 0

3lowé 2ldé - FP1010. 1yub pdlod oasd IUlzess + 1yub

oledsl B IUbgugdozs! lJoldss:

10.10.203.1/24

|
E1/1]]
e1/2[l
. 10.10.203.3/24 E1/3.
p— 10.10.203.4/24 (GW) E1/4 .
/s
374 |
E1/7|]
E1/s|

|

Application

10.10.203.2/24

X550 LAN
Controller . DP

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

WO oo IJby9dgzsl:

- ouops odle puosVle wolisss lJs Iduveds 1Jw,es6 wdwol pu ldpuwess IJolde
(10.10.203.x/24).
. sepd IUpszo (10.10.203.4) J GW Bs 1 s 1JB,e . s6.
VI 0l Idpgbb ould gshilu sissuwslo JJouopse:

1. o8wsd )
2. oposd IJlzojs + 1oy osd
esh Jouopse 1. odwsd



10.10.203.1/24 BG1

.. 10.10.203.2/24 BG1 S een Application
. ps
. 10.10.203.3/24 BG1
10.10.203.4/24 (GW) BG1
— =
BG1 = Bridge-Group 1
) g Uplink 2 (Control plane)
2.5 Gbps
DataOB
IJodlb Idyssuvss

lJoslb 1U)ssuwss Bs o3l lJouopse os:

0ol BVI 1 1Uss op louilio luwaisle IP B oduw Idubods [Jd, g6 (10.10.203.x/24)
IJlzo6 IULugs 1Up,886.
L ooes 2o Ipolds 1 ues IJs preses IJzuwy uduwel (IJpzeses 1 B 030 1elJs).
- Sew9s I puds pu ldpules IJL._,&& eds luwp wp wdysue.
s sop ldlogold pu ldpuosd [Us IUpuos 9p0 IJpuos [Js GW oo gJId 1o bosd
(eds wwesd Idpeld: wyulpe FTD).
U 9206 U 9lzos puwwgspe FMC: sdsu ldodssu:

Device Routing Ll Rl Inline Sets DHCP SNMP

4 Search by name | @ Sync Device || () Add Interfaces »
Ethernet1/1 HOST1 Physical = ‘ R
Ethernetl/2 HOST2 Physical m &
Ethernet1/3 HOST3 Physical o= &
[ thernetasa HOST4 physical a» p
Laieviz ek BadgeGroup 10.10.203.100/24(Static) SB -
odosu 9lzgos FTD

lJodssy B o030 1UzlJs 09:

interface BVI1l nameif BGl security-level 0 ip address 10.10.203.100 255.255.255.0
nterface Ethernetl/1

no switchport bridge-group 1 nameif HOST1
nterface Ethernetl/2

no sw tchport

bri dge-group 1

nameif HOST2

nterface Ethernetl/3

no sw tchport

bri dge-group 1

nameif HOST3

nterface Ethernetl/ 4

no sw tchport

bri dge-group 1

nameif HOST4




98 296 IJe)9) B o3l Iduwsobss:

10.10.203.55

. 10.10.203.3/24
10.10.203.4/24 (GW)

BG1 = Bridge-Group 1
Uplink 2 (Control plane)

2.5 Gbps

DataDlJ

&b IJouopse 2. oposd IJizess + IJes s

10.10.203.1/24 access 203 l
e1/1]l

10.10.203.2/24 access 203
3] |
. 10.10.203.3/24 access 203 E1/3 .
10.10.203.4/24 (GW)

Application

[, BVI 1
10.203.100/24

= access 204 E1/4._
E1/s|l}
E1l/ 6._ Uplink 2 (Control plane)
E1/7. 2.5 Gbps
E1/s|l}
DataOO
IJodlb 1 issuwsd

lJoudlb 1Jyssuwso WS o3l IJouopse 0s:

- ould BVI11U3s wp logblgo wlguegsle IP Os o uw Idubeds 18,856 (10.10.203.x/24)
izos6 IJLwgs 1Jp,8 6.

- Sop wdsu el 1dey8 8o wldpuosdsy IJuolisssy Ws 9, oe SwitchPort soueps
IJs svwdsé VLAN o8 wol (203).

- Gdde psole syob 1Js IJ GW B SwitchPort igudse 9.s0eps 1Js VLAN ppoddd
(204).

- ould 2 glzole VLAN (203: 204). JI wzwys 9lzole 2 VLAN gJs IP pguouo souwpes IUs
pep9ed Bridge-Group 1.

- Sdou Idlouold pu 1dpuos [Js Idpuosed pu gdId Idezed 1UsIRJS WEb.

 sop Wleoold po 1puosss 1Js GW po 21U IJobusd (ped FTD).

oJd9su 9lzos puwegse FMC:



Ll

. m‘nﬁm Inline Sets DHCP  SNMP
4 Searchbyname | B sync Device || ) Add interfaces »

Ethernetl/1 Physical &
Ethernety/2 Physical 2,
Ethernetl/3 Physical P

&l Ether 4 Physical &
Vian203 VLAN &8
[l vian204 VLAN &8
(@ BridgeGroup 10.10.203.100/24(Static) S8

od9su 9lgos FTD

lJodssy WO o030 1UzlJs 09:

nterface Ethernetl/1
switchport switchport access vlan 203
nterface Ethernetl/2
switchport switchport access vlan 203
nterface Ethernetl/4

switchport switchport access vlan 204
!

interface Vl1an203

bridge-group 1 nameif NET203

interface Vlan204

bridge-group 1 nameif NET204

!

interface BVI1l nameif BGl ip address 10.10.203.100 255.255.255.0

Ileuold eu ldpuoss IUs Ideuossd pdlod Ilouold po ldegosad [ds gw:

Application

10.10.203.2/24 access 203

. 10.10.203%/24

10.10.203.4/24 (GW) access 204

!

¢
¥

Int VLAN 203

-

Int VLAN 204

Uplink 2 (Control plane)
2.5 Gbps

| Data0/0

leovblo ouopse IJb,l; FP1010

IJozosd sldosns,) IJglds (HA)




Active
FP1010

Core Switch

E1/2 Edge Switch
access VLAN 1 G3/21
access 300

access 300

E1/3 G3/22
access VLAN 1

|FP1010 in HA |—>

Standby
FP1010 |

Core Switch

E
access VLAN 1

ould pudJely Hissunselo 80 wdasy weasd IJizoss Vs wsiss eldss IJegs):

1. lgbé wogso IJgip pu edld IJgols wluwegsle 1Ugers lUlewslbss. spdy Io $S9>8 3JY IJs
229¢ edlle p)9).
2. Jl sop p)il 96 SwitchPorts gl ulos HA
pobdole IJouopse

- Sew Il oguegse 9blisd SwitchPort sl 1Je9,) IJelds ASAIFTD. 903l 988 B s3JsJ
wJdysu FMC:
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/quide/fpmc-config-
guide-v67/reqular_firewall interfaces for firepower threat defense.html#topic kam dgc b3b

“ Firapower Threat Defense

Interfaces and Device Settings Far all Firepower 1010 interfaces, the default auto-negotiation setting also includes the Auto-MDIfMDIX feature. Auto-MDI/MDIX eliminates the need for

Interface Overview for
Firepower Threat Defense

Regular Firewall Interfaces for
Firepower Threat Defense

Inline Sats and Passive
Interfaces for Firepower Threat
Defense

DHCP and DDNS Services for
Threat Defense

Quality of Service (QoS) for
Firepower Threat Defense

crossover cabling by performing an internal crossover when a straight cable is detected during the auto-negetiation phase. Either the speed or duplex must be set
to auto=negotiate to enable Auto=-MDI/MDIX for the interface. If you explicitly set both the speed and duplex to a fixed value, thus disabling auto=-negotiation for
both settings, then Auto-MDI/MDIX is also disabled. When the speed and duplex are set to 1000 and full, then the interface always auto-negotiates; therafore
Auto-MDI/MDIX is always enabled and you cannot disable it.

Guidelines and Limitations for Firepower 1010 Switch Ports

High Availability and Clustering

« No cluster support,

+ You should not use the switch port functionality when using High Availability. Because the switch ports operate in hardware, they continue to pass traffic on
both the active and the standby units. High Availability is designed to prevent traffic from passing through the standby unit, but this feature does not extend to
switch ports. In a normal High Availability network setup, active switch ports on both units will lead to network loops. We suggest that you use external
switches for any switching capability. Note that VLAN interfaces can be monitored by failover, while switch ports cannot. Theoretically, you can put a single
switch port on a VLAN and successfully use High Availability, but a simpler setup is to use physical firewall interfaces instead.

> Firepower Threat Defense High
IJodled pe wu9e9dad IJuve)yd IJppewdd (STP)
Il 589 1dpzsd FP1010 1051z wouigsd wasesdsd oz Ideod,gs (STP).

oled B 03l I wsulyss:


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#topic_kqm_dgc_b3b
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#topic_kqm_dgc_b3b

Edge Switch Core Switch

STP Root Bridge
VLANSs 300, 301

£Js 1dpzod Edge. sdoo 1dpuwds IUzsns JIJ oo svwdle VLAN oy G2/1:

Edge- Swi t ch# show spanning-tree root | i 300|301
VLANO0300 33068 0017. df d6. ec00 4 2 20 15 @i2/1
VLANO0301 33069 0017.dfd6.ec00 4 2 20 15 e@iz2/1

Jwbo FP1010 [Js 1Jzlwe pdclz 9gvdde JJl psule O I oo ywo VLAN (wz9sd Uiaojé):

FP1010 £1/2 Edge Switch Core Switch
access VLAN 1 [33{21
access 300 /
access 301
L STP Root Bridge
| VLANSs 300, 301

IJpuidJs

- vuvww wuww gvwdle VLAN g2sle wslule oy9esded IJz v, (BPDUS) Ideds! JubveJds
VLAN )38 301 IJos wp odBdsol gds G3/22

Edge- Swi t ch# show spanning-tree root | in 300|301
VLANO300 33068 0017. df d6. ec00 4 2 20 15 G2/1
VLANO301 33068 0017. df d6. ec00 8 2 20 15 @i3/22

ool Bl Bpo wesuosd pesd pu ldpuwess IJelus o FP1010. Bspdud IJoles) eds
ozld STP
950p 99588 3JY ks ol B sJsd wdgsu FMC:

https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/quide/fpmc-config-
quide-v67/reqular_firewall interfaces for firepower threat defense.html#task rzl bfc b3b

% The Firepower 1010 does not support Spanning Tree Protocol for loop detection in the network. Therefore you must ensure that any connection with the
Note FTD does not end up in a network loop.



/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_rzl_bfc_b3b
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_rzl_bfc_b3b

Slzolo wyped IJobusdle FXOS REST
slzole wypzd IUobusdle FMC REST
030 0 9lzole REST API (1) Jsg e 030 1Jpsjé:

- 9lz06 L2 1Jpl>s6 [PUT/GET p3g90]

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicallnterfac
es/{objectld}

+ 31208 L VLAN [pl3é wi,/PUT/GET/DELETE p3g98]

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vlaninterfaces/{o
bjectld}

Iuveduuled IJigble 9l odlzollJebés o
ub,é glpd eds IJogugsue

s sop IJodlb pJule Iuved Bs Iuvad il igble FTDINGIPS 9] oJlzol s Ws |¢,lz show
tech. 030 o5 lJguluos Ios crolz lUs Juze gu piss pu ldodluosd B 2lJs
luwedgul [JIgble 9l odlzol:

- lopt/cisco/platform/logs/portmgr.out

- /var/sysmgr/sam_logs/svc_sam_dme.log

- Ivar/sysmgr/sam_logs/svc_sam_portAG.log

- /var/sysmgr/sam_logs/svc_sam_appAG.log

- ASA config
- /Imnt/diskO/log/asa-appagent.log

czest IJuslole po FXOS (IJzols) - CLI

B 21Js FTD (SSH):

> connect fxos

Cisco Firepower Extensible Operating System (FX-0OS) Software

TAC support: http://wwmv ci sco.conm'tac

Copyright (c) 2009-2019, Cisco Systems, Inc. Al rights reserved.

FP1010- 2# connect local-mgmt
FP1010- 2( 1 ocal - mgnt ) #

WO zldo FTD (9230 wedp):

> connect fxos

You came from FXOS Service Manager. Please enter 'exit' to go back.
> exit FP1010- 2# connect local-mgmt

FP1010- 2( 1 ocal - mgnt ) #

IJg¢Jds6 FP1010



o wwedle 1Jpullds zese 9blisud [dpzadle 9ldeuwds IUsIgJso.

WOs Jibo IJyil o 030 swp g)uo IUGuwe "Tdopde Bs Idpudd" Vs gwedlo 1Jeulds
Seldoprss Iduved 1U3s seds el Bl Jlo sze wrlod 20J6 1Up)g) IJos e 9o dlps edsol
9ldpuwedes eds 1Uslzos (1) 19 Iduwelz ol (0). ool Id ywed Jled Suwe J9lz> psule:

FP1010- 2# connect local-mgmt
FP1010- 2(| ocal - ngnt ) # show portmanager switch status

---Port Control 2 regAddr=8 data=2E80--

Junbo Mode =2
Mode: 0:1522 1:2048 2:10240

802. 1q node =3
Mode: O0:Disable 1:Fallback 2: Check 3: Secure

Discard Tagged = 1 Mode: 0:Allow Tagged l:Discard Tagged

Di scard Untagged = 0 Mbde: 0: All ow Untagged 1:Di scard Untagged ARP Mrror = 0 Mdde: 1:Enable
0: Di sabl e Egress Monitor Source = 0 Mdde: 1:Enable 0:Disable Ingress Mnitor Source = 0 Mode:
1: Enabl e 0: Disable Port default QPri = 0

B J§bs IJubl s 030 spdud o o8 peodd Gse ued welod 39 edlple wpss) Jvuole
lJpulds 1Jpgodo:

Device  Reuting ﬁ Inline Sets  DHCP  SHMP FP1010# connect local-mgmt
1 e D 3 Add Interfaces » FR1010{local-mgmt}# show portmanager switch status | egrep "Port Registers Dumpl|Tagged™
........ Part Registers Dump for port 1

Logicak.. Type  Sec. M. IP Address Part Mode  VLAM Usage  SwitchPort Discard Tagged =0 ﬁ I
Roaeris: e / Mode: 0:Allow Tagged 1:Discard Tagged Routed Mode (BG)

1

-------- Part Registers Dump for port 2 ——

Discard Tagged =0
/ Mode: 0:Allow Tagged 1:Discard Tagged _| Trunk Mode
-------- Part Registers Dllmp for port 3 e

Discard Tagged

[) f— 5y 0 Allow Tagged 1:Di sce rd Tagged Access Made I

-------- Part Registers Dump for port 4 e

— Discard Tagged =0

Made: 0:Allow Tagged 1:Discard Tagged
......... Part Rgggm Dump Tor pon 5 - ﬁ Routed Mode (IP)
Discard Tagged

Mode: 0-Allow Tagged 1 D-scar:l Iagge:l

......... Port Registers Dump far podt 6 -
Discard Tagged
Mode: 0:Allow Tagged 1 D-smd Tagged

ARGRGRRE

......... Port Registers Dump for pont 7 =
Discard Tagged =1

Mode: 0-Allow Tagged 1:Discard Tagged
......... Port Registers Dump for poa § ==
Discard Tagged =1

Maode: 0-Allow Tagged 1:Discard Tagged
......... Port Registers Dump for pom 9 seeee
Discard Tagged

Mode: 0:Allow Tagged 1 D-mld Tagged

fdddSeRES 00 ®E

crese oduss lJg)ue FPRM gJs FP1010

Jlouvle 2506 FPRM gozpsdol |Us ¢lbpe FTP:

FP1010( Il ocal - mgnt ) # show tech-support fprm detail

FP1010( !l ocal - mgnt ) # copy workspace:///techsupport/20190913063603_FP1010-2_FPRM.tar.gz
ftp://£ftp@10.229.20.96

oS gied FPRM gJs pduwd suwpes tech_support_brief. szw9s IJpedwd tech_support_brief gJs
uwduwds pu 19le) show. coped lgslel B 2lJd peed show portManager:



tmp
opt
mnt
isan

| tech_support_brief

oIluosd 1ds9s sldpupldd Idublisgs sldedsd IJwasJs
889> wuWdss IJluesl,) 6.5

- wy9w9dodle ldwgzsoe IUssulesdss g6, p38906 Jglgole SVI
ol Ipogss £ pog9e gds 1010.
- ubl@ pgr JuvwJs VLAN SVI pz9s> [Js 1-4070.
. L§Q|6 |Jfo()v_.9.') JL2 é_-._S_) PIE9p0.
. pogé') L2 J)oolb Jo@_lg_j |Jg90uJ é_;’_s_) PIE9pP.
12295 IJpoed§8 vessle [Upzed

|Jps56 lJy o9 e
leplds g3 slzole VLAN Jos o4
Spdu logblyol
: lJz> IJluos Jess gvodle
Uvobs wdso VLAN VLAN 1Jp wpsz wol gJs ponds 20
ol Os 9 og tb IUlc ol
swge JJIUeie es) IUppsio
. i . lJsuosd IJs pucds IUs yuwds
Juods VLAN IJIoJsé VLAN Uiquga s o 1
odysuol eds Idpunds
SOULpL gese Isleole
IJeguel
(Uvods VLAN 1Jgl 06
wlJdglzos: IJglzos 1o, g s6.
Iuls 1Jpuuds.
lJ9lzoé 1Jpl>s6 95l [Js 3JY)

€3> 9lgole VLAN

lJglgole [Jpmpld

39> 2y

- Il spdo Jdslzole 100,856 9o VLAN Uzl Los wldslzos [vossle nods VLAN
Ql_.Qk)uol.

s Sew 1o ouoes zese IUslzole IJos wuvhd B BV Js ud w Biss 1Jslzos.

- SpIu luuile BVI Oluueésle pep9gs pu puld’ 9,0g L3 99lzole 8,86 Jpuds 908 L3.

s spdu louble BVI Ulguegsle peeses po Liodle VLAN 1Jglo06 wlglzos.

Il spdo loble BV Gojz polds 9 og L3 s vodle VLAN 1Jglo06 oldslzos.



pedsplo dlo LoJé

- zol; 1Jlsl, Cisco Firepower 1010

s

- bJé lJodosy



/content/en/us/support/security/firepower-1010-security-appliance/model.html
https://www.cisco.com/c/ar_ae/support/security/defense-center/products-installation-and-configuration-guides-list.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



