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N Monitor Mail Policies Secunty Services Netwark Systemn Administration

Scheduled Reports

Available Reports

Add Scheduled Report... |

all
Report Type Report Title Time Range Delivery Format | Schedule | Next Run Date
Executive Summary Executive Summary Previous 7 calendar days Emailed and Archived PDF Daily %g;i#'ffégog}} %
| Delete |
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stfvar]ne Cisco M390
CISCO  Content Security Management Appliance

Management Appliance

] Reporting Message Tracking Message Quarantine

Scheduled Reports

Available Reports

| Add Scheduled Report... |

All
Report Type Report Title Time Range Delivery Format | Tier | Schedule | Mext Run Date
Executive Summary | Executive Summary | Previous 7 calendar days Emailed and Archived | PDF ALL | Weekly férj.‘r”f?égbg&un
200}
Delete |
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(] Monitor Mail Policies Security Services Network System Administration

Return Addresses

Return Addresses for System-Generated Email

Anti-Virus Messages:  "Mail Delivery System”™ <MAILER-DAEMON @hostname >
Bounce Messages:  “Mail Delivery System”™ <MAILER-DAEMON S hostname>
DMARC Feedback: | "DMARC Feedback”™ <MAILER-DAEMON@hostname:

MNotifications: = "Mail Delivery System”™ <MAILER-DAEMONShostnames
Quarantine Messages:  “Mail Delivery System” <MAILER-DAEMON@hostname=

Reports: | “Cisco IronPort Reporting” <reporting@hostnames _
All Other Messages:  “Mail Delivery System™ <MAILER-DAEMON@hostname

Edit Settings... I

2080 68 LaS (glyVl euslic < plladl 8,15] < &,y I Jaisl SMA J (GUI) dsogu )l pasiusll dg=ly 9

stfvar)ne Cisco M390
CISCO  Content Security Management Appliance

] Centralized Services MNetwork System Administration

Return Addresses

Return Addresses for System-Generated Email

Bounce Messages: | "Mail Delivery System” «MAILER-DAEMONShgstnames
Reports: | "Cisco Reporting™ <reporting@hostnames
All Other Messages: | "Mail Delivery System” <MAILER-DAEMONEhostname=

Edit Settings... ]

'SMA _5 ooVl lnw dg>lg

M690.lab> addressconfig

<Current bounce from "Ml Delivery Systeni <MAl LER- DAEMON@lonai n
"Current reports from: "Cisco Reporting

<Current all other messages from "Ml Delivery Systent <MAl LER- DAEMON@lonai n

: Choose the operation you want to perform
. BOUNCEFROM - Edit the bounce from address -
. REPORTSFROM - Edit the reports from address -
. OTHERFROM - Edit the all other nessages from address -
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C680. esa. | ab> grep "PERIODIC REPORTS: The Report Task has sent the report" gui_logs

Thu Jul 18 01:00:01 2019 Info: PERI ODI C REPORTS: The Report Task has sent the report "Executive
"Sunmary" to recipients "matt-reports-address@i sco.com
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oolaill e85 L sazall Juall Olgie) grep oYl pasiwl (ESA/CES/SMA e 35>gall mail_log ¢,

C680. esa. | ab> grep -i "reporting@c680.esa.lab" mail_ logs

Thu Jul 18 01:00:01 2019 Info: M D 379004 From <reporting@C680.esa.lab> To: <matt-reports-
address@i sco.conp, ... 1 total recipients
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ruaiioy O isell GREP ol

C680. esa. | ab> grep "MID 379004" mail_ logs

Thu Jul 18 01:00:01 2019 Info: M D 379004 From <reporting@680.esa.lab> To: <matt-reports-
address@i sco.conP, ... 1 total recipients

Thu Jul 18 01:00:01 2019 Info: M D 379004 queued for delivery

[ Thu Jul 18 01:00:02 2019 Info: Delivery start DCID 13920 M D 379004 to RID [0

[ Thu Jul 18 01:00: 02 2019 Info: Message done DCI D 13920 M D 379004 to RID [O

Thu Jul 18 01:00: 02 2019 Info: Message finished M D 379004 done
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C680. esa. | ab> grep "MID 379004" mail_ logs

Thu Jul 18 01:00:01 2019 Info: M D 379004 From <reporting@680.esa.lab> To: <matt-reports-
address@i sco.conP, ... 1 total recipients



Thu Jul 18 01:00:01 2019 Info: M D 379004 queued for delivery

[Thu Jul 18 12:51:01 2019 Info: Delivery start DCID 13920 M D 379004 to RID [0
Thu Jul 18 12:51:01 2019 Info: Bounced: DCID 13920 MID 379004 to RID 0 - Bounced by destination

server with response:

5.1.0 - Unknown address error ('553', ['Domain of sender address

Thu Jul 18 12:51:01 2019 Info: M D 379005 was generated for bounce of M D 379004

Thu Jul 18 12:51:01 2019 Info: Message finished M D 379004 done
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Message Details
Envelope and Header Summary

Becerved Time:
MID:

Message Size:
Subject:

Envelope Sender:
Enwelape Recpients;
Mesiage 1D Header:
Cisco lronPort Host:
SMTF Awth User 10
& Attachments:

Reverse DHS Hostname:
1P Addiress:

SBRS Soore;

18 Jul 201% 02:51:01 (GMT]
3T0005, 379004

NfA

(empty subject)

(no sender)

[na recpeent]

NfA

sydess (10.66.71.822)

Nf&

A

HfA
Hi&
&

Processing Details
18 Jul 2019 02:50:5% (GHT)
18 Jul 2019 02:51 000 (GHT)
138 Jul 2015 02:51:01 (GHT)
18 Jul 2019 03:51:01 (GMT)

18 Jul 2019 02:51:01 (GHT)

SHTP delvery connection [BEID 13520) opened from Cisco fronPort mnterface 10.66.71.122 to [P sddress 173,37.147.230 on port 25.
Delivery connection (DCID 13520} successfully acoepted TLS protocol TLSv1.2 cipher ECOME-RSA-AESIE6-GOM-SHAISS |
(DCID 13920) Delvery started for message 379004 to RID (0]

(DCIC 13920) Messape 379004 to RID O beunced by destnabeon senite Reagon: 5.1.0 - Unkngwn sddress errer (553, ['Damj.n of sender address
<repartngBcia esalab> does net resalve.’])

Message ITO004 Delivery Status: BOUNCED
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https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-user-guide-list.html
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